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1.1. 5=

T=HRUETEY =R N L—VORBEHIFE 7 70 ROBERIZHED, BEFO X
v b U — 7 HANTE T T L WIER B < B 5, RFEFIE LT VLAN_ID 232V 720,
YA L=y a Al KR — FOBERBE, FHICHER LA A o FOME Y — 0
RE, TV r—va o —ERAOEHIZEDE Xy N = REEFERENET S
o,

OpenFlow ST ONE SOIEBEBDOHFIAFEL TV EBEICNV—T 4 LV ITRAAL v F 7
EITOMRRE a7 4 7L —va VEITOWRE BT 2, &6, Py 747
L—avZT25E0CTH52ET, WhiE7rrI~TVkxy NU—7 2 FEBT5,
T—H e A TRE T Dk RMEERRT 200 & LTHIff ST D,

—J7 . =Ly MU= ZINRBER D S bR A B U — AT — kR L fRkx
BT 7V r—va yNREL, BROIWHERTL NIy 73 ET D, £, 28
DTS LT F T b v 7 OREREEB O RENVEWVOI BN H L, m—LFy U —
7 T UTP 7 =7 W72 EIC X 2 M OEWEEREFRUATO ZeNEE L2y, &
MEROHERR & W o T ARERE N DAL E IR 2D S5 2[R0 ENE, £DD 14
IR AEDF D R WIRBLICHE D 2 L BB L <220,

=LAy FU—=27IZBW T, 2—FORMMRIUISC TRy U — 7GR DOREL &
AF Iy ZITEFEL, @R QoS HlillZ1T 5 Z LTk V. RENIARIERES) & e KIRITTE
MTE L EEERIY STeSnTWnad, Lol QoS ORENIEITIMIRZ LICE RS, &
HIZ, WERERITHIST D2 BEND DR E ZORBUTES TIlIaholz,

ARKIFFETIE, T— X X CORBEERIRT L7 o bar st LTHREBELSOH D
OpenFlow HfiZ R —2b %y N =7 ~HHTHZ LT A—L %y MU= 2B ik
OFRFNAEETH A OWNTHREEZITHI LD TH B,



1.2. B84

AFRTIE, MR F T ITA ARy NI =R T —F BV XNTHWLNTE
OpenFlow HAfi OB —2L% > U —7 ~O@EMIZEAT 2FA & BETE21T 9,

OpenFlow HAlf ORISR, BUROHK R IOV THRET D, &I, R—LF v hU
— 7 BT DRI W TN 21T 5,

OpenFlow HIOEAIZE D A—L Ky FT—=Z DRWNBED L HIZEEL 9 5D
WA D, F7o, ERICEEZMEL, FHiZ1T 9 2 & TEOMREHILNTT D,

1.3. ¥Rk

ARPEEIR 6 ETHK SN TS, UFICEEOMEL RS,

FH1ETIE, AFFEOHER L BRI OV TRERD,

% 2 T TlX OpenFlow 7] &8 L T, OpenFlow HlTDBHFRREME, HIMIZ OV TR
ERAR

B3 ETIHE [F—bxy hU—7] LELT, A—2LFy U —7 OBE & #REIZON
THh 1T 2,

# 4 T OpenFlow & b7 —27H5) LRL T, 4 3 R THH LIcED T
OpenFlow i THER LR Z S b D2 L, BB Z VR v MU —27 28T 5,
% 5 T TIX OpenFlow Hiffiz V2R —Axy hU—ZHEEE] LEL T, H4=ICTHE
LAy MU= ZRETHEL, 74 20GT 2,

FeETIL, MRS HOME LELT, AMEELE LD, S%OBELE REIC
DNTIEND,
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2.1.0penFlow B #Z#&

211 fEERY FT—Y ORFHERER

OpenFlow #Hlf OBZBAE AT D200 BIFEER E R > TWVD Ry hT— 71220
TR 5, BEOFR Yy 8T —7 8k TCPAP iX OSI Z2RET /L CTERINTWDH LA T E
XN D BEREIZ T BTV 5,

OSI =71 TCP/IP RFEF7a han
TV r—a )@
- - i HTTP SMTP POP3
T T—va E TV =g @
SSH FTP
g sE
KT AR—E N AR—NE TCP UDP
Fy hU—7JE AU H—Fy NE IP
VAt I/ Fv hU—7
. Ethernet PPP
Yy P s A X —%v NE

# 1:0SI =TT 1 L TCP/IP FEEH#EE

HWEEIZHB W T IETF <° IEEE, ITU-T 72 & CIEHE(L S o HdftbARIc e > T, vy
DRy NI — 7 HERERRE L, HAIZEBETE Lo Tn5D,

By MU= F IRy N HEEON— R U =7 LA REE IS Ui
75V 7 MU =T OWGERET 5, TOBE, B LS TORUVWILE ORREAIBINL |
"Wz L Tnd, 2FED, EXCHXOREDLT L BIREEL S0 EL I
TWAHDIT TV, KEEICK > TIRHT IV DBIRES NS,

FHLIEWRy NT—IRbolcl LThH, Ry MU —J7HEBORIC L > TEBETE
PRWATREMEN B D, (e, N—RU =T LV T =T R KERoTNEZD, N
VEBEET LRy NU—7 LIZRR LGS, NUXICFIELTH L I MERH L) H T
» D,

Flo, WERY NT—TIZORND VAT AR —E R 72 EO KRB - HHLIZE -
TEEFEO T |7 b 2L CIERHL T E R0 ERA 2R L LTS, O el 5 L
KT — 22 o 2 T — MU LB 2 AT 5 2 &R %0, UL, — Mk
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2.1.2. Software Defined Networking

weRxy N — 7 OMBRZRRT 1280, EFERER L RELTEASALTY
% DM Software Defined Networking(LL N SDN) & W5 a7 v Thod, [1]

SDN &3V 7 MU =TIk o THRIBHZ2 R > bV — 27 ZET 285 Ei 0 2 L Th 5,
SDN &V, Ry MU= OWHB 2ROl ARISCZxR Yy N U —7 &4
KT DL ENHRD,

OpenFlow #7filX SDN a7 2 EE T 570D —2>DOHMTH 5,

2.1.3. OpenFlow D ER

OpenFlow #7711 2007 FEEHIZT A U B D AKX 7 5 — R KEFLTHZEDR G E o 7=,

Xy bU—27 ETF—Z 2WUNED O OREEHIE 22 &, EMERHEEZHES T3 b
BT L= T U—ARER CHEMR A TS (T2 T L— ) FET e 2
NOMREZ RS D [TV r—va ) 20l 2, 056 [arto—17L—)
L 5= L—) BRESEREA 2 —T 2 — A OpenFlow 7' v ha /L ThH D,

OpenFlow 7' 2 k 2 /L OfEHE(LIL [OpenFlow Switch =2 Y —> 7 L) [ZX > TiHED D
Nz, Z0aryy—y T AOEBEBNMA L AN—EIT AVIDAZ T 53— KRKFE, VA2
VATALAAR, ba—Ly "Ry h—F, Va=R—x%xy NU—27 2, AKRBEXKTHDH, =
=T M2 X - T OpenFlow verl.0.0 & verl.1.0 DILREREN S 7=, [1][2]

2011 4£ 3 H|Z Open Networking Foundation(VL F ONF)23% & L7-, ONF (X SDN ®
HetE 2 BAEICHE T Dk CH D, ONF OR— KAV NR—I RS YT L alh, Tz AT v
7, A= Ny IR TN w47V 7 NIT aia=/r—var X, N
FAV v, ¥ T7—Thb, (20134 4 A 27 HBE)OpenFlow it DAL E 1L ONF (25
7L, verl.2.0 & verl.3.2 DIEARREN Sz, (2013 4F 4 A 27 HEITE)



2.2.0penFlow 70 kL

OpenFlow 71 Fhz2viZiday be—L 7 L—2rTHD [OpenFlow 2> ha—F | &5
— X 7L —2ThD 0OpenFlow A A »F | BIFEET D,

2.2.1. OpenFlow O > FO—5 D&EE|

OpenFlow = s v —Z (LI OFC) D& b KR %ENL [#RIKFHE] ThoH, OFC DT
T Y AL E TR DPRE SN D, BFREECEIFLHE, AT, Ao &0
SR L TRIBZ5HE T 20N H 5, RN RE LT 6 OpenFlow A1 v FiZ7 1
—x M) ZEZIAL,

2.2.2. OpenFlow X A v FDRE|
OpenFlow AA v F(LLF OFS)O&FENIHHIZHEASN-7a—2 > MUIZ LN 5T
}ES 5,



2.3.0penFlow /A\—2 3 VIZ &k B3

OpenFlow A A & FD/N— 3 NIBFEREZ < /317 Tverl.0, 1.1, 1.2, 1.3 D4 DIZHF
bNb, EREWVWELLTFORIZLDT, [13][14][15]1[16]1(2013 4 4 A 27 HIHALE)

Version | HHH EHANR
1.0 S VATV IV
BT — 7 vt OFS O DT — 7 VAL
7 — T AL i OFS DR — 20O DD I N—T L 5
MPLS/VLAN Tag %} MPLS 35 X TV VLAN # 7 000 - (E1E - HIbRxG
- ~ AU RKELKRIS MACT RLVA, Ry NT—2T RLADVY AT K
RO
TTL ALH I IPv4 }2 O MPLS @ TTL OZ 5 - 8 « xS
SCTP %}t SCTP ~vXIZk b~y T, HEZHI LIS
Jin
OXM H#EEE A OXM(OpenFlow Extensible Match) €%
FEHRH T T —a— FE FEHRH T T —a— FEn
L2 IPv6 # AR — k IPv6 « ICMPv6 « IPv6 TTL X}t
FlowMod FFEh{EZE 5 = b e —Z s
R 0S| DA s B ALL - FLOOD - CONTROLLER 7 & O THI% &
AN— KB
Tua—BFELRDPSTEGAED | —EH L7284, Drop LBLIZAE T
Merter Table B/ QoS Dxfits
IPv6 Extension <~ Z %}t IPv6 Extension <~ & H#7"— K
L OFC/OFS sk = R 7 o a %t | 55D TCP =217 3 a Xk
Jin
MPLS BoS ~ v F > 7%t~ MPLS BoS TO~ v F o 7 HHR— K

Tunnel-ID X % 5 —# BN

~ v F > 2712 Tunnel-ID ® metadata %/ 752

Cookie 1B

7no—t v hRXBITE 5 X9 cookie 1B

Ta—0 7R

B R BT o — @Rk ks

# 2:081 Z2E7 /v & TCP/IP Ffgte

BED XL OpenFlow verl.0, 1.1 TH 5, (2013 4£ 4 A 27 HEIfF)
OpenFlow verl.3 2>5 QoS #EHEIZ kT LT %723, OpenFlow verl.3 F§iE & 5542 524k




L7= OFS 73722013 4 4 A 27 BHAE) D T, AFEERIX OpenFlow ver.1.0 2 3 5,

2.4.0penFlow verl1.0.0 70 kL

OpenFlow Switch Specification 1.0.0 °Z% 3k % 212 OpenFlow ver1.0.0 D71 | =)L
AT 5, [71[9][13]

2.4.1. Switch Components
(Ta—7—=T N LleFaT F v 0 2 ODOEHRE TSNS, OFC 1% OpenFlow
a haLiEMAL, EX a7 Fr RV TAL v FEEHT L,

EN

OpenFlow
Protocol i A 4
P
Secure | 4+*"" Controller

Channel

Flow
Table

OpenFlow Switch

X liOpenFlow BEX ---OpenFlow Switch Specification 1.0.0 P1 @ Figurel 5|/

Tu—F—7ME [Tu—x N | (7050 eTF0hwr 2], [Tr7vay) vk
W 2,

OFS #i@il+ 52 CoO/ry MIvu—7—7VEBET D, —HTH2581ET7 73
IR E FATT D, —B LR WIEEIL OFC ~iiiik 7 5, OFC 2Ty ML 2 R ER
OFS D7 u—7—7 )V EXWWZ EIT),

OpenFlow "— i Tup). ldown), A= 7Y U—F o haLro sy MEa[&] O
3 DDIRREEF O,

2.4.2. Flow Table
71— —7 /L% Header Fields. Counters. Actions ® 3 DDOEENGL 5,
D3O FELHTTr— MY LIRS,

2.4.2.1. Header Fields
Header Fields i 4 7 V] EWMEEIND 12 FEDOFRE N7 v SR —ET B0 % W5
HOIZHNSL, 2T ITRFEEDMEE 21T ANY NEREFRRETH D,



Ingress Ether| Ether| Ether| VLAN VLAN IP P IP 1P TCP/| TCP/

Port | sourcq dst type | 1d pri- sre dst proto| ToS UDP | UDP
or- bits sre dst
ity port | port

% 3:0SI Zﬁﬁﬁ:ﬁ?‘/v & TCP/1IP B%E%iﬁ"'OpenFlow Switch Specification 1.0.0 P3 @ table2 5| H

2.4.2.2. Counters

Counters [THFHHEROSICHHT 5, N7y "R—BLTIZGECT v 77— S, 7
—7N, 7a—, K—b, Fa—TLIRHFEIND, BERITY MNILLTROBED TH
Do

Counter | Bits
Per Table
Active Entries 32
Packet Lookups 64
Packet Matches 64
Per Flow
Received Packets 64
Received Bytes 64
Duration (seconds) 32
Duration (nanoseconds) 32
Per Port
Received Packets 64
Transmitted Packets 64
Received Bytes 64
Transmitted Bytes 64
Receive Drops 64
Transmit Drops 64
Receive Errors 64
Transmit Errors 64
Receive Frame Alignment Errors 64
Receive Overrun Errors 64
Receive CRC Errors 64
Collisions 64
Per Queue
Transmit Packets 64
Transmit Bytes 64
Transmit Overrun Errors 64

FzA4HU U HNEERB ---OpenFlow Switch Specification 1.0.0 P5 @ table4 5| H



2.4.2.3. Actions

Actions 1337 > =B L7255 BICE T 20 TH L, {7 —= VIO EHE E
@ Action 2NFL# TE 5, #2159 % Action D372 WGA . /N7 MIBEFES LD, Action X
RN SNTNEIZEE S MR LT H D3, 7 v FIEEIRFRZED 6 2R WRFEIL RV,

ALEE DS H S 72 0y Action U A M 2% LT, OFS iZ lunsupported flow error] /%7 v k%
OFC IC%ET %,

OFS % Required Action] [T# 3 EHE I N T 5723, [Optional Action| [F5EHE X T
W< THREW, OFC LW THERET ABS. £ [Optional Action | 233E%E XL TUV5 H
WY 5,

OpenFlow ver.1.0 Tix, LA F® 4 FEHD Action DEFRK I TN D,

- Forward(Required Action)

- Enqueue(Optional Action)

» Drop(Required Action)

- Modify-Field(Optional Action)

Forward 7 7 > a NIEHOEENH 5, Forward 77 3 3 > OENWE—E % VL FIZEHE
95,

T a vk el B R A
ALL Required | {57~ — oS~y MEEET D,
CONTROLLER | Required | 7 7&/W{b%E LT, OFC ~ 7 v N&EiEET 5,
LOCAL Required | B — /WAL v F o~y NeikET 5,

T —7—7 VB ESIL TS Action IZHEH , O v b

TABLE Required .
T RAYE=VDTR)

IN_PORT Required | Z{EAR— b ~F7 v NEEET D,

NORMAL Optional | BEfF®D L2/VLAN/L3 (2R > 7e/37 > N &iEET 5

EER— FUAMCEND A= T U — 1IN o T2

FLOOD Optional
P b aE(ET S,

#5Forwad 77 va v Y R b —&

Enqueue 7 7 ¥ 3 V3K A — MIRE S4L72 queue DL/ T v N EEINT 5,

Drop 7 7 ¥ a 337 v M EFET 5,

Modify-Field 7 7 <+ = AT ITITMZERERE £ 13X L TV 722023, OpenFlow it A %)
M2 @D DT DIIIN B EEETH D, Modify-Field 77 a7 7 ar U A R&ELL
TEREY TH D,




Action

Associated Data

Deescription

Set VLAN ID

12 bits

If no VLAN is present, a
new header is added with
the specified VLAN ID and
priority of zero.

If a VLAN header already
exists, the VLAN ID is re-
placed with the specified
value.

Set VLAN priority

3 bits

If no VLAN is present, a
new header is added with
the specified priority and a
VLAN ID of zero.

If a VLAN header already
exists, the priority field is
replaced with the specified
value.

Strip VLAN header

Strip VLAN  header if

present.

Modify Ethernet
MAC address

source

48 bits: Value with which
to replace existing source

MAC address

Replace the existing Eth-
ernet source NAC address
with the new value

Modify Ethernet destina-

tion MAC address

48 bits: Value with which to
replace existing destination

MAC address

Replace the existing Eth-
ernet destination MAC ad-
dress with the new value.

Modify IPv4 source address

32 bits: Value with which to
replace existing [Pv4 source

address

Replace the existing P
source address with new
value and update the IP
checksum [and TCP/UDP
checksum if applicable).

This action is only applica-

ble to IPv4 packets.

Modify IPv4 destination
address

32 bits: Value with which to
replace existing [Pv4 desti-
nation address

Replace the existing [P des-
tination address with new
value and update the IP
checksum (and TCP/UDP
checksum if applicable).
This action i=s only applied
to IPvd packets.

Modify [Pv4 ToS bits

6 bits: Value with which
to replace existing [Pv4 ToS
field

Replace the existing [P To3

field. This action iz only ap-
plied to IPvd packets.

Modify
port

transport source

16 bits: WValue with which
to replace existing TCP or
UDP source port

Replace the existing
TCP/UDFP source port
with new value and update
the TCP/UDP checksum.

This action is only applica-
ble to TCP and UDP pack-

ets.

Modify transport destina-
tion port

16 bits: Value with which
to replace existing TCP or
UDP destination port

Replace the existing
TCP/UDP destination
port with new wvalue and
update the TCP/UDP
checksum

This action is only applied
to TCP and UDP packets.

# 6: Modify-Field 77 v a > U A b —%& - OpenFlow Switch Specification 1.0.0 P7 ¢ table5 5| i

10




2.4.2.4. Matching
OpenFlow ver.1.0 TIZLL T OIRIEERL ZHET 5,

J 1
. ) Optional | Parse header Match tabl yes
Pacn“;ugrlom > 8021dSTP | fields > e | Apply actions
| processing i (see below) \/
] }
! o

Match table
N?
yes

Send to
controller via
Secure Channel

X 2:7 mn—< v FIREBEX ---OpenFlow Switch Specification 1.0.0 P8 ® Figure2 5| H
OFS T STP BfensfTzhn 255 L7= 37 » 23 IEEE802.1D O#h, 7 v —~ v FiL

HIZATONFIZ STP & LTRSS,
STP fL¥ite, LU T OIREERIZ Ty 47 4 —/b RTINS S D,

11




Eth type =
0x81007

Initialize Headers
Set input port,
Ethernet source,
destination, and type;
set all others to zero

Set VLAN ID and
PCP. Use
encapsulated Eth
type for next Eth
type check

A

0x08067

Eth type =
0x08007?

1
[
1
™ witinARP ]
1
1

I
1 Set IP source,
! destination from

1 packet
I

Set IP source,
destination,
protocol, and
ToS fields

Not IP
Fragment?

Packet Lookup

Use assigned

IP Proto =
Bor7?

Use UDP/TCP
source and
destination for
L4 fields

IP Proto =
17?

Use ICMP
type and code
for L4 fields

header fields

X 3~ F T 4 —)b FEITIREEEBRX - OpenFlow Switch Specification 1.0.0 P8 ¢ Figure3 51/

OpenFlow ver.1.0 THIET D~y &7 4 —/b RFENTIZLAT OLEE %

S >

1T,

1. Eth Type=0x8100(VLAN) T& %%;% . VLAN_ID & PCP Z#{RZIZFIHT 5,
2. Eth Type=0x0806(ARP) T& %54, Source IP 7 K L A & Destination IP 7
KL R 2 BEEXGIBINT %, 4L Optional Th 5,

Eth Type=0x0800(IPv4) Td 5354, IPvd ~ v ¥ Z PRBEXRITIEINT 5,
4. IPv4 3%y N>, TCP £721% UDP ®

7 RGBT %,

12
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5. IPv4 N7 > x>, ICMP A, ICMP # A 7L ICMP = — R & kx4
(2B 5,

6. IPv4a X7 > hipD, 7737 A b A 7®y b3 0 L4, E721L More
Fragments £y PR EINTWDHEHE, M7V AR— MNaOR— MEFIX
0 FICHRESND,

Flo. 7 —T7—T7 N7 4 —)L NIZANYEEZREFT 556 VAV B — RN L 720 |
T _TCOMEN Match 35,

Ethernet II 7 L— A 802.3 7 L — A(SNAP ~ v #£f & . OUI 0x000000), 3 & O} 802.2
7 L —L(SNAP ~» #72 L, OUI x000000 LASMIE 57 5 ik TS5,

Ry MEROEREIEMNIZT AL R — FE2EFLAWVWERIC T 5 MU RN
KB THD, VAN KRI— RE2RETIHAE, BRELZFZZTHE L, FEXAEWIZ
LB sns,

Zuo—=x MU Match L7258 S L= 7 o 2R HEHFEIN 5, Match L72W4A
X 2T F ¥ o RARETOFC ISy v FEE[ET D,

2.4.3. Secure Channel

X 2T F ¥ 1T OFC & OFS 28t 272000 A 4 —T =2 —ATh D, ZDA
VE—T7x2—A%&H LT, OFC X OFS Of%E EEH, 14X h2fF. OFS IZxf LT/
Ty NEEET D,

Datapath L X 27 F ¥ RABDOA v ¥ —T 2 — A FFEERGFEDR, X227 F v
FIVD A v —1F OpenFlow 7' 2 fa/vd 7 4 —~< v MIEILERH D,

2.4.3.1. OpenFlow 7’0 kO JLE
2.4.3.1.1. Controller-to-Switch
OFC THA =41, OFS DikfgmeR, R T 5,
Features: TLS & v ¥ 2 U #ENIHFIZ OFCIZOFS D A A » FEHM A2 BUSGT 5,
Configurations : OFC |X OFS O EA T, R EMRE T 5,
Modify-State : OFS ® 7 v —7—7 /LB - E1E - BIfRZRET 5,
Read-State : OFS O#iaHE 2z BG4 5,
Send-Packet : OFS OF5E S NToR— Mo Ty M aikET 5,
Barrier : UBEANSE T L7256, @IS LD,
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2.4.3.1.2. Asynchronous
OFS TR =4, OFC ~REBE Lo 7 —ilFn /e E 2K 5T 5, KT 2614 LLFIZED
WD,
Packet-in : 7 @ —7 —7 /|2 Match L2\ 7 v R &5%15,
Flow-Remove : # A <21V 7 v —{E,
Port-status : " — FEXERAENLE T,
Error : =7 —%84,

2.4.3.1.3. Symmetric
OFC. OFS OMFF CA S, MEIZL U TERF SN D,
® Hello : ##5iBA4AEEZ OFC - OFC [BlICASH 2,
® FEcho: ZELEOLMTIRIET D, BEIE, wiEE, I X UOSEEERIZEE,
® Vendor : %D Version B E D 7= 8 O T HIFET,

2.4.3.2. Connection Setup

OFSIXIP 7 RL AL R— "NESEREL CBELHNLT D, EX 2T F v EO R
TevwZix7e—T7—T7NVOREEITDR,

OFC & OFS O A O#(E IR OFPT_HELLO A v — V% %ET D, Z0OAvE
— VT D LY R— T RO a UERP DD,

F Ay T— g VAR SEA . OFPT_HELLO 24545, RAEREA. 44 7%
OFEPT_HELLO_FAILED, =— K% OFPHFC_COMPATIBLE, % L T Optionally & L
T ASCII = — R Cai 4 ita L 7= OFPT_ERROR A v & —U % X(ET 5,

2.4.3.3. Connection Interruption

OFS 7253 echo [WEX A LT U K, TLS ¥y a ¥ A LT 0 b2 EUH LT84,
Ny 7Ty Taryba—7~FHidT 5,

OFC & O IR L7=46 . OFS IE lemergency mode) (Z#Ef L, TCP =2 %7 v 3
> a9 %, lemergency mode ] (23 L7- OFS [Z@HE DO N U N X CHIFRS L5,

OFC & D#fe A LT IEHH 7 v —7 — 7 VMR T 5,

2.4.3.4. Encryption

OFC & OFSIITLS =%/ v a v &4 %, TCP6633 F%~7 74/ h L., OFS 5
OFC (28Rt 7 %, OFC IZ OFS OFEHEZ AT L. OFS 1X OFC OiEAELZATEFT 5,
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2.4.3.5. Spanning Tree

OFS % optionally & LT 802.1D A 3= 27> U —(LLF STPIZXIit~d %, STP (ks
ToO%HEG., 7r—T — 7 NVORERIZ STP CxE T 2048 EF 5, OFS 1%
OFPT_FEATURES_REPLY ® OFPC_STP ® vt v M ET HMENRH 5H, OFS @ STP
EHNIT DG, WEIR— NI T STP 2820 L2 T L7 6 W MEAEAR — MNIfF
BNTT DT IR,

2.4.3.6. Flow Table Modification Messages
Ta—T—TNVOEERXE—VIILTFO 5 HEH S,
® OFPFC_ADD
OFPFC_MODIFY
OFPFC_MODIFY_STRICT
OFPFC_DELETE
OFPFC_DELETE_STRICT

OFPFF_CHECK_OVERLAP 7 7 7/ 3 E & #7= ADD U 7 =X F D34, OFS [ IEE
T57r—x N EAERTOLERHD, bLTETL7r—x= M BNFELESE,
OFPET_FLOW_MOD_FAILED & OFPFMFC_OVERLAP % #% € L 7= ofp_error_msg % %
59 %,

[f—72~w 27 4 =) ) OFS ITAHET 56, Hiicrru—% @k, 1o 2 EH
Z M %,

7ua—x» b EBINTBHAX—=ANR WS, OFPET_FLOW_MOD_FAILED ¢&
OFPFMFC_ALL_TABLES_FULL %€ L 7= ofp_error_msg #5{5 7 %,

A— F 372554, OFPET_BAD_ACTION & OFPBAC_BAD_PUT_PORT %% L
7= ofp_error_msg #1559 5,

Modify V 7 = A R OXRT 0 —PF(ELR2WGE, ADD V 7 =X M ERICEIEEZ L, &
U AERENIET D, RRT e =N FEETL5E. AR T —0T 7 v g VFAERS
DM, 1T B IFBITER S 720,

Delete V7 A hOxtR7 o —x > U BRHEELRWES, =7 —Niegkshd., 71
—TF =7 B b E Ry, 7r—=r MR —HKL, @BFOT7r—=> N ZHIFRT
%54 . OFPFF_SEND_FLOW_REM # & E L7z, 7 —HIRA vt — V& ElT & T
bbb, FEHZ7a—T—7VFHIBRENTH 72 —HIRA v — V2B T 2 BEIT 20,

Modify & Delete U 7 = A hZix STRICT 23F7E£4 %, STRICT LELDHE, VALK
H—REED, TXTHR—HETLH7e—DHNIEIND,
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FERM7a—T—TNVOXA EIZTOCICEETILERD D, KR LEZEGE.
OFPET_FLOW_MOD_FAILED & OFPFMFC_BAD_EMERG_TIMEOUT % #%7@& L 7=
ofp_error_msg %553 %,

LR C X 7254 OFPET_FLOW_MOD_FAILED & OFPFMFC_UNSUPPORTED %
X TE LTz ofp_error_msg & HIEEIZEETHMLENDH D,

2.4.3.7. Flow Removal

% 7ua—=x b VL idle_timeout & hard_timeout #Fi-> T\5, FE8E SNT-RENR
WT 5 ET7e—FHIREND, 7r—ZHIBRLIZSGS, OFCIZ7n—%HIR LA vE—
VaEET D,

2.4.4. Appendix A: The OpenFlow Protocol
OpenFlow 7' 2L D&KL include /openflow/openflow.h ([Z TEFZ SN TV 5,
8byte Hi. T padding 35, OpenFlow 2 vt — Iy /o7 47 U TEEIND,

2.4.4.1. OpenFlow Header
OpenFlow A v &— LU F® OpenFlow ~» % X 0 Bllh S i 5,

it A WA

uint8_t version OpenFlow 7'®2 f 3L/ X— 5
uint8_t type Aytb—TX AT

uint16_t | length ofp_header # & te/ /N7 v M E
uint32_t | xid A A A I 1))

7% T:ofp_header #&i& &

OpenFlow ver.1.0 CiZ version [370x01” & 72 %, OpenFlow D& /3—7 a 1% 0x00 |2
ROTETHD, Av—VFATIUILL T DRI D,
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o

ERA

Ao—TH AT

OFPT_HELLO

OFPT_ERROR

OFPT_ECHO_REQUEST

OFPT_ECHO_REPLY

OFPT_VENDOR

Symmetric

OFPT_OFPT_FEATURES_REQUEST

OFPT_OFPT_FEATURES_REPLY

OFPT_GET_CONFIG_REQUEST

OFPT_GET_CONFIG_EWPLY

© |00 || |0k ]|W | IN |+~ |O

OFPT_SET_CONFIG

Switch configuration

—
o

OFPT_PACKET_IN

—
—

OFPT_FLOW_REMOVED

—
\]

OFPT_PORT_STATUS

Asynchronous

=
w

OFPT_PACKET_OUT

=
S

OFPT_FLOW_MOD

=
ot

OFPT_PORT_MOD

Controller command

=
»

OFPT_STATS_REQUEST

=
3

OFPT_STATS_REPLY

Statistics

=
0]

OFPT_BARRIER _REQUEST

—
©

OFPT_BARRIER_REPLY

Barrier

3]
e}

OFPT_QUEUE_GET_CONFIG_REQUEST

\]
—

OFPT_QUEUE_GET_CONFIG_REPLY

Queue Configuration

% 8:ofp_type FlZ¥4k

2.4.4.2. Common Structures
HE DA =T THEH I TV AEERICOW TR T 5,

2.4.4.2.1. Port Structures
WA — NMCBET EERIZLL T IC /2 5,
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il I I

uintl6_t port_no R— &

uint8_t hw_addr[OFP_ETH_ALEN] MAC 7 KL A

char name[OFP_MAX PORT NAME_LEN] AV H—T 2— AL

uint32_t | config STP CEHICET 5% E

uint32_t state STP °WFL Y v 7 OAFTEIZ B3 B ke

uint32_t | curr HAEDOR— MR EM

uint32_t advertised SRS B HERE

uint32_t | supported HAR— F LTV AHHERE

uint32_t | peer A TN A LTV HHRE
% 9:ofp_phy_port #&i& &

OFP_MAX_ETH_ALEN ®fifi% 6, OFP_MAX_PORT_NAME_LEN Ofil% 16 TH 5,
config EIZLL FDFIZEKIZ /2 5,

[} EHA O

1<<0 | OFPPC_PORT_DOWN N—hFT

1<<1 OFPPC_NO_STP 802.1D A/N= 7 ) — 1%

1<<2 | OFPPC_NO_RECV 802.1D A= 27 U —LISk D43 v k% DROP
1<<3 | OFPPC_NO_RECB_STP 802.1D A= 7Y J—s3r v % DROP

1<<4 | OFPPC_NO_FLOOD 77T 4T BRI

1<<5 | OFPPC_NO_FWD Hiik Sz 37 > h% DROP

1<<6 | OFPPC_NO_PACKET_IN | Packet-In A v tE—I %K (E L2V

% 10:ofp_port_config Fl|24{&

state fEIZLL FOFIERIZ B, 728 state ITFe ARV HHATHY . OFCIIRETHZ &
ILTE W,
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B TEA M

1<<0 OFPPS_LINK_DOWN WER Y > 7 BFAE L7720

0<<8 OFPPS_STP_LISTEN AN=Z T Y =3y N ERREE LR
1<<8 | OFPPS_STP_LEARN AN= T )=y NEEET S
2<<3 OFPPS_STP_FORWARD AN= T Y =3y N EHRET D
3<<4 OFPPS_STP_BLOCK AN= T Y —DO—EF L 72 B0
3<<h OFPPS_STP_MASK OFPPS_STP *O v >y h~X 7

3 11: ofp_port_state |24k

port_no fEIXLL FOFE SN TSN TN D,

fiE EA N

0xff00 | OFPP_MAX WERAR— N DR

Oxfff8 | OFPP_IN_PORT =g — b

0xfff9 | OFPP_TABLE 70 —7 =7 IR ST D Action

Oxfffa | OFPP_NORMAL BEAED L2/VLAN/L3 (2 » 72— k

oxfffb | OFPP_FLOOD ZER—FSDOETOR— M AAR= 7Y ) —)
Oxfffec OFPP_ALL ZAER— NS DOETOR— K

0xfffd | OFPP_CONTROLLER OFC #&fse A — k

0xfffd | OFPP_LOCAL 0—H VAL F OEHGEAR— h

Oxffff | OFPP_NONE WELR— kLSt

% 12: ofp_port F|ZE4k

curr, advertised, supported. peer DEAEIZIZY 7 E— R, Vo2 XA, UV Uk
HEOAREMIZ/ D, 7o, REMITLL T ORI D,

19




fiE TEA M

1<<0 OFPPF_10MB_HD 10MB - &

1<<1 OFPPF_10MB_FD 10MB 4 &

1<<2 OFPPF_100MB_HD 100MB -

1<<3 OFPPF_100MB_FD 100MB 4 &

1<<4 OFPPF_1GB_HD 1GB - &

1<<5 OFPPF_1GB_FD 1GB 4= "

1<<6 OFPPF_10GB_FD 10GB 4= &

1<<7 OFPPF_COPPER VA ANST =T )L
1<<8 OFPPF_FIBER Ty AN—=lr—T )L
1<<9 OFPPF_AUTONEG F—hrxIyT— 3
1<<10 | OFPPF_PAUSE N— XK RE

1<<11 OFPPF_PAUSE_ASYM | Asymmetric 78— XF%HE

%% 13: ofp_port_features ¥|Z44&

2.4.4.2.2. Queue Structures

OpenFlow verl.0 TiXflfRfT & T OoS (Tt LTV 5, D Queue % &R — MIH
DBTHZLENTED, Queue DRTITHESNT N v F&#AFT 5, Queue DREEIAIT
LLFIZ72 %,

i) B4 N

uint32_t queue_id Queue &=

uint16_t len Queue /31 M E

uint8_t pad[2] 64bit alignment

struct ofp_queue_prop_header properties[0] Queue /X7 ¢ U A K

% 14: ofp_packet_queue #E1E

Queue 7' T /NT 4 IZIXLL T OFIEEMNGRTE S D,

e | 84 WA
0 | OFPQT _NONE TaRT 4L
1 OFPQT_MIN_RATE | /7 —4% L — MEGE

%% 15: ofp_queue_properties FZ&A
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Queue v FHEERIZLLTIC 2 D,

2 A M

uintl6_t | queue_id Queue 7' /37 ¢ (OFPQT_%)
uintl6_t | len ~vy X EETe Queue 7B NT (R
uint8_t pad[4] 64bit alignment

3% 16: ofp_queue_prop_header #3& 4

AL 7

OpenFlow ver.1.0 TIZHI/E, ofp_queue_prop_min_rate (2 X D &/NT— 4% L — hME
PO) VNG A

i) s A

struct ofp_queue_prop_header prop_header Queue ~v &

uintl16_t rate F—H L —h

uint8_t pad[6] 64bit alignment

# 17 ofp_queue_prop_min_rate &

2.4.4.2.3. Flow Match Structures

7u—xr M) OEE LT ORBEEAER S5,

it A WA

uint32_t | wildcards UANVKI—F

uint16_t | in_port ZfEAR— b

uint8_t dl_src[OFP_ETH_ALEN] 1%{E5C Ethernet 7 KL &
uint8_t dl_dst[OFP_ETH_ALEN] 564 Ethernet 7 K LA
uintl6_t | dl_vlan VLANID

uint8_t | dl_vlan_pcp VLAN 72 A4 4V 7 4
uint8_t | padi[1] 64bit alignment

uint16_t | dl_type Ethernet 7V — A% A 7
uint8 t | nw_tos ToS 7 .+ —/L K(DSCP @ 6bit D Ix)
uint8_t nw_proto IP 7o b2

uint8_t pad2[2] 64bit alignment

uint32_t | nw_src FETIP T RLX

uint32_t | nw_dst S IP 7 KL A

uint16_t | tp_src %{E5% TCP/UDP iR— hE 5
uint16_t | tp_dst 565 TCP/UDP iR — F &=

# 18: ofp_match # &4
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T AV R — RIZIZLL FOFIZED Flag ik E S5,

[ E A Q¥

1<<0 OFPFW_IN_PORT ZAEAR— k

1<<1 OFPFW_DL_VLAN VLANID

1<<2 OFPFW_DL_SRC {5 7C Ethernet 7 R L 2
1<<3 OFPFW_DL_DST 565¢ Ethernet 7 K L A
1<<4 OFPFW_DL_TYPE Ethernet 7 L — A% 1 7
1<<5 OFPFW_NW_PROTO IP 7nm k=v

1<<6 OFPFW_TP_SRC %{g 7t TCP/UDP 7" — h &=
1<<7 OFPFW_TP_DST 54t TCP/UDP AR — h &5
8 OFPFW_NW_SRC_SHIFT | &f5cIP 7 FL AT 7 |
6 OFPFW_NW_SRC_BITS KETCIP 7T FLAEY b

|| Ol

((1 << OFPFW_NW_SRC_BITS) - 1)
<< OFPFW_NW_SRC_SHIFT

OFPFW_NW_SRC_MASK

HEETLTIPT RLASY RS

32 << OFPFW_NW_SRC_SHIFT

OFPFW_NW_SRC_ALL

REEFTLIPT RLAE Y hA—L

14

OFPFW_NW_DST_SHIFT

o
5P 7 RL AT 7 k

6

OFPFW_NW_DST_BITS

A IP 7 RLAE Y b

((1 << OFPFW_NW_DST BITS) - 1)
<< OFPFW_NW_DST_SHIFT

OFPFW_NW_DST_MASK

a5 IP 7 RL A~ A

32 << OFPFW_NW_DST_SHIFT,

OFPFW_NW_DST_ALL

SEHIP 7 RLAE Yy N4 —L

1<<20

OFPFW_DL_VLAN_PCP

VLAN 77 A4 4V 7 4

1<<21

OFPFW_NW_TOS

ToS 7 4 —J/L K

((1<<22) - 1)

OFPFW_ALL

LTHO7 4—/L K

# 19: ofp_flow_wildcards 512544

2.4.4.2.4. Flow Action Structures

%< @D Action X7 v — 37y NMCBEEMITAZ ENTE S, BEERZINLTWVD
Action ¥ A ZIZLL T DFEKITIR B,
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[ EEA A

0 OFPAT_OUTPUT FRER— FrbHE(E

1 OFPAT_SET VLAN_VID | VLANID % & &

2 OFPAT_SET VLAN_PCP | VLAN 7'JA4 4V 7 4 &RE

3 OFPAT_STRIP_VLAN VLAN % 7 %%

4 OFPAT_SET_DL_SRC %£{E 70 Ethernet 7 R L A% &
5 OFPAT_SET DL_DST sit Ethernet 7 N L AGRE

6 OFPAT_SET NW_SRC BEITLIP 7 L ARRE

7 OFPAT_SET_NW_DST e IP 7 R U AGRGE

8 OFPAT_SET_NW_TOS ToS 7  —/V iR E

9 OFPAT_SET_TP_SRC %{g70 TCP/UDP 7" — M &SRR E
10 OFPAT_SET_TP_DST 564t TCP/UDP AR — h SR E
11 OFPAT_ENQUEUE Queue (ZF&HN

oxffff | OFPAT_VENDOR NUEMAT Vv a v

# 20: ofp_action_type ¥ 24k

Action ~y X134 A4 7, EZR EOBEFRNEG FINLTWA,

i B N

uintl6_t | type Action # A 7
uintl6_t len Action &
uint8_t pad[4] 64bit alignment

# 21: ofp_action_header &4

Action_output OFERITLL FIZ/R 5,

it I WA

uint16_t type OFPAT_OUTPUT

uintl6_t len 8

uintl6_t | port HHAR— K

uintl6_t | maxlen | OFCIZEET HHEKR A M E

# 22: ofp_action_output #Ei&EE

Enqueue 7 7 3 2 > 1% ToS X° VLAN PCP D% &2 59 Queue (ZEID 4 TH, X7

v ME Enqueue 77 v 3 U, EE LTI/ 5720, ToS<° VLAN PCP ®
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254, Enqueue 77 ¥ g VEITRICAR T AMLENDH S,
Enqueue action DREERIZLL FIZ/2 5,

2 A M

uintl16_t type OFPAT_ENQUEUE
uintl6_t len 16

uintl6_t | port HAIAR—k

uint8_t pad[6] 64bit alignment

uint32 t queue_id OFC 2T DR N1 M E

Action_vlan_pcp

# 23: ofp_action_enqueue B4

Action_vlan_vid O#ERIZLL T2 72 5,
723 vlan_vid=0xffff iZ VLANID 2MEH I TWARWZ & ZoRd,

i) s N

uintl6_t | type OFPAT_SET_VLAN_VID
uintl6_t len 8

uintl6_t vlan_vid VLANID

uint8_t pad[2] 64bit alignment

# 24: ofp_action_vlan_vid #&&&

DOREEERIZLU TS 5,

7 s | AE
uintl6_t | type OFPAT_SET_VLAN_PCP
uintl6_t len 8

uint8 t vlan_vid VLAN 7544V 7 4
uint8_t pad[3] 64bit alignment

%% 25 ofp_action_vlan_pcp &k

Action_strip_vlan 15157372 < | ofp_action_header DA THEFL ST\ 5, 1 NFAET
L4546, VLAN ¥ 7 %k 5,

Action_dl_src OEERITILLTIC /25,
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i 3 ed W

uintl6_t | type OFPAT_SET_DIL_SRC/DST
uintl6_t len 16

uint8_t dl_addr[OFP_ETH_ALEN] Ethernet 7 KL &

uint8_t pad[6 64bit alignment

% 26: ofp_action_dl_addr #i& A&

Action_nw_addr O#EERIZILL T2 5,

7 £5s | WE
uintl6_t | type OFPAT SET NW_SRC/DST
uintlé_t | len 8

uint8_t nw addr |IP 7 FL XA

% 27: ofp_action_nw_addr &1k

Action_nw_tos DREEIRITILL NI 725,

i1} v e A

uintl6_t | type OFPAT_SET_NW_TOS

uintlé_t | len 8

uint8 t nw_tos ToS 7 .+ —/L K(DSCP @ 6bit D Ix)
uint8_t pad[3] 64bit alignment

3% 28: ofp_action_nw_tos H &k

Action_tp_port OREERITLLFIZAR 5,

i) A ed WA

uint16_t | type OFPAT_SET_TP_SRC/DST
uintl6_t len 8

uint8_t tp_port | TCP/UDP K— &=
uint8_t pad[3] 64bit alignment

Action_vender

DOREERIZLATIC 2%,

# 29: ofp_action_tp_port #&i& &

i s | WE
uintl6_t | type OFPAT_VENDOR
uintlé_t | len 8

uint32_t | vender ~ A 1D

#% 80: ofp_action_vendor_header & &
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2.4.4.3. Controller-to-Switch Messages
2.4.4.3.1. Handshake

TLS 245 & OFC (X OFPT_FEATURES_REQUEST % %33 %, OFS %
OFPT_FEATURES_REPLY % v & — VY %iRIET 5,

ofp_switch_features OEERIILL FIZ72 5,

il A W

struct ofp_header header OpenFlow 7' & kL~ &
uint64_t datapath_id F— %2 ID

uint32_t n_buffers Ny 7 AN T B8y M
uint8_t n_tables T =T YR — N

uint8_t pad[3] 64bit alignment

uint32_t capabilities H R — ~ 95 ofp_capabilities
uint32_t actions H R — ~ 9% ofp_action_type

struct ofp_phy_port | ports[0] WEL R — MEHR

# 31: ofp_switch_features #&i& &
T — X XA ID X OFS #4272 D2 =—7 72 ID iR E I 5, BT 16bit (L%
FIZERBNAHD, AL 48bit I OFS @ MAC 7 R UADBMEM S5, HAL 16bit O
Bl LTA L AZ U A% KA 572912 VLANID M8 S b Z &3 H 5,

WA — K95 ofp_capabilities DF|ZKITLL FIZ/2 5,

fiE ERA WA

1<<0 OFPC_FLOW_STATS 7 v —ikEHE &

1<<1 OFPC_TABLE_STATS T — 7 ViR EHE

1<<2 OFPC_PORT_STATS A— MEFHE

1<<3 | OFPC_STP 802.1d A/ X= 7V ) —

1<<4 OFPC_RESERVED THRUMET 0)

1<<5 OFPC_IP_REASM TIIA RSN IPOY TR TV
1<<6 | OFPC_QUEUE_STATS Queue M H

1<<7 OFPC_ARP_MATCH_IP ARP N7y "DIP T RV A~yF 7

# 32: ofp_capabilities 7|3k

acitons |ZIX OFS WY R—F 2577 a Dy b~ v 7RI 5, ports[0]iZiE
WELR— N OFETE RSN I D,
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2.4.4.3.2. Switch Configuration
OFC % OFS |Z OFPT_SET_CONFIG #iXfE L. a7 4 V&R ET H, £7=. OFC I
OFPT_GET_CONFIG_REQUEST #5935 &, OFS 5
OFPT_GET_CONFIG_REPLY DNE[GS a7 4 VRELMERT HZ LN TE D,
ofp_switch_config #ERIXLL FIZ/2 5,

ail A WA

struct ofp_header header OpenFlow 7' &1 k /L~y &

uintl6_t flags ofp_config flags

uintl6 t miss_send_len OFC IZKMET D/ v FDEKRAA M

% 33: ofp_switch_config #& &

ofp_config_flags OFIZEKITLL FIZ/2 5,

B | EHA (F

0 OFPC_FRAG_NORMAL | 72{Z% L72W
1 OFPC_FRAG_DROP ey 79%
2 OFPC_FRAG_REASM V77
3 OFPC_FRAG_MASK

% 34: ofp_config_flags ¥Z/k
2.4.4.3.3. Modify State Messages

OFC 28 OFPT_FLOW_MOD %# #3456 & OFS O 7 a—7—7 VEERTH,
ofp_flow_mod DOHIERITLL FIZ/R D,
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il A I

struct ofp_header header OpenFlow 7’12 k2L~ &
struct ofp_match match Match 54

uint64_t cookie OFC 23347 L7-i%0+
uintl6_t command ofp_flow_mod_command
uintl6_t idle_timeout HIBRE TOT A KB
uintl6_t hard_timeout HIlBS F T D KB
uint16_t priority TIAFVT 4

uint32_t buffer_id Ny 77 U TRy b
uint16_t out_port HAAR—k

uint16_t flags ofp_flow_mod_flags
struct ofp_action_header | actions[0] 7o —mx 2 kU D action

% 35: ofp_flow_mod #E &

cookie DfE 1%-1(OxfEFAEFFFEFFFFO I X FRTIC TR SN TV D,
ofp_flow_mod_command DFIZKIZLLFIZ/R 5,

i | B4 ¥

0 OFPFC_ADD 7 —iBn

1 OFPFC_MODIFY vy FLIEETu—DEH

2 OFPFC_MODIFY_STRICT TAN R — NI~y F L7 n—DER
3 OFPFC_DELETE ~ v F L7 —0OHIBR

4 OFPFC_DELETE_STRICT T AN RI1— NI~ v F Lic 7 = — OB

% 36: ofp_flow_mod_command |25k

idle_timeout & hard_timeout DEN W 570" D56, # A L7 U N TT7 r—72HIfRS
DT EER,

TIAFT VT A ERE W EEE SN D,

ofp_flow_mod_flags OFIZEKIZLL FIZ/R 5,

il TEH A NE

1<<0 | OFPFF_SEND_FLOW REM | 7= —2Hllk&hi-#4. Flow Removed A vt —%%(ET %
1<<1 | OFPFF CHECK OVERLAP | 7u—#4—n"—35 o7 Li=H4a, error # OFC 2515
1<<2 | OFPFF_EMERG Ta—%RAaxr N ELTRETD

%% 37: ofp_flow_mod_flags %24k
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OFC 7% OFPT_PORT MOD %##%{E4 2% & OFS AR — FNREALEHT 5,
ofp_port_mod DOHEERITLLFIZ/2 D,

ail A I

struct ofp_header header OpenFlow 7’11 k2L~ &
uint16_t port_no WBR— N E

uint8_t hw_addr[OFP_ETH_ALEN] A—FrDOMACT KL &
uint32_t config N— N

uint32_t mask IR RIS D AR — b ERMTE
uint32_t advertise ofp_port_features

uint8_t pad[4] 64bit alignment

% 38: ofp_port_mod #E ik

2.4.4.3.4. Queue Configuration Messages

Queue 7 ¢ 71X OpenFlow 7’12 h 2 /L TIIATHRV, <2 K7 A 27— L8O
ary7 4 77n b abEliTEITSND,

OFC 1% OFS O% R — MIREINT- Queue Z2MHT 252 LN TX 5,

it I N

struct ofp_header | header OpenFlow 7' & kL~ &
uint16_t port_no PPN — N5

uint8_t pad[2] 64bit alignment

# 39: ofp_queue_get_config_request {4

OFS i ofp_queue_get_config_reply #i&{k %2 OFC (ZiR57 %,

iz A A

struct ofp_header header OpenFlow 7' &2 f /L~y &
uintl6_t port_no WEIAR— &

uint8_t padl6] 64bit alignment

struct ofp_packet_queue | queues[0] | Queue U A h

% 40: ofp_queue_get_config reply & &
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2.4.4.3.5. Read State Messages
OFC % OFPT_STATS_REQUEST #A vt&— % L. OFS OHIERNEZRET 5,

i ZE 4 A

struct ofp_header header OpenFlow 7' &1 k)L~ &

uintl6_t type ofp_stats_types
uintl6 t flags 77 J(RES
uint8_t body|[0] U 7 = A h® body #

3% 41: ofp_stats_request HE &

OFS |3 OFPT_STATS_REPLY #* vt —v %/ L. OFC (23 %,

7 £ |

struct ofp_header header OpenFlow 7' &2 f /L~y &

uint16_t type ofp_stats_types
uint16_t flags 777 (RES
uint8_t body[0] U 7'Z A ® body &

# 42: ofp_stats_reply #Ei& &

ofp_stats_types DFIZEIRIXLL FIZ7/2 5,

fiE ERA W

0 OFPST_DESC OFS O fE#

1 OFPST_FLOW K7 v —O/MmEHEH
2 OFPST_AGGREGATE 27 v —OKEEHEH
3 OFPST_TABLE T — 7 U EHE

4 OFPST_PORT AN— MR )

5 OFPST_QUEUE Queue FEFHEH
Oxffff OFPST_VENDER VT LI

%% 43: ofp_flow_mod_command |2k

OFPST_ DESC # VU 7 =X h9 5 &, LAFOREEERN Y 77 A @ body ([T SIS,
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il A I

char mfr_desc[DSEC_STR_LEN] & e A

char | hw_desc[DSEC_STR_LEN] N— R 7
char sw_desc[DSEC_STR_LEN] V7 MU =T iR
char serial num[SERIAL. NUM_LEN] U T IF U N—
char dp_desc[DESC_STR_LEN] Z—H )} datapath

3 44: ofp_desc_stats H&E &

%> b Ui ASCIT 0 >4l NULL 23 DA £ 5,
DSEC_STR_LEN (37256”, SERIAL_NUM_LEN (3”32 T& %,

OFPST_FLOW %V 7 =2 M4 5E8, LU OREIERD body [Tk S LD,

i B N

struct ofp_match | match match 5§14
uint8_t table_id 7 —7 /1D
uint8_t pad 32bit alignment
uint16_t out_port | HFIAR—F

# 45: ofp_flow_stats_request & #

tabile_id (FH—D 7 —7 /L ID & TOT — 7 W(0xfH) Z % ET D,
out_port (X2 TDOR— MEHRZTUF L7V EEIX OFPP_NONE %% ET 5,

OFPST_FLOW @ U 7°Z A 1ZLL T OHEIERDS body [T S D,
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il s N

uint16_t length T—H R

uint8_t table_id T —7L 1D

uint8_t pad 32bit alignment

struct ofp_match match match &4

uint32_t duration_sec T — R E LT D OFRm B
uint32_t duration_nsec Ta—MNEREISITHEOREER(T )
uint16_t priority TIAFVT 4

uint16_t idle_timeout HIBRE TOT A RIVIREH

uintl6_t hard_timeout HI| bR F T i KIFE]

uint8_t pad2/[6] 64bit alignment

uint64_t cookie OFC 73347 L 7zl +

uint64_t packet_count Tua—x 2 N PR LR N N
uint64_t byte_count Tua—xr N UPLBE LTy hORRASA R
struct ofp_action_header | actions[0] Zu—=x 2 h U O action

3 46: ofp_flow_stats #3& &

OFPST_AGGREGATE %z U 7 = 2 M3 5B, LLTF OREIERD body (2K S LD,

i B N

struct ofp_match match match &4
uint8_t table id 7 —=7 11D
uint8_t pad 32bit alignment
uint16_t out_port HAAR—k

OFPST_AGGREGATE ® U 7°Z A 1 ZLL T OHERD body (ZHEM S 4L D,

# 47T: ofp_aggregate_stats_request #i&E &

i EEA WA

uint64_t packet_count e~y FTHr 77— N BB LR Y R
uint64_t byte_count vy TFTH 77— PN LTy OB MK
uint32_t flow_count Flc~vyTFTH57a— UK

uint8_t padl4] 64bit alignment

3 48: ofp_aggregate_stats_reply #1&{k

32




OFPST_TABLE %z U 7 =2 M4 5%, LAF OHIE(RZ body KT %,

Al A WA

uint8_t table_id 7 —7 1D

uint8_t pad[3] 32bit alignment

char name[OFP_MAX TABLE _NAME_LEN] T—T Nt

uint32_t wildcards UA ) RKH—FK

uint32_t max_entries 7u—x R

uint32_t active_count B Tnws7o—x MU
uint64_t | lookup_count <~ F U TR S LT v M
uint64_t | matched_count ~vF T LNy MK

 49: ofp_table_stats &4

OFP_MAX_TABLE_NAME_LEN /332" T& %,

OFPST_PORT # U 7 =X b4 5B, LU T OfFIERZ body (ZH#IT D,

it v e NA

uintl6_t | port_no | WELIAR— FNE =

uint8_t padlé] 64bit alignment
# 50: ofp_port_stats_request #EEA

ETOR— MEREZEUFT HFE. port_no |Z OFPP_NONE %##&ET 5,

OFPST_PORT ® U 77 A [ZLL T OREEARD body IZHEM S LD,
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il A M

uintl6_t | port_no WA — N

uint8_t pad|6] 64bit alignment

uint64_t | rx_packets SAE Ty MR

uint64_t | tx_packets EENT Yy MR

uint64_t | rx_bytes ZAENT >y FORA MK

uint64_t | tx_bytes EENT Y FOSA MK

uint64_t | rx_dropped | ZfE/\7 v D Fua v 7

uint64_t | tx_dropped EENRT Y FO e v 7

uint64_t | rx_errors ZIET T — Ny MR

uint64_t | tx_errors EETT— Ty M

uint64_t rx_frame err | ZE/ X7y bOT7 L—2E ) BT T —[F¥K
uint64_t | rx_over_err | ZfE/NT v FOF——T IR
uint64_t | rx_cre_err ZA5/%r v @ CRC =7 —[ml¥k
uint64_t collisions 64bit alignment

port_no (Z
Queue ZZWT 5,
OFPST_QUEUE DU 7*Z A [ ZLL T OHEEARD body IZHEM S 415,

% 51: ofp_port_stats &4k

OFPST_QUEUE % U 7 = 2 b4 5B, LT OGRS body (ZH#I S D,

i BE | NE
uintl6_t | port_no YR — B 5
uint8_t pad[2] 32bit alignment
uint32_t queue_id Queue F=

# 52: ofp_queue_stats_request A&

OFPP_ALL., queue_id (Z

OFPQ_ALL 737

i EEA WA

uintl6_t | port_no PR — " EE

uint8_t pad[2] 32bit alignment

uint32_t queue_id Queue FH

uint64_t | tx_bytes Queue N HIEE L7eXT v FOSA MK
uint64_t | tx_packets | Queue 22 HE[E L7237 v MK
uint64_t | tx_errors | Queue DEF= T —¥K

% 53: ofp_queue_stats &K
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OFPST_VENDOR (X i H OReHER 2 G T 5, D 4 734 MEIX2 Zikb+
Thb, BOIIRAERICKRD,

2.4.4.3.6. Send Packet Message

OFC iZ datapath #2H1T/N7 v F & ET 5546, OFPT_PACKET _OUT X vt —U%
T2,

ofp_packet_out DHEERIZLL NI/ 5,

i s A

struct ofp_header header OpenFlow 7' &1 k)L~ &
uint32_t buffer id Ny 77 ID

uintl6_t in_port A/ » B

uint16_t actions_len Action D& X

struct ofp_action_header actions[0] Action

3 54: ofp_packet_out #&1&{k

buffer_id /% OFS ® ofp_packet_in @\ 7 7 ID & [6l—I|Z72 5, buffer_id 73”-1" D54,
OFS LDy 7 7 {2 L7220,

2.4.4.3.7. Barrier Message
OFC I A v b —VIKMFEMZ ML LT WG aRw T Lic A XL —2a 2o T 7oA
Z 2T WA 12 OFPT_BARRIER_REQUEST # #5745,
OFPT_BARRIER_REQUEST %515 L7 OFS (£45% DV 7 = X MZxfItT S EfEZ
~THIEL, OFPT_BARRIER_REPLY * vt —V%iRET 5,

2.4.4.4. Asynchronous Messages
2.4.4.4.1. Packet-In Message

OFS T/\7 v FfEtk., OFC ~EET 5456, OFPT_PACKET _IN 2 v & — &l ]
ERAR

ofp_packet_in FEIERIZLL T IZ72 5,
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i p s WA

struct ofp_header header OpenFlow 7' |k /L~ &
uint32_t buffer id Ny 77 ID

uintl6_t total len 7 L— A KE

uint16_t in_port ZAEAR— b

uint8_t reason ofp_packet_in_reason
uint8_t pad alignment

uint8_t data[0] Ry hF—4

% 55: ofp_packet_in #E 1A
OFC ~%(E9 % Action ®¥4 . max_ len 31 X EEN 5,
T —7 NI A7 a—04E,. OFPT_SET CONFIG A vt —7v5 miss_send_len /31

FRDORX v E—UBNEESNS, miss_send len OF 7 4V MEIF128°TH 5,

ofp_packet_in_reason DFIZEKRITLL FIZ72 5,

i EEA ¥
0 OFPST_DESC OFS Dt
1 OFPST_FLOW %7 v — DO EHE

%% 56: ofp_packet_in_reason %244k

2.4.4.4.2. Flow Removed Message

Z7u—x U DHIBRENZHAE. OFC X OFPT_FLOW _REMOVED % vt —Y % %54
o

ofp_flow_removed #EERIZLL FIZ72 5,
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2 A M

struct ofp_header header OpenFlow 7’11 k2L~ &
struct ofp_match match match 54

uint64 t cookie OFC 23347 L7 i85+
uint16_t priority TIAFVT 4

uint8_t reason ofp_flow_removed_reason
uint8_t pad[1] 32bit alignment

uint32 t duration_sec | AZK 3L TH B ORI RFH]
uint32_t duration_nsec | A% S 3L TH B ORGBEFHE (T 7D)
uint16_t idle_timeout | HIBRE TOT A RI/VEFH
uint8_t pad2[2] 64bit alignment

uint64_t packet_count | ALEE L 7=# 37 > MK
uint64_t byte_count LR U 7=#e A MR

# 57: ofp_flow_removed & #

ofp_flow_removed_reason DFIZEAKITLLI FIZ/2 5,

[ e D=

0 OFPRR_IDLE_TIMEOUT idle_timeout ¥ fH] A

1 OFPRR_HARD_TIMEOUT | hard_timeout RfH#it

2 OFPRR_DELETE FlowMod 2 »t&—IZ &0 HilER

#% 58: ofp_flow_removed_reason ¥/|Z{K

2.4.4.4.3. Port Status Message

OFS I3 BAR — 22BN, 2%, HIfrS =%, OFC ~ OFPT_PORT_STATUS # vt
—VEFEETD

ofp_port_status #HERIZLL FIT/2 5,

iz I N

struct ofp_header header OpenFlow 7' &2 h a/L~v &
uint8_t reason ofp_port_reason

uint8_t pad[7] 64bit alignment

struct ofp_phy_port desc PyBRR — NEH

# 59: ofp_port_status #E1EA
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ofp_port_reason OFIZFEMRILLL TIZ/2 D,

[ ERA A

0 OFPPR_ADD N— NEm

1 OFPPR_DELETE N— MR

2 OFPPR_MODIFY | R— MEMEELEE

3% 60: ofp_port_reason Fl|Z{k

2.4.4.4.4. Error Message
OFS X FEN3E L4, OFC I OFPT_ERROR_MSG % %53 5,
ofp_error_msg FHEIRILLL FIZ72 5,

i) s N

struct ofp_header header OpenFlow 7’12 k /L~y &
uint16_t type 7 —4A7

uint16_t code 7 —a—F

uint8_t data[0] T —T—X

# 61: ofp_error_msg & A&

T T =S A THEERITLUTIC 2%,

i | EHA A

0 OFPET_HELLO_FAILED HELLO & s = /V 3k

1 OFPET_BAD_REQUEST U 7 o A MENTRRE

2 OFPET_BAD_ACTION Action Fif T 7 —

3 OFPET_FLOW_MOD_FAILED Tu—x kU EER

4 OFPET_PORT_MOD_FAILED Port-Mod V 7 =& | Rk

5 OFPET_QUEUE_OP_FAILED Queue ~DF XL — 3 RAL

% 62: ofp_error_type %24k

= F—% 177 OFPET HELLO _FAILED ¥4 . =7 —a— RZLLFOFIEIRIC R 5,

e | N
0 | OFPHFC_INCOMPATIBLE | EMAPEA 72— 5
1 | OFPHFC_EPERM HERRT Z —

# 63: ofp_hello_failed_code %124k
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T 7 —% A 7 OFPET_BAD_REQUEST 044, =7 —=— RIILL F ORI D,

OFPBRC_BAD_LEN

RIERV 7= A MR

OFPBRC_BUFFER_EMPTY

KGN 7 7 SBT3

g | EHAL W

0 OFPBRC_BAD_VERSION ofp_header.verson AR — K

1 OFPBRC_BAD_TYPE ofp_header.type KH 74— k

2 OFPBRC_BAD_STAT ofp_stats_request.type &K — K
3 OFPBRC_BAD_VENDOR P SUM N

4 OFPBRC_BAD_SUBTYPE RUFEYTHEA TR R — |k

5 OFPBRC_EPERM MER = —

6

7

8

OFPBRC_BUFFER_UNKNOWN

KGR 7 7 BFIE L 72

%% 64: ofp_bad_request_code ¥ 24k

T 7 —% A4 7} OFPET_BAD_ACTION D455, =7 —a— NZLLFOFIRKIT e D,

=

EHA

P

OFPBAC_BAD_TYPE

A7 Action

OFPBAC_BAD_LEN

Action D31 FE

OFPBAC_BAD_VENDOR

RH72_ A 1D

OFPBAC_BAD_VENDOR_TYPE

KGR & ID 2OV T OARIAZ Action

OFPBAC_BAD_OUT_PORT

Output Action OFRFET T —

OFPBAC_BAD_ARGUMENT

Action 51— 7 —

OFPBAC_EPERM

MR T Z —

OFPBAC_TOO_MANY

TIarENETED

0| IO |U || W[ ]|O

OFPBAC_BAD_QUEUE

Queue DFFET T —

%% 65: ofp_bad_action_code %1244

x5 —% A4 77 OFPET_FLOW_MOD_FAILED O34, =5 — =— RIZLL T OFIZERIC
%5,
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E | B4 N

0 OFPFMFC_ALL_TABLES_FULL BT —T IR

1 OFPFMFC_OVERLAP CHECK_OVERLAP* 3 3% & &4 TV SR HE
TA—NR—=F v 7T L7 u—BMERiic

2 OFPFMFC_EPERM MERR T —

3 OFPFMFC_BAD_EMERG_TIMEOUT | &= U ® timeout 5XEAS 0 LIS+

4 OFPFMFC_BAD_COMMAND R a~<w R

5 OFPFMFC_UNSUPPORTED ARXFhis Action

3 66: ofp_flow_mod_failed_code 3|24k

T 7 —% A7 OFPET_PORT_MOD_FAILED O%;&, =7 — 2 — RIZLLFDOFIEKIC
%,

ERA WA

OFPPMFC_BAD_PORT KRR — FNBGFLE L 720

OFPPMFC_BAD_HW_ADDR KR N— R =277 RLUARIE
%% 67: ofp_port_mod_failed_code FZ&44&

=

il =)

T 7 —H4 47N OFPET_QUEUE_OP_FAILED D4, =7 — 22— RIZLLF OFIZERIC
25,

ERA W
OFPQOFC_BAD_PORT ARIEZRAR— B
OFPQOFC_BAD_QUEUE | Queue N{FE L7240
OFQQOFC_EPERM MEfR— 7 —

% 68: ofp_queue_op_failed_code %124k

=

N [= | O

2.4.4.5. Synchronous Messages
2.4.4.5.1. Hello

OFPT_HELLO # v t—1% OpenFlow ~~ v ¥ D& THERL S AL TV 5, body 13FF-> T
AN

2.4.4.5.2. Echo Recuest

Echo YV 7 =& MZ OpenFlow ~v X LEEORIDT—X 7 4 —)L RTHEKINTWD,
T2 T =)V RlIIb AT R0MiE, OFC & OFS OMIEREN 7 ST 5,
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2.4.4.5.3. Echo Reply
Echo U 77 1 1% OpenFlow ~» % & Echo Request X v &—Y b7 5,

2.4.4.5.4. Vendor
R A =V T OEEERN G725,

il EH N2
struct ofp_header | header OpenFlow 7' & kL~ &
uint32 t vendor N A 1D

3 69: ofp_vendor_header #& A&
vendor D fg AL SA S0 DA, RO 3 734 NI X O IEEE OUI Z7~7,
OFS 3V X PLiE DO BN T X 72 546 OFC ~ OFPT_ERROR %# 45T 2L ERH 5,
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FI3F r—LRxy bJT—25
3.1.7k—Lxxy D=9 L[

FENIIHER LTCBE S AT LD LANREETH D, A—bxy NT—27ZFI Y asfe
FTRL, BEFAR, =T AL Wot TAV B2, WMBESE LU ED TAY
Fl, SOITHBHELE bERIND,

R—LFy MU= LR D B HIEIRPA M — AT —FRERR L, ka7
TV = a U BNRIEL, BARLWEEAETH NI v I BRAET D, £, 2 —HFOIT
R LTIy ORFBREE S RKENE W) R H 5,

R—LFy NT—27 TIEIUTP 7 —7 W72 EIC X 2 A OEREEREFEIIT ) Z &R
PFELL R, BHRSER L Vo IR EREN N ARERBRZ D X5 25202 LR
2\, ZOTD 5 7eBERE RS LN VRDUIHED Z E N2 L 20,

F—bAXy hT—=271ZBWT, 2—HFOFRFRRIISC TRy NV — 7 s OREL &
AF Iy ZIZEFEL, #72 QoS KA T Z LIk V., RONIABIERET) & e KIRICTE
ATE DAY S-S Tnd, LovL, QoS O EFEIIMIE T LIciie s, &
S, MRS T DHERH D7 L, ZOERBIIES T3k -1z,

3.2.4 3 —xv FEI{ETESE

BUE, R—L Ry FU =T DA o Z—Fy MERIT T 10— RV R EFRSN D RE
BHENTE LY —EAR TR TH DL, "IN ERT -2 21b~5%,

3.2.1. ADSL(Asymmetric Digital Subscriber Line)

xDSL (X A X VERRMZT VX NGB 2 EE L UsET 2 HIFCH 5, HARD xDSL #H1fii
EV T OWRENERD ADSL 28 b & LT 5, [6]

1999 O FEF{LBAZE 4 CTIZ Y 1.56Mbps, £V 512kbps Th 7=, BETIIEFLL
PR BRIV T Y 47TMbps, £V 5Mbps OIREHE & 7p o7z,

7272 L. ADSL Ofntd B LB RO OEBES BN S IR T35,
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Mbps) [(FUDIZEEE] [ EYDIZTEERE]

B R Ernama A7) F 7 I (A7MA A

MYy E0)shbes
T 4 I —EPI MDA T) ) OFYESAE t s e rH UMY A T)] LY RSN
b RAT) | e=lerLums 7)) oFYELAE 1 R e i) R R
1 36 TEPIRMY AT) ) OFYESAE ) .;;3—? I)Maﬁmw:n
¥ %2 = ie7) OTVRAAR 54 B ED B
“h W547) OFYTEAR - RO T( 5 SRR EE £ (-
T 28 1.5 5 4 7] OFYEEAE 2 SRLARNE
4 |=3 [T FU=(1M 54 T F DRSS 3 =
& -3 ERBO LT (D5 AREBSEE b [ & 3
B 5 {FRL =R =
g 16 Izé‘: 2

E7 (124 3 f7(12M947)

& # (7T 0M2 L )
& " g |smas7
o ‘ 5 I‘57(!M‘:\\'47')

Al1.5MRAF

ST e : —
0 10 20 30 ] 60 70 (4E) 0 10 20 a0 o 50 60 70 (4B)

EEFITHONTT IRBEILZ TORERE (F2 L)

EEIZTHPONTIRBENZ TOMMERX (FYAL)

X 4:ADSL G35 L AREHE KK - NIT#AA 7L v - ADSLIE#EEF = v 7 21—F— L U 317

3.2.2. FTTH(Fiber To The Home)
FITH IIAEZEHERT L9 —E X T, ADSL7Z2ED
B ENZ TS5 6 <, mlREE LRIt 5,
{5 1T 100Mbps~1Gbps M Eif & 72> T 5,

ot
DER

877

AfE

=7
o

3.3.7h—Lfy FT—0 DRRIGEHRK

3.3.1. UTP, STP., FTP 5 —JJL
HIE, EFE 72> Twb Ethernet

T L EWINE /R H D

I CTHEERICfE ) STy %, UTP(Unshielded

Twisted Pair)7 — 7 /LiZ> —/L R WY A A NX_XT 7 —7 )T %5, STP(Shielded

Twisted Pair) 7 — 7 /WILEHRIII—/V RSN TWDH YA

FTP(Foilded Twisted Pair) 77— 7 /L ix STP 7/ —7 /L O—FETH Y |

KON EDD,

AT =TV Thb,
L=V R RDENIC

=T JUIZIEZLL F Ok 72 Category (2 0 TH (L SN TV 5,
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Category KRB | RRERESHE | BB

Categoryl HE R L 20Kbps T RhR

Category2 1MHz 4Mbps ISDN

Category3 16MHz 100Mbps Ethernet(10BASE-T)
Category4 20MHz 100Mbps k=227, ATM
Categoryb 100MHz 100Mbps 100BASE-TX

Categorybe 100MHz 1000Mbps 100BASE-TX. 1000BASE-T
Category6 250MHz 1000Mbps 1000BASE-TX, 10GBASE-T
Category6a 500Mhz 10Gbps 10GBASE-T

Category7 600MHz 10Gbps 10GBASE-T

# 70:/r—7 )\ Category —&

IEEE @ Ethernet #k& D 5 B A A M T 7 —7 VA LU FIZRHET D,

Bk Gl A HEREAL R R PR
1BASES5 1Mbps IEEE 802.3e | 250m
10BASE-T 10Mbps IEEE 802.31 | 100m
100BASE-TX Fast Ethernet 100Mbps 100m
100BASE'T | 100BASE-T4 L00Mbps | T 80ZBu
100BASE-T2 100Mbps | IEEE 802.3y | 100m
1000BASE-T | 1000BASE-T | Gigabit Ethernet | 1000Mbps | IEEE 802.3ab | 100m
10GBASE-T 10Gbps IEEE 802.3an | 100m
#% T1:Ethernet k&
3.3.2. R
HHEE 2 M L. 77— 2 OEZE 21T D MNEEME TH 5. IEEE 802.11 BLFIZ HEHL

L 7= #as

IEEE 802.11 #Hit& D iz
ZigBee 72 E O HAIAR A IEREL LTV D

. [10]

T“%Ekéﬂé/? v NU—J BT L%,
IEEE 802.15 Hit& 3% %5, IEEE 802.15 #i#&1% Bluetooth <°

Wi-Fi 12 IEEE 802.11 #i#& ZFIH L7127 A AM O AR 28D b2 2 & 2R T4

CTH D,

FRETHHAIN TS

44

IEEE 802.11 ®E 72 k%A UL T IZFEHT 5,




Kk JE B e I R 1E
IEEE 802.11a 5GHz #7 54Mbps
IEEE 802.11b 2.4GHz #f 11Mbps
IEEE 802.11g 2.4GHz #f 54Mbps
IEEE 802.11n 2.4G/5GHz & 600Mbps
IEEE 802.11ac 5GHz #7 6.93Gbps

7% T2:1EEE 802.11 =28

3.3.2.1. AR

BWEDFRER 7 10— K8 Bb—% Tk WPA(Wi-Fi Protected Access)<° WPA2 & X
NDORFEF AR ERTH D,

WPA [33—YF LE—RKPSK) L = X —T T4 XE— KR D, =¥ —T 74 XFE
— RiX RADIUS »— RN REII/R D70, A—LFy hU—7 TEHEOHHA S 20,

3.3.2.2. IEBE1t

L OFESEIZ X WEP(Wired Equivalent Privacy). TKIP(Temporol Key Integirity
Protocol). AES(Advanced Encryption Standard) & FEIZHN A8 5 X3 d 5, Bk
ADHEIILL DB Th D,

E2xin WEP TKIP | AES

FHEH RC4 RC4 AES

X a7 RE X O ©

I % — DA X O O
# 13K 5L LB

3.3.3. BARMEEE

PLC(Power Line Communication) & FFEi % 5 2 @851 & L CRIAT 281k ©
& %, 450KHz LI F O J& 3%z v % 6 O 2% PLC, 2-30MHz Z V% & O % @i PLC
ERESZ B D,

i PLC X HARDHL E 22 0 Bk A HIE L7 THD-PLCy &7 A U L& 70 0 k&
ZH)E L7z [Home Plug) MNAKR L7z [TEEE1901] &9 A HIE S 47z, HD-PLC
IR OGO e KEEGHAE X 210Mbps . Home Plug Bik% o 10153 B O fie KEEGRAE X
200Mbps & 72> TW5%, [11]
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3.4.Quality of Service

R—bFy MU —7 TIEATE TR A TBE A EZ EICHAT 528 ENENUTTH R H D
UTP 72 EOBFRTr —TIWNT T —~ V AFRL %@ﬁ?ﬁﬂ?%é SHiZ,

2 VT4 OETHHATH DN, AR ThD-OBENIZRIT, Lo TITEET
TR DD THR—LRy U =272 M7, [12]

BRI AT 4 —~ VA TIIART — T MTH D, EBIT, BX=2 VT 4 2HET D
ZDEINNVETH D, L L, %%’:%bbfm%f‘%aa/ﬁﬁ etk CEAUTFIHATRECTH 5, [12]
BRI RT -~V RAETH

Fﬁ@fi&w%ﬁ%%ﬂﬁbfwémf\ny
IHV vX 7 e—40 K74 Y —

L2>L., PLC %
0Y-2 T ke

PLC 3% D 1 BE~2 BEEEIE 72 & DR EY 12\
2725 2 &M, =

Zit 5,
QoS HfiIAR—2b %y NU—7 TELMEHIND ., BHESC PLC 72 £, REERBARD

Rz

o MBS o B L
72 SR AR K E W,
EWEMEZ R T D HITEH SN TOWAHEITOOESTH D

H N
QoS DETF/LIFIRA b =7 4— b Integrated Service(LL T IntServ) } O}, Differentiated
. oy
TlEHED

3.41. QSOETILAAT
L
Service(VL F DiffServ)® 3 FIEMTFIET S
NANT T 4 — NIRRT E T 5 Z &< BENRIC AN » b aERE L T
FIFO(First In First Out)23M2flk x5, [3]
IntServ (37 7V r—a v OilfE7 v — (AN A TR, BE A RAES 5 THIT 5
F A TH %, RSVP(Resource reSerVation Protocol)’i’ffﬁﬁ?‘é K2y hU— 7 Bgeidam
B7 0 =207 =% 2 RFF LRTIUTNT 220, KEICT 1 —28iti 5 BIE T
[3][4]
DiffServiZ F 7 b v 7 250, ~—F T Fa—A T ATV a0 TT5H, &

i 720,
THMENGH D, DiffServ (X545 L=/~ v MMalZESCEE & 4] W
Ny NERET S, ISNKEBEHEINTED ., QoS & WX DiffServ 259 F N L\

Ty U — 7 B ITROE
MY D, RENRF—U— R
MY D,

[3] [4]

3.4.2. DiffServ

; SZAE LT/ Ty N&E7 T AT
S5 IP 7 KN 1/7\*?317‘ & 5. IP Precedence. DSCP % %)

3.4.2.1.
* v NU— 7 pas
ANy COBEEEE ST B, L2, L3 DENERIC~—F 2 7 FENEET 5

3422 ¥—%x279
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L2 ~— > 71X VLAN(IEEE802.11Q) % 7' ® PCP(Priority Code Point)fi(Z J > THE
& EFRT D, 3bit DT 4 — KEED [0~7T) OMENRAD,

L3 ~—x > 7% IP Precedence F£ 7213 DSCP |Z L » CTHELEZEFRT H, IPvd~v X
DToS 7 4 —/V F?D 8bit ® 9 & 3bitfii H 3 5 D73 IP Precedence, 6bit {5 9% 723 DSCP
Td %, DSCP % IP Precedence DHLIEMHERETH V| AHME LRI TV D,

IP Precedence ® 2 7 AILLTORD L D27 b5,

IP Precedence fE IP Precedence
111(7) Network Control
110(6) Internetwork Control
101(5) Critical
100(4) Flash Override
011(3) Flash
010(2) Immediate
001(1) Priority
000(0) Routine

% 74:IP Precedence 7 7 A —&

IP Precedence fE®D 6 KON 7 1Z/V—T 4 > 7 /3 v hX° KeepAlive 72 £, *v T —7
I PHRIGE A Th D, @FIX 10~5) OEEMHEHT 2,

DSCP X PHB(Per Hop Behavior) & FE[EIL D 7 T A7 %, PHB XL FOFRD X 9|2
XAlEn D,
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PHB(Per Hop Behavior)

DSCP fi

Default

000 000 (0)

CS
(Class Selector)

CSo

000 000 (0)

CS1

001 000 (8)

CS2

010 000 (16)

CS3

011 000 (24)

CS4

100 000 (32)

CS5

101 000 (40)

CS6

110 000 (48)

CS7

111 000 (56)

AF

(Assured Forwarding)

AF11

001 010 (10)

AF12

001 100 (12)

AF13

001 110 (14)

AF21

010 010 (18)

AF22

010 100 (20)

AF23

010 110 (22)

AF31

011 010 (26)

AF32

011 100 (28)

AF33

011 110 (30)

AF41

100 010 (34)

AF42

100 100 (36)

AF43

100 110 (38)

EF(Expedited Forwarding)

101 110 (46)

CS(Class Selector)|X4HE 3bit 7217 2 L. %4 3bit 1L 0 23
AF(Assured Forwarding) X588 8bit DN K EWIE EEILENE <. %2 3bit OfEMN

# 75:PHB —&

KE W EREEEDrop) S5 WREMENE L 72 D,

EF(Expedited Forwarding) (3= —% 7 — & O CIXHRMBILEIT/2 > TR Y |, HHEE2BE
ENTWR, BEEF STy MO Ty 7 REID YR THND Z ERE,
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3423, Fa—AVGERTDa -G

Ny M EEET DHENCF
EN N

—INTy RERWT A e a— AT WD,
—ICHM SN Ty RORBIRZIRET D Z L a2 AT Va—V L J LIRS,
Foa—A VIRRTVa— Y Y TR IR TR B Y

RENRTRELUTRICELD

Do

FH= B!

FIFO A LIRS N7 > R Z2IRET D

(First In First Out)

PQ BED X 2 — O TEIEEDENF 2 —DFFEN
(Priority Queuing) 7y N sESRIZEET 5 5K

WFQ WETn— b ok a— A ER L. RIS
(Weighted Fair Queuing) TNTy MaikET 553K

CBWFQ 77 AFITHBIEEZFEID YT, % Ty 7R
(Class Based WFQ) g A fe R L CilE 9 5

LLQ IR ZH 0 YT, BREOE W 2 —n b7
(Low Latency Queuing) v FREE SN D HH

WRED Ny 77 BRI DERNS, BERE DRV B

(Weighted Random Early Detection)

% Drop 7% 5=,

RI6RERRORF2a—A LT « A5V a—Y U FTHR

3.4.3. ik—

Ly FT—2I1281+%5 QoS [HRER
A=A Fy b U =7 [3HR° PLC 72 Sk 2 2R S,

L2 LA ¥ QoS Ik

FICRENE2 D, A5 IEEES02.1p ks, 725 IEEES02.11e g, PLC 725
IEEE1901 B 78 ERE 4 IS NIFHET 5, 20720, L2 LA YD QoS % ET H 72

LT N TOIRITBN T, &%

RE A MERERN S IG T 2 D B D,

FL L3 LA YD QoS IZBNWTHAR—LFy T —27 /NN S HHERCA R Y
— LT =S RIERI L AR OMEERAT O NI e v I B RET DT T =3

CUHREL, —HF O1TEN

TV BERDH D,

IRUThRIE w7 ORFRIAREHN O KREWVEW S RSN H D,
FDD, BEREN B R KRG 2 D T201Z

13 QoS DERE ZFIAMRILUTIE U TRIELHE L
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¥4E OpenFlow v FT7— 1EE
41.7R—Lxy FT—Y BRI

¥ 3 EDKR—LFXy NT—27 L0, OpenFlow HIZ THERHISEZE 5 72 RS 29
Do 333 — LRy NU—=27IZBIT D URERET) 2k KIRIT B 2 2 7291213 QoS DR E L
FIRRBIZISE U TRELEE L TV BERNH 5| ML OpenFlow #4712 T ToS #2884
HEICE VR TE RV ERFTT 5, ZORMBESO—EHEZHRL, KExry hU—7
ZHET D,

4.2.0FC

OpenFlow HffiZ#fEH L., *> NUV—7 2WE T HI12H7-D . OFC Z®ET 5,
F =T = ATREAIN TS RFENZ: OFCIZLLTORELN H %,

44 i OpenFlow %fjir/X— 3 > =8
NOX 1.0 C++
POX 1.0 Python
Floodlight 1.0, 1.3 Java
OpenDayLight | 1.0, 1.3 Java
Trema 1.0, 1.3(Trema-edge) Ruby. C
Ryu 1.0, 1.2, 1.3 Python

& TR KN OFC —K

4.2.1. NOX

NOX (% Nicira Networks(F VMware)(Z X - TBI¥ X 4172 OpenFlow ver.1.0 #E#LE] D
OFC 7LV —ALU—7Thb, CHHIXHELTEY, GPL v3 74 B A TR L TN5D,
2008 FFITHIFE= X = =7 (12 S, Lk, SDN O < OFfifE - ffsE7 v 7 h T
EHINTWD,

4.2.2. POX

POX I NOX BIRAE L OFC 7 L— AU —2 Th D, Bk~ 72 OFC 7 L — ANFEA L
7o CHPEMEDE Python (Zxf)5 L T4, NOX &[A U< GPL v3 71 & AT Tt
LTW5b, £72, NOX ® GUI, "y —nzfH T 5,
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4.2.3. Floodlight

Floodlight I% Big Switch Netwoks #1:(Z X > TR S 172 OFC 7 L — AU —27 Th 5,
Java IS LTHY , Apache 2.0 71 L A TR L T\ 5, A—F 0V — 2 Tiddh 5 23,
M OFC & L TR & 7=, OpenStack &#{ETx 5 API Lt 5,

4.2.4. OpenDayLight

OpenDayLight (% 2013 4= 4 H(Z Linux Foundation 233 L 7= OFC 7 L — AU —27 T
&%, Cisco, Brocade 2 EDFRy MU — 7 g X b~ A 27w Y7~ RedHat 72 &
DY T R TRXUF IR EMRENR U FIC L o TR ST, Java lZxhic L TR Y, EPL
1.0 74 B AT L T 5D,

4.2.5. Trema

Trema (A%, T A b, TNy 7Y —N %27 OFC 7L —ALU—7 Th%, NEC H
FLERVEABEINA TS, Ruby, CIZxs L TEY, GPL v2 74 B XA TRHEEL T
%, TremaEdge % OpenFlow ver.1.3 IZXHGE L TE Y | FERIIME SNDH TETH D,

4.2.6. Ryu

Ryu 1% NTT #F4EHTIZ & 0 B¥E <4172 OpenFlow ver1.0, 1.2, 1.3 %/&® OFC 7 L — A
7 —7 CTo 5, Python IZx& L THEY ., Apatch 2.0 74 &2 AT L TV 5,

A B DFRERFFE Tl3Ak % 72 OpenFlow O/3— 3 Ikt L, EFEMEO &V Python &
AT 5 Ryu 2 OFC & LCTERAL, XI5,

4.3.0FS

OpenFlow HifiZfEH L, X N —27 Z2HE T H12H7-V ., OFS Z&ET 5, OFS T
Mininet <> Ubuntu #2463 7 — U3 HE ST % Open vSwitch Z#fEf L, *v h U —
7 WG D,

4.3.1. Open vSwitch

Open vSwitch(LL T OVS)iZ Nicira Networks(¥l VMware)(Z X - CTBIF & 7= OFS ThH
%, Apatch 2.0 7 A B A TR L TS, Z< D Linux 7 4 A MY Ba—v 3 ST
HAEnTED, Xen X KVM R EOHRAENT T v M7+ —LITHRISLTWD, 7o,
Openstack 72 &\ 727 Z 0 REIZHEEE L TV 5,
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4.4.Mininet

Mininet [F{RAEFRA M, A vF ar b —FBLORy NU—27 DU 7 Z{ERKTE
HFy hU—7 23 2 b —HXThHs, Mininet IZ OpenFlow £ % H 74— K L. Mininet
T OFC X OFS o7 A hoMERERHli 72 EMNTE 5,

Mininet [T SN TS VM ZfEH 3 %572, Linux (24 VA h—/V L THEHATHZ &
MTED, DAL THDLAZ T+ — FRFATIVM 232 Z L 2H#HRZ L T\ D,

KRIFFETIZI VM 2 H L. OpenFlow % v hU—7 2RSS 5,

45 %y FIO—DEE
45.1. IRIBIEE

1.

Mininet @ GitHub(https:/github.com/mininet/mininet/wiki/Mininet-VM-Images)
NHVMAEX Ty —RT 5,
VirtulBox(https://www.virtualbox.org/wiki/Downloads) & # w7 > a— K L, A > A k
—NVEAT D,

VirtulBox 121 C¥ 7> a— KL= VM %A >R — b5,

Mininet ® VM Z 8L, L Fa~r REO, BBy r—U 2053 5,

$ sudo apt-get update

$ sudo apt-get install git tmux python

$ sudo apt-get install python-dev python-setuptools python-pip python-Ixml
& git clone git-//github.com/osrg/ryu.git

$ed ryu

$ sudo python ./setup.py install
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https://github.com/mininet/mininet/wiki/Mininet-VM-Images
https://www.virtualbox.org/wiki/Downloads

452 A=-F%v X+
=%y A NBEOTO ST LEER L,

X 5: =% % 2 MG hR e VX

AED =% ¥ A MEETIXOFS XL ToOmaEay ha—InbfErEn5b,

1. A—F1DBZELEAAY Y FER— b 2 ~HEXE
2. R—F2MOZELIE "y FaeR— R 1 ~fi5

FREOBEEFEHT DDLU TFTOL 972 Ryu 77V r—ra v a=Elk L,
1. 75 20EEEVIHIL

class Unicast(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1_0.0FP_VERSION]

def __init_ (self, *args, **kwargs):

super(Unicast, self).__init_ (*args, **kwargs)

Ryu 7 7V r—a v b LTEHEET H729IT, ryu.case.app_manager.RyuApp % fkzk 7
24
F72. OpenFlow X—Y 3 > 1.0 25 ET 5,
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2. Packet-In 1 X> h > BT OFERL

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):
msg = ev.msg

datapath = msg.datapath

self.unicast_flow(datapath)

T a—T =7 R E STV RV R EZAE LIBROIR A AER T D,

3. 7o —XEgk

def unicast_flow(self, datapath):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

match = parser.OFPMatch(in_port=HOST1_PORT)
actions = [parser.OFPActionOutput(HOST2_PORT)]

mod = parser.OFPFlowMod(datapath=datapath, match=match, cookie=0,
command=ofproto.OFPFC_ADD,actions=actions)

datapath.send_msg(mod)

R—=bP1EPOZFELIELOAR =P 2/ICEEL, A= b 2FPLZFELEZOR—F 1%
IZHA T D, 207 —% OFSIZRFT 5 2 LIk W a=F v 2 hlife 2 RHT D,

EMERS 21T 9 72912 Mininet Z Tt =~ > FICTEET 2,

$ sudo mn --topo single,3 --mac --switch ovsk --controller remote
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NITA=HZ | BRE

topo Single,3 | A1 v FN1H, FAMNB3H
mac L HEIMIZA A FOmacT” FLAZEFEET D
switch ovsk Open vSwitch Z 9%,

controller remote | OFC i3/ =2 e —F & HT 5
# 78 Mininet /X7 X — & DL

GitHub 72640 n— L7 4V ZICBEIL, LFa~> RTRyu 77U r—a
YERIATT D,

$ ./bin/ryu-manager app/unicast.py

loading app app/unicast.py

loading app ryu.controller.ofp_handler

Instantiating app app/unicast.py of Unicast

Instantiating app ryu.controller.ofp_handler of OFPHandler

Ryu 7 7V /r—3 a VE#h#4, Mininet |2 C ping % 37T L E@EfER 21T 9,

mininet> hl ping h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2 icmp_seq=1 ttl=64 time=1000 ms

64 bytes from 10.0.0.2: icmp_seq=2 ttl=64 time=2.28 ms

64 bytes from 10.0.0.2° icmp_seq=3 ttl=64 time=0.084 ms

64 bytes from 10.0.0.2° icmp_seq=4 ttl=64 time=0.090 ms

~C

--- 10.0.0.2 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3001ms
rtt min/avg/max/mdev = 0.084/250. 784/1000.674/432.950 ms
mininet> hl ping h3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

From 10.0.0.1 icmp_seq=1 Destination Host Unreachable
From 10.0.0.1 icmp_seq=2 Destination Host Unreachable
From 10.0.0.1 icmp_seq=3 Destination Host Unreachable

~C

--- 10.0.0.38 ping statistics ---

4 packets transmitted, 0 received, +3 errors, 100% packet loss, time 3004ms

pipe 3

55




mininet> h2 ping h3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

From 10.0.0.2 icmp_seq=1 Destination Host Unreachable
From 10.0.0.2 icmp_seq=2 Destination Host Unreachable
From 10.0.0.2 icmp_seq=3 Destination Host Unreachable
AC

--- 10.0.0.8 ping statistics ---

b packets transmitted, 0 received, +3 errors, 100% packet loss, time 4025ms

pipe 3

Fieow 712 X W h1-h2’E@EERTRETH Y . "h1-h3”[M 3 L OVh2-h3 [lE(E LR ATREZR
ZENHERRTE B,
728, OFS Fo7a— 3L Foi@y Th b,

$ sudo ovs-ofet] dump-flows s1
NXST FLOW reply (xid=0x4)-

cookie=0x0, duration=5047.5687s, table=0, n_packets=12, n_bytes=728,
idle_age=5035, in_port=1I actions=output:2

cookie=0x0, duration=5047.5686s, table=0, n_packets=12, n_bytes=728,
idle_age=5025, in_port=2 actions=output-1

453. L2 RA4 v F
L2 AA v F DTl T LI Rya DYV T NT 7Y 2HEITEK L, [5]

B 6L2 A vF bRu VK
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ARlD L2 A4 v FTIE OFS 13LL FOfin s 2 OFC 22 bR S s,

Ry bEZE LD Mac 7 R L A& HERT 5

BEE S Mac 7 KL R0, ZAEHR— MR BEFE AR — N E B DGE. BET S
Mac7 RLAD 7 u—% 7 ua—F—7LnbLER - HliRkd 5

Bk A Mac 7 RLARLEER— MEHEL T n—%28Ek7 5

RABGERD Mac 7 B L A2 BIE, ZAFHR— FPSMIIR/AND A= 7 Y =R > TN
v NEFEET D,

FROBEEEHT O TFOL 57 Ryu 77V r—v 3 Y Z{EK L=, Ryu ®H

7T 7V (simple_switch) & 2B Z/ERL L, E70BINE T & 5idl 35,

1.

ZER— PR L, BRI TWDIR— M ERRLGEITT7r—2HIRT 2

self.mac_to_port[dpid].setdefault(src, msg.in_port)

if self.mac_to_port[dpidl[src] != msg.in_port:
self.del_flow(datapath, haddr_to_bin(src))
self.modify_flow((datapath, haddr_to_bin(src), msg.in_port)

self.mac_to_port[dpidl[src] = msg.in_port

2.

7 1 —Hl 5

def del_flow(self, datapath, mac):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

match = parser.OFPMatch(dl_src=mac)

mod = parser.OFPFlowMod(datapath=datapath, match=match, cookie=0,
command=ofproto.OFPFC_DELETE)

datapath.send_msg(mod)
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3. 7u—&E

def modify_flow(self, datapath, mac, port):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

match = parser.OFPMatch(dl_dst=mac)

actions = [datapath.ofproto_parser.OFPActionOutput(port)]

mod = parser.OFPFlowMod(datapath=datapath, match=match,
cookie=0, idle_timeout=MAC_IDLE_TIME,

command=ofproto. OFPFC_MODIFY ,actions=actions)

datapath.send_msg(mod)

4. 7 o—bk

def add_flow(self, datapath, in_port, src, dst, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

match = parser.OFPMatch(in_port=in_port, dl_src=src, dl_dst=dst)

mod = parser.OFPFlowMod(datapath=datapath, match=match,
cookie=0, idle_timeout=MAC_IDLE_TIME,

command=ofproto. OFPFC_ADD,actions=actions)

datapath.send_msg(mod)

EEMERE 21T 9 7212 Mininet, Ryu 77U 77— 3 > %5173 %, Mininet O E T
=%y A MBEELFR—-TH D,
Ryu 7 7'V r—3 g Vi@t Mininet (2 C ping % 37 L@

W

BDEAT D,

k=

58




mininet> hl ping h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_seq=1 ttl=64 time=9.82 ms

64 bytes from 10.0.0.2° icmp_seq=2 ttl=64 time=0.586 ms

64 bytes from 10.0.0.2° icmp_seq=3 ttl=64 time=0.129 ms

~C

--- 10.0.0.2 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 0.129/3.513/9.826/4.467 ms

mininet> hl ping h3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

64 bytes from 10.0.0.3° icmp_seq=1 ttl=64 time=19.1 ms

64 bytes from 10.0.0.3° icmp_seq=2 ttl=64 time=0.639 ms

64 bytes from 10.0.0.3° icmp_seq=3 ttl=64 time=0.169 ms

2C

--- 10.0.0.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 0.169/6.664/19.186/8.856 ms

mininet> h2 ping h3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

64 bytes from 10.0.0.3° icmp_seq=1 ttl=64 time=17.7 ms

64 bytes from 10.0.0.3° icmp_seq=2 ttl=64 time=0.431 ms

64 bytes from 10.0.0.3° icmp_seq=3 ttl=64 time=0.140 ms

2C

--- 10.0.0.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.140/6.120/17.791/8.253 ms

FREr 7 X0, h1-h2-h3 I CBEFRETH D Z L RMERTX 5,
PLFDa<w REOFSA v 2 —T7=2—AZFT L ATy hX¥xy 7T TH5Z L1280 L2
AA v F L LTEWET HZ LR TE 5,

$ sudo tepdump -n -vvv I [interfacel -s 0 -w [filename].cap
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M si-cthi.cap [Wireshark 1.12.5 (v1.12.5-0-g5819e5b from master-1.12)

|| Fle Edit Wew Go Capture Anslyze Statistics Telephony Tools Intemals Help
cOENE BEERS A eDTFL QA #E®%| B
Filter: |Z|Express\0n... Clear Apply Save
No. Time Source Destination Protocol Length Info

1 0.000000 00:00:00_00:00:01 Broadcast ARP 42 who has 10.0.0.27 Tell 10.0.0.1

2 0.005753 00:00:00_00:00:02 00:00:00_00:00:01 ARP 42 10.0.0.2 is at 00:00:00:00:00:02

3 0.005775 10.0.0.1 10.0.0.2 ICMP 98 Echo (ping) request id=0x0738, seq=1/256, tt1=64 (reply in 4)

4 0.009776 10.0.0.2 10.0.0.1 ICMP 98 Echo (ping) reply id=0x0738, seg=1,/256, tt1=64 (request in 3)
51.001438 10.0.0.1 10.0.0.2 ICMP 98 Echo (ping) request id=0x0738, seq=2/512, ttl=64 (reply in &)
61.001949 10.0.0.2 10.0.0.1 ICMP 98 Echo (ping) reply id=0x0738, seg=2/512, tt1=64 (request in 5)
7 2.000418 10.0.0.1 10.0.0.2 ICMP 98 echo (ping) request 1d=0x0738, seq=3/768, ttl=64 (reply in 8)

8§ 2.000489 10.0.0.2 10.0.0.1 ICMP 98 echo (ping) reply id=0x0738, seq=3/768, tt1=64 (request in 7)
9 5.022843 00:00:00_00:00:02 00:00:00_00:00:01 ARP 42 who has 10.0.0.17 Tell 10.0.0.2

10 5.022888 00:00:00_00:00:01 00:00:00_00:00:02 ARP 42 10.0.0.1 is at 00:00:00:00:00:01

11 6.017845 00:00:00_00:00:01 Broadcast ARP 42 who has 10.0.0.37 Tell 10.0.0.1

12 6.032342 00:00:00_00:00:03 00:00:00_00:00:01 ARP 42 10.0.0.3 is at 00:00:00:00:00:03

13 6.032364 10.0.0.1 10.0.0.3 ICMP 98 Echo (ping) request 1id=0x073d, seg=1/256, tt1=64 (reply in 14)
14 6.036918 10.0.0.3 10.0.0.1 ICMP 98 Echo (ping) reply id=0x073d, seg=1/256, tt1=64 (request in 13)
15 7.019372 10.0.0.1 10.0.0.2 ICMP 98 Echo (ping) request 1id=0x073d, seg=2/512, tt1=64 (reply in 16)
16 7.019906 10.0.0.3 10.0.0.1 ICMP 98 Echo (ping) reply id=0x073d, seg=2/512, tt1=64 (request in 15)
17 8.022008 10.0.0.1 10.0.0.3 ICMP 98 Echo (ping) request 1id=0x073d, seg=3/768, tt1=64 (reply in 18)
18 8.022085 10.0.0.3 10.0.0.1 ICMP 98 Echo (ping) reply id=0x073d, seg=3/768, tt1=64 (request in 17)
19 11.038798 00:00:00_00:00:03 00:00:00_00:00:01 ARP 42 who has 10.0.0.17 Tell 10.0.0.3

20 11.038844 00:00:00_00:00:01 00:00:00_00:00:03 ARP 42 10.0.0.1 is at 00:00:00:00:00:01

21 15.563038 00:00:00_00:00:02 Broadcast ARP 42 who has 10.0.0.37 Tell 10.0.0.2

X 7:0FS(sl-ethD) ¥4 v F ¥ FF ¥

728, OFS Fo7a— 3L Foi@y Th b,

$ sudo ovs-ofct] dump-flows s1
NXST _FLOW reply (xid=0x4):

cookie=0x0, duration=13.044s, table=0, n_packets=3, n_bytes=238, idle_timeout=300,
1dle_age=8, in_port=2,d]_src=00-00-00-00-00-02,d]_dst=00-00-00-00-00-03
actions=output-3

cookie=0x0, duration=27.341s, table=0, n_packets=4, n_bytes=336, idle_timeout=300,
idle_age=22, in_port=3,dl_src=00:00:00:00:00:03,d]_dst=00-00-00-00:00:01
actions=output-1

cookie=0x0, duration=13.05s, table=0, n_packets=4, n_bytes=336, idle_timeout=300,
Idle_age=8, in_port=3,dl_src=00:00-00-00:00:03,d]_dst=00:00:00-00:00:02
actions=output-2

cookie=0x0, duration=27.335s, table=0, n_packets=3, n_bytes=238, idle_timeout=300,
idle_age=22, in_port=1,dl_src=00-00-00-00-00-01,dl_dst=00-00-00:00:00:03
actions=output-3

cookie=0x0, duration=41.072s, table=0, n_packets=8, n_bytes=728, idle_timeout=300,
idle_age=34, in_port=1,dl_src=00:00:00:00:00:01,d]_dst=00-:00-00:00:00-:02
actions=output-2

cookie=0x0, duration=41.077s, table=0, n_packets=9, n_bytes=826, idle_timeout=300,
Idle_age=34, in_port=2,dl_src=00:00:00:00:00:02,d]_dst=00-:00:00:00:00:01

actions=output-1
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1. 77 ADjESR LML

class Monitor(switch_hub.SwitchHub):
def __init_ (self, *args, **kwargs):
super(Monitor, self).__init_ (*args, **kwargs)
self.datapath = {}

self. monitor_thread = hub.spawn(self._monitor)

FT=H T A L2 AL v FTERR LTZZ T ADYT 75 2L UTERT 5, EHRIICH
FHEREGD Y 7 =2 b OFS ~&E9 5700, ALy REERT 5,

2. StateChange f X b\ KT OEK

@set_ev_cls(ofp_event.EventOFPStateChange, MAIN_DISPATCHER)
def _state_change_handler(self, ev):
self.datapath = ev.datapath

B OAAL v T EERNR LT D720, A4 v T OEHiE L OUIR ORI
EventOFPStateChange £ X F&F|HT 25, ZDOA X2 MIRyu 7 L — AU — 7 RFEIT
T %5 b DT, Datapath D AT — bR Eb-oT- & ZITRITEND, SRIOT 0 7T A TIEA
Ay F1EEHRE LTAL vy FOBEBITBE L TH72RUY,

3. T=X AL v KOMERK

def _monitor(self):
while True:
if self.datapath:
self.stats_request(self.datapath)
hub.sleep(POLLING_TIME)

10 PR TR — MCRET D MEHE R EZ A1 v FIZERT D,
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4. FERHEHRER

def stats_request(self, datapath):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

req = parser.OFPPortStatsRequest(datapath, 0, ofproto. OFPP_NONE)
datapath.send_msg(req)

OFS (Zxf L TR — MIPET DfiatiE A 2K+ %5, OFPP_NONE Z{5EJ 25 Z &£I1T XY
2TO OFS AN— MIETLHMEMEREZ G TE 5,

5. PortStatsReply 1 X2 b\ KT OEK

@set_ev_cls(ofp_event. EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler(self, ev):

body = ev.msg.body

for stat in sorted(body, key=attrgetter(‘port_no"):
bytes = stat.rx_bytes + stat.tx_bytes
print 'port:%x bytes:%d' % (stat.port_no, bytes)

PortStatsReply A v &—T %% L7126, A — FOEZENAL MirxRRT 5,
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5

FIEMGR 21T 9 7212 Mininet, Ryu 7 7'V 7 —3 3 > #5179 5, Mininet @
=%y A MBE, L2 A v FLR—TH D,

mininet> hl ping h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2- icmp_seq=1 ttl=64 time=19.5 ms
64 bytes from 10.0.0.2- icmp_seq=2 ttl=64 time=0.496 ms
64 bytes from 10.0.0.2 icmp_seq=3 ttI=64 time=0.106 ms
64 bytes from 10.0.0.2- icmp_seq=4 ttl=64 time=0.479 ms
64 bytes from 10.0.0.2 icmp_seq=5 ttl=64 time=0.142 ms
~C

--- 10.0.0.2 ping statistics ---

b packets transmitted, 5 received, 0% packet loss, time 4002ms
rtt min/avg/max/mdev = 0.106/4.151/19.536/7.694 ms

$ vi app/monitor.py

mininet@mininet-vim'~/ryu$ bin/ryu-manager app/monitor.py
loading app app/monitor.py

loading app ryu.controller.ofp_handler

Instantiating app app/monitor.py of Monitor

Instantiating app ryu.controller.ofp_handler of OFPHandler
port’1 bytes:0

port2 bytes0

port:3 bytes0

port:tite bytes:0

port’1 bytes 1148

port2 bytes 1148

port'3 bytes42

port:tite bytes 42

FR— D DOEZE AL MDHERETE D,
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INFTORMEEEZ, F—2b Xy FT—T %A A=V L7=ToS 74—/ R EXH
ZDAAL v FEER LIz, 2070l T AE L2 AL v FOHT I TATHY FT v /E
=H =B EIT L,

ROUTER_PORT

TV_PORT PLC_PORT WL11G_PORT WL11A_PORT

% 8:QoS A v F kA m UK
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1. 77 ADER LML

class Qos(switch_hub.SwitchHub):
def __init_ (self, *args, **kwargs):

super(Qos, self).__init_ (*args, **kwargs)

self.datapath = {}

self.base = {TV_PORT:TV_TRAFFIC,
PLC_PORT-PLC_TRAFFIC,
WL11A_PORT-WL_TRAFFIC,
WL11G_PORT:WL_TRAFFIC}

self.traffic = {TV_PORT:0,
PLC_PORT:0,
WL11A_PORT:0,
WL11G_PORT:0}

self.qos = {TV_PORTH{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:TV_TOS},
PLC_PORTH{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:PLC_TOS},
WL11A_PORTH{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:WL_TOS},
WL11G_PORT:{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:WL_TOS}}

self. monitor_thread = hub.spawn(self._qos_monitor)

base FEFEIZHA R — F3 ToS 7 4 —/L REZHZ 7 v — 288l 5720 DEE R L
ET Do

traffic #FFHIZBUG L&A — b OBREREZRET D,

qos FEZIZAIMAIESG L7-lE &, QoS RETZ 7 7. BLWToS 7 1 —/v KO EE %~
F4 %,
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9. ET=HX AL v FOIER

def _qos_monitor(self):
# Initialize Setting
while True:
if self.datapath:
self.stats_request(self.datapath,
self.datapath.ofproto. OFPP_NONE)

self.renew_traffic()
break
hub.sleep(INIT_TIME)

hub.sleep(POLLING_TIME)
while True:
self.stats_request(self.datapath,
self.datapath.ofproto. OFPP_NONE)
hub.sleep(REPLY_TIME)
self.qos_setting()
self.renew_traffic()

hub.sleep(POLLING_TIME)

QoS AA v FDE=H AL v RTIE, MBDITR— b OFEHERAZ B L. qos FEEIZEE
BA2RFET D, 2T OFC & H#6AT1C OFS 28@fE L TWEBAThH, IELWiEEZH
Wrd D7D ERUETH D, DOk, 10 0 HE THR— hOMEFHERZ G L. QoS ®
REHIWTZ1T 9,

3. PortStatsReply 1~ b2 T DIERL

@set_ev_cls(ofp_event. EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler(self, ev):
body = ev.msg.body
for stat in body:
if stat.port_no in self.traffic.keys():
self.traffic[stat.port_no] = stat.rx_bytes + stat.tx_bytes

PortStatsReply A vt —V %% L7206, - — hOBEEEZTHT 5,
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4. QoS FXE

def qos_setting(self):
for port in self.traffic.keys():
if self.traffic[port] - self.qos[port] [TRAFFIC] > self.base[port]:
if self.qos[port] [QOS_FLAG] == QOS_OFF:
self.add_qos(port)
elif self.qos[port] [QOS_FLAG] == QOS_ON:
self.del_gos(port)

QoS BEHIMZAT 9, A — FOWEENBEEZBAHE1E ToS 7 4 —/LV Fa#EE
W2 D7 m—aBkT 5, Flo. BEESFEBEU TOSLEIET7 v —2HlRT 5,

5. T7uoa—X% gk

def add_qos(self, port):
ofproto = self.datapath.ofproto

parser = self.datapath.ofproto_parser

match = parser.OFPMatch(in_port=port, dl_type=types. ETH_TYPE_IP,
dl_dst=haddr_to_bin(ROUTER_MAC))

actions = [parser.OFPActionSetNwTos(self.qos[port] [TOS]),
parser.OFPActionOutput(ROUTER_PORT)]

mod = parser.OFPFlowMod(datapath=self.datapath,
match=match, cookie=0,
command=ofproto. OFPFC_ADD,
1dle_timeout=QOS_IDLE_TIME,
priority=QOS_PRIORITY,
flags=ofproto.OFPFF_SEND_FLOW_REM,

actions=actions)

self.datapath.send_msg(mod)

self.qos[port] [QOS_FLAG] = QOS_ON

idle_timeout ZF%E L., 70 —%%&kT 5, QoSHET 7 7 % ON IZHHT 5,
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6. 7 ua—Hik

def del_qos(self, port):
ofproto = self.datapath.ofproto

parser = self.datapath.ofproto_parser

match = parser.OFPMatch(in_port=port, dl_type=types. ETH_TYPE_IP,
dl_dst=haddr_to_bin(ROUTER_MAC))

mod = parser.OFPFlowMod(datapath=self.datapath,
match=match, cookie=0,
command=ofproto.OFPFC_DELETE,
idle_timeout=QOS_IDLE_TIME,
priority=QOS_PRIORITY)

self.datapath.send_msg(mod)

BEENHEMELLTFOR— M LT, ToS 7 4 —/V RaEXHz 5 70— 2 HIRT 5,

7. FlowRemoved £ X2 kN2 KT OERK

@set_ev_cls(ofp_event. EventOFPFlowRemoved, MAIN_DISPATCHER)
def _flow_removed_handler(self, ev):
msg = ev.msg
port = msg.match.in_port
self.qos[port] [QOS_FLAG] = QOS_OFF
if msg.reason == self.datapath.ofproto. OFPRR_IDLE_TIMEOUT:
self.stats_request(self.datapath, port)
hub.sleep(REPLY_TIME)
self.qos[port] [TRAFFIC] = self.traffic[port]

FlowRemoved 1 X F23EE L6, QoS X
FrOZER A idle_timeout 72 HIE, IR HR— FOHEF

77 7% OFFIZT %, iz, 7u—Hl|
BB L, BERE T 5,
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def renew_traffic(self):
for port in self.traffic.keys():
self.qos[port [TRAFFIC] = self.traffic[port]

HAR— FOBEREEHT D,

EMERR 21T 9 72012 Mininet, Ryu 7 7'V 7 —3 3 > %3179 5, Mininet O EITR
A RNNBERBICHZ D, A"— b 1%% Router, ~"—F 2%FK% TV, "— k 3% % PLC, ~—
k 4 %% Wireless11G., F"— k 5% % Wireless11A L HET 5,

mininet> h2 ping h1

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

64 bytes from 10.0.0.1° icmp_seq=1 ttl=64 time=1.26 ms
64 bytes from 10.0.0.1° icmp_seq=2 ttl=64 time=0.134 ms
<HfE>

64 bytes from 10.0.0.1° icmp_seq=26 ttl=64 time=0.104 ms
64 bytes from 10.0.0.1° icmp_seq=27 ttl=64 time=0.110 ms
~C

--- 10.0.0.1 ping statistics ---

27 packets transmitted, 27 received, 0% packet loss, time 26004ms
rtt min/avg/max/mdev = 0.104/0.200/1.260/0.223 ms

.0.0.2 . 0.0.1 request Y
15 23.587718 10.0.0.1 10.0.0.2 ICMP 98 echo (ping) reply id=0x0ed46, seq=1,/256, tTl=64 (request in 14)
16 24.588403 10.0.0.2 10.0.0.1 ICMP 98 Echo (ping) request id=0x0ed46, seq=2/512, tt1=64 (reply in 17)
17 24.588518 10.0.0.1 10.0.0.2 ICMP 98 echo (ping) reply id=0x0ed46, seq=2/512, ttl1=64 (request in 16)
18 25.587404 10.0.0.2 10.0.0.1 ICMP 98 echo (ping) request id=0x0ed6, seg=3/768, ttl=64 (reply in 19)
19 25.587527 10.0.0.1 10.0.0.2 ICMP 98 echo (ping) reply id=0x0e46, seq=3/768, tt1=64 (request in 18)

Frame 14: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Ethernet II, Src: 00:00:00_00:00:02 (00:00:00:00:00:02), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
= Internet Protocol version 4, Src: 10.0.0.2 (10.0.0.2), pst: 10.0.0.1 (10.0.0.1)
version: 4
Header Length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 84
Identification: 0xShdd (23517)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 64
protocol: Icvp (1)
Header checksum: Oxcac9 [validation disabled]
Source: 10.0.0.2 (10.0.0.2)
Destination: 10.0.0.1 (10.0.0.1)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
Internet Control Message Protocol

B 9:0FS(s1-eth2)/*%7 v b ¥ % FF ¥
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. 577925

2 1 1 Echo request (reply in 42)
42 23.577956 10.0.0.1 10.0.0.2 98 Echo (ping) tt1=64 (request in 41)
43 24.579177 10.0.0.2 10.0.0.1 ICMP 98 Echo (ping) reguest id=0x0ed46, seq=2/512, ttl=64 (reply in 44)
44 24.579214 10.0.0.1 10.0.0.2 ICMP 98 echo (ping) reply id=0x0ed6, seg=2/512, ttl=64 (request in 43)
45 25.578173 10.0.0.2 10.0.0.1 ICMP 98 Echo (ping) reguest -id=0x0ed4b, seq=3/768, ttl=64 (reply in 48)
46 25.578222 10.0.0.1 10.0.0.2 ICMP 98 Echo (ping) reply id=0x0ed46, seq=3/768, ttl=64 (request in 45)
<«

Frame 41: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)
Ethernet II, src: 00:00:00_00:00:02 (00:00:00:00:00:02), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
Internet Protocol Version 4, Src: 10.0.0.2 (10.0.0.2), Dst: 10.0.0.1 (10.0.0.1)
version: 4
Header Length: 20 bytes
pifferentiated Services Field: 0x20 (DSCP 0x08: Class Selector 1; ECN: Ox00: Not-ECT (Not ECN-Capable Transport]})
Total Length: 84
Identification: Ox5hdd (23517)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0O
Time to Tive: &4
Protocol: ICMP (1)
Header checksum: Oxcaa9 [validation disabled]
Source: 10.0.0.2 (10.0.0.2)
pestination: 10.0.0.1 (10.0.0.1)
[source GeoIP: unknown]
[Destination GeoIP: unknown]
Internet Control Message Protocol

m@E®

¥ 10:0FS(sl-eth) 7 v b ¥ 7/F %
9, X 10 D/ v ¥ ¥ 7' F ¥ KX W”h2-h1”]D ping T ToS 7 ¢ —/L REX i 2 23T
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$ sudo ovs-ofet] dump-flows s1
NXST FLOW reply (xid=0x4):

cookie=0x0, duration=23.885s, table=0, n_packets=3, n_bytes=238, idle_timeout=300,
idle_age=18, in_port=3,dl_src=00-00-00-00-00-03,dl_dst=00:00-00-00-00-01
actions=output-1

cookie=0x0, duration=18.926s, table=0, n_packets=4, n_bytes=336, idle_timeout=300,
idle_age=13, in_port=1,dl_src=00-00-00-00-00-01,dl_dst=00:00-00-00-00-04
actions=output-4

cookie=0x0, duration=13.372s, table=0, n_packets=4, n_bytes=336, idle_timeout=300,
idle_age=8, in_port=1, dl_src=00:00-00-00-00-01,d]_dst=00-00-00-00-00-05
actions=output:5

cookie=0x0, duration=23.889s, table=0, n_packets=4, n_bytes=336, idle_timeout=300,
idle_age=18, in_port=1,dl_src=00-00-00-00-00-01,dl_dst=00-00:00:00:00-:03
actions=output-3

cookie=0x0, duration=18.924s, table=0, n_packets=3, n_bytes=238, idle_timeout=300,
idle_age=13, in_port=4,dl_src=00-:00-00-00:00-04,dl_dst=00:00-00-00-00-01
actions=output-1

cookie=0x0, duration=13.37s, table=0, n_packets=3, n_bytes=238, idle_timeout=300,
1dle_age=8, in_port=>5,d]_src=00-00-00-00-00-05,d]_dst=00-00:00-00-00-01
actions=output-1

cookie=0x0, duration=29.029s, table=0, n_packets=3, n_bytes=238, idle_timeout=300,
idle_age=24, in_port=2,dl_src=00:00-00-00:00-02,d]_dst=00:00-00-00-00:01
actions=output-1

cookie=0x0, duration=29.033s, table=0, n_packets=4, n_bytes=336, idle_timeout=300,
idle_age=24, in_port=1, dl_src=00-00:00-00:00:01,dl_dst=00-00-00:00:00-02
actions=output-2

cookie=0x0, duration=12.352s, table=0, n_packets=0, n_bytes=0, idle_timeout=120,
Idle_age=12, priority=65535,1p,in_port=2,dl_dst=00-:00:00:00:00:01

actions=mod_nw._tos-32,output:1
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5.1. R [E A OpenFlow X 1 v FYERL

Bty 77 v —tELF Ny 7 7 v —1h) o WZR-HP-AG300H % FIf L, OFS % {E
7%, @SRCHACK.ORG K ®H A | (http://openflow.inthebox.info/)73 6 7 7 — AT =
TEFXUa—RNT5H, 207 7 —LY =T o7 OFS i3 Interop Tokyo 2012 (2 TR {#
SEntA—T =4 e arF 4 a I CNECEEZZE LTS, (8]

5.1.1. IRIZHEE

WZR-HP-AG300H @ OFS {LIZ@H D7 7 — 20 = 7 HF L FEKIC, ¥ e — KLk
7 7 — A7 = 7 (squashfs-factory.bin) % 7 7 — A 7 = 7 FHHIE 2> 5 HHTT 5, IEH IZHEHT
ENHE. WAN AR — FE®IC 192.168.1.1/24 £ 9 IP 7 RLARREIND, £
72, OFC ®IP 7 R L A% 192.168.1.10/24 Mi%E I 5D,

eth0.4 eth0.3 eth0.2 eth0.1 ethl
192.168.1.1/24

B 11:WZR-HP-AG300H R— N EE

Ty — AT =T EPS WA LK —T = — AN e TNDADTHNCT AN
Nd 5, telnet THHH L, U F 7 7 A LEEET 5,
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root@0pen Wrt/# vi /etc/config/wireless

nfig wifi-device radioO
<t ig>
# REMOVE THIS LINE TO ENABLE WIFTI:
# option disabled 1
< %>
config wifi-device radiol
< %>
# REMOVE THIS LINE TO ENABLE WIFI:
# option disabled 1

<L T ig>

F7-. OFS OB TEF, WAL X —T =2 — A BINT A0, UTFTO7 7 A LVEELE
45

root@OpenWrt/# vi /etc/config/opentlow

config 'ofswitch'
option 'dp' 'dp0'
# option 'ofports' 'eth0.1 eth0.2 eth0.3 eth0.4'
option 'ofports' 'eth0.1 eth0.2 eth0.3 eth0.4 wlan0 wlan1'
option 'ofctl' 'tcp:192.168.1.10:6633'
# option 'mode' 'outofband'

option 'mode' 'inband'

77 AMEIEH, BB FEET D EEmHRA X —T =2— A OFS OR— & L THEH
TX%, OFSOAR— "EZEXINTHA L F—T7=—RILLTFTOEY TH S,
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A= FEF | A F—Tx—A | QSAA vFiHR—F
1 eth0.1 ROUTER_PORT

2 eth0.2 TV_PORT

3 eth0.3 PLC_PORT

4 eth0.4

5 wlanO WL11G_PORT

6 wlanl WL11A_PORT

K 719:0FS R — b EF LHIGA VF—T = —R

HERA A — T = — AT A5 ® SSID, XA U— RIZLUTFO®Y Th b,

REHEH wlan0 wlanl

SSID jaist_research_11g | jaist_research_1lla
Password | jaist_research_l11lg | jaist_research_1lla
FARIE ST WPA2-PSK WPA2-PSK

51t AES AES

# 80 EMA VH— A L F—T = — AREHEE
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5.2. 3R EREE

Ny 7 7 r—4t WZR-HP-AG300H o E#] 7 7 — A (ver.1.73) & OFS {k L 7=
WZR-HP-AG300H & O i 247 9, OFS 1k L7= WZR-HP-AG300H 135 4 # CTIERL
L72L2 ZAA v F & QoS AA v F 2 L CGRERNET D, 7235, BIFLUEHEILNURO 4V
UV EEERNIE > A T A (http// www.nuro.jp/speedup/nuroCheck.htmD Z 5 L. &
ERET S, 2B, A—2bxy hT—ZFLLFO X 51Tk Lz,

& BEAR 4L PR
A v —> v MalgE | Sonet £ NURO 3¢ G2V
ONU jf Router HUAWEI #: HG8045D
OFC NEC #: PC-LL570JG3E
OFSor L2 AA vF | Ny 77 u—t: WZR-HP-AG300H
PLC I0-DATA - PLC-HP240EA-S
TR PLANEX # FFP-900D

R 8Ltk —E

—B—l"e--0-=

12248 — ARy hU—7 K
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52.1. ER I 7—LO T 7HRIER
Ny 77—t WZR-HP-AG300H [Efl 7 7 — A7 = 7 (ver.1.73) DR LR Blx FRe D

WY TH D,

EIp A(EY) | AHRCEY) | ER(EY) | EHE(FY) | PLC(EVY) | PLC(EFY)
1 335.5Mbps | 790.6Mbps | 87.81Mbps | 162.0Mbps | 20.66Mbps 19.40Mbps
2 313.0Mbps | 675.1Mbps | 80.29Mbps | 134.3Mbps | 26.156Mbps | 22.45Mbps
3 271.3Mbps | 797.2Mbps | 79.82Mbps | 160.9Mbps | 26.65Mbps | 23.18Mbps
4 304.3Mbps | 797.3Mbps | 86.49Mbps | 146.8Mbps | 26.68Mbps | 24.31Mbps
5 324.6Mbps | 756.5Mbps | 85.91Mbps | 138.3Mbps | 17.98Mbps | 24.22Mbps
NS5 309.7Mbps | 763.3Mbps | 84.06Mbps | 148.5Mbps | 23.62Mbps | 22.71Mbps

# 8QIEEH 7 7 — b U = THER IR

5.2.2. L2 RA v FIEHER

BABEICTHER LT L2 A v F 70 7T AORKGE RIZ TREO®EY Th b,

[EIE> AfCED) | A#BRCFY) | ER(EY) | 8H(FY) | PLC(LY) | PLC(FY)
1 50.86Mbps | 48.30Mbps | 31.58Mbps | 30.87Mbps | 26.19Mbps | 21.77Mbps
2 50.63Mbps | 48.58Mbps | 31.62Mbps | 31.41Mbps | 28.756Mbps | 24.32Mbps
3 50.53Mbps | 48.27Mbps | 31.76Mbps | 32.01Mbps | 29.56Mbps | 25.04Mbps
4 50.65Mbps | 48.51Mbps | 31.97Mbps | 31.98Mbps | 26.46Mbps | 25.86Mbps
5 50.68Mbps | 48.47Mbps | 31.57Mbps | 31.95Mbps | 26.37TMbps | 24.88Mbps
NS 50.67Mbps | 48.43Mbps | 31.70Mbps | 31.64Mbps | 27.47Mbps | 24.37Mbps
%% 83'L2 RA v FHBEIRALE R

5.2.3. QoS R4 v FIRFEHER
H A FITTHER LT QoS A1 v F 70 7T AORKGEERRIT FREOMY Th .

EIE> AR | AHROEY) | EHR(EY) | EHR(TY) | PLC(LY) | PLC(FY)
1 50.40Mbps | 48.00Mbps | 32.44Mbps | 30.85Mbps | 29.73Mbps | 27.60Mbps
2 50.41Mbps | 47.94Mbps | 32.83Mbps | 30.09Mbps | 29.18Mbps | 25.83Mbps
3 50.43Mbps | 48.07Mbps | 32.28Mbps | 30.73Mbps | 28.51Mbps | 28.60Mbps
4 50.77Mbps | 48.31Mbps | 31.33Mbps | 31.03Mbps | 28.60Mbps | 29.19Mbps
5 50.46Mbps | 48.16Mbps | 31.08Mbps | 30.09Mbps | 28.61Mbps | 26.65Mbps
NS5 50.49Mbps | 48.10Mbps | 31.99Mbps | 30.56Mbps | 28.93Mbps | 27.57Mbps

7 84:QoS A A v FHERILER

76




FO6E MIRERESERDFRRE
6.1 R

B4 FEICTHIE L7 MBERR I 2 I RIRITIR 2 5 729D 121E QoS DR E Z2 ARG U
TERELZEFEL W MERD S| EICBWTC, FEA7ae— KX KL—4%2 0OFS & L
THMT 2722 61F, % 5 EORGERR LY 30Mbps A D[EIFLEHE THIITAZTH D &
ExZoN5, g2 s, PLC TOMREMIEIZI VT OpenFlow Hiffi 25 L2854, &@fE
WD 26% bYEES NI D TH D,

LU, Aft7e & s s 23 vl e 7 Ak AR TITRIEICH IR N L T2, OpenFlow
FeAlIE google #h7e & DR~ e THASNTVS, LoT. FKIFBIERESN TN
— R FRE T e — RN R—Z TIEOFS & LTORLy 7 RED FR7 4 —v 2 R
RETHDHZ ENBEZ LD,

AW LV FREMA 7 0 — KNy Rb—% T 30Mbps A OIBFIHEE 72 51, Frl
OpenFlow HTOBEEHZTLND Z BT,

6.2. G &R DERRE

AFFECIEFER 70— R Rb—4% OFS £ L TR+ Z &2k v, 30Mbps &
WOBERETITADTHDL Z LR bhroTz, LrL, L EOEBHEIZB W TIEA
NTHLPHPIL TV, T, Av— N7 4 Zhhd & Lo/ O PERER L2335
LWZEMBFREHR7Tr— RNV FLv—2 SRR B35 2 E0WiIfFTE 5, LieRn- T,
B E COMGEIIFREM 7 71— R RL—Z OMRER L SN2 RICHRAETE 5 &5 2
2o

E H{Z, OpenFlow H#IFZFIMH L7256 REHE L EHELPVRWER—LRy NU—27 N
TAH=ALPENEGT HIZODORERN 2 2HD LB 2D,

1 A HOMEIX OFC OREICHOWNWTTHDH, A—ALFxy MU —27 TG REEH 2 HEl
WZATD 2 EMEE LRV, OFC RIEIZHEWVEMEREZ 1 AR T HILER D DH, S HIZ,
OFC ORREAR—ANME 0D, T OMBESOMRTIEE 2 RIRET 5,

1A HIXOFC O A X&2 KD T /IS L, HATHAXN—REZWOT HIETH D,
AWFFEIL ) — b3V 2% OFC & L7273 Raspberry Pi(https://www.raspberrypi.org/) 7z &
DY INR— b arvEa—FE2 AT LIC8Y), BEFAR—RAZ KBS T2 &
WARETH 5, OFC & OFS % 1 ADar Ea—4& L LTEMNTICIE, BUEREShL T
DY IVR— F Ay Ea—Z TER = FENDRNOT, OFS & 25D1F# LU,

2 st B3 IaaS(Infrastructure as a Service) i L. 7 7 7 R L2 OFC #5545 Fik
Thb, ZO%HE, OFC OREAN—RZIR ROV T U Fh—EAD L o Z Ve

77


https://www.raspberrypi.org/

WENZe 5, S B2, OpenFlow £ % =7 F ¥ U XAV ONTIIRS 722 L, X2 U7
A HEBETDHE VPNERNLLE LWEE XD, TOYA, OFS & VPN #5655t LT
WOHMENH D, IPsec IZHISEL TS Z7 7 RYP—EXELLTNIT 2Ia2=/—T a3
kLA Cloudn(http://www.ntt.com/cloudn/index.html) 72 £33 5, Cloudn DHi4 .
HERH TR K 3672 M & 72 %, (2015 4F 7 H 20 HEI{E)

2 R HORMBIIANED 7 v 77 A TiE OFS OBEUEHRNAEE Sni-%E, QoS IEL
SEMELRLK D ThD, ZORMBEORIFIED 2 SIRET D,

1 R BT EREEZ GUI TERT 2 AETH D, A— ORI 2 2 L7546, GUI
W EXY QoS REEZEWTH, K548 — MIxt L TEEEZBIRT T iE, =—
FITH QoS REDEHENHHEIZ & B R D,

A—PhF1 Jb—HR— |k v
A—h 2 B L ~UL 5 v
A—h3 EEE L~yL 1 v
R—h 4 OFF v
e B L 3 v

X 13:GUI 8 E 5

2RBEIET0 7T L%EEREL MACT RLRAZIIZHEIRD QoS ik ET H HETH D,
ZOGEE TR S5 G MACT FLAZBERT HMERH Y | 2—F|Z
FEELWEE R D,

7o AWFZETIE OFS 13 1 B7203, OFS 2 G MAGDELA—LxR Y b U — 7 5L
FEZHETHRY, ZHOORBEZSZROMEL LIz,

78


http://www.ntt.com/cloudn/index.html

BITE B

AT D DIZHTY . KIGEDRE 2BV . £BWLAR TREZTHS £ L2 FHE
MEBIRI TR < RSB L £ 97,

79



2% 3k

[9]

A St A 7 VA, “OpenFlow ~45F TOMEEEZETH LR Y NU—7 DB
~.” 0202 2012. [4 > 7 A >]. Available: http://thinkit.co.jp/book/2012/02/01/3150.
RS R, “ZAREFIZ OpenFlow TRy NU—2 %27 a7 I 717
07 09 2011. [4>F A >-]. Available: http://gihyo.jp/dev/serial/01/openflow_sd.

“ QoS ( Quality of Service ), ” [ & >~ 7 A4 ¥ 1. Available:
http://[www.infraexpert.com/study/telephony6.html.
aki, “ITBOOKS,” [# 2 7 A »]. Available: http:/www.itbook.info/.
RYU project team, “Ryubook 1.0 K* = 2> k,” [A > T A »]. Available:
http://osrg.github.io/ryu-book/ja/html/#.
PRRERE, &% X A5 R—Lk v b U —2 LIFREE, 4 — Ltk 2004
Bz, K E&EFR, BEILES, &M, OpenFlow fUE AT SDN % 32819 % £l
&Rk, FRUKAE, 20138,
mEZ, ARk, 777U FIRRDOxR v b U —27 £l OpenFlow FEEAF, HAfFE
mmfh, 2013.
HEHG, BAKEM, EHE, v~ A% Y 7 TCP/AP OpenFlow #f, 4 — A%k, 2013.

[10] —ftHEN HHRBEHRINEZERES, “N—2oxXy NU—2lfEA v 7 —7 = — A5

A K742, 2018.

[11] BERM, “T—2bxy MU =7 BREICBT 2R/ —2 U > 7 #5580 QoS FRikiZ

T 558, 2012.

[12] FHEERE, “ECHONET Lite D #rEciffiian & [EES@Em,” 2013.
[13] Open Networking Foundation, “OpenFlow Switch Specification 1.0.0,” 2009.

[14] Open Networking Foundation, “OpenFlow Switch Specification 1.1.0,” 2011.

[15] Open Networking Foundation, “OpenFlow Switch Specification 1.2,” 2011.

[16] Open Networking Foundation, “OpenFlow Switch Specification 1.3.0,” 2012.

80



1 &%

Z=F%Y AN T T L

0 d O O A~ W N =

11
12
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14
15
16
17
18
19
20
21
22
23
24
25
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28
29
30
31
32

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_v1_0

from ryu.lib.packet import packet

HOST1_PORT =1
HOST2_PORT =2

class Unicast(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1_0.0FP_VERSION]

def _init_(self, *args, **kwargs):

super(Unicast, self)._init_(kargs, **kwargs)

def unicast_flow(self, datapath):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

match = parser.OFPMatch(in_port=HOST1_PORT)
actions = [parser.OFPActionOutput(HOST2 PORT)]

mod = parser.OFPFlowMod(datapath=datapath, match=match, cookie=0,
command=ofproto.OFPFC_ADD,actions=actions)

datapath.send_msg(mod)

match = parser.OFPMatch(in_port=HOST2_PORT)
actions = [parser.OFPActionOutput(HOST1_PORT)]

mod = parser.OFPFlowMod(datapath=datapath, match=match, cookie=0,
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33 command=ofproto.OFPFC_ADD, actions=actions)
34

35 datapath.send_msg(mod)

36

37 @set_ev_cls(ofp_event.EventOFPPacketln, MAIN_DISPATCHER)

38 def _packet_in_handler(self, ev):

39 msg = ev.msg

40 datapath = msg.datapath

41

42 self.unicast_flow(datapath)

L2 AA wvF T s T A

from ryu.base import app_manager

from ryu.controller import mac_to_port

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_v1_0

from ryu.lib.mac import haddr_to_bin

0 d O G H LW N =

from ryu.lib.packet import packet
9 | from ryu.lib.packet import ethernet

11 | MAC_IDLE_TIME = 300
12
13
14 | class SwitchHub(app_manager.RyuApp):

15 OFP_VERSIONS = [ofproto_v1_0.0FP_VERSION]
16
17 def _init_(self, *args, **kwargs):

18 super(SwitchHub, self)._init_(*args, **kwargs)
19 self.mac_to_port = {}

20
21 def add_flow(self, datapath, in_port, src, dst, actions):
22 ofproto = datapath.ofproto

23 parser = datapath.ofproto_parser
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59

match = parser.OFPMatch(in_port=in_port, dl_src=src, dl_dst=dst)

mod = parser.OFPFlowMod(datapath=datapath, match=match,
cookie=0, idle_timeout=MAC_IDLE_TIME,
command=ofproto.OFPFC_ADD,actions=actions)

datapath.send_msg(mod)

def del_flow(self, datapath, mac):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

match = parser.OFPMatch(dl_src=mac)

mod = parser.OFPFlowMod(datapath=datapath, match=match, cookie=0,
command=ofproto.OFPFC_DELETE)

datapath.send_msg{mod)
def modify_flow(self, datapath, mac, port):

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

match = parser.OFPMatch(dl_dst=mac)

actions = [datapath.ofproto_parser.OFPActionOutput(port)]

mod = parser.OFPFlowMod(datapath=datapath, match=match,
cookie=0, idle_timeout=MAC_IDLE_TIME,
command=ofproto.OFPFC_MODIFY,actions=actions)

datapath.send_msg{mod)

@set_ev_cls(ofp_event.EventOFPPacketln, MAIN_DISPATCHER)
def packet_in_handler(self, ev):
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msg = ev.msg
datapath = msg.datapath
ofproto = datapath.ofproto

pkt = packet.Packet(msg.data)
eth = pkt.get_protocol(ethernet.ethernet)

dst = eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault(dpid, {})

self.mac_to_port[dpid].setdefault(src, msg.in_port)

if self mac_to_port[dpid][src] '= msg.in_port:
self.del_flow(datapath, haddr_to_bin(src))
self.modify_flow((datapath, haddr_to_bin(src), msg.in_port)
self.mac_to_port[dpid][src] = msg.in_port

if dst in self. mac_to_port[dpid]:

out_port = self.mac_to_port[dpid][dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [datapath.ofproto_parser.OFPActionOutput(out_port)]
if out_port = ofproto.OFPP_FLOOD:
self.add_flow(datapath, msg.in_port, haddr_to_bin(src),
haddr_to_bin(dst), actions)
data = None
if msg.buffer_id == ofproto.OFP_NO_BUFFER:
data = msg.data

out = datapath.ofproto_parser.OFPPacketOut(
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96 datapath=datapath, buffer_id=msg.buffer_id, in_port=msg.in_port,
97 actions=actions, data=data)

98 datapath.send_msg(out)

NoeyrE=HZTOTT A

1 | import switch_hub
2
3 | from operator import attrgetter
4
5 | from ryu.controller import ofp_event
6 | from ryu.controller.handler import MAIN_DISPATCHER
7 | from ryu.controller.handler import set_ev_cls
8 | from ryu.lib import hub
9
10 | POLLING_TIME = 10
11
12 | class Monitor(switch_hub.SwitchHub):
13 def _init_(self, *args, **kwargs):
14 super(Monitor, self)._init_(kargs, **kwargs)
15 self.datapath = {}
16 self.monitor_thread = hub.spawn(self._monitor)
17
18 @set_ev_cls(ofp_event.EventOFPStateChange,MAIN_DISPATCHER)
19 def _state_change_handler(self, ev):
20 self.datapath = ev.datapath
21
22 def _monitor(self):
23 while True:
24 if self.datapath:
25 self.stats_request(self.datapath)
26 hub.sleep(POLLING_TIME)
27
28 def stats_request(self, datapath):
29 ofproto = datapath.ofproto
30 parser = datapath.ofproto_parser
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31
32
33
34
35
36
37
38
39
40
41
42

req = parser.OFPPortStatsRequest(datapath, 0, ofproto.OFPP_NONE)

datapath.send_msg(req)

@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)

def _port_stats_reply_handler(self, ev):
body = ev.msg.body

for stat in sorted(body, key=attrgetter('port_no’)):

bytes = stat.rx_bytes + stat.tx_bytes

print 'port:%x bytes:%d’ % (stat.port_no, bytes)

print ’

QoS AA v F T s T A
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17
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20
21

import switch_hub

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.lib import hub

from ryu.lib.mac import haddr_to_bin

from ryu.lib.packet import ether_types as types

INIT_TIME =10
POLLING_TIME = 600
REPLY_TIME =3

QOS_FLAG = flag’
QOS_OFF =0
QOS_ON =1

QOS_IDLE_TIME =120
QOS_PRIORITY =65535

TRAFFIC = 'traffic’
TV_TRAFFIC =300 * (10 ** 6)
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PLC_TRAFFIC = 200 * (10 ** 6)
WL_TRAFFIC =100 * (10 ** 6)

TOS = 'tos’

TV.TOS =32

PLC_TOS =16

WL TOS =8

ROUTER_.MAC ='00:00:00:00:00:01"

ROUTER_PORT =1

TV_PORT =2
PLC_PORT =3
WL11APORT =6
WL11G_PORT =5

class Qos(switch_hub.SwitchHub):
def _init_(self, *args, **kwargs):

super(Qos, self)._init_(*args, **kwargs)

self.datapath = {}

self.base = {TV_PORT:TV_TRAFFIC,
PLC_PORT:PLC_TRAFFIC,
WL11A_PORT:WL_TRAFFIC,
WL11G_PORT:WL_TRAFFIC}

self.traffic = {TV_PORT:0,
PLC_PORT:O,
WL11A_PORT:O0,
WL11G_PORT:0}

self.qos = {TV_PORT:{{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:TV_TOS},
PLC_PORT:{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:PLC_TOS},
WL11A PORT{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:WL_TOS]},
WL11G_PORT:{TRAFFIC:0, QOS_FLAG:QOS_OFF, TOS:WL_TOS}
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self.monitor_thread = hub.spawn(self._qos_monitor)

@set_ev_cls(ofp_event.EventOFPStateChange, MAIN_DISPATCHER)
def _state_change_handler(self, ev):

self.datapath = ev.datapath

def _gos_monitor(self):
# Initialize Setting
while True:
if self.datapath:
self.stats_request(self.datapath,
self.datapath.ofproto.OFPP_NONE)
self.renew_traffic()
break
hub.sleep(INIT_TIME)

hub.sleep(POLLING_TIME)
while True:
self stats_request(self.datapath,
self.datapath.ofproto. OFPP_NONE)
hub.sleep(REPLY_TIME)
self.qos_setting()
self.renew_traffic()
hub.sleep(POLLING_TIME)

def stats_request(self, datapath, port):
req = datapath.ofproto_parser.OFPPortStatsRequest(datapath, 0, port)
datapath.send_msg(req)

@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_.DISPATCHER)
def _port_stats_reply_handler(self, ev):
body = ev.msg.body
for stat in body:
if stat.port_no in self.traffic.keys():
selftraffic[stat.port_no] = stat.rx_bytes + stat.tx_bytes
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def qos_setting(self):
for port in self.traffic.keys():
if self traffic[port] — self.qos[port][TRAFFIC] > self.base[port]:
if self.qos[port]QOS_FLAG] == QOS_OFF:
self.add_qgos(port)
elif self.qos[port][QOS_FLAG] == QOS_ON:
self.del_gos(port)

def add_qgos(self, port):
ofproto = self.datapath.ofproto

parser = self.datapath.ofproto_parser

match = parser.OFPMatch(in_port=port, dl_type=types.ETH_TYPE_IP,
dl_dst=haddr_to_bin(ROUTER_MAC))

actions = [parser.OFPActionSetNwTos(self.qos[port][TOS])),
parser.OFPActionOutput(ROUTER_PORT)]

mod = parser.OFPFlowMod(datapath=self.datapath,
match=match, cookie=0,
command=ofproto.OFPFC_ADD,
idle_timeout=QOS IDLE _TIME,
priority=QOS_PRIORITY,
flags=ofproto.OFPFF_SEND_FLOW_REM,

actions=actions)
self.datapath.send_msg(mod)
self.qos[port][QOS_FLAG] = QOS_ON
def del_qos(self, port):
ofproto = self.datapath.ofproto
parser = self.datapath.ofproto_parser

match = parser.OFPMatch(in_port=port, dl_type=types.ETH_TYPE_IP,
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dl_dst=haddr_to_bin(ROUTER_MAC))

mod = parser.OFPFlowMod(datapath=self.datapath,
match=match, cookie=0,
command=ofproto.OFPFC_DELETE,
idle_timeout=QOS_IDLE_TIME,
priority=QOS_PRIORITY)

self.datapath.send_msg(mod)

@set_ev_cls(ofp_event.EventOFPFlowRemoved, MAIN_DISPATCHER)
def _flow_removed_handler(self, ev):
msg = ev.msg
port = msg.match.in_port
self.qos[port][QOS_FLAG] = QOS_OFF
if msg.reason == self.datapath.ofproto. OFPRR_IDLE_TIMEOUT:
self.stats_request(self.datapath, port)
hub.sleep(REPLY_TIME)
self.qos[port][TRAFFIC] = self traffic[port]

def renew_traffic(self):
for port in self.traffic.keys():
self.qos[port][TRAFFIC] = self traffic[port]

FHEAR—LFRy NU— WEESEa L 7407
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config wifi—device radio0

option type mac80211

option channel auto

option macaddr 4c:e6:76:c3:1e:7e
option hwmode  11ng

option htmode = HT40+

list ht capab  SHORT-GI-40

list ht capab TX-STBC

list ht_ capab RX-STBCI1

list ht_ capab DSSS_CCK-40
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# REMOVE THIS LINE TO ENABLE WIFI:
# option disabled 1

config wifi-iface
option device  radio0
option network lan
option mode ap
option ssid jaist_research_11g
option hidden 1
option encryption psk2+aes

option key jaist_research_11g

config wifi-device radiol
option type mac80211
option channel auto
option macaddr 4c:e6:76:c3:1e:7f
option hwmode  11na
option htmode = HT40+
list ht capab  SHORT-GI-40
list ht capab TX-STBC
list ht capab RX-STBCI1
list ht capab DSSS_CCK-40
# REMOVE THIS LINE TO ENABLE WIFIL:
# option disabled 1

config wifi-iface
option device  radiol
option network lan
option mode ap
option ssid jaist_research_11a
option hidden 1
option encryption psk2+aes

option key jaist_research_11a
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