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A STUDY ON SECURITY FOR CLOUD COMPUTING
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Since amount of data is increasing exponentially, data storage and management become
burdensome tasks of the data owner. To reduce the burdens for the data owners, the concept of
remote storage known as cloud has been proposed. A cloud is considered as a service through which
the clients can use to publish, access, manage and share their data remotely and easily from
anywhere via the Internet. Although data outsourcing reduces storage burden for the client, this
method still has a problem that the service provider is typically not fully trusted. Thus, this model
introduces numerous interesting research challenges: (i) data privacy, (ii) data availability and (iii)
data integrity. Data confidentiality consists of the two research approaches: the cryptographic
approach and the information-theoretic approach. In this study, we focus on integrity, availability
and information-theoretic confidentiality. We choose the information-theoretic approach because our
security analysis derives purely from information theory. Our goal is to construct a practical and
secure cloud system. Based on this goal, we are interested in two research directions: Proof Of
Retrievability (POR) and Secret Sharing Scheme (SSS).

The POR has been proposed to allow the client to check whether his/her data stored in the servers is
available, intact and is always retrievable. Based on the POR protocol, four common techniques are
used: replication, erasure coding, ORAM and network coding. In this study, we focus on the network
coding because: it achieve better storage cost compared with replication, and better computation and
communication costs compared with erasure coding and ORAM. Although many network
coding-based PORs have been proposed, the efficiency and practicality have not been addressed
simultaneously.

The SSS is a method for protecting distributed file systems against data leakage and data loss. In this

scheme, the secret is encoded into a number of shares. The shares are then distributed among a group




of participants where each participant holds a share of the secret. The secret can be only
reconstructed when a sufficient number of shares are reconstituted. Although many SSSs are
introduced, they have not achieved an optimal share size and have not supported the share repair
feature.

In this dissertation, we propose three schemes, named the MD-POR (Multi-client and Direct repair
for POR), DD-POR (Dynamic operation and Direct repair for POR) and SW-SSS (Slepian-Wolf
coding-based SSS).

The MD-POR is our main proposed POR which has the following contributions: (i) The scheme can
support direct repair feature. This means that if a corrupted server is detected, the healthy servers are
required to provide their coded blocks directly to the new server. The new server can verify the
provided coded blocks and can compute the new coded blocks for itself without disturbing the client.
This mechanism can reduce the communication cost and the burden for the client; (ii) Multiple
clients who own different secret keys can participant in the system. Their data are mixed together
without losing the data confidentiality of individual clients; (iii) The scheme is constructed using
symmetric key setting for the efficiency; and (iv) The scheme support public authentication. This
means that not only the client but also any entity who has a given information can check the cloud
servers while learning nothing about the secret key of each client. We employ a Third Party Auditor
(TPA) on behalf of the clients to check the servers periodically. By delegating the responsibility of
checking the servers to the TPA, the clients are free of the burden of checking the servers.

The DD-POR scheme is an improvement of the MD-POR scheme. Concretely, this scheme can
support dynamic operations unlike the MD-POR scheme. The client not only can read the data but
also can modify, insert, and delete the data. However, the DD-POR scheme is a partial improvement
of the MD-POR scheme because in this DD-POR scheme, we can only deal with a single client
instead of multiple clients as the MD-POR scheme. Furthermore, the DD-POR does not deal with
the public authentication as the MD-POR scheme. The DD-POR scheme has the following
contributions: (i) This scheme can support direct repair feature like the MD-POR scheme. When a
server is corrupted, the healthy servers will provide their coded blocks and tags directly to the new
server without sending them back to the client. Then, the new server can check them, and can
compute the new coded blocks and the tags for itself; (ii) Unlike the MD-POR the client not only can
check and retrieve the data, but also can perform dynamic operations such as modification, insertion
and deletion on the data stored in the servers; and (iii) The scheme is constructed using symmetric
key setting for the efficiency.

The SW-SSS scheme, we show that the Slepian-Wolf Coding, which is used to compress a data
stream in a network, can be applied to the SSS to achieve the following advantages:(i) The shares are
constructed using the XOR for fast computation; (ii) The parameter can be chosen arbitrarily; (iii)
The direct share repair is supported; and (iv) The size of a share is optimized compared with



previous schemes.

Keywords: cloud computing, proofs of retrievability, secret sharing scheme, network coding,
Slepian-Wolf coding.

RERBEORERENES

779 R —R_OTF =23k L TREFESN TN T — X OEHNARAREIZR D L)
FHNERIZEE TWD, £D7D, 22777 RP—"REHTER2NE L TH2—
FOT —HNFONDIERIHMANEE CTH D, AimsClE, FTHM - 2at - EED
BlLEND, 777 RANL—VICBT LT =4 ORENE®DDH T VT Y XAITET 40
BTHDH. FFIZ, Xy NI/ EEIGHL, B5PIcT —% OEIHATREME 2GR T
5 FETH D POR (Proof of Retrievability) (ZFIZESEZH T TS,

POR &%, 770 RY—"MEHEHRZ2NWE WD Z 2 EL, S EHon s 7
U RIZHHTONTWET = RUIARRKRENTENKY DT —52 TV, 1OEIHATRET
bHILET—HAIAEIRGET 5 X2 VT 47w ha/LThb. POR T, Hie 545,
RS, 2y NI/ 5OREL 3 DOTF —HREFREXTEDLND Z ERNEESND
0y, AREEFXIDEHEXLOEX 2V T 1 OBEDPORBEALTWDLI Xy NY—I 5%
N—=2LF5. Ry NT—=IFHFEX—=AD POR FRUITZINE TIZWLS O RESNL TN D
23, FEHWILORNEN L 2 DOME, 725 direct repair & OEHAJULEEFEEE )Y & 72 58]
TEXTWeLy, direct repair &1E7 77 RY— "X 70 LIZBRIZIRYD OEYS 7 F 0 R
Y= H el T 0 Ry —NICk L CHEENICT — 2 2B TE2MHETHY, BfF
WIRTIEZ T4 T R AT — & 25 L TH LW — A SHICHEG ST 2 08N H
Sl Fiz, BIBAEIXY T U K EOT —X OB, A, HIFRE W o B e 0B A R
KT 20, BEFIRTIEINOR B LNEBRTE T Rho .

AW TIE, direct repair M OBJHJLELNAIRE/ R R v MU — 7 fF B &2 N— R L LI=2h3
HI728T 7272 POR 48529 5. AFAL, LESERE 5 X— XA TREFS TV D 7o O IR I
BTHY, MFEOLOFRIY BHENTHLZLEZRLTWD. SbiZ, 777 F¥—
NIZE DT =2 OGYBEER O & LB 2 HE L, ZADICH L TtEE 52 Tnas.

ULk, AGe3CiX, 77 7 RY— N2kt U CTEMDORIERNZ: 2 DOMWE, 37005 direct
repair (5 CTHIDO THEH) K OBRSLEEREZ EBLT 28 LWFiEE 52, TOFIMEE
ARLTEY, FRNNICERT 2 & 2ADBKREI V. Ko, i (HFWRAY) OFNimC e
L CHoaiifiEd 2 6 0 LRI,



