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(0 2.4: Support Vector Machine
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i <script type="text/javascript">
: Training Test shellcode = unescape(*%u9090%u9690..."); |
| webpage webpage heap_block_size = 0x400000; :
: dataset dataset shellcode_size = shellcode.length * 2; :
; </script> !
i r JavaScript Interpreter j. ...................................................... i
! bindgname "shellcode* :
1 Training Test callgname “unescape® '
E Opcode Opcode string "%u9696%u9%696..." !
' sequences sequences | |call 1 :
: setgname "shellcode” :
: Data Reduction @~ Jeeccccecccccccconccccncccoccccccccaceccaaceacnannaes :
: Training Test bindgname
: Opcode Opcode callgname
' function function string :
! call call call H
: sequences sequences | | setgname
: [ Feotre BXtraction. ™ [seeeascescencecncevensascenncanensansansasunsnannnnnans H
bindgname, callgname, string
: o est features | cay\gname, string, call '
: Training mapped | | string, call, setgname ]
: features to training || . '
: features :
f Feature Representation j -------------------------------------------------------
Class F1 F2 F3 ... :
H -1 8 0 1 !
; Tralning Test a0 11 i {
: Data Data :
i Classifier ¢ i
' Benign Malicious H

0 31:[7)o0oooo
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0 3.1: 800000000000

Feature ‘ Description

Length in characters The length of the script in characters.

Avg. characters per line | The average number of characters on each line.
Num. of lines The number of newline characters in the script.
Num. of strings The number of strings in the script.

Num. of unicode symbols | The number of unicode characters in the script.

hex or octal numbers A count of the numbers represented in hex or octal.

% human readable We judge a word to be readable if it is > 70% alphabet-
ical, has 20% < vowels < 60%, is less than 15 characters
long, and does not contain > 2 repetitions of the same
character in a row.

% whitespace The percentage of the script that is whitespace.

Num. of methods called | The number of methods invoked by the script.

Avg. string length The average number of characters per string in the
script.

Avg. argument length The average length of the arguments to a method, in
characters.

Num. of comments The number of comments in the script.

Avg. comments per line | The number of comments over the total number of lines
in the script.

Num. of words The number of “words” in the script where words are
delineated by whitespace and JavaScript symbols (for
example, arithmetic operators).

% word not in comments | The percentage of words in the script that are not com-
mented out.
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052 00000000000 ((MOODO)00O0ooOog

Accuracy | Precision | FNR FPR
NB 0.9247 0.8369 0.1954 | 0.04276
SVM
(C =329.9,y=617) | 0.9638 0.9226 | 0.09384 | 0.02064
DT 0.9548 0.8711 | 0.07394 | 0.03738
RF 0.9769 0.9822 | 0.09162 | 0.004485
k=1 0.9616 0.9159 | 0.09715 | 0.02243
k=3 0.9546 0.9424 0.1612 | 0.01405
kNN k=5 0.9576 0.9602 0.1634 | 0.009569
k=7 0.9572 0.9585 0.1645 | 0.009868
k=9 0.9544 0.9578 0.1777 | 0.009868
053 000000000000000
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RF 0.7414 0.9558 | 0.8504 | 0.002990
k=1 0.7385 0.8582 | 0.8407 | 0.01136
k=3 0.7410 0.9180 | 0.8449 | 0.005981
kNN k=5 0.7544 0.9408 | 0.8019 | 0.005383
k=7 0.7410 0.8984 | 0.8407 | 0.007775
k=9 0.7410 0.8592 | 0.8310 | 0.01196
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