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2.1 LLDP (Link Layer Discovery Protocol)
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000 IEEE802.1(VLAN) O IEEE802.3(LAN) 0 000000000000 OOOoooo
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Ooogd go go

Chassis ID 00000 MacODODOODO) oooo

Port 1D 000 LLbPOODODOODDOODOOODOOODO |ODOOO
Time To Live oooooooog ooon

Port Description gooooooobon ogooooon
System Name gooooon gooooon
System Description 0ooobogooooooboooso goooogo
System Capabilities gooono ooooood
Management Address | OO O IPOOOOOMacOODOO ooooooon
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Port VLAN ID 000 VLANDO ID
Port and Protocol VLAN ID 000,/00000 VLANOOOOO/00000VLANID
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IEEES02.30 000 \

MAC/PHY Configuration Status | 000 0000000000000 0/00000

Power Via MDI O000000000oooo/ooooo
Link Aggregation 000000000000O0O0O0o0oo/oood
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2.2 UPnP(Universal Plug and Play)
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OooooooOooo0o0doodoooooooooobo XMLOOOOOOoOoooo
JdddbddddddddddddddddddddddoooooHTIPODODDODOOOO
0 Description 0 0000000000000 O0O0O

023 UPnPO0OOOO0O
HEN 00
Addressing | 00000 IPODODOODOOO
Discovery gooooooooooo
Description | 0O00O0O0OO0OOOOOOOOO
Control o0ooooon
Eventing 0oobooooooboooo
Presentation | WEBO OO OUOOOOOOOO




2.3 ITU-T G.9973(HTIP)
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vice Architecture 0 Controlled Device 0 0 0 (L3 Agent)J 0 O O IEEE 802.1ABO LLDP
Agent(Transmit only) 0 0 0 (L2 Agent) 0 0 O HTIP-O O 0 0O 0O O OLLDP Agent(L2Agent)
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— 00 (Aegent) 00O 0OOOOOOOOUIEEEDODOOOOODOOO ID(OUT
O00)0oooooo
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2.3.1 L2 Agent

[2Agent D0 O O00O0O0ODOOOOOD LLDPOOOODOManager 000000 OOO
O0OOOHTIP-NWOOO L2 Agent OO O OODOOHTIP-NWOOOOOODOO Chassis
[DOODOOOOOOHTIP-NWDOOOOO MACOODODODOOODOOOOOooDoOooooboo
000000000000 0L2AgentO000O LLDP Agentn DO OO0 OOODOOOOOO
O0O00 LLDP Agent 0O O DO OOOOOODOOODO LLDPDUODOOOOODOOLLDP
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0 2.100 00 Destination MAC Address 0 0 LLDP Ethertype DO O OO000O0O0O
O00L2Aeent 000000000 OODODOO MACOODODOOOIEEES02.3000
Jooooooodoooooooun FR-FF-FF-FF-FF-FFOOOOOOOOQOOod
0000000 MACOODODDOOODOOODO MACOODODOODOOOLLDPDUDOOO
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0 2.1: LLDPDUODOODOODO

A—q
- K

Destination

LLDP
Source MAC
MAC Address

Ethertype [TLV1
| | = §8-CC
e =Ry b~ ¥ =i LLDPDU

R
i i

ILV1

I
et | -
TLV2 |

End of
LLDPDU
TLV |
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LV

i
LV

TLV2| - - TLVn
Address LY

~
>

L2 Agent 0 OIEEES02.1ABO O DO0D0OO0DOOODOODODOOODOODOOODDOOOO
oooobooog Twvooboooboobobooboobooobboobobog 2200
OOTLVOOTTCO OUIOOO E0-2rAD0O0TTCOOOODOODOODOODOOODOODOO
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U 22 000000000000000

Octets:|1 ‘2 3 6 7 6+n
TLV Type= 127 | TLV Information String TTC OUI TTC Subtype F—#
(7 bits) Length (9 bits) =E0-27-1A (1 octet) (0 <1 <507 octets)
(3 octets)
Bits: |8 21 ‘8 1
€« TILVAu >|< TLV Information String

LLDPDUOOO8021ABOOO0O0O0D000000 TWVOOOOOOOOO0O0OO000O
HTIPOOOOODO LLDP Agent 0000000 LLDPDUO DO () 000 () 000
0000()0000(O0O000000000ID000000 TLVOOODO0000
0000000000 220000 TTC Subtype D0 240000 Subtyped 10000
TIVOOOOOOOOOSubtyped 20000TLVO 0000000000



0 2.4: TTC SubtypeUD OO ODOODOOO

TTC Subtype | DO OO0 00

1 ogooo HNERERE

2 googoo HTIP-NWOOOOOOo
HTIP-OOOOOOOOOO

3 MACOODOOOO oooooon

4 gooooood HTIP-NWOOOOOOOOOoo
HTIP-OOOOOOOOOO

5) OO0 MACOOOOOOO |HTIP-NWOOOODOOOOOO
HTIP-OOOOOOOOOO

00 6-255 oooo

2.3.2 L3 Agent

L3 Agent 0 0 UPnP controlled device 0 0000000000000 O0OOOODOODO
O000000D0 Manager 0000000000000 DO0ODOOODDOODOADO Device
Description Document O root device 0 O O O Basic Device Information 0 0 0O O O O O
00000000000 bOO00DbO00b0DbO0o0bDobOOobODDbOo0oDobOOoooDoOooOon
000000000000 00000O000o0bO00ooobDo0ooooooooo 250

god

025 000000000000DDDOOOOODOOOOO

000000000000 00 |0oDgoooooo OO0oOoooooood
000 (octets)

htip:X_DeviceCategory 0o 255
htip:X_ManufactureOUI ooooog 6

modelName oo 31

modelNumber EEN 31
htip:X_ChannelStatus goodooooooo |3

htip: X _Rssi gooobod 3

htip:X_ErrorRate guooooooo 3

htip:X_Status ooooogo 64




2.4 GRE(Generic Routing Encapsulation)

GRE[4|00000000O0O0O0OO0O0O0ODOO0OOO0OODOOO0OOOOODOOOOOO
O00O0b0o0ooboobooogboboboOggRrECITOIO0240000000000GRE
OOobo0oooooobooboooo IPO0D0O0D0ODOOOGREODOODOODOOODOODO
GREOOOODOODOODOOOOOOOOODODODOODbOobOOoOOoOooOobooboDOoDO
OOOGREODODOOODOOODOOOOOOPoint-to-Point 00 OODOOOOOODOOODO
O0000000000000000000000 2300000GREOOO (4byte) O IP
000 (20byte) 00 O0D0O0OO0OODOOO0U0O0OOGREODOOCOOOOOOOOOOOOO
O00000O00000O0000D00000Source 0000 DestinationO OO OO0
OO00000000Souwrce0 0ODO0O Destination 0O OO0OOOOOOOODOOIPO
gbboboogobood

023 GREOUODOOOOOOOOOOODOO

IP (20byte) GRE(4byte) Ethernet packet

GRE overhead (24byte)

2.5 00O VLAN

OO0 VLANOOODO LANODOODOOODODOOODOOoooOobobooboooboooo
OOobo0oooobooobooboooooboooo0obb00obO0b0O0UDIEEES2.1QO
000000000000 0o00o0ob0oboobob VEANODOODOOooo200000D
000000 VLANOOOOODODOOOOOooDoOoOoOoooooooo VRLANIDO
OO000DO000000OO0Ethemet 0 ODOODOO0OO0O0OODOO VLANODOODODOD
OO0O0D000000240000 EthernetD O OO0 40000000000000000
0000000 2000000 TPID(Tag Protocol Identifier) 0 20 00000 TCI(Tag
Control Information) 000 00 00O TPID O Ethernet 000 0x81000 0000000
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0000000 120000 VID(VLANID)OOOQOQOQO

2.6 VXLAN(Virtual eXtensible Local Area Network)

VXLAN5|OOOOOO30000000000000000 20000000000
OO00000O0DOOoOo0OoooDORrRFCT3480O00O000ODOOODOOOOOn 2



0O 2.4: IEEES02.1Q0 000 (DODODDODOOODOOO)

Destination Source
MAC Address|MAC Address| "D | TCI [Type Data CRC
(6) (6) (2 1 (2 | 2 (46-1500) (4)
7 TIER
(4)

000000 UDP/IPOOOOO0ODOOOODOOO0O0OOCOO0OODO0OO0OVXLANDOOO
00000000000000000000000 VTEP(Virtual Tunnel End Point) O
OO000D0O0DbO0b00o00o0O VIEPOD VXLANOODOODODODOOOOOoOoogoo
00000 VIEPOOOOUOOOOO VIEPO VXLANOOOOOOOOOOOoOoooo
00000000000 00000VXLANOOOOO 240000 VNI(VXLAN Network
Identifier) 00000000000 160000000000000000000O0VNIOO
gbobbuoooobobbooggbobuoogobbbuooboboogoboo

2.7 GENEVE(Generic Network Virtualization Encap-
sulation)

GENEVE[6] 0 0 O O VMware[ Microsoftd RedHatO Intel 0 0 0 000000000
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5.2.2 GREOOOOOOO (1)-00

O000 GREODODODDODOODOOOODODOODOOOOOOOOO ()oooooooo
0000 Manager bridge 0 sI00 0000000 bridgeO s0ODOOO0O0OO0OODODOOOO
OOoboooooobobo LbpO00bobobo0oooobooboobooooboonog
Manager U0 DD OO0OOOO0ODOOODODOOOO HTIPODODOOODODOOODODOOO
DoO0oogbobobobgs3pds4bionouboboboboboobonbg b.80
Os560000000000000LLDPOOOOO GREOODOODDODODODOODO
ooboooboboboooooooboobobooooogooooboboboboooooo
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No. Time | Source | Destination | Protocol ‘ Length | Info
< E

P Frame 402: 201 bytes on wire (1608 bits), 201 bytes captured (1688 bits) on interface 0

P Raw packet data

P Internet Protocol Version 4, Src: 172.16.1.2 (172.16.1.2), Dst: 172.16.1.1 (172.16.1.1)

I Generic Routing Encapsulation (Transparent Ethernet bridging)

P Ethernet II, Src: Hitachi 06:75:81 (00:1f:67:06:75:81), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

P Link Layer Discovery Protocol

0 54: 00000 bridge-sl0-LLDP(1)

No. Time | Source | Destination | Protocol | Length | Info
1B

P Frame 158: 201 bytes on wire (1608 bits), 201 bytes captured (16088 bits) on interface @

P Raw packet data

P Internet Protocol Version 4, Src: 172.16.1.2 (172.16.1.2), Dst: 172.16.1.1 (172.16.1.1)

I Generic Routing Encapsulation (Transparent Ethernet bridging)

P Ethernet II, Src: Hitachi_06:75:81 (00:1f:67:06:75:81), Dst: Broadcast (ff:ff:ff:ff:ff:fF)

I Link Layer Discovery Protocol
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00 5.8: manager bridge-sl0-LLDP(2)

No. Time |Source |Destinati0n |Pr0t0c0I|Length|Inf0
«E

P Frame 1: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) on interface @

P Raw packet data

P Internet Protocol Version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 172.16.1.4 (172.16.1.4)

I Generic Routing Encapsulation (Transparent Ethernet bridging)

P Ethernet II, Src: Hitachi ©6:75:81 (00:1f:67:06:75:81), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

P Link Layer Discovery Protocol

0 5.9: 00000 bridge-sl0-LLDP(2)

No. Time |Source |Destinati0n |Pr0t0c0I|Length|Inf0
«E

P Frame 1: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) on interface 0

P Raw packet data

I Internet Protocol Version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 172.16.1.4 (172.16.1.4)

[* Generic Routing Encapsulation (Transparent Ethernet bridging)

P Ethernet II, Src: Hitachi_06:75:81 (@0:1f:67:06:75:81), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

[ Link Layer Discovery Protocol
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0 5.13: manager bridge-eth1-LLDP(3)

No. Time |Source |Destinati0n |Pr0t0c0I|Length|Inf0
«E

[* Frame 90: 221 bytes on wire (1768 bits), 221 bytes captured (1768 bits) on interface @

P Ethernet II, Src: Logitec_04:48:2f (34:95:db:04:48:2f), Dst: Logitec_04:48:37 (34:95:db:04:48:37)
P Internet Protocol Version 4, Src: 192.168.2.1 (192.168.2.1), Dst: 172.16.1.4 (172.16.1.4)

I Generic Routing Encapsulation (Transparent Ethernet bridging)

P Ethernet II, Src: Hitachi 06:75:81 (@0:1f:67:06:75:81), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

P Link Layer Discovery Protocol
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No. Time |Source |Destinati0n |Pr0t0c0I|Length| Info
1B

P Frame 1: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) on interface @

P Raw packet data

[* Internet Protocol Version 4, Src: 192.168.2.1 (192.168.2.1), Dst: 172.16.1.4 (172.16.1.4)

I Generic Routing Encapsulation (Transparent Ethernet bridging)

P Ethernet II, Src: Hitachi_06:75:81 (00:1f:67:06:75:81l), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

P Link Layer Discovery Protocol
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0 5.18: VLANOO
Select menu option (bridge/vlan): deta
Select VLAN ID (1,1023[1]: 1

VLAN ID: 1.WName: Default VLAN

Unit Untagged Member Ports Tagged Member Ports
1 1-4 none
Aggregated Links none none

Select menu option (bridgesvlan): deta
Select VLAN ID (1,1@23[1]: 182

VLAN ID: 182.Name: 1@2

Unit Untagged Member Ports Tagged Member Ports
1 norne 3-e
Aggregated Links none none

5.3.1 GRE&TagVLANOUOOOOOO-OO
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O00 bridgeO slODOO00OO0O0O0OO0O0OOOOOOOODOODOODOOOOLLDPOOOO
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0 5.19: manager bridge-eth1-LLDP-GRE&TagVLAN

No. | Time | Source | Destination | Protocol | Length | Info
<+
P Frame 753: 213 bytes on wire (1704 bits), 213 bytes captured (1704 bits) on interface 8
b Ethernet II, Src: Logitec_04:48:2f (34:95:db:04:48:2f), Dst: Logitec_04:48:37 (34:95:db:04:48:37)
b 802.10 Virtual LAN, PRI: O, CFI: ©, ID: 102
P Internet Protocol Version 4, Src: 172.17.1.2 (172.17.1.2), Dst: 172.16.1.4 (172.16.1.4)
I Generic Routing Encapsulation (Transparent Ethernet bridging)
P Ethernet II, Src: Hitachi 06:75:81 (00:1f:67:06:75:81), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
I Link Layer Discovery Protocol
0 5.20: 00000 bridge-sl0-LLDP-GRE&TagVLAN)
No. |Time |Source |Destinati0n |Pr0t0c0I|Length|Inf0
«E
[* Frame 525: 195 bytes on wire (1560 bits), 195 bytes captured (1560 bits) on interface @
I Raw packet data
P Internet Protocol Version 4, Src: 172.17.1.2 (172.17.1.2), Dst: 172.16.1.4 (172.16.1.4)
[ Generic Routing Encapsulation (Transparent Ethernet bridging)
[* Ethernet II, Src: Hitachi_06:75:81 (00:1f:67:06:75:81), Dst: Broadcast (ff:ff:ff:ff:ff:fF)
P Link Layer Discovery Protocol
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