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void foo () {
read();
update();
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void 0 () {
10;
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void foo () {
read();
update();
write();

}

void foo2 (int ¢) {
while (true) {

switch (¢) {

case 1: read(); c = 2; break;
case 2: update(); ¢ = 3; break;
case 3: write(); ¢ = 0; break;
default: return;

}
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e OO ODOOO DTD

<!-- 00000 setdatallmethod OO OO OO -->
<!ELEMENT policy (set?, data*, methodx)>
I--SETOO00OOOOODOOO -->

<!ELEMENT set (payment-gateway)*>

<!ELEMENT payment-gateway (#PCDATA)>
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<!'-- 0J0000000000O0Doog --»>
<!ELEMENT data (data-name+, protect, host+)>
<!ELEMENT data-name (#PCDATA)>
<!'-- 0J00000000OOogoog -->
<!ELEMENT method (method-name+, protect, host+)>
<!ELEMENT method-name (#PCDATA)>
<!-- J00000000O00000O00DOoOooogg -
<!ELEMENT protect EMPTY>
<!ELEMENT host (agent)+>
<!ELEMENT agent (phase)+>
<!ELEMENT phase (access)+>
<!ELEMENT access EMPTY>
<!ATTLIST protect name (unguarded | ssl | set) #REQUIRED>
<VATTLIST host name CDATA #REQUIRED>
<IATTLIST agent name CDATA #REQUIRED>
<!ATTLIST phase name (any | owner | itinerant |
purchase | negotiate) #REQUIRED>
<!ATTLIST access name (dataset | dataget | call) #REQUIRED>

goboboooogogn
gbbbouooobboooobbboooobbboogan

—-ooooooo
00000000000000000000000000000000000
00000000000000000000000000000000000
00000000000000IPOOO000 192.168.1.2000 192.168.1.3 0
00000000 O"CN=shopl, ..”0 0 0”"CN=shop2, ..”00000000
00000000000000000000000000000000000
0000000000000000000000000 SET0000000
0ooooooo

—obbooodgn
OO000DO0O0b0o0b00bOD0bo0ooboooog foobODOODODOOO
gbobuogbboobbuooobuodobbbooobboirs2.1es.1.1000g
OO00dbodbDfeo000ODOODOOOOOODOODO

<policy>
<set> <!-- SETUUUOODOMNO
I--gJouooobn
<payment-gateway>CARD_
<payment-gateway>CARD_
</set>
<data> <!-- JUO0QOQooooooOooOnO -->
'--QObOgbbodgboobboobd
'--QObOgbbodgbooabboobd
<data-name>NAME</data-name>
<data-name>ZIPCODE</data-name>

g -->
Uddd Payment Gateway U U UQooonon -->
</payment-gateway>

NO
TERM</payment-gateway>

OO
OO
OO
OO
OO
OO
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<data—-name>ADDRESS</data-name>
<data-name>PHONE</data-name>
<data-name>AGE</data-name>
<data-name>CARD_NO</data-name>
<data-name>CARD_TERM</data-name>
<data-name>INSTALLMENT</data-name>
<protect name="set" />
<host name="192.168.1.2">
<agent name="CN=shopl, 0U=Watanabe lab, 0=Jaist, [ ">
<phase name="purchase">
<access name="dataget" />
</phase>
</agent>
</host>
<host name="192.168.1.3">
<agent name="CN=shop2, 0U=Watanabe lab, 0=Jaist, [ ">
<phase name="purchase'>
<access name="dataget" />
</phase>
</agent>
</host>
</data>
<method> <!-- JUO0O0OOO0OOOOO0O =-->
'-- foolUOOUOOOOOUOOOOoOg -->
<method-name>foo</method-name>
<protect name="unguarded" />
<host name="192.168.1.1">
<agent name="CN=customer, 0U=Watanabe lab, 0=Jaist, I ">
<phase name="owner'">
<access name='"call" />
</phase>
</agent>
</host>
</method>
</policy>
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5.2 AgentSpace 100000

O0D0D00D0O0D0O0DO0D0ODO0ODO AgentSpace DOOO0OODDOOOODOO
AgentSpace 0 0000000 DOOOODOOOODOOODOOODOODOODOODOODO

e JDK1.300O0ODO
DO0D000O0Java D0 OOOO0ODO JDK13DODDODOOOOOOOOOO0OO0OOO
AgentSpace 0 JDK1.1 00O OOO0OOODOOO JDK130OOOOOOOOOO
OO000000OAgentSpace 00O 00000 DO0OO0ODOOODOOODO JDK1.3O0OO
goo

e IO000OOOOODODOODO

AgentSpace 000000000 DODO0ODOOODOODOODOODOOODODOOODO
OO0 Aegent DD 00000000000 OO0DOO AgentO0O00O0O0O 52000
0000000000000 000O0000Oo00o0oooooDOooooooond
0000000000000 000DO00DO00O0DbO0000DO0DbOO00DOoDOO
O00000D0 53000 isMoveable D getName 000000000000 Agent
O00000D0000D000D0O0ODOOisMoveable 0000000 O0O0OO0OOOOO0O
0000000000000 00

e JUUUOOOODODODDODOO
O00000000D0 AgentSpace D00 DO0O00DO0OO0OOOODOOODOOODDOO
O000D0000D00OD0O0O00OAgentSpace 00000000 MakeAgent 00 00O
O00000000D00D00000DO0D0OMakeAgent 000000 JavaO OO
gbboogobboogobboodbboooobbuooobbbooobobo
OO00O0OMakeAgent 000000000000 DOOOODOOOODOOO
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ggbobbbbooooooobbbuoooooooobooboo
ggboboouogogooo

void create()

ggbbbuoooobbbooobobbboooboboo

void destroy()

gogbbobooobboboooobbobogn

void dispatch(URL)

ggbobboboboooooobbbbbuooooooboboo
gboobooboobuobobobbo yrRLOobDOO
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gbbobbodgbbooobooobooobbodgbog

void suspend()

ggbbbuoooobbbuoooobbboodon

void resume()

ggbobbobbodooooobobbboooooaoooo
gopooodg
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gogbbobuoooobbboooobobobooon
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gogobbobobbbbbbbbdooooooooobobo
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5.3 UUUOOOOOOOoOOboOoon

Oooo0ooooooooobooboboboboboboboooooooooog
0000000000000 0000DO0oD0DDOO0o0oDbOOoooDoooooooooO Cus-
tomerAgent 0000000000000 O0O0OOO0OOODODOO SecretDataManageAgent
O000000000000b00b00b0g abstract 0000 0ODO0OOODOOOODODOO
0000000000000 bO0bOO0bO0oDO0oDOoooODOooOOobOOooDoooooooog
J0000000000000000DO00D0D000 ItineraryPattern DD 0000 OO
U0O000O0 ItineraryPatternl U O O U ItineraryPattern2 U U O O ItineraryPattern3 [
Oo0ob0oooboboboobobobobooooboboboobobooobobooobo
000000000000 000bO0bOO0b00bOO0obOoOOoDOooDooobDOobOoog
O0o0oo0oboooboooboobooboobooboooooo

e SecretDataManageAgent
O00000O000DOOO00DOO00bOCOOO00O0DOOO DispatchAgent O O
OO0000000 IRemoteMessageHandler O OO0 0O UOOO0OO0OOOOOOOO
OoooboooobooooboooooboooboboboooobooOoobooooDon
OO0000pDoOo0ooobbOooooboboOogdbisMoveableD 00O OOOO0OOOO
Ofalse000D00000DOO0OODOOODDOODODO getDatalsetDatal callMethod
OOo0o0obOoboboo

public abstract class SecretDataManageAgent extends DispatchAgent
implements IRemoteMessageHandler {
protected transient RemoteMessageManager rmm; // O0O0OO0O0O
protected SecretDataManager data; // 00000000000
protected final SecurityChecker security; /00000000000

public synchronized void create() {
// 00000000000000
rmm.registerSecurity(this, security);

public boolean isMoveable() {
return false; // 00000O00O00O00O0O

}

public Object getData(String key) {
return data.get(key); // OO0OOOOOODO

}

public Boolean setData(String key, Object value) {
data.put(key, value); // OO0OOOOOODO

public Object callMethod(String name, List args) {
// Javal0000D0O00OOCOODOODOOOOOOD

}

public void registerAgentID(byte[] id) {
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// 0000b0b0ob0ob0oboboboboboboboobo
+
}

e CustomerAgent
O0000000D00000D0000000DOO00D0DO DispatchAgent 000000
0000000000000 000DO00o00o0oooooDoooooood
0000000000000 00O0DO00O0DO00DODO00DODODOo00ooDOoOOoOo
OO0 IDbO0DO0O0OD0O000000D000 arrive0000000O0DODOODOO
OO000D0O0DOO00o0ooooooogon

public abstract class CustomerAgent extends DispatchAgent {
// 00b00b0b0boboboboboboobobooobo
protected CustomerController controller;
protected ItineraryPattern itinerary; // 0O0ODOO0O

public void dispatch(URL url) {

if (isOwnerHost()) {
// SecretDataManageAgent 0000000 IDODODOODO

}

}

public void arrive() {
// 0000000000 arrive00 0000000
itinerary.arrive();

}

}

e ItineraryPattern
O00D0D00000D0D0OO0000Oabstract 0O DOOOO0O0O0OO0OOOODOOO
O000000O000000d0odDodbOoooooDooooooooooon
OO0 arrive 000000000 OODODOODOOODOOOOOODOODOOOO

public abstract class ItineraryPattern implements Serializable {
// 000000000000OO00boo0oooOoooOoo
protected CustomerController controller;

// 00000000000000 arrived 00O
// 0000000000 00DO00DOO00O00DOoOOoooooo
abstract public void arrive();

protected List getProductInfolList(AgentIdentifier shoplID,
String key) {

// 00000000000000C000
b
protected boolean buyProduct (AgentIdentifier shopID,

List buyList) {

// D0D00b00b0ob0obobobobobuobobuoboboo

b
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public Object callOtherAgent(AgentIdentifier aid,
String methodName, List args) {
// 000000000000C000000
b
¥

e ItineraryPatternl
0000000000000 0DO0DO0DO000O0O0000DOOoDODO0ObOOoO0DOO
0000000000000 000O00O00DO0000O0DO000O0O00DOOoooOOooODOn
O0000000Ocommunicate 000000000000 O0ODOOOOOODODOO
OO000D00DOO00OO0O0oooooooagn

public class ItineraryPatternl extends ItineraryPattern {
public void arrive() { // OOOODOOOOOO
int moveMode = getMoveMode () ;
if (moveMode == MODE_ITINERANT) {
arrive_round(); // 00000000
+

else if (moveMode == MODE_PURCHASE) {
arrive_purchase(); // O000O00ODO

agent.nextHost () ; // 00000000
}

protected void arrive_round() {
communicate(...);

}

protected void arrive_purchase() {
super .buyProduct(...); // 00000000000

protected void communicate(AgentIdentifier shopID) {
super.getProductInfolist(...); // ODO0OOOOOO

e ItineraryPattern2
OD000000O0000D00D000doooDO0DoooooDooooooooon
0000000000000 DO00000D0DO000D0DOO000000OcomparePrice
OO000000O00OO0O0DbOOoO0bOO0oo0oooDooooooooog

public class ItineraryPattern2 extends ItineraryPattern {

public void arrive() { // 0000000000
communicate(...);
}
protected void communicate(AgentIdentifier shopID) {
super.getProductInfolist(...); // ODO0OOOOOO
if (comparePrice(...)) { // O000O0O0O
super.buyProduct(...); // O0O0OO0OOOOOOO
agent.ownerHost () ; // 0000b00booon
}
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else {
agent .nextHost () ; // 000000oooog

}

protected boolean comparePrice(String product, String shopPrice) {
// 00000000
}
}

e ItineraryPattern3
0000000000000 00000DO0000oD0oo0oooooooood
0000000000000 00O00000D00DbO00D00DO0obO0bODOO0DOoDO
O0000D0D0D00D000O0Onegotiate 100000000000 OOOODOO0O
OO0o0O0DOO0oO0ooooooogon

public class ItineraryPattern3 extends ItineraryPattern {
public void arrive() { // OD0OO0O0OOOODOO
int moveMode = getMoveMode () ;
if (moveMode == MODE_ITINERANT) {
arrive_round(); // 00000000
}
else if (moveMode == MODE_PURCHASE) {
arrive_purchase(); // 00OOO0OO
}
else if (moveMode == MODE_NEGOTIATE) {
arrive_negotiate(); // OUDOODOODO
}
agent .nextHost () ; // 00000000
}
protected void arrive_round() {
communicate(...);
}
protected void arrive_purchase() {
super .buyProduct(...); // 00000000000

protected void arrive_negotiate() {
negotiate(...);

protected void communicate(AgentIdentifier shopID) {
super.getProductInfolist(...); // ODO0OOOOOO

protected void negotiate(AgentIdentifier shopID) {
// 000000000
}
}
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gbuogodbguogbogooobbuogboooboobobuoobboobbon
gobogobuogbbodbogobouooogboboobbuogoboboobooobon
gboboogbogbbubooooobuoobbuoobboooboboabboboon
gboogbobuobuobooboobboobooobobuoooboobbooboon
gbobbuooogbobbuoooobbobooood

6.1 U0OUOOOOOOOOOONO

gbhuogogbooobbuogbobbogbboboboobboobooobuooon
gbobbuoogbbbuoooobbboooobbobooon

e JUUUODO
gboboooobbbbbuoodgbobuoooobbbuooobboooobooo
gbboodgbboogoboogbobbuooobbooobobbooobooo
gboboogooboooogooo

e JUUUODO
gbbooooobbbooobboo

e JUUUODO

—pgbboooobbbuooobbod
—0boboggd

e JUUOOOOO
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- gooo
gbboogbuogooobobuoggbooobbooobooooooobooo
OOooooossLobogooboboboooooooboboooooonog
gobobooggbbbuooooboogobobbuooobbod

—pgbooodg
gbuodbouodgbuodgbugbuogbodgbooobuoobogbooobon
OO0O00O00obO0oobobOoobboobbobooobboobboOoossLoonoo
gooboogdgooo

e JUUOUOOOO

- gooo
gbboogbuogooobobuogobooobboooboobbooboboog
gbouogbbuogobboobbuooboobbooboobuoobboo
gbobuodgbuodgbooobbuoobbobbooobbuoobuoobboo
goboooboogon

—pgbooodg
gboboogboogbbogoboobooobboobuoobbooboboog
gboboogbobuogobooooobooobboobbuoobboogobooa
goboooodg

e 1000O0OD0OODOODODO
O00o0oooooooooboobbooobobboogboooboboooobooo
O00000000D0000000D000b0bOO0O00DOO00000 Customerl 00
O000000Customerl 0000000 DOOOODOOO ExpandltineraryPatternl
0000000 0O0OExpandltineraryPatternl D 00D OO0 O0OO0O0OO0ODOOOO
OO0 SSLOdo0oobobogoobodboooboobooboooooboooood
000000000000 DO00DO0DOO0ODOO0oDOO0ObOOo0oDO0o0obOoDDbOo
Oo0ooooboboboooooon

— Customer1l O OOOOOOOO

public class Customerl extends CustomerAgent {
protected void createltineraryPatternTable() {
// ExpandItineraryPatternl 0000000000 OOOOOOO
}
}

— ExpandlItineraryPatternl O OO0 0000 OO
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public class ExpandItineraryPatternl extends ItineraryPatternl {
// communicate 00000 0O0OOOODODOO
protected void communicate (AgentIdentifier shopID) {
// 00000000000000
super . communicate (shopID);
// 0000000000 00OO00b0o0ooooooOoo
String key = DataName.PRODUCT_LIST + "_" + shopName;
List shops = controller.getShopManager().getA11Shop();
IDataStore store = controller.getDataStore();
store.put(key, shops, true);
// 00000000000000
controller.getShopManager () .removeAl1Shop () ;
}
// arrive_round 00O 0O0O0O0OOOODOOODO
protected void arrive_round() {
if (agent.isOwnerHost()) { // 0000000 OOD0OOODO
// 000000000b000bboooooooboooo
IDataStore store = controller.getDataStore();
for (Iterator i=store.allKeys().iterator(); i.hasNext(); ) {
String key = (String)i.next();
// 0000000000
if (key.startsWith(DataName.PRODUCT_LIST)) {
DataInfo dInfo = (DataInfo)store.get(key);
List shops = (List)dInfo.getData();
// 000000000000
controller.getShopManager () .addShop (shops) ;

}
}
}
super.arrive_round() ;
}
}

googoooooooood
dogooddbooddoiboooouooaaauooooooognooon
gdodoouooooboobbooooooouoooooooooogooo
000 getAllKey OO0 DO 00D0O0OO0OODOOOOOOOOODOOODOO

<data> <!-- shopl0O0ODOOOO -->
<data-name>PRODUCT_LIST_shopl</data-name>
<protect name="ssl" />
I'--QgoOgoboogbboooboooobgodgn -->
<host name="192.168.1.1">
<agent name="CN=customer, 0U=[III ">
<phase name="owner'">
<access name='"dataget" />
</phase>
</agent>
</host>
<I--shopl 0O ODOOOO0ODOODOOOODOO -->
<host name="192.168.1.2">
<agent name="CN=shopl, QU= ">
<phase name="itinerant">
<access name="dataset" />
</phase>
</agent>
</host>
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</data>
<data> <!-- shop20 00000 -->
<data-name>PRODUCT_LIST_shop2</data-name>
(I
</data>
<method> <!-- 0OJ0O0O0O0OOOO -->
<method-name>getAl1Key</method-name>
<protect name="unguarded" />
I'--Qgogbobgoboaobboobdaofn -->
<host name="192.168.1.1">
<agent name="CN=customer, 0U=[ID ">
<phase name="owner'">
<access name='call" />
</phase>
</agent>
</host>
</method>

6.2 U0O0OOOOOOOOOOO

gbuogooboobbuoobobbuogboobboobboobooobooon
gbobbuooogbbbooooboboooobobooon

e JUUUODO
gbboooobbobbdoodgbbbooobbbouooobbooooboboo
gbobogobboogooboobobbuooobbbuooobbuooobooa
gobooooggn

e JUUUODO
gboooggn

e JUUUODO
goboogo

e JUUOOOO

- gooo
gboggbuodgbbdbbodbbodobboobbuooobobodoboo
gbuodboobbobbobbobbobuboboboobuogbooban
gbboogbuogobougbbuoggboobobooobboonobooa
gbobobooggbbbuoooobooogooobuooon
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- pgbooood
gbhodbgodgbuodbougbuogbogbuooobuoobogbooobon
gboboboogon

e 10 0IUODUODOUODODO
Oo00oooobobooobobooobooboboooboooobooboooo
O000000000DO000D000000oD0DOoDooOoon Customer20 000
O0000Customer2 000 00000O0O00DODOO ExpandltineraryPattern2 [
0000000 0OExpandltineraryPattern2 O 0D 0O 00O0O0OOO0OOOOOOOO
O00000D0O0000D000OO0DOO0oDOOOoDOODOoOoOOo0bOOoDbOOoDOn
00 SecretData2 00 000000000 OOOOODOOOO

— Customer20 00000000

public class Customer2 extends CustomerAgent {
public void dispatch(URL url) {
super .dispatch(url);
if (super.isOwnerHost()) {{ // DUDOUODOOOODOOOODOO
// 00000000000 0Db000on
String product = super.productField.getText();
String price = super.priceField.getText();
// 00000000oboo0ooooobooboooobogoo
IDataStore store = controller.getDataStore();
store.put (DataName . HOPE_PRODUCT, product, true);
store.put(DataName .HOPE_PRICE, price, true);
// 0000b00b0oon
super.priceField.setText("");
}
}
protected void createltineraryPatternTable() {
// ExpandItineraryPattern20 00000000000 0OOOO0O

}
— ExpandlItineraryPattern2 D 0O O0O0O00O0O

public class ExpandItineraryPattern2 extends ItineraryPattern2 {
// comparePrice 00000 O0OOOODODOOONO
// 0000000000000 comparePrice000O00OOOOMO
protected boolean comparePrice(String product, String shopPrice) {
// 0000booboboboboon
ProductData pData = new ProductData(product, shopPrice, "1");
List args = new ArrayList();
args.add(pData);
CallMethod callInfo = new CallMethod("comparePrice", args);
// 000000000
IDataStore store = controller.getDataStore();
MessagePacket retPacket = store.method(MessagePacket.SSL,
callInfo);
// 0000booooogoon
Boolean result = (Boolean)retPacket.getMessage();
return result.booleanValue();
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}
}

— SecretData2 00 000000O0O

public class SecretData2 extends SecretDataManageAgent {
// 0000000 comparePriceJ 00 OODODOONO
public Boolean comparePrice(ProductData pData) {
// 000000000000000D
String product = pData.getName();
String price = pData.getPrice();
// 000000000000O0000000
String hopeProduct = (String)super.data.get(
DataName . HOPE_PRODUCT) ;
String hopePrice = (String)super.data.get (DataName.HOPE_PRICE) ;
// 00000000000
boolean result = false;
if (hopeProduct.equals(product)) {
boolean comp = StringUtility.numberStringGT(price, hopePrice);
result = !comp;
}

return new Boolean(result);

e OO UOOODLDDOOOO
gboboogoobuogoobbuoooobbooouoooobooooooa
gbbogoobbooobbuoodgbbuooobbouoobboooboboo
00000 comparePrice 0D OO0DOO0ODO0OO0OOODOOODOODOO

<data> <!-- 0JUO0O0OO0OOOODOOOO -->
<data-name>HOPE_PRODUCT</data-name>
<data-name>HOPE_PRICE</data-name>
<protect name="unguarded" />
'--Qgogbbodobooobobgoobod -->
<host name="192.168.1.1">
<agent name="CN=customer, 0U=[ID ">
<phase name="itinerant'">
<access name='"dataset" />
</phase>
</agent>
</host>
</data>
<method> <!-- 0J0O0O0O0OOOO -->
<method-name>comparePrice</method-name>
<protect name="ssl" />
<!I--shoplOUOUOOOOOOUOOODOOOOO -->
<host name="192.168.1.2">
<agent name="CN=shopl, QU= ">
<phase name="itinerant'">
<access name='call" />
</phase>
</agent>
</host>
<!I--shop200U00O0OO0OOOOODOOOOO -->
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<host name="192.168.1.3">
<agent name="CN=shop2, 0U=[IMN ">
<phase name="itinerant'">
<access name='call" />
</phase>
</agent>
</host>
</method>

6.3 UOOO0OOOoOooonOn

gbuogooboobbuabodgbbogboboobboobbogbooobabod
gbobbuoooobbbooobbbbooobbbooan

e JUUUODO
gboboogobobuogobboogobboogobbooobbooooooa
gooodd

e JUUUODO
gbobobouogodgobood

e JUUUODO
gobooodd

e JUUOOONO

—gbooo
gboboggbuodgbbogbbbogbbodgbbuodgbbuoobbuogga
gbobuogbobogdbbooboogboogbuodgbooobooobog
gbobogdgbbodgbbuoobbuodobbuogbbobooobobooboo
gooboogd

—pgbooodg
gboboggbuodgbbogbbbogbbogbbuodgbbuoobbuogog
gbouogbbuoboogbbuoobbuobbodgbbuoobboodgboo
gbobbouogobbboooobbbog

e JUUDU
gboboogoobuogobbuoogoboooobbooobbbuoobooa
gbobogoobbuooobbbuooobboooobbooobooboboo
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gboboogobbbogobbuogdbbbooobouooobbooobooa
gbogbbuodbooobobbgbuooboooobuogboboobobodgog
gbooggboogbdbboobobbuoobbobbooobbuobboobo

goboooooobbooon

goboboooboboodobboooobbboobbboooobbbooobbbo
O000000000D0000D000000000000000 Customer3 000
O00000Customer3 000 000O0D0O00OODODOO ExpandltineraryPattern3
00000000 O ExpandltineraryPattern3 OO0 0 000000000 OOO0O
O000o0o0obooooobobooooboboooobobooobobobooboooo
O0000D0D000D00 SecretData30 0000000 CCustomer3 00000000
goboooooobbuooon

— Customer3 00 000O00O00O00O0O

public class Customer3 extends CustomerAgent {
public void dispatch(URL url) {
// 000000000000
if (isOwnerHost() && (controller.getItinerantMode() ==
ItineraryPattern3.MODE_NEGOTIATE)) {
// 0000000000000000O000DO0OO0
NegotiateInfo info = controller.getNegotiateInfo();
IDataStore store = controller.getDataStore();
store.put (DataName .NEGOTIATE_INFO, info, true);
// 000000000D000DO00O000
controller.setNegotiateInfo(null);
}
super.dispatch(url); // ODO00OOOOOO
}
protected void createltineraryPatternTable() {
// ExpandItineraryPattern20 000000000 0O0OO0OO0OO
}
}

— ExpandlItineraryPattern3 000000000

public class ExpandItineraryPattern3 extends ItineraryPattern3 {
// negotiate 0O ODOODOODOODOODOO
protected void negotiate(AgentIdentifier shopID) {
NegotiateOperation op = new NegotiateOperation();
while (true) {
// 0000000000 D0ODO negotiateJ OO DOOOODOO
// 000000000
op = getNegotiateOperation(op);
// 000000000
Object ret = doOperation(op);
// 000000000000b0b0ooon
if (lop.isNeedNext() || (ret == null)) {
break;
}

op.setReturnValue(ret);
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}

}

private NegotiateOperation getNegotiateOperation(

NegotiateOperation 01d0OP) {
// 000000000000000
URL url = agent.getAgentContext().getCurrentHost() ;
String currentIP = StringUtility.UrlToIP(url.toString());
List args = new ArrayList();
args.add(currentIP);
args.add(oldOP) ;
CallMethod callInfo = new CallMethod('"negotiate", args);
// 000000000
IDataStore store = controller.getDataStore();
MessagePacket retPacket = store.method(MessagePacket.SSL,
callInfo);

// 000000000
Object retInfo = retPacket.getMessage();
return retlnfo;

}

private Object doOperation(NegotiateOperation op) {
Object retVal = null;
String method = op.getMethodName () ;
List args = op.getMethodParam();
if (op.isShopMethod()) { // O0O0OO00O0OOOOCOOOO

retVal = super.callOtherAgent (shopID, method, args);
}
else { // 00000000O0O0OCOOOO
retVal = ReflectUtility.invokeMethod(this, method, args);

}
return retVal;

}

}

— SecretData3 00 00O00000O0O

public class SecretData3 extends SecretDataManageAgent {
public NegotiateOperation negotiate(String ip,
NegotiateOperation 01d0P) {
NegotiateOperation op = null;
switch (step) { // 000O0O0O0ODOOO
case STEPO:
op = stepO(ip, 0ldOP); break;
case STEP1:
op = stepl(ip, 0l1ld0OP); break;
default: break;
}
return op;
}
private NegotiateOperation stepO(String ip,
NegotiateOperation 01d0OP) {
// 00000000000 0DO0 negotiated OO OO
// 000000000000
¥
private NegotiateOperation stepl(String ip,
NegotiateOperation 01d0OP) {
// 0000000000 00DbOO00boo0oooOooooo
// 00000000000
}
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goooooodgoboogg
gbobouooobbouoooobbboooboboo
<data> <!-- OUOQOOOOO -->

<data-name>NEGOTIATE_INF0</data-name>
<protect name="unduarded" />
'--Qgogbboobooobbgoood -->
<host name="192.168.1.1">

<agent name="CN=customer, 0U=[ID ">

<phase name="owner'">
<access name='"dataset" />
</phase>

</agent>

</host>

</data>

<method> <!-- JUO0OUOOOOO -->
<method-name>negotiate</method-name>
<protect name="ssl" />
<!I--shopl OO UOO0OOUOOOOOODOOOO -->
<host name="192.168.1.2">

<agent name="CN=shopl, QU= ">

<phase name="negotiate'">
<access name='call" />
</phase>
</agent>
</host>
<!I-- shop20 0 00O0OUOOOOOOOOO -->
<host name="192.168.1.3">
<agent name="CN=shop2, 0U=[IMH ">
<phase name="negotiate'">
<access name='call" />
</phase>

</agent>

</host>
</method>

6.4 0U0U
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