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t p pd

%  

user% i  

GW% GW  

moodle_VM% moodle_VM  

 

;   

 

~~~; c u p  

 

< > 

 

<machine> % vi  

;  or  

 

 

<machine> % vi  

< >.  

 

<machine> % vi  

< >.  
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q r pkd r pd y d
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GW% sudo adduser --shell /bin/bash cyuser 
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~~~; i dFull Name Enter pd 

L u i V v q d

GW% sudo visudo 

;  

;cyuser ALL=NOPASSWD: ALL 

; c d 

c L qd

GW% su cyuser 

~~~; < cyuser i > 

GW% cd ~/ 

8E t 8E j i k O v q d

GW% ssh-keygen 

~~~; i i j pdk 

GW% ssh-copy-id localhost 

~~~;lyesm c< cyuser i >  

AX P i d

GW% sudo apt update 

GW% sudo apt install -y squid 

AX P qd

GW% sudo vim /etc/squid/squid.conf 

976. acl cyber_range src <NW-hostandGW> 

1188. http_access allow cyber_range 

; <NW-hostandGW> c172.16.1.0/24 q cCIDR wz d 

AX P qd

GW% sudo /etc/init.d/squid restart 
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UaPW i d
GW% sudo apt install -y unzip 

(  
4 > 5 4 IL AL P B HPUPUN A LT i l L m c i

d

% sudo adduser --shell /bin/bash cyuser 

~~~; i dFull Name Enter pd 

L u i V v q d

% sudo visudo 

;  

;cyuser ALL=NOPASSWD: ALL 

; c d 

c L qd

% su cyuser 

~~~; < cyuser i > 

% cd ~/ 

t j i k O v q d

% ssh-keygen 

~~~; i i j pdk 

% ssh-copy-id localhost 

~~~;< cyuser i > 

; IP ssh-copy-id swdjssh-copy-id l t
m uc~ dk 

% ssh-copy-id 127.0.0.1 

~~~;lyesm  

% ssh-copy-id <host_ip> 

~~~;lyesm  
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V_ i q qd

% sudo vi /etc/apt/apt.conf 

Acquire::http::Proxy "http://<GWin_ip>:3128"; 

Acquire::https::Proxy "http://<GWin_ip>:3128"; 

% sudo vi /etc/wgetrc 

http_proxy=http://<GWin_ip>:3128/ 

https_proxy=http://<GWin_ip>:3128/ 

aPW UaPW i d

% sudo apt update 

% sudo apt install -y zip unzip 

c8E t j i k O v q swd

GW% ssh-copy-id <host_ip> 

(  4 :A i

NP O I 4 :A i d

% cd ~/ 

% wget https://github.com/crond-jaist/cyris/archive/1.0.zip 

% unzip 1.0.zip 

% mv cyris-1.0 cyris 

% mv 1.0.zip cyris-1.0.zip 

4 :A i i c L qd

% ./cyris/HOST-PREPARE.sh 

~~~; h i i t t clYm x dwireshark

i i lNom pd 

% sudo usermod -aG libvirtd cyuser 

qd

% sudo reboot 



- -

,

; c qd 

4 > 5 8P 9 I i p i D< i i
d

% mkdir images 

% cd ~/images 

% wget https://github.com/crond-

jaist/cyris/releases/download/1.0/basevm.tgz 

% md5sum basevm.tgz 

; u 

; be104ac392423412a9cfe4b7649d89b9  basevm.tgz 

; o z d 

% tar -zxvf basevm.tgz 

)  4 <A i

NP O I 4 <A i d

% cd ~/ 

% wget https://github.com/crond-jaist/cylms/archive/1.0.zip 

% unzip 1.0.zip 

% mv cylms-1.0 cylms 

% mv 1.0.zip cylms-1.0.zip 

<VV SL d4 > 5 <VV SL u i p D<j cTVV SLGD<ku
p c~ i d

% cd images 

% wget https://github.com/crond-

jaist/cylms/releases/download/1.0/moodle.tgz 

% md5sum moodle.tgz 

; u 

; 0819fbab1bdab488143d6921248e9273  moodle.tgz 

; o z d 
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% tar -zxvf moodle.tgz 

i D< y d

% virsh define moodle.xml 

% virsh start moodle 

TVV SLGD< j i k O v q d

% ssh-copy-id root@192.168.122.232 

~~~;lyesm c i ftheroot 

4 <A u A4> < i d

% cd ~/ 

% wget https://github.com/crond-

jaist/cylms/releases/download/1.0/create_scorm_template.sh 

% chmod +x create_scorm_template.sh 

% ./create_scorm_template.sh /home/cyuser/cylms/ 

 <VV SL

i u v t c4 B > 6 p p pq u
o qd4 B > 6 w <VV SL t uo
uc TVV SLGD< t u pd pw
t u r j i cTVV SL u p

:4 :4 c kuc O i i
q d

- - cTVV SL ))( d

% ssh -fgL 0.0.0.0:8081:192.168.122.232:443 localhost -N 

scz q p c c

% lsof -i:8081 

c :5 c

% sudo kill <ssh_pid> 



- -

.

d

<VV SL LI i u r lO W / L_HTWSL VT bbm p c~
u L_HTWSL VT/))( qd~z c<VV SL u C

u lO W / 0OV GPW1/- - m q qd

% ssh root@192.168.122.232 

moodle_VM% vi /var/www/html/moodle/config.php 

21. $CFG->wwwroot = 'https://localhost'; 

↓ 

21. $CFG->wwwroot = 'https://<host_ip>:8081'; 

moodle_VM% service httpd restart 

O x swd

moodle_VM% exit 

 4 B > 6 i

NP O I 4 B > 6 i d

% cd ~/ 

% wget https://github.com/crond-jaist/cytrone/archive/1.0.zip 

% unzip 1.0.zip 

% mv cytrone-1.0 cytrone 

% mv 1.0.zip cytrone-1.0.zip 

4 B > 6 u q OVU i d

% pip install pyyaml passlib --proxy=http://<GW_inip>:3128/ 

4 B > 6 i qd

% cd ~/cytrone/database/ 

% vi users.yml 

9.     host_mgmt_addr: 172.16.1.7 
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9.     host_mgmt_addr: <host_ip> 

8E 4 B > 6 i dj c4 B > 6
c4 B > 6 i dk

GW% cd ~/ 

GW% wget https://github.com/crond-jaist/cytrone/archive/1.0.zip 

GW% unzip 1.0.zip 

GW% mv cytrone-1.0 cytrone 

GW% mv 1.0.zip cytrone-1.0.zip 

4 B > 6 u i d

GW% cd ~/cytrone/scripts 

GW% vi start_cytrone.sh 

10. TRAINING_HOST = 172.16.1.7 

12. INSTANTIATION_HOST = 172.16.1.7 

14. CONTENT_HOST = 172.16.1.7 

↓ 

10. TRAINING_HOST = <host_ip> 

12. INSTANTIATION_HOST = <host_ip> 

14. CONTENT_HOST = <host_ip> 

 

GW% vi stop_cytrone.sh 

5. TRAINING_HOST=172.16.1.7 

7. INSTANTIATION_HOST=172.16.1.7 

8. CONTENT_HOST=172.16.1.7 

↓ 

5. TRAINING_HOST=<host_ip> 

7. INSTANTIATION_HOST=<host_ip> 

8. CONTENT_HOST=<host_ip> 

 

GW% vi get_sessions.sh 



- -

16. TRAINING_SERVER=cytrone_host_name_or_ip 

↓ 

16. TRAINING_SERVER=<GW_inip> 

 

GW% vi create_training.sh 

17. TRAINING_SERVER=cytrone_host_name_or_ip 

↓ 

17. TRAINING_SERVER=<GW_inip> 

 

GW% vi ./end_training.sh 

19. TRAINING_SERVER=cytrone_host_name_or_ip 

↓ 

19. TRAINING_SERVER=<GW_inip> 

4 B > 6 i d

GW% sudo apt install -y python-pip 

GW% pip install pyyaml 

,  4 B > 6 C: E63 i

8E NP O I 4 B > 6 C: E63 i d

GW% cd ~/  

GW% wget https://github.com/crond-jaist/cytrone-ui-web/archive/v0.3.zip 

GW% unzip v0.3.zip 

GW% mv cytrone-ui-web-0.3 cytrone-ui-web 

GW% mv v0.3.zip cytrone-ui-web-0.3.zip 

4 B > 6 C: E63 u i i d

GW% cd ~/cytrone-ui-web 

GW% sudo apt install -y libssl-dev 

GW% sudo cpan install Net::WebSocket::Server 

~~~; v x tg t clyesm r djcpan z u
o c pdk 

GW% sudo cpan install Digest::MD5 
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GW% sudo cpan install URI::Escape 

GW% sudo cpan install LWP::UserAgent 

GW% sudo cpan install JSON 

GW% sudo cpan install IO::Socket::SSL 

GW% sudo apt install -f -y libyaml-tiny-perl libdata-dump-perl 

 

; i i p q c i
p q p djmake install pdk 

GW% wget http://search.cpan.org/CPAN/authors/id/M/MS/MSCHILLI/LWP-

Protocol-https-6.06.tar.gz 

GW% tar xvfz LWP-Protocol-https-6.06.tar.gz 

GW% cd LWP-Protocol-https-6.06 

GW% perl Makefile.PL 

GW% make 

d

GW% cd ~/cytrone-ui-web 

GW% vi door.conf 

httpd_addr <GW_exip> 

httpd_port 1180 

 

sweep_HTMLcontfiles . 

set_maincontfile np.html 

httpd_userpasswd john_doe john_passwd 

 

wsd_addr <GW_exip> 

wsd_port 9999 

 

trngsrv_proto https 

trngsrv_host <host_ip> 

trngsrv_port 8082 

trngsrv_lang en 
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(

d

GW% export PERL_LWP_SSL_VERIFY_HOSTNAME=0 

GW% vi ~/.bashrc 

PERL_LWP_SSL_VERIFY_HOSTNAME=0 

export PERL_LWP_SSL_VERIFY_HOSTNAME; 

-  i D< i

i D< c h i pq uo qdzz
u c i D< i 8E u
p o d c i

o j i r p q 4 :A u qkd t c8E
r q u o dz cpw t uo j8E

5 A i V_ cIH L T pq i V_
swkd c V_ q c i

D< ~ d

c V_ q d

% cd ~/ 

% mkdir vm_setting 

% cd vm_setting 

% vi set_proxy.sh 

#!/bin/bash 

sudo sh -c "echo 'http_proxy=http://<GW_inip>:3128' >> /etc/environment" 

sudo sh -c "echo 'https_proxy=http://<GW_inip>:3128' >> /etc/environment" 

i cD< q d

% cd ~/cytrone/database 

% vi NIST-level1-range.yml 
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)

18.    - copy_content: 

19.      - src: /home/cyuser/vm_setting/set_proxy.sh 

20.        dst: /tmp/ 

21.    - execute_program: 

22.      - program: . 

23.        args: /tmp/set_proxy.sh 

24.        interpreter: bash 

; uv p p CyTrONE pd18

l-m i 4 c19 l-m i 6 c20 dst 19

src p z d 

.  

4 > 5 4 IL AL P B HPUPUN A LT u p t d

Ø 

8E 4 B > 6 d
4 B > 6 d c O p c i q w
L TPUHS p c O ~ L TPUHS z s
d

GW% cd ~/cytrone/scripts 

GW% ./start_cytrone.sh 

Ø 

j i k d

GW% cd ~/cytrone/scripts 

GW% ./get_sessions.sh 

p p cA6AA:> : 7> o d

Ø (
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p i j :AB L LS k d

GW% ./create_training.sh 1 

cD< y c w utt d
j o dk

c l5LH L mt i u dz LU WVPU
4 c O : c i c i i i c

i u p d sz c

% less ~/cyris/cyber_range/<range_id>/range_notification-cr<range_id>.txt 

v d

Ø )
p i d

GW% ./get_sessions.sh 

A6AA:> : 7> u p c i u
p d

A6AA:> / P swdj i k

Ø 

p d
<VV SL d

; i Web c 

;https://<host_ip>:8081 

; d 

;Moodle lCyTrONE Trainingm pq c d 

; u p d 

;  

; Username : admin 

; Password : The.admin01 

;  

; Username : trainee01 

; Password : The.trainee01 

; clTraining Session #1m pq clEnterm
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c u d 

; 3 p d 

v q c<VV SL r clA ITP 2U L m u
d

Ø 

i d

GW% ./end_training.sh < 4 id> 

Ø ,
i u p z d

GW% ./get_sessions.sh 

A6AA:> : 7> u p d

Ø -
4 B > 6 C: E63 d

GW% cd ~/cytrone-ui-web/ 

GW% perl -I LWP-Protocol-https-6.06/lib door.pl -f door.conf -m 

Ø .
4 B > 6 C: E63 d

; i Web c 

;http://<GW_exip>:1180 

; d 

; i  : john_doe 

; i  : john_passwd 

q u d
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,

/ 4 B > 6 C: E63

Ø 

4 B > 6 C: E63 i d

;lTraining Databasem lLevel 1(Easy)m c
lCreatem d 

; u w clOKm d 

l2 P L AL PVU m lb H PUN m w c d
lb H PUN mu L LS 6H  dl2 P L AL PVU m :5 u
0 HUNLGP 1 dj t tj L LS klb H PUN mt p c

dk

Ø 

p dj dk
LU WVPU

% less ~/cyris/cyber_range/<range_id>/range_notification-cr<range_id>.txt 
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-

z d

Ø 

4 B > 6 C: E63 i d

; lActive Sessionsm o c
lEndm d 

j t tj L LS klb H PUN mt p cl2 P L AL PVU m
l LM L Om dk

Ø (
4 B > 6 d

% ./stop_cytrone.sh 

d

i d
4 B > 6 c~ C L 8 P L pd

 

cl L m pq s cz l i
VV m pq p r p dz i
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c i t O v q uo jz
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GW% vi /etc/ssh/sshd_config 

52. #PasswordAuthentication yes 

n 

52.PasswordAuthentication no 

GW% sudo service sshd restart 

i t 8E O q c q
qd

user% cd ~/ 

user% ssh-keygen 

user% ssh-copy-id <GW_exip> 

user% vi ~/.ssh/config 

Host GW 

 HostName <GW_exip> 

 User cyuser 

 IdentityFile ~/.ssh/id_rsa 

; c i t ssh c q pd 

user% ssh GW 

d


