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Abstract

IBM 2016 study of the cost of data breach for the USA found that the total
cost of data breaches had increased 7% by an average. Some companies af-
fected by a serious security incident lose not only the trust of their customers
but also their entire business after a major data breach. The average data
breach incidents are 29,611 records, a cost of $221 each. It means during
an accident,there is an estimated loss of $6,544,000. What’s more, not only
data breaches, but also other security problems, like Viruses, Worms, Trojan
horses and so on, are taking place which cause serious problem. Security
awareness training is considered to be one of the main factors in reducing
the risks of data breach and other security problems.

Security awareness training approach aims to teach people multiple layers
of protection on the computer, network, program or data they intended to
protect. There are a lot security awareness training programs and systems
nowadays. We want to figure out whether they can be improved or not.

In this report, we introduce the security awareness training programs within
four categories. The first category is e-learning training programs. When
the interactive whiteboard appeared on the training site, it was big news
because it replaced the old chalk and rags as a key tool for education. Today,
online learning tools may make traditional classroom training a thing of the
past. The second category is video training programs. Traditional training
make it difficult to measure the effectiveness of training. With video, the
training can be done on the road or at home. The more readily training
are available, the more likely they are to be studied. It’s safe to say that
trainees prefer fast, engaging videos to other time-consuming training tasks.
The third category is reading material training programs. When trainees
have a chance to select their reading content, they have more ownership in
education. Trainees must read at their own reading level and cannot rely on
other’s support to understand the materials. The fourth category is focus on
technology training and practice. Technology training is critical to providing
individuals with the computer tools they need to protect themselves from
attacks. Common training content in technology training systems points to
web security but also includes firewalls, DNS filtering, malware prevention,
antivirus software and email security solutions.

For those security awareness training programs/systems categories intro-
duced, we make a questionnaire to evaluate them. The questionnaire in-
cludes two parts, one is security knowledge quiz questions and the other is
the actual assessment criteria. The main purpose of assessment criteria is to



see whether it meets its objectives or not. Therefore, we gather feedback and
data on how participants feel about the training will enable us to identify
ways to improve. This applies to any other area. Trainers can contribute to
the company by developing the improvements we offer to conduct an effective
training. In security knowledge quiz questions, we prepare 8 questions and
participants don’t know the difficulty and this part is not counted into the
evaluation of training programs/systems. Participants can provide feedback
on the concept of the question, the level of knowledge required to answer, the
range of possible answers. It is the process of informal testing questionnaire
for potential respondents. For example, if we find out a strange value for
a participant in the assessment criteria, we can use his or her score of the
security knowledge quiz questions to help us figure the reason whether the
content is too difficult for him or her.

In assessment criteria, we create 9 close-end questions and 3 open-end ques-
tions depending on opinions from three experts in cyber security field. The
9 close-end questions are presented by Likert Scale. Some people advocate a
7-point or 9-point scale to add granularity. Sometimes using a 10-point(even
number) scale to generate a forced choice measurement in which case there
are no unrelated choices. However the most common scale is 5-point which is
“Strongly agree”, “Agree”, “Neutral”, “Disagree” and “Strongly Disagree”.
In our report, we use the common 5-point scale to measure the assessment
criteria.

About calculation for the assessment criteria(Likert scale), we found a new
method to measure discreteness that is expressed as agreement and disagree-
ment. This measurement based on the recognized Shannon entropy utilizes
the probability distribution and the distance between categories to generate
a value spanning the unit interval. With this measurement, ordinal scale’s
data can be assigned a dispersion value which is logically and theoretically
reasonable.

We select 6 representative participants among the original 25 participants to
conduct our assessment criteria of three e-learning training programs, four
video training programs and three advanced training systems. From the
outcome, we want to improve the gamification and practicality(be practial
or easy to apply) to e-learning training program; the learning environment,
gamification, addressing real security threats and engagement to video train-
ing program; engagement and practicality(be practial or easy to apply) to
advanced training system. Therefore, in the overall proposed improvements,
we propose the detailed improvements which seems possible.

With 9 close-end questions and 3 open-end questions in this report, we can
easily weed out old and ineffective training methods and find better ones. The
more appropriate a safety awareness solution is to the unique needs of social



organization, the more effective it will be in reducing violations, building a
strong security culture, and providing positive experiences for trainees.
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Chapter 1

Introduction

1.1 Background

As WannaCry and NotPetya recently demonstrated, cyber attacks are spread-
ing at an unprecedented rate. The more networks are infected, the greater
risk for other networks. Similarly, with the Internet, a decrease in the secu-
rity of a single network increases the overall threat to other networks. A lack
of security awareness training in one organization can leave other organiza-
tions vulnerable to attack. It’s a bit like leaving a door unlocked — the key
next door is waiting inside. Nowadays, as people have realized cyber security
is a huge problem, there are many ways to get security awareness training,
like books, videos or taking some courses; some authority websites provide
professional training programs for companies to train their employees. But
we cannot ensure the effectiveness of those training methods. According to
an EMA research study, 48% of trainees stated they were measured the effec-
tiveness of the security awareness training program; while 18% were certain
that it was not measured and 34% did not have any idea whether the train-
ing was effective or not. In order to make sure the training is effective to
trainees, the current developers begin to focus on interactive training ways.

1.2 Objectives

A good security awareness training is a great way to inform trainees of any
kind of malicious activity. The important aspect of focus on is whether
the training implemented is effective and really address the needs of the
organizations or trainees themselves. Assessment is necessary. Attempts to
ignore any assessment reflect a lack of interest and professionalism. The effort
involved in designing any assessment pays off handsomely but identifying



the right questions is always the key starting point. n order to analyze and
understand which factors have succeeded in achieving their objectives and
which have not. When the time and cost of conducting a comprehensive
evaluation are limited, we should consider which techniques and methods
best suit the intended purpose. It is important to keep in mind the benefits
and challenges of the selected tools before applying them to the assessment
process. Therefore, in this research we first should do a detailed survey about
how security awareness training is being conducted today. Then develop
some assessment criteria. At last, considering in what ways current security
awareness training could be improved, for example by using interactivity.

1.3 Originality and Significance

Although security awareness training is being promoted energetically today,
many trainees who got training before still suffer from phishing attacks in
their daily life. If a training method cannot communicate with its trainees,
resonate with them, make the training content impressive, then the warning
of phishing attacks is likely to go in one eat out the other.

Security awareness training needs to achieve a specific outcome. Before eval-
uating any solution, we should get clear on goals. Then search for a solution
designed for that outcome, such as a 75% increasing in reporting incident
rates, 80% decreasing in user-generated incidents, or 100% completion rate
for the training. Another goal is to have trainees to want to take the training
instead of being forced to take it.

In this research, we will assessment the most used training programs within
two categories, online training programs, which can be accessed via the In-
ternet, and open-source training programs, which can be installed locally.
Our main goal is to find out what kind of training is most effective and
appreciated, such as gamification, competition or something that is straight-
to-the-point and can act as a reference guide in the future. Section 2 discusses
the online training programs and section 3 discusses the open-source training
programs.Then, a assessment and an improvement of those training programs
are separately presented in section 4 and section 5. This research ends with
conclusions, acknowledgments and appendices.



1.4 How to select the original 23 training pro-
grams/systems

When we are ready to start security awareness training, we want an inter-
esting approach to appeal our users and give them secure feeling. Therefore,
we create those 4 generic assessment criteria to select the original 23 training
programs.

Criterion 1 The training content is engaging.

Criterion 2 | The training program is optimized for learning and retention of content.
Criterion 3 The training program is easy to undergo.

Criterion 4 The training program can address real security threats.

Table 1.1: The criteria for original select of training programs/systems



Chapter 2
E-learning Training Programs

E-learning is a learning system provided via a computer or other digital de-
vice, acting in an educational course online. It is lent to every type of training
using various techniques like presentations, quizzes, games, simulations, so-
cial elements.

2.1 ProProfs
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1.000.000+ ready 15 uie questions

Figure 2.1: The homepage of ProProfs



ProProfs [1] was founded in 2010 by Sameer Bhatia, starting out as a quiz
making website freely for users and developing into a full-fledged software
provider for companies including SONY, Dell, CISCO, DHL, Yale and Uni-
versity of Phoenix at a fast speed. Look at Figure 2.1, this is the homepage
of ProProfs. As of April 2013, there are more than 1 million registered users
in ProProfs. In June 2015, HelplQ was acquired for developing an online
help center, user manuals, knowledge base. Until May 2019, ProProfs had
more than 7 million website visitors every month and its global Alexa Rating
is 4122.

The products line of Proprofs includes: survey and quizzes, knowledge base
software and training course creation tools online. Also, for supporting re-
porting features, ProProfs provides LMS(Learning Management System).
The ProProfs’s tools are used for corporate training, business, e-learning
and some other industries.

2.2 Secure Click

ngcurgc,llck Mome  Training = Process  Seclors= Maberials~  Blog AboulUs  Contact Us

Husreany Secured
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&It only takes one employee to cause a data breach or cyber-attack.

e

and eyher-threats (such ¢

Figure 2.2: The homepage of Secure Click

Secure Click [2] are fervent about IT security and they are also interested in
studying and changing human behavior in information security. Because the



most security threats today are designed to make use of poor user security
behaviors.
In Secure Click, the following are training modules:

e [T Security is Everybody’s Business
This module lets users understand why IT restrictions are set and ex-
plain why failure to comply with them can lead to data leaks and
network attacks.

e Cyber-security Awareness Training
Embed network security practices among users to protect user organi-
zation from intrusions, IP theft and malware.

e Anti-Phishing/Spear-Phishing Training

Spear phishing is the most common form of attack we've seen. It
means a well-designed email is most likely to be sent to an unsuspecting
trainee, potentially triggering a major data breach.

e Simulated Phishing Training
At the Electricity Supply Board(ESB) which supplies power to North-
ern Ireland and the Republic, senior engineers are received a private
email containing malware from a group linked to Russia’s GRU intelli-
gence agency.

e Ransomware Prevention Training
Trainees need to be educated about ransomware threats to prevent
ransomware infection.

e Information Security Training for Mobile Computing
79 percent of businesses consider employees are the biggest security
threat.

e Data Protection Training

Human error plays an important role in data breaches. This module
describes common data leakage and provides trainees with actionable
measures to prevent.

e [T Policy Reinforcement

82 percent cyber professionals worry about trainees not following cloud
security policies.



For many people, Cyber security can be abstract and boring topic. The end-
user security awareness training in Secure Click is engaging, interesting and
relevant. Like the funny teacher you met in school when content is delivered
in an interesting and engaging way, people will remember it. In addition, we
try to use relevant examples of good security practices based on job titles of
industry sectors or participants. People pay attention to it when they think
the topic is related to them.

Cyber attacks can bring your daily operations to a complete standstill. Maersk,
the Danish shipping company, ground to a halt globally when I'T confirmed
that its IT systems had been compromised. When the French television sta-
tion TV suffered a serious cyber attack, their business was immediately shut
down.

Stories abound about how cyber attacks forced organisations to stop operat-
ing. Cyber attacks not only cause inconvenience to the company’s business,
but also cause long-term damage to the way the company operates. With
the right planning and implementation, you can identify threats before they
become risks.



2.3 Marshal Security
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Figure 2.3: The homepage of Marshal Security

Marshal Security [3] is the best Provider of Security Guard Training and
Supplier of Security Services. They are contributed to encompassing Security
Guarding, Ontario Security Guard Training and CCTV solutions. Totally
they are committed to provide users perfect services and work continually
with clients to realize all security goals with a competitive price.

Marshal Security is a member of the speediest growing security companies
in Canada. It has the expertise to provide professional, high quality, cost-
effective and reliable security training and security guarding services by retail,
public sector and corporate.

Whatever and whenever are user’s needs relevant to security, Marshal Secu-
rity can be trusted to offer users professional services customized and com-
pletely integrated to answer their needs. Marshal Security provides security
guarding solutions to shopping centres, retail stores, industries, educational
institutions, health care, condominiums, corporate offices, custom events, of-
fice complex and so on. Their office building for security are fully trained,
licensed and produce the best standards which is required.

The commitment and dedication of Marshal Security enable them to pro-
vide an improving service including the very newest technology and ensuring



the professional training programs to satisfy every user’s needs. They give
prompt and professional response and the piece of mind and satisfaction of
knowing to fulfill users’ security requirements.

Marshal Security is an approved excellent centre training with the licens-
ing requirements under the Private Security and Investigative Services Act,
2005. They not only provide In-class but also online Ontario Security Guard
training to prepare users for achieving their Security Guard Licence.

2.4 ECSM
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Figure 2.4: The homepage of ECSM

European Cyber Security Month(ECSM) [4] is an European Union awareness
campaign. It encourages cyber security to citizens and organizations about
the importance of information security and also highlights the simple steps
which can be operated to protect their financial, personal or professional
data. Raising awareness, changing behaviour and providing resources to all
people about how to protect themselves in current cyber environment online
is the main goal.

The European Union Agency for ENISA(European Union Agency for Net-
work and Information Security) and the European Commission DG CON-

9



NECT and Partners are contributed to deployed the European Cyber Secu-
rity Month(ECSM) every October.

The objectives of the European Cyber Security Month(ECSM): 1.Generate
general awareness of cyber security, which is one of the main priorities iden-
tified in the European Union Cyber Security Strategy. 2.Generate specific
awareness on Network and Information Security(NIS), which is presented
in the proposed NIS Directive. 3.Promote more safer use of Internet to all
users. 4. Develop a string track record through ECSM to raise people’s
awareness. 5.Absorb relevant stakeholders. 6.Arouse national media inter-
est through the European and global dimensions of the projects. 7.Increase
interest and attention in regard to information security through media and
political coordination.

2.5 DARK Reading

(B Dk Rusing | Secur L -
<- & darkreading.com - Fn - D
HOEM fh JAST-LUS MR LAST S EggTrer-aump., [ Googe BN @Y 50LoViwsr @ Python 10081 B @ FranTise J DASKUL J - B xoMnmuenT

Infcrmationldst Doy nading  Netwnrk Gomputng

DARKReading = T
fashom  Sideshows e Tech L inieexity  Fngdo  Galendar  Black Hai Mees riewon: BEHGHB

SNINN ANALTICS ATTAGKS( AFFSEC CAREEAGS CLOUD ENDFOINT WT OFERATIONS FERINETER  RISK THREAT VULNS Y
DEEACHES PEOPLE INTELLIGENGE  THREATS

TOP STORIES

& Security Team Goals for
DevBecOps In 2020

Assssaing Cybe oy
Aisk in Todag's With International Tensions

Flaring, Cyber-Risk Is Heating Up
for All Businesses
Fighs 0f NAlOA-SLTE BNACKS 9O Leyond Iran, and

How Al and Cybersecurity the naed for awaneness and security donY siop
Will Intersect .. at any national bosder.

Gar Hacking Hits the
Streets

The Edge Cartoan
Caption Contest: Latest .., How to Comprehend the Buzz

About ¥P
crucial ioods for
NEWS & COMMENTARY CURRENT i G S N Ve s
CONVERSATIONS what thay are Gnd what they £an 4o Can ba
Mobile Banking Malware Up 50% in First Half  Posted by ANON1ZS3657614347 crtcal for making theen safo and usekulfor your
of 2018 66 1 i3 100 Dad e coling & made of organzaion.
oo BT i
W . sl P Yo Chun Haw to Keep Security on Life
K  MBLLY EHERIAN Akl Bicior, D i’ Support After Software End-of-Life
Posted by Marilyn Cohodas

I8 e ndd Of SUDEOM 1S Wik for Windows 7
66 Girve v your Dwat ePot] You might

1 COMMENT | BEAD | POSTACOMMENT g ez g card e ebhotidiastilobbolti i

Figure 2.5: The homepage of DARK Reading

As one of the most widely read Internet security sites, DARK Reading [5] is
the most popular online community for security professionals. The commu-
nity includes leading thinking security researches and technologists.

10



This is where enterprise security personnel and policy makers learn about
new cyber threats, vulnerabilities and technology trends. Here, they discuss
potential defense against the latest attacks, as well as key technologies and
practices that could help protect their sensitive data in the future. They
can communicate with each other, embrace new ideas with DARK Read-
ing editors, find answers to their security problems and solve their pressing
problems.

DARK Reading includes 13 communities, each of them delves into security
challenges: analysis, attack and sabotage, application security, careers and
people, cloud security, endpoints, Internet of Things, mobile, operations,
perimeter, risk, threat intelligence, vulnerabilities and threats. Editors and
subject matter experts lead each community. They collaborate with security
researchers, technical experts, industry analysts to provide timely, accurate,
informative articles to generate spirited discussions.

DARK Reading is a platform where cyber security researches, consultants
and technicians collaborate across industries and regions to build a better
defense but not every platform has the same goals. Therefore, DARK Read-
ing has a range of media tools and custom services to allow marketers building
a program to meet their needs like:

Lead Generation:

e Custom Research Report

e Research Report

Technology Digests

Theme Alignment Program

Virtual Events

e Web Seminar
Native Advertising:

e Sponsored Article
e Partner Perspective

e Native Content Advertising Unit
Advertising:

e Advertising Targeting

11



e In-Read Video
e Banner Advertisements

e c-Newsletters

12



Chapter 3

Video Training Programs

A security awareness training video, whether a knowledge training or tech-
nology training, is a video focus on educating trainees on a specialized topic.
In short, the video based content shows people how to do something.

3.1 SANS
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Figure 3.1: The homepage of SANS
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In 1989, SANS [6] Institute was built as a cooperative and educational orga-
nization. Today, its programs has reached over 165,000 security professions
around the world. From network administrators to information security of-
fices, a wide range of individuals are sharing the learnt content and looking
for solutions to face their challenges. Various global organizations’ security
professionals from universities to corporations are the heart of SANS. They
are working jointly to help the whole security community.

By far, for information security training and security certification SANS is
the most believable and the most rich source in the world. It is free of
development, maintenance and available for the largest collection of research
about different aspects of information security. The Internet’s beginning
warning system named Internet Storm Center is operated by SANS.

SANS offers concentrated, immersion training to help users take the practi-
cal steps necessary to defending against the most dangerous security threats.
The courses include important and useful technical skills you can apply in
work as soon as you go back your offices. They were improved by a contin-
ued process including many administrators, information security profession-
als and security managers and deal with security fundamentals and aware-
ness.

From SANS-certified instructors, self-paced in the Internet around the world,
SANS training can be taken in class. SANS programs provide education for
over 30,000 people internationally every year. In order to look for the perfect
instructors in each topic, SANS operates a competition for instructors. More
than 90 people participated but only 5 people were passed.

Work Study Program is also provided by SANS acting as a candidate of SANS
conference member and coordinators would attend not at a incremental rate.
Coordinators are expected to achieve their educational recompense for what
they are doing.

e Information Security Training —— Over 400 courses in 90 cities around
the world
e The GIAC Certification Program —— Technical Certification for peo-

ple to protect systems
Many valuable SANS resources are free to all users including Internet Storm
Center, NewsBites(the weekly news report), QRISK(the weekly vulnerability

report and original information security research thesis.

e SANS Information Security Reading Room —— 3000+ original re-
search thesis in 100 important categories of security
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SANS Weekly Bulletins and Alerts
curity news and culnerabilities

Authoritative updates on se-

SANS Security Policy Projects
help make security more effective

Highlighting the vendors that can

Vendor Related Resources Drawing attention to the vendors that
can help make security more effective

Information Security Glossary —— Words, acronyms, more

Internet Storm Center The Internet’s Early Warning System

S.C.O.R.E —— Helping the security community reach agreement on
how to secure guard common software and systems

CIS Critical Security Controls A consensus ranking of the security
controls that are the most effectiveness in declining risk from real world
attacks.

SANS Press Room —— Our press room is designed to assist the media
in coverage of the information assurance industry
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3.2 ESET
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Figure 3.2: The homepage of ESET

ESET [7] is held privately, building its branch company in San Diego,US;
Montreal Canada; Buenos Aires, Argentina and some other countries as well
as more than 180 countries.
ESET proves it has the fastest worldwide growth rate in the range of the Con-
sumer Security industry for 2011 according to Gartner. And also according
to the Gartner report, a fundamental installed base in Europe especially in
Eastern Europe has been built by ESET and it has a fast growing business
presence. Its Completeness of Vision score is beneficial from malware effec-
tiveness in a lightweight client but suffering from weak expert management
capabilities and lucking of investment in market leading features like
virtualization and application control. ESET is a good option for organiza-
tions looking for an light, effective, integrated malware solution.
ESET is proud of its rich history and numerous achievements :

In 1987, NOD, ESET’s first antivirus code, is developed by ESET’s
founders.

In 1992, ESET, spol. s r.o. is established; its first AV products go on sale
in Czechoslovakia and abroad.
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In 1995, a streamlined version of ESET’s NOD-iCE antivirus program is
released.

In 1995, ESET NOD32 v1.0 wins its first VB100 award for malware de-
tection.

In 1999, ESET, LLC is established in San Diego (USA).

In 2004, ESET’s Latin America office opens in Buenos Aires (Argentina).

In 2009, Inc. magazine ranks ESET as one of America’s fastest-growing
private companies.

In 2010, Our Asia-Pacific office opens in Singapore.

In 2010, ESET becomes the first company to receive 60 VB100 awards
for malware detection.

In 2012, ESET exhibits for the first time at the GSMA Mobile World
Congress in Barcelona.

In 2012, A new ESET technology hub opens in Montreal(Canada).

In 2013, ESET opens its office in Jena(Germany).

In 2013, ESET marks an unbroken 10-year run of VB100 awards.

In 2013, Launch of dedicated WeLiveSecurity website, covering a vast
spectrum of security-related topics.

In 2014, ESET wins te Peter Szor Award for uncovering Operation Windigo.

In 2015, More than 1,000 employees worldwide now work for ESET.

In 2016, ESET opens its office in Toronto.
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3.3 Khan Academy
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Figure 3.3: The homepage of Khan Academy

Khan Academy [8] is created in 2008 as a non-profit educational organi-
zation aiming at helping educate students with online tools. It generates
lessons in the form of videos. Khan Academy’s website includes supple-
menting exercises and learning materials to educators. All resources are
free to website users. The website and the content are mainly provided in
English and other languages including Armenian, Bulgarian, Chinese, Dan-
ish, French, Dutch, Czech, Bengali, Georgian, German, Gujarati, Hindi, In-
donesian, Italian, Japanese, Korean, Norwegian, Polish, Portuguese, Serbian,
Spanish, Swedish, Tamil and Turkish.

Khan Academy provides exercises, a personal learning board and instruc-
tional videos to encourage learners study at pace on their own at any place.
The videos are displayed on an blackboard similar to a teacher giving a lec-
ture. The teacher describes every drawing and the relation to material which
is taught. In Latin America, Asia, Africa, the groups with no profit dis-
tributes the videos which are not connected to Internet. The videos cover all
subjects and range from kindergarten to high school.
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3.4 INFOSEC Institute
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Figure 3.4: The homepage of INFOSEC

Infosec [infosecinstitute] believes that knowledge is the most powerful tool
in fighting against cybercrime. I'T and security professionals careers are ad-
vanced with skills development training and a full regimen of certifications.
All employees are also empowered with security awareness and training to
remain secure at work or home.

Established by smart users wanting to do better, Infosec educates how to
defend from cybercrime to entire organizations and equipping everyone with
the newest security skills is what Infosec is doing every day so that the good
guys win.

Tools to help users outmart the bad guys:

1. INFOSEC IQ

With the knowledge and skills to remain cybersecure at work or home
empowering users, more than 2,000 security awareness resources and
phishing simulations are helped to change users behaviour and culture.

e Infosec IQ content library. Its massive library about role based
training resources and industry is updated weekly to help users
deliver relevant and fresh training whatever the style they need.
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Security awareness resource center. From here starting security
awareness program. Users can download their cybersecurity tips
to share with their friends and they can explore Infosec security
awareness webinar library.

Funny situations, real security training. Users will learn to love
and connect with the office security through watching and learning
as characters and they can still manage to keep themselves in-office
behaviors.

2. INFOSEC Skills

Keeping users skills updated year-round. Over 50+ security certifi-
cation studying paths and more than 400 courses are opened to the
National Initiative for Cybersecurity Education’s Cyberseek model.

When users are growing in their cybersecurity career, Infosec Skills
takes the role as the platform to make sure their skills are able to
defeat the latest attracts. According to courses are directly mapped to
the NICE Cybersecurity Workforce Framework, users can control their
career and get ahead of criminals and learn building defenses to future
threats.

Cybersecurity roles :

Cybersecurity specialist / technician
Cybercrime analyst / investigator
Incident analyst / responder

IT auditor

Cybersecurity analyst

Cybersecurity consultant

Penetration and vulnerability tester
Cybersecurity manager / administrator
Cybersecurity engineer

Cybersecurity architect

Featured learning paths
Skill paths:

Ethical Hacking

Information Security Fundamentals
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e Networking Fundamentals

e Computer Forensics

e Mobile Forensics

e Computer Incident Response

e Web Application Pentesting

e Malware Analysis & Reverse Engineering
e ICS / SCADA Security Fundamentals

e Information Security Auditing

Certification paths :

(ISC)? CISSP

e CompTIA Security+

e CompTIA PenTest+

e CompTIA CySA+

e EC-Council Certified Ethical Hacker(CEH)

e Cisco Certified Network Associate R&S(CCNA)

e Project Management Professional(PMP)

e ISACA Certified Information Systems Auditor(CISA)
e ISACA Certified Information Security Manager(CISM)
e Certified Computer Forensics Examiner(CCFE)

Featured courses :

e Security Technologies and Tools

e Threats and Threat Actors

e Common Malware Behavior

e Introduction to Cryptography

e Introduction to Reverse Engineering
e Computer Forensics Investigations
e Digital Evidence and Legal Issues

e Fundamentals of Exploitation

e Post-Exploitation Techniques

e Obfuscation, Encoding and Encryption
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Featured courses :

Security Technologies and Tools
Threats and Threat Actors

Common Malware Behavior
Introduction to Cryptography
Introduction to Reverse Engineering
Computer Forensics Investigations
Digital Evidence and Legal Issues
Fundamentals of Exploitation
Post-Exploitation Techniques
Obfuscation, Encoding and Encryption

3. INFOSEC Flex

Designing boot camps for advancing users career to help them pass
their first certification exam and guaranteed. Users can take from any
location on their favourite.
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3.5 Lynda.com
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Figure 3.5: The homepage of Lynda

Lynda.com [9] is a leading learning online platform helping people study
business, software, technology and skills to reach their goals. Learning by
individual, corporate, academic, users are able to access to Lynda’s video
library of qualitative, attractive courses taught by recognized experts.
Lynda has given learning to students, leaders, I'T design professors, project
managers. software developers. More than 10,000 organizations are severed
in Lynda with five languages, Lynda is a global successful platform.

For Developer Training and Tutorials course, learning how to code how to
create applications in Java those object-oriented functional programming.
At Lynda’s developer tutorials, users can learn developing and creating mo-
bile apps and work with PHP, MySQL databases, start with the statistical
processing language R and so on.
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3.6 MakeUseOf
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Figure 3.6: The homepage of MakeUseOf

MakeUseOf [10] was founded in 2007 as an online publication releasing tips
and guides on how to take the most advantage of Internet, computer software
and mobile applications.

In PC & Mobile modules, there are 6 fields:
1. Windows
Know your Windows operating system inside. Get tips, tricks and find
out the best Windows software and modern applications.
2. Mac

If you have different ideas, please read this field carefully. You’ll find
the best software to do almost anything on your Mac, some of Apple’s
less known guides and hints to speed up Mac OS workflow.

3. Linux

Take advantage of the best open source operating systems on the planet.
We'll focus on the best Linux distributions, software, games and share
useful tips for users switching operating system.
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4. Android
A tutorial that teaches you how to best customize and use your Android
smartphone, tablet, or other device.

5. Security

It is vital to keep your personal online data and private source. With
the beat firewall and antivirus, you will learn how to manage your
passwords and identify fraud and security risks.

6. Programming

Whether you are a novice or an expert programmer, you can find ev-
erything from Python and SQL.

3.7 Udemy
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Figure 3.7: The homepage of Udemy

Udemy [11] is providing a learning platform for students and professional
adults. It is a portmanteau of YOU + ACADEMY, has 50,000 instructors
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teaching a wide variety of courses(over 4,000 million course enrollments) in
over 60 kinds of languages and more than 30 million students.

Instructors and students come from over 190 countries and 2/3 of the stu-
dents are not located the U.S. Udemy also owns more than 4,000 enterprise
customers and 80% of Fortune 100 companies using Udemy for improving em-
ployee skills through Udemy for Business. Most students take courses as for
improving job-related skills and some courses are generated toward achieving
technical certification. Udemy has done a special effort to appeal corporate
trainers seeking to design coursework for employees in their company.

Until 2019, Udemy has more than 130,000 courses online. Furthermore,
Udemy allows instructors to create online courses freely on topics of their
choosing as a serving platform. In Udemy, they can upload PowerPoint,
presentations, PDF's, audio, zip files and live classes by using course devel-
opment tools to create courses. Instructors can also engage or be interactive
with uses through online discussion.

Courses are offered in each category including the arts, business and en-
trepreneurship, health and fitness, language, music and technology. Most
classes such as Excel or using an iPhone camera are in practical subjects.
Udemy for Business is also offered in Udemy, building business access to the
targeted over 3,000 training courses from the topics of digital marketing to
design, programming, office productivity and more. For corporate training,
organization users they can develop custom learning portals.

Udemy has been worthy of note for the various courses provided, and is part
of the developing Massive Open Online Course(MOOC) moving available
among the traditional university system.
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3.8 ENISA

ENEA PRt
« © @ enisaeuopaeu “ 9 ® O
3OS M JAST-LMS ] AT s FggTmer-aumo. [l Googe BN Y SQUEViewsr /8 Pyihon 100811 L @ FramTuse Jp DASKULL J -k EoREEE RN T

*
* *s
* * iR ’
* enisa - P B A s TOPICS | NEWS | PUBLICATIONS | EVENTS a Q = english (en)
I y RITY
LIS

About ENTSA Careers ) Procurement ) Confact

ENISA Topics Latest news All

Ciaud and Big Data
CyLEEx19: Inside a simulated cross-border

TR T L e eybar-sttack on eritical infrastructure

CSIRT Services ¥ Published o Octaber 31, 2018
CSIRTs and communitios ;
CSIRTS in Eurape
Cyber Crisis Managoment
Cyber Evercisas
Cybarsecunity Education Sl Cybersecirtty
Data Drotection
Incident Regorting
operation group and knowledge
ToT and Smart Infrastructizes ing meetings concluded in Athens

Mationsl Cybersecurity Strategles | 019

IS Diructive < : :
35 0N Truetwarthy AT ranniirae enlid Cvharearnrity

Standards and Cortification " EU Agency for Cybersecurity welcomes
Wit s o0okies OR O pport becheical fe: hal enhance your user ex perience. jew Executive Director: Mr. Juhan
Threat and Rk Managament We als0 uze anslytics. To opt-out from anak Jassaar

Trainings for Cybersecurity Specialists i e ® <) 019

Figure 3.8: The homepage of ENISA

The abbreviation ENISA’s [12] original name is the European Union Agency
for Cybersecurity, created by EU Regulation No 460/2004 in 2004 under
the name of European Network and Information Security Agency. Since
September 1, 2005 it is in full operation. The Agency is in Athens, Greece
and owns a second office in Heraklion, Greece.

The Agency works as a parterner with the EU Members States and other
stakeholders to provide suggestions and solutions and improve their capabil-
ities in cybersecurity. This support includes:

the pan-European Cybersecurity Exercises;
e the development and evaluation of National Cybersecurity Strategies;
e CSIRT’s cooperation and capacity buliding;

e studies on IoT and smart infrastructures, addressing data protection
issues, privacy enhancing technologies and privacy on emerging tech-
nologies, eIDs and trust services, identifying the cyber threat landscape,
and others.
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Since 2019 it gives support to develop a cooperative response for large scale
and cross-border cybersecurity incidents, it has been in process in drawing
up cybersecurity certification.

ENISA cooperates the Member States, the Commission and the business
community in satisfying the requirements of information security and net-
work, whatever present and future EU legislation. Ultimately ENISA tries
to operate as a centre of expertise for EU Institutions and Member States to
find advice on incidents relevant to information securty and network.
ENISA’s approach is presented blow by its activities:

e Suggestions on cybersecurity and independent suggestions;

e Activities which provide assistance to policy making and implementa-
tion;

e According to hand-on work, ENISA collaborates with operational teams
throughout EU directly;

e Drawing up cybersecurity certification;

e Linking with each EU Community and coordinating the reaction to
large cross-border incidents in cybersecurity.
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3.9 CSIAC
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Figure 3.9: The homepage of CSIAC

The Cyber Security and Information Systems Information Analysis Center
[13] is a Department of Defense(DoD) Information Analysis Center(IAC) sup-
ported by the Defense Technical Information Center. The three names used
before are: Data and Analysis Center for Software(DACS), Information As-
surance Technology IAC(IATAC) and Modeling & Simulation ITAC(MSIAC),
with the technical area of Knowledge Management and Information Sharing.
The Cyber Security and Information Systems Information Analysis Center
is sponsored by DTIC, performing the Basic Center of Operations functions
and it is necessary to realize the objectives and missions which is applicable
to the needs of DoD Research, Development, Test and Evaluation and Ac-
quisition communities. The collection,synthersizing/processing, analysis and
dissemination of Scientific and Technical Information(STI).

The Basic Center of Operations functions, explicitly the collection and dis-
semination of Scientific and Technical Information, produce some worthy
resources in the core technology areas of Cyber Security and Information
Systems Information Analysis Center like Software Engineering, Knowledge
Management /Information Sharing, Modeling & Simulation and Cybersecu-
rity. Beside offering access to resource we have mationed before, the Cyber
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Security and Information Systems Information Analysis Center performs to-
wards 4 hours support reponsing to Technical Inquiries. Another service Core
Analysis Tasks(CATSs) provided by the CSIAC are funded by the issuance of
Delivery Orders.

CSIAC provides the following types of produce :

e State-of-the-Art Reports

Technology Assessments/ Critical Reviews

Handbooks/ Data Books

Technical Journals

e Webinars&Podcasts
CSTAC provides the following types of service :
e Free Technical Inquiry Services
e Core Analysis Tasks
e Subject Matter Expert Referrals
e Training Classes

The Cyber Security and Information Systems Information Analysis Center is
contributed to give people best practices and shills from industry, government
in information technology and cyber security. The assignment is to supply
DoD with a central point of approach to Cybersecurity and Information
Assurance for emerging technologies in vulnerabilities, models and analysis
to develop and implement the effective defense against information attacks.
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Chapter 4

Reading Material Training
Programs

4.1 U.S. Security Awareness
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Figure 4.1: The homepage of U.S Security Awareness

The site [14] is dedicated to raising safety awareness among the public and
the technology community. The basic safety section focuses on the safety

31



awareness of ordinary people. Senior security departments should be inter-
ested in technicians, senior managers, and legislators involved in security
awareness.

U.S. Security Awareness has been rated as one of the top providers of I'T sys-
tem user security awareness training. With a systematic approach, multiple
delivery formats (including instructor-guided, CBT/WBT, SCORM mod-
ules), and access to industry-recognized subject matter experts. It can raise
key security awareness issues for your organization in a thought-provoking
manner.

U.S. Security Awareness provides a deeper level of security awareness train-
ing for technical personnel on specific issues that I'T professionals need to
understand in order to protect their infrastructure.

Software developers increasingly need to develop more secure applications.
It is an impossible task without the necessary knowledge. The InfoSec insti-
tute provides software developers with a bridge between poorly designed and
executed code and secure code, and provides them with an internationally
recognized sense of security.

There are two sections in U.S. Security Awareness:

1. Basic Security

Secure Your Computer

Personal Security

Disaster Preparedness

Homeland Security

Security Awareness Tips
2. Advanced Security

e Security Awareness Program
e Security Awareness Training
e INFOSEC Professional

e INFOSEC Program

e INFOSEC Auditing

e Risk Management

e Insider Threats

e Incident Response

e Free Resources

e Security Awareness Day
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4.2 UNIVERSITY OF CALIFORNIA (Sys-
temwide Information Security)
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Figure 4.2: The homepage of UC(Systemwide Information Security)

The University of California Office [15] of the President tries to establish a
secure environment for technology development which can protect informa-
tion in University of California and cyber resources and reduces disruption
to research mission and academic mission. Nevertheless, technology alone is
not able to protect Institutional Information at all times. Every person at
UC has an obligation to guard Institutional Information and IT resources.
The Cyber-Risk Coordination Center(C3) is the programmatic support for
the Cyber-Risk Governance process at UC. Systemwide cybersecurity train-
ing, events, programs are coordinated with C3.
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Figure 4.3: UC’s TDI service

Threat Detection and Identification(TDI) system takes the role of a sys-
temwide tool to assistant management and reduction of cybersecurity risks
and gives a common view of security which is critical to notifying readiness,
measuring reduction of risk and budget. Also giving a consistent way to UC
to identify malware and system compromises and enables a rapid response
to any risks.
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4.3 INFOSEC
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Figure 4.4: The homepage of INFOSEC

Infosec [infosecinstitute] believes that knowledge is the most powerful tool
in fighting against cybercrime. I'T and security professionals careers are ad-
vanced with skills development training and a full regimen of certifications.
All employees are also empowered with security awareness and training to
remain secure at work or home.

Established by smart users wanting to do better, Infosec educates how to
defend from cybercrime to entire organizations and equipping everyone with
the newest security skills is what Infosec is doing every day so that the good
guys win.

Tools to help users outmart the bad guys:

1. INFOSEC IQ

With the knowledge and skills to remain cybersecure at work or home
empowering users, more than 2,000 security awareness resources and
phishing simulations are helped to change users behaviour and culture.

e Infosec IQ content library. Its massive library about role based
training resources and industry is updated weekly to help users
deliver relevant and fresh training whatever the style they need.
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e Security awareness resource center. From here starting security
awareness program. Users can download their cybersecurity tips
to share with their friends and they can explore Infosec security
awareness webinar library.

e Funny situations, real security training. Users will learn to love
and connect with the office security through watching and learning
as characters and they can still manage to keep themselves in-office
behaviors.

2. INFOSEC Skills

Keeping users skills updated year-round. Over 50+ security certifi-
cation studying paths and more than 400 courses are opened to the
National Initiative for Cybersecurity Education’s Cyberseek model.

When users are growing in their cybersecurity career, Infosec Skills
takes the role as the platform to make sure their skills are able to
defeat the latest attracts. According to courses are directly mapped to
the NICE Cybersecurity Workforce Framework, users can control their
career and get ahead of criminals and learn building defenses to future
threats.

Cybersecurity roles :

e Cybersecurity specialist / technician

e Cybercrime analyst / investigator

e Incident analyst / responder

o IT auditor

e Cybersecurity analyst

e Cybersecurity consultant

e Penetration and vulnerability tester

e Cybersecurity manager / administrator
e Cybersecurity engineer

e Cybersecurity architect

Featured learning paths
Skill paths:

e Ethical Hacking

e Information Security Fundamentals
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e Networking Fundamentals

e Computer Forensics

e Mobile Forensics

e Computer Incident Response

e Web Application Pentesting

e Malware Analysis & Reverse Engineering
e ICS / SCADA Security Fundamentals

e Information Security Auditing
Certification paths :

(ISC)? CISSP

e CompTIA Security+

e CompTIA PenTest+

e CompTIA CySA+

e EC-Council Certified Ethical Hacker(CEH)

e Cisco Certified Network Associate R&S(CCNA)

e Project Management Professional(PMP)

e ISACA Certified Information Systems Auditor(CISA)
e ISACA Certified Information Security Manager(CISM)
e Certified Computer Forensics Examiner(CCFE)

Featured courses :

e Security Technologies and Tools

e Threats and Threat Actors

e Common Malware Behavior

e Introduction to Cryptography

e Introduction to Reverse Engineering
e Computer Forensics Investigations
e Digital Evidence and Legal Issues

e Fundamentals of Exploitation

e Post-Exploitation Techniques

e Obfuscation, Encoding and Encryption
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3. INFOSEC Flex

Designing boot camps for advancing users career to help them pass
their first certification exam and guaranteed. Users can take from any
location on their favourite.
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Chapter 5

Advanced Training Systems

If you want to have a deep understanding of cyber security, you can’t talk on
paper, you need to try and practice. It is only through trial and error that
your skills improve substantially.

5.1 DVWA

DYWA)

Welcome to Damn Vulnerable Web App!
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Figure 5.1: The homepage of DVWA

DVWA (Damn Vulnerable Web Application) is a PHP/MySQL web applica-
tion for security vulnerability identification. It aims to provide a legal envi-
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ronment for security professionals to test their professional skills and tools,
and help web developers better understand the process of web application
security prevention.

DVWA has 10 modules, which are:

5.1.1 Brute Force

Brute force cracking generally refers to the exhaustive method. The basic
idea of exhaustive method is to determine the approximate range of the
answer according to the partial conditions of the question and verify all
possible cases one by one within this range until all the cases are verified.
If a situation is verified to meet all the conditions of the problem, then is
a solution of the problem; There is no solution to the problem if all the
conditions are not met after verification. The exhaustive method is also
known as enumeration.

1. We first configured the local agent for burp suite

e Enter your username and password in Login. See Figure 5.2.

Vulnerability: Brute Force

Home

Instructions
Setup / Reset DB

Login

Usermname:

|
|
|
| [123 |
|
|
|

Password:

Command Injection

CSRF

Login
File Inclusion

Figure 5.2: Brute Force Login

e Then intercept with burp suite. See Figure 5.3.

40
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Figure 5.3: Brute Force intercept

2. Submit the form to the intruder module and set the password as the
payload cracked

e Then set the variables which is needed to cracked in the Position
option. Burpsuite automatically sets a number of variables. Click
the ”Clear” button to clear all default variables, select the pass-
word 123 and click the ” Add” button to set it to the variable need
to be cracked. See Figure 5.4.

(@) Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - s help for full details.

Attack type: | Sniper ‘v]
POST /DVWA/vulnerabilities/brute/ HITP/1.1 2 Add§
Host: localhost r

Content-Length: 83
Cache-Control: max-age=0
Origin: http://localhost
Upgrade—Insecurs-Requests: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0: VOWG4) A
Content—Type: application/z-www—forn-urlencoded
Accept: text/html, application/zhtnl+xul, applic;
Referer: http://localhost/DVIA/vulnerabiliti
Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN, zh;g=0.8
Cookie: security=impossible: security=iphossible: ocKey=edl77cT87falblec035189a981075500;

Hu_lvt 82116c62628d304a5c0675073362fpA=1486000834, 1456280700, 1456602603, 1456694617; Hu lpvt 82116c626a8d504a5c0675073362ef 6f=1456604617;
PHPSESSID=0kr2q4089147inegdoshbugvh
Comnection: close

usernane=aduintpassword7/§183 8B ogin-Loginbuser_token=2eabd3T

Clear §
Auto §

pleWebKit/337.36 (KHIML, like Gecke) Chrome/34.0.2840.99 Safari/537.36 Refresh

ion/xml;q=0.9, inage/webp, #/*;q=0. 8
/brute/

491364899£ dbf 40L2L5E5E

e
v
2 < |l =]||=] mee 0 matches. Clear
1 payload position Length: 915

Figure 5.4: Brute Force Position

3. Set dictionary file
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e Use built-in dictionary. See Figure 5.5.

E Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry Lau

Burp Intruder Repeater Window Help

Target | Proxy | Spiser | Scamner | ntruder | Repeater | Seauencer | Decoder | comparer | Extender | Project aptions | User optons,
2
Target | Posttions TPayhuds Options

@ Payload Sets

l;
Start attack

“You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Postions tab. Various payioad types are available for each payload set, and each payload type
can be customized in different ways.

Payload set: | 1 ¥|  Paybad count 12,313
Payload type: | Simple fist ¥|  Requestcount 123,180

Payload Options [Simple list]

®

This payload type lets you configure a simple list of strings that are used as payloads.

paste | | troot .
sALOCS
Load Ssystem
1 L
Remove | | 1 >
111111
Cear | |,
22222022 -
Add Ent

[ Add from st 5|

[Z] Payload Processing P
Figure 5.5: Use built-in dictionary
e Load external dictionary. See Figure 5.6.
@ Payload Sets
“You can define one or more paylead sets. The number o ‘ x gach payload

can be customized in different ways.

Payload set: | 1 v Payloal
Payload type: | Simple list v Regues

Payload Options [Simple list]

S

This payload type lets you configure a simple list of strin

Paste T Tt

Tasm (mE =

Q) nE

Add Enter a n

lAch fromlist .. | v]

Figure 5.6: Load external dictionary

42



4. Start the enumeration to get the password.

Sniper

Battering ram

Pitchfork
Cluster bomb

5.1.2 Command Injection

A common pattern of command injection attacks is that when only data is re-
quired to enter, malicious code is entered along with the data and the system
which loads the data doesn’t have a well-designed filtering process. Finally
resulting in the execution of the malicious code and information leakage or
the destruction of normal data.

Low level

As can be seen from the source code, the server directly gets the IP input
from the user, splicing the ping command before IP and running it in the
shell without any filtering.

Windows and Linux have many command concatenates that spline the com-
mands attackers want to run with previous ping commands, allowing arbi-
trary code execution.

if isset( $_POST[ ‘Submit’ |) then 1
$target = $ REQUEST| ip’ |; 2

if stristr( php-uname(’s’), 'Windows NT’ ) then 3

‘ $emd = shell_exec( 'ping’.$target ); 4
else 5

‘ $cmd = shell_exec( 'ping -c¢ 4’.$target ); 6
end 7
end 8

Algorithm 1: Low level

Medium level

Compared with Low level source code, only "&&’ and ’;” two command linker
are filtered but the command linker also has ’||” and ’|’, which is unfiltered.

43



if

isset( $_POST/[ 'Submit’ |) then

$target = $ REQUEST] ip’ |;

$substitutions = array('&&’'=" 7, =" );

$target = str_replace(array keys( $substitutions
),$substitutions, $target);

if stristr( php_uname(’s’, "Windows NT’) ) then
| $cmd = shell_exec(’ping’.$target);

else
‘ $cmd = shell_exec(’ping -¢ 4’.$target);

end

end

B WD

O W J O W

10

Algorithm 2: Medium level

High level

If you look at the source code, it looks like all connectors were filtered out
but if you're a little more careful, you’ll notice that there is a space after the
pipe where has a picture description. So you can still use the pipe character
for command injection without a space after the pipe character.

if isset( $_POST[ ‘Submit’ |) then

$target = trim(REQUEST] ip’ ]);

$substitutions = array("&&’'=" 7, =" 7,
§ =0 (=0 Y= = =

$target = str_replace(array keys( $substitutions
),$substitutions,$target);

if stristr( php_uname(’s’, "Windows NT’) ) then
| $cmd = shell_exec(’ping’. $target);

else
‘ $emd = shell_exec(’ping -¢ 4’.$target);

end

VAR

end

W W J O W

10

Algorithm 3: High level

5.1.3 CSRF(Cross-site request forgery)

Cross-site request forgery is also known as ”"One Click Attack” or ”Session
Riding”, often abbreviated as CSRF or XSRF. It is a malicious exploitation
of a website.
Attackers stealing your identify and sending malicious request in the name
of you. For server the request is perfectly legal but it finished the attacker’s
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expected operation such as sending emails, massages, stealing your account,
adding a system administrator or even buying goods in the name of you.

If the spam massages sent by CSRF are accompanied by worm links, those
who received harmful massages will also become the dissemination when
they open the connection in the private message. Thus thousands of users
are stolen information planted Trojan.

CSRF defense:

1. Verification code

Requiring customer in interaction to operate.

2. Referer check

Referer Check one of the most common application is to prevent hotlink-
ing images, by looking at the source of the request to determine whether
a request is reasonable, such as embedded from the attacker’s web site
access blog address, the Referer is an attacker website address, so much
can tell this is a CSRF attacks, but the defects of this method is: the
server is not to take to the Referer information every time.

3. Construct an unpredictability URL

CSRF can attack successfully, the essence of the reason is that the
requested URL is guessed by the attacker, if the requested URL is
unpredictable, then the attacker has no way to start. The most common
way to do this now is to include a token parameter in the URL. The
token can be stored in the user’s cookie, and the server also holds the
token value for that customer. Because CSRF attacks only use login
cookies and cannot obtain the specific values of cookies (unless the user
is also attacked by XSS and the cookie is compromised, it is useless).

5.1.4 File Inclusion

File Inclusion, which means that when the server opens the allow_url_include
option, it can dynamically include files through some PHP feature functions
(include(), require(), include_once(), and require_once()) by using urls. At
this point, any File reading or arbitrary command execution will result if the
File source is not strictly checked. File containing vulnerability is divided into
local file containing vulnerability and remote file containing vulnerability,
which is caused by the allow_url_fopen option in the PHP configuration (after
the option is enabled, the server is allowed to include a remote file).
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Low level

Sever-side core code is:
$file = $_GET['page’[; 1

As you can see, the page parameter is not filtered or checked on the server
side.

What the server expects the user to do is click on the three links Figure 5.7,
the server will contain the appropriate file, and the result will be returned.
Need of special note is that the server contains files, regardless of whether file
suffix is PHP, will try to perform as a PHP file, if the file content for PHP,
for sure will be normal execution and returns the results, if not, will print
the file content intact, so the file contain bugs often leads to read arbitrary
files with arbitrary command execution.

Vulnerability: File Inclusion

[ 1-1 -1 ]

Figure 5.7: The three links of File Inclusion

Medium level

Sever-side core code is:

$file = $_GET['page’[; 1
$file = str_replace(array(”http://”, "http://”), 77 $file); 2
$file = str_replace(array(”../”, 7..\"), 7" $file); 3

As you can see, the medium-level code adds the str_replace function and
deals with the page parameter taking "Http: //”, "https://”,”../” and ”..\”
replaced by a null character.

High level

Sever-side core code is:
$file = $_GET['page’[;
if |fnmatch(7file*”, $file)€€9$filel ="include.php” then
echo” ERROR: Filenotfound!”;
exit;
end

U D W N
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As you can see, the high-level code uses the fnmatch function to check the
page parameter, requiring the page parameter to start with a file so that the
server will include the corresponding file.

Impossible

Sever-side core code is:
$file = $_GET['page’[; 1
if $file '= "include.php”E€9$file | = "filel.php” €658 file | = 2
"file2.php”$file | = "file3.php” then
echo” ERROR: Filenotfound!”;
exit; 4
end 5

As you can see, the code at the impossible-level is protected by the white
list mechanism which is very simple and rough. The page parameter must
be one of "include.php”, "filel.php”, "file2.php”, "file3.php”.

5.1.5 File Upload

File upload is one way to quickly gain server privileges during penetration
testing.

If the developer is not strict in filtering uploaded content, then there will be
any vulnerability in file upload. Even if it can not be resolved, it also can
hang a black page. If used by fghk, it will cause a very bad impact.

If the uploaded file can also be parsed or if the file contains vulnerabilities,
then you can gain access to the server.

Low level

Sever-side core code is:
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$target_path =

then
else

end

end

isset( $_-POST/[ 'Upload’ |]) then

DVWA_WEB_PAGE_TO_POOT.”hackable/uploads/”;
$target_path = basename($_FILES['uploaded’]['name’]);
if 'move_upload_file($_FILES[ uploaded’][tmp_name’], $target_path)
‘ echo "<pre>Your image was not uploaded. </pre> ’;

‘ echo "<pre> $target_path successfully uploaded! </pre> ’;

'y

© W N o =

Taking the file, uploading it to hack-able/uploads/ and echoing the path,
this is the simplest file upload. Figure 5.8.

http://127.0.0.1:81/vulnerabilities/upload/
Coockie: PHPSESSID=ktulfjutécobimdéossltS3digl;
security=low

Connection: close

Upgrade-Insecure-Requests: 1

————————————————————————————— 60948888018260%970371
634227

Content-Disposition: form-data;
name="MAX_FILE_SIZE"

100000
60948EBB0182609570371

634227
e="uploaded”;

filename="gg.php"
Content-Type: text/php

<7php @eval($_POST["gg"]); 7>

#880182609970371
634227
Content-Disposition: form-data; name="Upload"

name="MAX FILE_SIZE" value="100000" />

Choose an image to
uploadi<br /><br />

<input name="uploaded"
type="£file" /><br />

<br />

<input type="submit”
name="Uplocad” wvalue="Uplecad" />

</form>

<pre>../../hackable/uploads/gg.php succesfully
uploaded!</pre>

<hZ>More Information</hZ>
<ul>
<li=<a
href="http://hiderefer.com/7https://www.owasp.org/
index.php/Unrestricted File Upload”
target="_blank">https://www.owasp.org/index.php/U
nrestricted_File_Upload</a></li>
<lix»<a

RS T N I L T I P iap DRl 1\ WPl I [ UL (PR

Figure 5.8: File Upload low level

Medium level

Sever-side core code is:
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if isset( $_POST[ 'Upload’ ]) then 1
$target_path =
DVWA_WEB_PAGE_TO_ROOT.” hackable/uploads/”;

| ]

$target_path .= basename($_FILES['uploaded’]['name’)); 3
$uploaded name = $§_FILES['uploaded’]['name’]; 4
$uploaded_type = $_FILES['uploaded’]['type’]; 5
$uploaded_size = $_FILES['uploaded’][’size’]; 6
if ($uploaded_type == "image/jpeg” )| ($uploaded_type == 7
Yimage/png”) €€ ($uploaded_sizej100000) then
if 'move_uploaded_file($_FILES[ uploaded’][tmp_name’], 8
$target_path) then
‘ echo "<pre>Your omage was not uploaded.</pre>’; 9
else 10
‘ echo "<pre>$target_path successfully uploaded! </pre>"; 11
end 12
else 13
echo ’<pre>Your image was not uploaded. We can only accept 14
JPEG or PNG images. </pre>’;

end 15

end 16

Algorithm 4: Medium level
The point is that the following code restricts the content-type of uploads.
You can upload a picture directly and then add a sentence at the end to
upload successfully. Figure 5.9

$uploaded_type = $_FILES['uploaded’]['type’]; 1
$uploaded_type == "image/jpeg” || $uploaded_type == "image/png”; 2

49



0.9,%/*;q=0.8 |& F
Accept-Language: I" <div class="vulnerable_ code_area"> P
zh-CN,zh;q=0.8,en-05;g9=0.5,en;g=0.3 <form
content-Type: multipart/form-data; enctype="multipart/form-data” action="#"
boundary= ~--49351889528510 method="FOST" />
681686651575 <input type="hidden”
content-Length: 4249 name="MAX_FILE_SIZE" value="100000" />
Referer: Choose an image to
http://127.0.0.1:81/vulnerabilities/upload/ uploadi<br /><br />
cookie: PHFSESSID=ktulfjutfoobOmdossltd3d2ql; <input name="uploaded”
security=medium type="file" /e><br />
Connection: close <br />
Upgrade-Ingsecure-Requests: 1 <input type="submit"
name="Uplcad” wvalue="Upload” />
493518895285106016866
51575 h </ form>
Content-Dispesition: form-data;
name="MAX_FILE_SIZE" <prez../../hackable/uploads/gg.php succesfully
uploaded!</pre>
100000 </fdiv>
e —————————— e ===~ § 8 35188952851068 16866
51575 <hi>More Information</hi>
Content-Disposition: form-data; name="uploaded” <ul> N
filename="gg.php" <li><a
Content-Type: image/png href="http://hiderefer.com/?https://www.owasp.org/
- - - index.php/Unrestricted File Upload”
€rnc target="_blank">https://www.owasp.org/index.php/U J
nrostrlct.d File Upload</a></li>
IHDRH 06{0 1ccncc ProfileH@@u xs@ @R <lir<a
68 href="http://hiderefer.com/7https://blogs.securite
AG ‘0 TM 0@- V00099, 1091)_0990090H0 am.com/index.php/archives/1268"
m target="_blank">https://blogs.securiteam.com/inde
7 0056& 00 000+<< £ 99 . 909 € 0699 H- 94 | x.php/archives/1268</a></1i> L
166 Qe ;O 9O V900 v <li><a v

u u u l_J Type a search term 0 matches Ej B lZJ EJ |9a.php 1 match

Figure 5.9: File Upload medium level

High level

Sever-side core code is:
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if isset( $_POST[ 'Upload’ ]) then 1
$target_path = 2
DVWA_WEB_PAGE_TO_ROOT.” hackable/uploads/”;
$target_path .= basename($_FILES['uploaded’]['name’)); 3
$uploaded name = $§_FILES['uploaded’]['name’]; 4
$target_ext = substr($uploaded name, strrpos($uploaded name, 5
)+ 1);
$uploaded_tmp = $_FILES['uploaded’]["tmp_name’]; 6
$uploaded size = $§_FILES['uploaded’][’size’[;
if (strtolower($uploaded_ext) == "jpg” || 8
(strtolower($uploaded_ext) == "jpeq”)|| (strtolower($uploaded_ext)
== "png”)é¢ (Suploaded_sizej100000) then
if !move_uploaded._file($uploaded_tmp, $target_path) then 9
‘ echo ’<pre>Your omage was not uploaded.< /pre>’; 10
else 11
‘ echo "<pre>$target_path successfully uploaded! </pre>’; 12
end 13
else 14
echo '<pre>Your image was not uploaded. We can only accept s
JPEG or PNG images. </pre>’;
end 16
end 17

Algorithm 5: High level
The specific situation is related to the version of PHP and the version of
middle ware, which cannot be practiced directly in DVWA.
Upload the picture with the suffix.png and then use the file containing vul-
nerability to match.
Upload with %00 truncation vulnerability requires PHP version less than
5.3.4.
Resolve vulnerabilities using.htaccess.
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5.2 OWASP Security Shepherd

Security Shepherd

i 1
Admin Let's Get Started
Mow that you have signed in, Jels get staried with seme Security Shepherd challenges! To sta
thie "Get Next Challenge® buttan on tha beftl
Configure Shepherd
Scoreboard

A% yOU aFe an AdministTatar you can defing the scops of Secinty Shepherd, You can qisckly ¢

Gft Nﬁ‘xt ChaHE“QE‘ gamie |ayout bo Web or Mobile Applicatson fooused with the fallowing buttons, or you can ope

Figure 5.10: The homepage of OWASP Security Shepherd

The OWASP Security Shepherd is a security training platform specialized in
web and mobile application. It is aimed at educating and improving security
awareness in various skilled demographic. Taking APP Security beginners or
experienced engineers and making their penetration testing skill sharper are
the OWASP Security Shepherd’s goals.

The OWASP Security Shepherd project gives users opportunity to improve
their existent manual penetration testing skills. By presenting security risk
concepts accomplishes this to users in challenging lessons, which provides
users help about a specific security risk and a text version of the issue. In-
sufficient security mitigation to vulnerabilities are included in challenges.
The OWASP top ten —— Injection, Broken Authentication and Session
Management, Sensitive Data Exposure, XML External Entity, Broken Ac-
cess Control, Security Misconfiguration, Cross-Site Scripting, Insecure dese-
rialization, Using Components With Known Vulnerabilities, Insufficient Log-
ging and Monitoring as a challenging test bed. Most security vulnerabilities
can be solved and their impact on systems is worked. The necessary skill of
this challenge game is by product to make a user’s own environment serious
among OWASP top ten security risks. The modules provide a challenging
chance for security and also for professionals.

So the reasons for why we use Security Shepherd are:

1. Wide Topic Coverage
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10.

Security Shepherd covers 70+ levels from the whole spectrum of web
to mobile application security in the form of a single project.

Gentle Learning Curve

Security Shepherd is a good entry for the user who is new to security
field with increasing difficulty.

Layman Write Ups

Every security concept is shown using plain language when first acted.

Real World Examples

In Security Shepherd, risks are real vulnerabilities. The attack vectors
used are how they would act in the real world.

Scalability

A single user or a server for a great deal of users can use Security
Shepherd locally.

Highly Customisable

Admins can set the suitable levels and the way they are presented(Open,
CTF and Tournament Layouts).

. Perfect for Classrooms

Security Shepherd supplies users specific keys in order to stop them
sharing their keys.

Scoreboard

For encouraging a competitive environment, Security Shepherd adopts
a scoreboard.

User Management

It’s available for Security Shepherd admits to create users, suspend,
unsuspend, add bonus points. Students can segmented into specific
class by admins.

Localisation Support

Even though from a single instance, Security Shepherd material is pre-
sented in many languages.
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11.

12.

13.

Robust Service

There are online CTF's such as the OWASP Global CTF and OWASP
LATAM Tour CTF 2015 run in Security Shepherd, both of them ex-
ceeding 200 users.

Configurable Feedback

Before a project is marked as complete, an admin can enable a feedback
process. This function not only promotes project improvement but
for system admins to gather whether understanding or not from their
students.

Granular Logging
The log reports by Security Shepherd is detailed.

The Security Shepherd covers the following security topics about web and mo-
bile application: Lack Of Binary Protections, Client Side Injection, Broken
crypto, Poor Authentication and Authorisation, Unintended Data Leakage,
Insecure Data Storage, Poor Data Validation, Invalidated Redirects and For-
wards, Cross Site Request Forgery, Missing Function Level Access Control,
Sensitive Data Exposure, Security Misconfiguration, Insecure Direct Object
Reference, Cross Site Scripting, Broken Authentication and Session Manage-
ment, SQL Injection
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5.3 OWASP Mantra

LERMINAL  WELP
t -¢

1Lty loalRAT A Janustdt - 200, Sa%2iEnt
5 i B SRCEEE L o (T

Figure 5.11: The homepage of OWASP Mantra

Mantra is special browser for web application security test. A large number
of people will come to know how easy and flexible being able to take basic
testing procedures by this product. Having such a sufficient and effective
platform is helpful for the industry development.

Mantra builds many tools to modify headers, input strings, GET/POST
requests, edit, switch between proxies, etc. Thus, Mantra can be acted to
handle basic levels of different web CTF's.

Abhi M. Balakrishnan and Gokul C. Gopinath started Mantra in October
2010.

OWASP Mantra features:

e Many security and proxy tools

FireCAT /KromCAT menu structure

Quick access to tools

Cookies, cache and proxy management tools

FTP, SSH, REST and SQLite clients

e Open penetration test bookmarks
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e URL operate buttons for changing URL
e Portable version

OWASP Mantra tools:

e Information gathering

Editors

Network utilities

e Misc

Application auditing

e Proxy

5.4 GameOver

The objective of GameOver is offering training and education to beginners
about the basics of web security and the common web attacks.

GameOver is made up of two sections.

Section 1 is designed to teach the basics of Web Security covering:

e XSS

e CSRF

e RFI&LFI

e Brute Force Authentication
e Directory/Path traversal

e Command execution

e SQL injection

Section 2 is gathering insecure web applications, acting as a legal platform
in order to test user’s skills and exploiting the vulnerabilities to sharpen
user’s skills before pen-test.
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System Requirements:

To run the virtual machine image, it’s necessary for users to have a VM
Player 4.0.2 or higher. Users need to allocate 266MB or higher RAM in this
situation. By any chance if users don’t install a VM Player or prefer another
virtualization software, they can install the .iso and run it in a 'Live’ mode.

Getting Started:

If you chose the Live CD, select 'Live’ from the menu and Enter;
Login with the following information:

username: root

password: gameover

Web Applications(Section 1):
1. Damn Vulneable Web Application

2. OWASP WebGoat
3. Ghost
4. Mutillidae

5. Zap-Wave

Web Applications(Section 2):

1. Owasp Hacademic Challenges
2. Owasp Vicnum

3. WackoPicko

4. Owasp Insecure Web App

5. BodgelT

6. PuzzleMall

7. WAVSEP
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5.5 Mutillidae

@+ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.41  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kiddie) Not Logged In
Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce S5L Reset DB View Log View Captured Data

( Mutillidae: Deliberately Vulnerable Web Pen-Testing Application ]
[/ij Like Mutillidae? Check out how 1o help
Web Services ’

i
rd
:
g

Eﬁ Video Tutorials

{
i
:

n Listing of vulnerabilities

You a D,
.~ Bug Tracker (1../ Bug Report Email Address
Video Tutorials
’ @ What's New? Click Here ” Release Announcements
Announcements 2
‘ﬁ PHP MyAdmin Console -ﬁ« Feature Requesis
PRA =
Getting Started
i Installation Instructions N Tools

Figure 5.12: The homepage of Mutillidae

Mutillidae is a free, open source web application that allows security enthu-
siasts to hand-test and hack web applications. It can be installed on Linux,
Windows XP, and Windows 7 using XAMMP, making it easy for users who
don’t want to install or manage their own web servers. It has been installed
on Samurai WTF, simply replacing the existing version with the latest Samu-
rai. It contains dozens of bugs and tips to help users take advantage of them;
provides an easy-to-use network hacking environment specifically designed
to be targeted as a hacker lab for security hobbyists, classroom LABS, and
vulnerability assessment tools.

It has been tested/attacked by Cenzic Hailstorm ARC, W3AF, SQLMAP,
Samurai WTF, Backtrack, HP Web Inspect, burp-suite, NetSparker Commu-
nity Edition and other tools. If you want to practice pen testing/cracking web
applications by using cross-site scripting, SQL injection, response splitting,
HTML injection, javascript injection, clickjacking, cross-framework scripting,
form caching, authentication bypassing, or many other vulnerabilities, you
can use Mutillidae.
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Features

There are over 40 vulnerabilities and challenges, containing at least one
vulnerability of the OWASP top ten in 2007, 2010, 2013, 2017.

Actual vulnerability (user is not required to enter "magic” statement).

It can be installed on Linux or Windows *AMP stacks for users who

don’t want to install or manage their own web servers. What is certain
is that you will work on XAMPP, WAMP, and LAMP.

Pre-installed on Rapid7 Metasploitable 2, Samurai Web testing frame-
work (WTF), and OWASP Broken Web Apps (BWA).

Just click the Settings button and the system can be restored to its
default state.

Users can switch between secure and insecure modes.

Used in graduate security courses, corporate web SEC training courses,
and as "evaluator” targets for vulnerability software.

Updated frequently.
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Figure 5.13: Successful SQL Injection attack

5.6 Damn Vulnerable Linux

Background information

e Damn Vulnerable Linux’s developers spent much time stuffing it with
ill-configured, outdated and exploit that makes it easy to attacks.

e Damn Vulnerable Linux is not designed to run on desktop cause it is a
learning platform for students who want study security.

e Damn Vulnerable Linux based on the widely enjoyed Linux system
Damn Small Linux which has very small size and 2.4 kernel. It makes
easier to provide vulnerable stuffs not work under 2.6 kernel.

e [t includes old, more breakable version of PHP, MySQL, Apache, SSH
and some tools which can assist you compiling, debugging and breaking
applications like GCC, GDB, NASM, DDD and so on.
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Prerequisite

Virtualization software is needed to allow to create OS images which uses
an ISO or installation CD. However, you can use something popular such as
Virtual Box.

Login to DVL

Credentials (See Below)

e Login: root

e Password: toor

Login as "root", with passuword "toor", both without quotes, lowercase.

After you login, try the following commands:

startx ... to run Xwindow system in VE3A mode 1024x?68 at ?SHz (KDE)
flux run Xwindou system in VESA mode 1024x7?68 at 7?5Hz (FluxBox)
xconf .... to auwtoconfigure your graphics card for better performance
ati autoconfigure ati drivers (download ati.lzm required)

Other commands you may find wseful (for experts unl%!):

conf igsavesconf igrestore ... to save and restore filesystem changes
fileswap .... to create special file for swapping R o your harddisk

Figure 5.14: DVL Login

Partition the disk

1. Determine to format which disk.See Figure5.15.

e Command: fdisk -1
e Notice: in this case, the disk is /dev/sda
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fdisk -1

Disk BIENEENE: 8589 MB, 8589934592 bytes
255 heads, 63 sectorsstrack, 1044 cylinders

Units = cylinders of 16065 = 512 = 8225280 bytes

Disk ~sdeurssda doesn’t contain a valid partition table

Figure 5.15: Determine to format which disk

2. Select disk to be partitioned. See Figure5.16.

e Command: fdisk /dev/sda

e Input: m

fdisk ~dev-sda
Device contains neither a valid DOS partition table, nor Sum, SGI or OSF disklabel
Building a new DOS disklabel. Changes will remain in memory only,
until you decide to write them. After that, of course, the previous
content won’t be recoverable.

The number of cylinders for this disk is set to 1

There is nothing wrong with that, but this is large
and could in certain setups cause problems with
1) software that runs at boot time (e.g., old versii
Z) booting and partitioning software from other 0:
(e.g., DOS FDISK, 05-Z2 FDISK)
Warning: invalid flag Ox0000 of partition table"4 will be corrected byruCrite)”

Command (m for help): m

Figure 5.16: Select disk to be partitioned

3. View the partition option

e Select "p”. See Figureb.17.
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Command action
toggle a bootable flag
edit bsd disklabel
toggle the dos compatibility flag
delete a partition
list knouwn partition types
print this menu
add a new partition
create a new empty DO3 partition table
print the partition table
gquit without saving changes
create a new empty Sun disklabel
change a partition’s system id
change displaysentry units
verify the partition table
urite table to disk and exit
extra functionality (experts omly)

Command (m for help): p_

Figure 5.17: View the partition option

4. Add a new partition. See Figure5.18.

Select "n”

Select 7" p”
Select 717
Select 1044

Command (m for helpl: n
Invalid partition number for type “1°
Command action

e extended

P primary partition (1-4)

P
Partition number (1-4): 1

First cylinder (1-1044, default 1): 1044

Figure 5.18: Add a new partition
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5. View the created partition. See Figure5.19.

2.7

e Select "p

Command (m for help): p

Disk ~devr=da: 8589 MB, 858993459Z bytes |
£55 heads, 63 sectorsstrack, 1044 cylinders e x|
Units = cylinders of 16065 = 512 = 8225280 butes

Device Boot Start End Blocks Id Sgsieﬁ
deuvszdal 1044 1044 8032+ 83 Linux

Figure 5.19: View the created partition

6. Save the new partition

e Select "w”. See Figureb.20.

Command (m for helpl: w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.

Figure 5.20: Save the new partition

7. BExit

e Select "q”. See Figureb.20.

Command (m for help): g

Figure 5.21: Exit
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Chapter 6

Assessment Criteria and
Results

The main objective of assessment is to determine whether they are attaching
specific training goals which correct people’s security behaviour or not.

The second is to make sure that any changes happening in trainees’ capabil-
ities are thanks to the training program/system and not thanks to any other
conditions.

The third is to evaluate the training program /system for its cost-effectiveness.
Assessment is useful to explain the credibility of training programs/systems.
If specific performance can measure the trainees’ performance after the train-
ing which can be compared with the objectives of the training. If the training
objectives have been met then we can say the training is successful.

There are several kinds of assessment criteria: internal, external, partici-
pants’ reaction and so on. Many experts agree that using multiple criteria
to evaluate is more effective. In this report, we combine quiz questions and
assessment questionnaire.

6.1 General rules for writing survey questions

The suitable question achieves three goals:

1. It measures the potential concept which is intended to tap.
2. It doesn’t measure other irrelevant concepts.

3. It points same thing to all participants.

The following rules [16] [19] [23] [24] are useful to accomplish this:
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Avoid technical terms and jargon

Every word used in survey questions should be easily grasped meaning
for anyone taking the survey.

Avoid vague or imprecise terms

Generally, it would be better to use terms because they will give the
same specific meaning to participants. For instance, it is confused
what you want to get when you say” Do you think it is important that
a candidate shares your values?” If you change the other way to say
like” Do you think it is important that a candidate shares your religious
values?” You might get a more consistent answer.

Define things very specifically

An example, it prefers asking” What’s your income?” rather than ask
”"What’s your total household after taxes per year?”

Avoid complex sentences

Sentences including many clauses or strange constructions usually con-
fuse participants. Requiring participants to make complex calculation
is easily causing problems.

Provide reference frames

Ensure all participants are answering questions at the same place and
same time. For instance, if you ask someone "How often do you feel
happy?” some people might share about their life’s experience while
some people might only think about today. Generally, it’s best to give
a reference frame” How often do you feel happy during the past year?”

Make sure scales are ordinal

When using a rating scale, make each point clear suitable for all people
such as ”How many hotels are available in your town: A lot, some, only
a few, or none at all.”

Avoid double-barreled questions

Questions should focus on one thing. Two things or more might be
measured in double-barreled questions.

Answer choices should anticipate all possibilities

It’s best to provide multiple choices in case a participant has more than
one answer to a question. If the choices you provided do not anticipate
all possibilities, it will need to prepare another specify choices.
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e If you want a single answer, make sure your answer choices are unique
and include all possible responses

Putting your categories as a range when you measure something point-
ing to a continuum. For example: Where should this pig put: No place,
Five years in the zoo, Ten years in the zoo, Twenty years in the zoo,
Life in the zoo, or Death. A better scale might be like: Where should
this pig put: No place, Up to five years in the zoo, From five years to
ten years in the zoo, From ten years to twenty years in the zoo, More
then twenty years but less than life in the zoo, Life in the zoo, or Death.

e Avoid questions using leading, emotional, or evocative language

6.2 Questionnaire in survey

6.2.1 Part 1: Security Knowledge Quiz

When participants fill in the part of assessment criteria, they need to finish
the 8 security knowledge quiz questions before.
We extract quiz questions from ECSM [4]. Question 1-6 are carried from
Level 1(starter) and Question 7-8 are carried from Level 2(advanced). But
we don’t require participants to know which question is which level because
we don’t want to give them unnecessary stress.
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Security Knowledge Quiz

Your name:

Before the assessment of security awareness fraining programs/systems, we want you to do the 8-question quiz below
to test your knowledge on security. The quiz will take maximum 10 minutes and we hope you'll enjoy the it. Good
Iuck!

Question 1

Passwords are strings of characters used to access online services, such as your email or social networks profile.
They are mainly meant to help prevent other people from accessing your personal accounts. Unfortunately, because
wie use so many services, it is difficult to remember each password that we have.

in this situation, what could be a good strategy?

O Isave all my different passwords in a file: when | need one, | can easily retrieve it.

O | still prefer to use a different password each time by employing a password manager.

O | use the same password for each service that | use.

Question 2

While opening the email, you got an interesting but suspicious message from a company.

The message said that “you've won the lottery” and the company was asking you specific personal and banking details
so that they could lodge a large sum of money in your bank account.

These emails are a common type of cyber-attack that goes by the name of....

O Phishing
O Spyware
O Spoofing

Question 3

How many times a week do you read an article on cyber security and hacking?

Although both are popular buzzwords they are also of paramount importance in our daily life at work or during our
spare time.

Generally, who are hackers?

O They are benign computer experts.

O They are malicious computer criminals.

O Hackers could be both benign computer experts and malicious computer criminals.

Question 4

One day you were listening to the evening news while preparing your dinner at home.

On the TV show the journalist was interviewing a computer industry expert talking about the importance of regularly
updating and patching computer operating systems for security reasons. However you were distracted by cooking
and could not understand why he was insisting on that.

When thinking about it the day after, you think that patching the operating system...

O Fixes problems and makes the operating system more secure.

O Allows you to continue using your software without paying.

O Improves the working functions of my operating system.

Figure 6.1: Security Knowledge Quiz
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Question 5

Malware is software that has a malicious intent to harm users and their devices.

A relevant protection in these cases is to have an antivirus software installed. However, even this is not sufficient as
the antivirus needs to be constantly updated.

What is your perspective about the need for updating the antivirus?

©  Updating of my antivirus should be performed only if | don t regularly patch my operating system.

O The antivirus update protects my computer from newly created malware.

O  The antivirus updates ensure the correct parfarmance of my computer.

Buestion 6

One day on the evening news you heard the presenter talking about the Internet threat called ‘botnets’.

Despite this name looking like something coming fram a science fiction book, this is a serious problem for many users.

How can botnets affect you?

O Botnets are a form of malicious software.

O Someone could take control of my computer and use it for illegal activities, whilst | am not aware that my system
has been compromised.

O | might not be able to use an on-line service if it is affected by a botnet.

Question 7

Cookies are small information iterns (text files) stored in users” PCs and used widely by online service providers for
several purposes, such as to capture user preferences (language, background colors |, etc.),

to identify the user when he/she uses a shopping list etc. By these means, cookies have indeed positive functions
{e.g. they help avoiding the need to repeatedly have to identify yourself).

However cookies also raise some security and privacy concerns, for example...

©  They could contain a virus which then infects my computer.

O The collection of data stored in my device.

C  The collection of personal data as well as the risk that someone could impersonate me.

Question 8

When you travel for work you often need to use open Wi-Fi networks, e g. at train stations or coffee shops.
However, you are aware that there might be dangers with such open networks.

In order to protect your communication over these public networks you always...

O Use the private browsing function of your browser.

O Use a Virtual Private Network or VPN,

QO Turn off your device's file sharing function.

Figure 6.2: Security Knowledge Quiz
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6.2.2 Part 2: Assessment criteria

Basis 1

Masha Sedova, an industry recognized security expert, speaker and trainer
focus on engaging people to be key elements of secure organizations. She
proposes 8 criteria [22] to let us learn how to select a solution which is right
for evaluating a program. The following table we will show her criteria and
our choice for close-end questions.

Z
o

OO U | W N~

Criteria Our choice
Define the impact of training.
Is the content engaging ?
Is it optimized for learning and retention of content ?
Can the training be customized for various groups and use cases 7
Is the training respectful of employees’ intelligence ?
Is the training actionable 7
Does the training Make You Look Good ?
Does it address real security threats ?

AN ENENPIENEN R

Table 6.1: Masha Sedova’s opinions and our choice

We don’t choose criterion 1 because it is mainly about what you need to
prepare before evaluating any program.

We choose criterion 2 because engaging content makes trainees to be moti-
vated.

We might choose criterion 3 because it’s important for trainees keeping a
good memory after learning.

We don’t choose criterion 4 as close-end questions because it belongs to
improvement.

We might choose criterion 5 because training content should be suitable for
trainees.

We might choose criterion 6 because implementing quickly and easily is a
factor for a successful training program.

We don’t choose criterion 7 because it is about branding and advertising.
We choose criterion 8 because this is one goal of the training.

Basis 2

Donald Kirkpatrick, former university of Wisconsin professor emeritus, first
published his model in 1959. He updated them in 1975 and published his
most famous module, ”Evaluating Training Programs” , in 1993[20] . The
following table we will show his criteria and our choice for close-end questions
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In his Level 1: Reaction, questions to trainees include:

Z
<)

OO | | U = WD+

Criteria Our choice
Did you feel that the training was worth your time ? X
Did you think that it was successful ?
What were the biggest strengths and weaknesses of the training 7
Did you like the venue and presentation style ?
Did the training session accommodate your personal learning styles ?
Were the training activities engaging ?
What are the three most important things that you learned from this training ?
From what you learned, what do you plan to apply in your job ?
What support might you need to apply what you learned ?

XXX NN XX

Table 6.2: Donald Kirkpatrick’s opinions and our choice

We don’t choose criterion 1, criterion 2, criterion 3 and criterion 7 as close-
end questions because we want to excavate potential information from par-
ticipants the reason why this training is successful.

We choose criterion 4 because venue and presentation are affected for trainees’
experience.

We choose criterion 5 because training content should be suitable for trainees.
We choose criterion 6 because engaging content makes trainees to be moti-
vated.

We don’t choose criterion 8 and criterion 9 as close-end questions because it
alms at getting trainees’ advice for improvement.

Basis 3

Jonathan Deller, in his mind [17] , each question should be clear so that
trainees know how to deal with each answer. The following table we will
show his criteria and our choice for close-end questions.
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Z
o

Criteria Our choice

Did the training content meet your expectations ? v

Was the size of your training group appropriate ?

How would you rate the quality of the training ?

Was the mix of presentations and activities suitable ?

How would you rate the quality of the instructor 7

Did you learn anything new ?

Was the training relevant to your needs 7

Was the course practical and/or easy to apply 7

O| 0| | O O = W[ DO —

Would participants recommend the training to colleagues ?

XX NSNS XXX ]| X

—
)

Do you have any suggestions to improve this course ?

Table 6.3: Jonathan Deller’s opinions and our choice

We choose criterion 1 because it identifies whether the training content
matched the trainees’ expectations or not.

We don’t choose criterion 2 because what we conduct is individual training
not group training.

We might not choose criterion 3 and criterion 4 as close-end questions because
it seems belong to improvement.

We don’t choose criterion 5 because we want to evaluate towards the training
itself.

We choose criterion 6 because it makes trainees feel valuable.

We choose criterion 7 because training content should be suitable for trainees.
We choose criterion 8 because implementing quickly and easily is a factor for
a successful training program.

We don’t choose criterion 9 and criterion 10 as close-end questions because
it aims at getting trainees’ advice for improvement.

Actual questions

From the above three experts’ ideas, some ideas are similar to another ideas,
therefore we summarize them and gain the following 9 close-end assessment
questions & 3 open-end assessment questions.
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Assessment of Security Awareness Training Programs/Systems

Training program/system name:

Thank you for answering the security knowledge quiz. Next is a list of statements for you to use for assessing security

awareness training programs/systems, so that we can determine how to improve security awareness training.
The assessment form should take you approximately 15 minutes to complete for each program or system that you

will evaluate.

Please rate the statements below referring to aspects such as the training platform, training content and training

outcome.
S'ILrongIv Disagree Neutral Agree Strongly
Disagree Agree

1 The training platform was suitable for learning. o o o o

2 The training platform has a clear user interface. o o o o

3 You noticed problems with the training platform (dead ] o o [u]
links, etc.).

4 The training content is sufficiently in-depth. ] o o o
You enjoyed the gamification features in the training o o o o
(choase the “Neutral” if there were not any).

& The training content addresses real security threats. o o o o

7 You felt that the training was engaging. [u] m] [u] [u]

8 You felt that your knowledge/skills improved by taking o o [u] o
the training.

9  The training was practical and/or easy to apply. o ul o o a

Please provide additional feedback by answering the three questions below.

(1) What are the three most importarit things that you learned?

(Z) What were the biggest strengths and weaknesses of the training?

(3 Do you have any suggestions for improving this training program/system?

Figure 6.3: Assessment Criteria
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6.3 Likert Scale question

Likert scale is a psychological response scale, which is often used in question-
naire and most widely used in survey research. When participants answered
the questions, they specify how much they agree with the statement. This
scale was established by Lencis Likert.

6.3.1 Use Likert’s five choices in the sample questions

It is important to clarify the difference between Likert Scale and a Likert
item. [18]

Likert Scale is a generic term for using a variety of Likert items. Because
Likert items are often a visual scale(for example, a horizontal line on a ques-
tion that subjects answer in circles or by clicking) and sometimes these items
are called scales. However, that is easy to cause confusion. Therefore, the
good idea is that Likert items refer to a single item.

A Likert item is a statement. The participant is asked to indicate how much
he/her agree with the statement or any form of subjective and objective
assessment. Five response levels are usually used but many psychometricians
advocate seven-point or nine-point.

Table 4. Mean Quality, Reliability, and Validity by Wof Response Categories.

No. of Points Mean q° /Mean r \ Mean v*
5 0.533 0.717 0.753
7 0.394 0.716 0.555
I 0.383 0.709 0.531

Figure 6.4: The almost identical reliability of 5-7-11-point scales

A recent empirical study [21] has shown that the mean, variance, skewness
and kurtosis of data for 5-point, 7-point, 11-point are similar after simple data
transformations. See Figure 6.4.

Likert five items:

1. Strongly Disagree
2. Disagree

3. Neutral(Neither agree nor object)
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4. Agree

5. Strongly Agree

Likert Scale has two extreme quantitative methods for measuring positive or
negative responses to a statement. When the intermediate item ”Neutral” is
not available, a four-point rating scale(a method of forced selection) is some-
times used. Likert Scale may be distorted by several factors. Participants
may avoid checking extreme items(bias toward the middle) and this is ha-
bitual acceptance of statements(inertia bias) or try to figure out and match
the outcome themself or their organization wants(social approval bias).

6.3.2 Scoring and analysis

After the questionnaire is completed, each item may be individually analyzed
or some groups of items may be summed up to form a scale. Therefore, Likert
Scale is often called summative scale.

As for the individual Likert items, they can be treated as interval data or only
be treated as sequential data, that is a contentious issue. Many people think
such items as data of sequential data especially when only five levels are used,
there is no way for the participants to perceive that the adjacent items are
equidistant. On the other hand, usually(as in the example above) the wording
of their response levels clearly implies the symmetry of the middle category
of response levels. At a minimum, such a project would become somewhere
between order and interval scale. In addition, if the item is accompanied by
a visual analog scale, the gap in the degree of response clearly indicates that
the argument is stronger as an interval data.

When regarded as sequential data, Likert data can be arranged as bar charts
to show central tendancy in median or mode(but not mean), or dispersion
in quartile(but not standard deviation), or analysis by nonparametric tests
such as the chi-square test, the man-whitney test, the wilkerson test, or the
kraska-wallis test.

Data from several Likert questions may be aggregated and if all questions use
the same Likert Scale, the scale effectively approximates the interval scale
which can be considered as interval data to measure potential variables. If the
sums satisfy these assumptions, they can be tested by parametric statistics
such as anova but only the items are more than five.

Data obtained by Likert Scale sometimes combine all the responses of agree
and disagree into the categories of "accept” and "don’t accept” which be-
comes nominal scales. Chi-square test, cochran’s theorem, or myne’s test are
all commonly used statistical methods after these data transformed.
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6.3.3 Scale of measurement

The five Scale items are often referred to interval measure variables. However,
if the intrval at each point of scale is consistent with the empirical observation
in metric sense, this is an individual case. In fact, it’s possible to have
sequential scales.

6.4 Consensus Based Assessment (CBA)

Consensus Based Assessment, which extends the theoretical observation that
expertise can be approached by a large number of novices or skilled workers.
Shared knowledge which forms cultural consensus can be interpreted as ex-
pertise. According to this, if individual samples of different abilities rate a
related scenario, they will provide similar averages for each project. There-
fore, from the perspective of the CBA framework, the key cultural criteria
for scoring can be obtained from the same people being evaluated.

For many performance domains, expertise reflects knowledge derived from
experience is one way to understand this expectation. Because novices tend
to be less experienced, their opinions can go wrong in different directions
and the errors may not be very consistent. However, with the accumulation
of experience, the opinions of experts and even skilled workers will become
more and more consistent. According to this view, the error is random. The
score data collected from a large number of respondents whose knowledge
and skills cover a wide range of expertise can be used to approximate the
score. Since the standard deviation of the mean will approach to zero, when
the observed value N becomes very large, estimates based on different capa-
bility groups will provide convergent estimates of the maximum performance.
These groups responses can be used to create effective scoring rules to evalu-
ate performance. This method is particularly applicable to the use of Likert
response scale to score the subjective domain of knowledge which has been
applied to development of criteria for several fields lacking experts.

CBA is calculated by using the Pearson R correlation between the Likert
Scale of each person in a set of items and the mean value of all persons’
judgements of the same items. This correlation is a measure of how close
a person is to consensus. It is also sometimes calculated as a standardized
deviation score from the group consensus average. The two processes are
mathematically isomorphic. If culture is thought as Shared Knowledge, the
mean score of a group for a particular knowledge area is considered as a
measure of cultural consensus in that area. Both of them use CBA as a
measure of someone’s understanding.
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6.4.1 Consensus and Dissention

We believe that consensus and dissention [25] are distinct concepts. A con-
sensus is a group of people as a whole reached an opinion or position. Dis-
sention is defined as a difference of an opinion like conflicts arise within the
group which makes the decision. Consensus is also defined as complement to
dissention.

In studying the various meaning of consensus, it is clear that there is plenty
of contents in a modest Internet search, generating 6.6m hits. When we
begin to investigate the consensus, the repetition and variation of the word
”consensus” leads us to a place that provides a fairly complete definition of
consensus.

6.4.2 Issues in consensus

Consensus has two common meanings. The first is a general consensus among
group members or community members. The second is to reach such a con-
sensus as a theory and practice. Many discussions focus on the need for
consensus and even dictionaries have different definitions of consensus. This
discussions deviate from the point of consensus which is not a voting system
but taking everyone’s opinion seriously. In the consensus, those who want to
take some action want to hear from those who oppose it because they do not
want to impose it and they believe that the following dialogue will benefit
everyone.

6.4.3 Rules for consensus

Consensus is the collective feeling of a group about an issue. This feeling can
be measured by Likert Scale to know how much a person agrees or disagrees
with a question.

For instance

The software is easy to download...

1. Strongly Disagree
2. Disagree

3. Neutral

4. Agree

5. Strongly Agree
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We have established a set of rules and before any measure can be considered
as a solution to Likert Scale consensus problem, the following rules should
be satisfied.

1.

For a given(even numbers) individuals involved in discussing an issue
of interest, if an equal number of individuals divide themselves into
two groups(n/2), each focusing on the categories of Strongly Disagree
and Strongly Agree. Therefore, the group is considered to have no
consensus.

. Regardless of the category, if all participants placed themselves in the

same category on the Likert Scale, he consensus of the group is com-
plete.

. If assign the mix of participants(n/2+1) to any of categories, the degree

of consensus must be greater than 0 because in the extreme, the intra-
group balance is no longer equal.

6.4.4 Calculation for Cns

We assign ordinal values to these categories

Strongly Disagree = 1
Disagree = 2

Neutral = 3

Agree = 4

Strongly Agree = 5

Let us assume the numbers of people in each category

Strongly Disagree 25
Disagree 16

Neutral 22

Agree 23

Strongly Agree 14
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The mean is:

16 99 23 14
SN X = 2 1 o 2L 3 22 4 5 =285 (6.1
Hx = Zp + 700 %2 100 <3t 100 ¥+t 190 X0 = 285 (61)

The Shannon entropy is:

Ent(X) = — Zpi log, (ps) (6.2)
25 25 16 16 22 99
= 2 og (22) - 2 Jog () — 22 g, (22 6.3
100 °22(900) ~ 700 1982(700) ~ 100 1°%2(100) (6.3)
23 23 14 14
1o 1o 6.4
~ 700 °%2(150) ~ 100 1082( 100 (6-4)
—2.29 (6.5)

William J. Tastle et.al. [25] define the consensus to be:

|‘XVZ — /,Lxl)
Cns(X) =1+ i 1o - 6.6
E p gg( i (6.6)

We calculate the Consensus as:
25 |1 —2.85 16 |2 — 2.85]
=14+—Ilog, |1 — —— — 1 [
Cns(X) =1+ 755 log ( 51 )+100°g2( 51
(6.7)

22 3285\ 23 14— 2.85]
Bl P20 L 22 0g, (1= 22221 (6.8
100 gQ( 51 >+1000g2( =1 ) 68

14 15— 2.85|
g o= 259 6.9
T ( 51 > (6.9)

= 0.44 (6.10)

6.4.5 The measure of consensus and the rules

We see the Cns for each row in Table 6.4, 50% SD(Strongly Disagree) and
50% SA(Strongly Agree) is 0. The number of participants in the group has
no effect on the value of consensus and Rule 1 in Section 6.3.3 is satisfied.
Notice that the last row in table 6.4 shows one participant’s transition from
SD(Strongly Disagree) to SA(Strongly Agree). This change tips the scales
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slightly towards the SD(Strongly Disagree) side, resulting in a slight increase
in the degree of consensus. This is Rule 2 of Section 6.3.3.

SO D N A SA Cns
5 0 0 O 5 0
50 0 0 0 50 0
500 0 0 0 500 0
5000 0 O O 5000 0
50 0 0 0 49 0.0003

Table 6.4: Lacking consensus data

Table 6.5 shows the movement from total opposition to full agreement. Note
that the last row represents the total number of members of all groups.

SO D N A SA Cuns
5 0 0 0 5 0
20 0 0 5 0 0.30
5 0 5 0 0 051
5 5 0 0 0 0381
10 0 0 0 O 1

Table 6.5: The movement towards a single category

See Table 6.6, as the number of participants increasing, consensus measure
shouldn’t be affected. Whatever the number of participants, in each category
the proportion of participants is constant and the consensus measure remains
unchanged.

SO D N A SA Cuns
0 1 0 3 0 0.57
0 10 0 30 0 0.57
0O 20 0 60 0 0.57
0O 30 0 90 0 0.57
0 300 0O 900 O 0.57

Table 6.6
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6.5 Results

6.5.1 How to determine participants
Step 1

In the previous Security Knowledge Quiz test, we invite 24 participants to
do 8 quiz questions.

QI Q2 Q3 Q4 Q5 Q6 Q7 Q8| correct rate
Pa | v v Vv v Vv Vv VvV X 7/8
Ppb|v v v v v v v V 1
Pc|l x v x v Vv Vv Vv X 5/8
Pd| v v v v v Vv Vv X 7/8
Pe | v v v v Vv Vv Vv X 7/8
Pt | v v v v v v VvV X 7/8
Pg | x v x Vv Vv Vv Vv X 5/8
Ph| x v x v v v Vv x 5/8
Pi|lv v v v v v v Y 1
Pg| v v v v v v v V 1
Pk | v v v v v v vV X 7/8
Pl | x v x v v v Vv X 5/8
Pm| v v v v v v Vv X 7/8
Pn| x v x v v v v X 5/8
Po|v v v v Vv Vv VvV X 7/8
Pp| x v x v Vv v Vv X 5/8
Pg| v v v v v v v V 1
Pr|v v v v v Vv vV X 7/8
Ps|v v v v v Vv v V 1
pt|v v v v v v v Y 1
Pu| x v x Vv Vv Vv Vv X 5/8
Pv|iv v v v v v Vv V 1
Pw | v v v v v v v V 1
Px | x v x v Vv v Vv X 5/8

Table 6.7: Security Knowledge Quiz results of the 24 participants

Step 2

From the Table 6.7, we can see the correct rates are focus on 5/8, 7/8 and 1
those three kinds. And the number of evaluating training programs is not less,
therefore we select each two participants from each kind of correct tares to
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do the training programs assessment by Dice(writing each two participants’
name with correct rate 5/8, 7/8, 1 in the broken paper then throw the papers
and chose one).

6.5.2 How to determine which training programs to
assess

When the training program which is not satisfied with the second item and
the third item in our Assessment of Security Awareness Training Program-
s/Systems, it will be kicked out.

6.5.3 Outcome

P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al A SA A A A SA| 433 0.92 0.83
A2 | SA SA SA SA SA SA | 5.00 0.00 1.00
A3|SD D SD SD SD SD | 1.17 0.65 0.89
A4 SA A A SA SA SA | 467 0.92 0.83
A5 D N D N N N | 267 0.92 0.83
A6 |SA A A SA A A | 433 0.92 0.83
AT A SA A A A SA| 433 0.92 0.83
A8 A A SA SA SA A | 450 1.00 0.81
A9 | SA SA SA A SA A | 467 0.92 0.83

Table 6.8: The results of Proprofs

P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al| A SA A A SA A | 433 0.92 0.83
A2 A A SA A A SA| 433 0.92 0.83
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
Ad| A A SA A A A | 417 0.65 0.89
A N A N D A N | 317 1.46 0.77
A6 | SA SA SA SA A A | 467 0.92 0.83
AT A A A A SA SA| 433 0.92 0.83
A8 | A SA A SA A A | 433 0.92 0.83
A9 A A A A A A | 400 0.00 1.00

Table 6.9: The results of DARK Reading

82



P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al| A A SA SA SA SA | 467 0.92 0.83
A2 | SA N A SA A SA | 433 1.46 0.73
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
Adl A A SA A A A | 417 0.65 0.89
A5l A N N SA A A | 383 1.46 0.77
A6 A A SA A A A | 417 0.65 0.89
AT A A A A SA A | 417 0.65 0.89
A8 | SA SA SA SA SA SA | 5.00 0.00 1.00
A9 SA A A SA SA SA | 467 0.92 0.83

Table 6.10: The results of Marshal Security

P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al| A SA SA A A SA | 450 1.00 0.81
A2 | SA SA SA SA SA SA | 5.00 0.00 1.00
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
Ad| A A A SA SA A | 433 0.92 0.83
A5 N N N N N N | 3.00 0.00 1.00
A6 | A SA SA A SA A | 450 1.00 0.81
AT N A N A SA A | 383 1.46 0.77
A8 A N SA A SA SA | 433 1.46 0.73
A9 | SA SA SA SA SA SA | 5.00 0.00 1.00

Table 6.11: The results of Lynda.com

P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al |SA SA SA SA SA SA | 5.00 0.00 1.00
A2 | SA SA SA SA SA SA | 5.00 0.00 1.00
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
A D D A A N A | 317 1.46 0.66
A5 A A A A SA A | 417 0.65 0.89
A6 D N A A A N | 333 1.46 0.73
A7T|SA SA SA SA A A | 467 0.92 0.83
A8 D D D A A N | 283 1.46 0.66
A9 | SA SA SA SA SA SA | 5.00 0.00 1.00

Table 6.12: The results of Khan Academy
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P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al A A A A A A | 400 0.00 1.00
A2 | SA SA SA SA SA SA | 5.00 0.00 1.00
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
Al A A N N SA A | 383 1.46 0.77
A5l A A A A N N | 367 0.92 0.83
A6 | A A SA A SA SA | 4.60 1.00 0.81
ATl A A A N A A | 383 0.65 0.89
A A A SA SA SA A | 4.60 1.00 0.81
A9 | SA SA SA SA SA SA | 5.00 0.00 1.00

Table 6.13: The results of Udemy

P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al A A N A SA SA | 417 1.46 0.77
A2 | SA SA SA A A A | 460 1.00 0.81
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
Al N A SA A N SA | 4.00 1.58 0.72
A5l A A A N A N | 367 0.92 0.83
A6 |SA A SA A A A | 433 0.92 0.83
AT N N N A A A | 350 1.00 0.81
A A A A SA SA A | 433 0.92 0.83
A9 | SA SA SA SA SA SA | 5.00 0.00 1.00

Table 6.14: The results of SCIAC

P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al |SA SA SA SA SA SA | 5.00 0.00 1.00
A2 | SA SA SA SA A SA | 4383 0.65 0.89
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
A4 | SA SA SA SA SA SA | 5.00 0.00 1.00
A5 | SA SA SA SA A SA | 483 0.65 0.89
A6 | SA SA SA SA SA SA | 5.00 0.00 1.00
A7 A A SA SA SA SA | 467 0.92 0.83
A8 | SA SA SA SA SA SA | 5.00 0.00 1.00
A9 SA SA A A A N | 417 1.46 0.77

Table 6.15: The results of DVWA
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P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al |SA SA SA SA SA SA | 5.00 0.00 1.00
A2 A A A A A A | 400 0.00 1.00
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
Adl A A A SA A A | 417 0.65 0.89
A5 | SA SA SA SA SA SA | 5.00 0.00 1.00
A6 | SA SA SA SA SA SA | 5.00 0.00 1.00
AT N A SA A A A | 4.00 1.25 0.86
A8 | SA SA SA SA SA SA | 5.00 0.00 1.00
A9fSA A N N SA N | 383 1.46 0.66

Table 6.16: The results of Security Shepherd

P1 P2 P3 P4 P5 P6 | mean | Shannon entropy | Cns
Al |SA SA SA SA SA SA | 5.00 0.00 1.00
A2 | SA SA SA SA SA SA | 5.00 0.00 1.00
A3 |SD SD SD SD SD SD | 1.00 0.00 1.00
A4 | SA SA SA SA SA SA | 5.00 0.00 1.00
A5 | SA A A SA SA SA | 467 0.92 0.83
A6 | SA SA SA SA SA SA | 5.00 0.00 1.00
A7 |SA SA SA SA SA SA | 5.00 0.00 1.00
AR |SA SA A A SA A | 450 1.00 0.81
A9 | SA SA SA A A D | 417 1.46 0.62

Table 6.17: The results of GameOver

6.5.4 The state of each training programs/systems

According to the section 6.5.3, we pick up the worst one in each assessment
criterion in the following table and consider out some improvements referring

to suggestions from participants.
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Category Program name | A1* | A2 | A3 | A4 | A5 | A6 | A7 | A8 | A9
E-learning Proprofs Ak 0 0 T
Training | Marshal Security T 0 T T
Program DARKReading T T T
Video Khan Academy 0 T 0
Training Lynda.com T
Program Udemy T
CSIAC T 0
Advanced DVWA
Training | Security Shepherd T T T T
System GameOver T T

* Al: The training platform was suitable for learning.

A2: The training platform has a clear user interface.
A3: You noticed problems with the training platform (dead links, etc.).
A4: The training content is sufficiently in-depth.
A5: You enjoyed the gamification features in the training (choose the “Neutral”
if there were not any).
A6: The training content addresses real security threats.
AT: You felt that the training was engaging.
A8: You felt that your knowledge/skills improved by taking the training.
A9: The training was practical and/or easy to apply.
"4 means this criterion needs to be improved.

Table 6.18: The state of each training programs/systems

6.5.5 Participants’ answers in open-end questions

We sort out participants’ answers in the three open-end questions. Listing
the different ideas and rewriting the similar ideas.

1. Proprofs
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Important learning things

know current threats
create quizzes
learn responses to attacks

Strengths

assess frequently and extensively
user friendly and affordable
feedback data is ideal
automation of training verification records
have explanation text to a question

Weaknesses

a slow internet connection in some areas
free trial is too limited

Suggestions send links and certificates directly and instantly to a cell phone

add a video to a question

Table 6.19: The answers of Proprofs

2. Marshal Security

Important learning things

learn current security threats
know some famous experts
empower the knowledge and skills

Strengths useful training content
a lot of current news
Weaknesses not too much videos
Suggestions ensure minimum security awareness training videos

Table 6.20: The answers of Marshal Security

3. DARKReading

Important learning things

learn current threats
learn the newest security activities
security campaigns are also important

Strengths quiz answers with explanations
useful training content
Weaknesses lack challenges
limited answering time
Suggestions add a little difficulty as gamification feature

Table 6.21: The answers of DARKReading
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4. Khan Academy

Important learning things | pick up the newest information and videos about cyber security
have more perspective to a security topic
feel confident to learn other fields

Strengths enough useful courses to reality threats

wide training range
a clear interface

Weaknesses different authors in the series of videos
lack a little engaging
Suggestions need official authors

Table 6.22: The answers of Khan Academy
5. Lynda.com
Important learning things learn not only security
know the expert teams
clear know what is cyber security
Strengths each video has the corresponding quiz practice
easy to understand
personalized learning
Weaknesses a small number of quiz questions
Suggestions add more quiz questions after each section
Table 6.23: The answers of Lynda.com
6. Udemy

Important learning things

current security threats
responses to attacks
expand knowledge

Strengths quizzes at the end of each section
learning depending on trainees’ schedule
Weaknesses not enough quiz questions
Suggestions for each section, add more corresponding quiz questions
Table 6.24: The answers of Udemy
7. CSIAC
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Important learning things | effective I'T security awareness training with different modules
multi-stage, continuous learning
current security activities
Strengths release a new video content each month
free technical inquiry
active groups can be joined in
Weaknesses no practice
Suggestions incorporate simulation tests to practice
Table 6.25: The answers of CSTAC
8. DVWA

Important learning things

practice the most common web vulnerabilities
various levels of difficulty
learn something about PHP /MySQL

Strengths better understand the process of securing web applications
learn in a controlled environment
a simple straightforward interface
Weaknesses for technology ones
Suggestions add easy mode for someone not IT amateur

Table 6.26: The answers of DVWA

9. Security Shepherd

Important learning things safe to practice AppSec techniques

see real security risk examples
practice the most common web vulnerabilities

Strengths more comprehensive
Weaknesses the interface not funny
difficult
Suggestions add easy mode for someone not IT amateur
Table 6.27: The answers of Security Shepherd

10. GameOver
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Important learning things

teach the basics of web security with XSS, CSRF, RFI&LFT and so on
provide a legal platform for testing and exploiting
improve knowledge and skills

Strengths can select the appropriate one among them
directional
Weaknesses a part of practicing platforms lack hints
Suggestions create a clear hint link between training and practice

Table 6.28: The answers of GameOver
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Chapter 7

Analysis and Proposed
Improvements

7.1 The outcome comparison and analysis for
3 e-learning training programs

l ,/L |
. —
\\/_’ o \/ \
(a) Proprofs (b) DARKReading

1_ /\-—.

(c) Marshal Security

Figure 7.1: The outcome of 3 e-learning training programs
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About criterion 1, Marshal Security has the highest mean. According to the
value of Cns, as we can say 83% people strongly agree that Marshal Security
is a suitable platform for learning.

About criterion 2, Proprofs has the highest mean. According to the Cns,
as we can say all people strongly agree that Proprofs has a clear user interface.
On the other hand, even though DARKReading and Marshal Security have
the same mean, comparing with their Cns, the responses are more clutter in
Marshal Security.

About criterion 3, DARKReading and Marshal Security has the same
lowest mean. According to the Cns, as we can say all people agree that
Proprofs has no problems like dead link,etc.

About criterion 4, Proprofs has the highest mean. According to the Cns,
as we can say 83% people strongly agree that Proprofs has sufficiently in-
depth training content. On the other hand, DARKReading and Marshal
Security are not sufficient enough in training content.

About criterion 5, Marshal Security has the highest mean. According to
the value of Cns, as we can say 77% people agree thath Marshal Security let
trainees enjoy its gamification. On the other hand, comparing with the other
two Cns, 83% people disagree with Proprofs’s gamification.

About criterion 6, DARKReading has the highest mean. According to
the value of Cns, as we can say 83% strongly agree that DARKReading can
address real security threats. On the other hand, comparing with the other
two Cns, Proprofs are more agreed in addressing real security threats than
Marshal Security.

About criterion 7, Proprofs and DARKReading have the same mean and
same Cns. They are agreed in engagement by %83 people.

About criterion 8, Marshal Security has the highest mean. According to
the value of Cns, as we can say all people strongly agree that Proprofs can
improve trainees’ skills.

About criterion 9, Proprofs and Marshal Security have the same mean
and same Cns. They are more agreed in practical(or easy) applying than
DARKReading.

Therefore, the possible point for improving e-learning training program
are:

e gamification(Criterion 5: You enjoyed the gamification features in the
training.)

e practicality(Criterion 9: The training was practical and/or easy to ap-
ply.)
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7.2 The outcome comparison and analysis for
4 video training programs

_/ N
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(a) Lynda.com (b) Khan Academy

(c¢) Udemy (d) SCIAC

Figure 7.2: The outcome of 4 video training programs

About criterion 1, Khan Academy has the highest mean. According to the
Cns, as we can say all people strongly agree that Khan Academy is suitable
for learning.

About criterion 2, Lynda.com, Khan Academy and Udemy have the same
highest mean and Cns, as we can those three training programs are successful
in user interface.

About criterion 3, the four video training programs are not fail in platform
problems like dead link,etc.

About criterion 4, Lynda.com has the highest mean. According to the
Cns, as we can say %83 people agree that Lynda.com has sufficiently in-depth
training content. On the other hand, comparing with the other three Cns,
even though Khan Academy is successful in interface, the content may not
satisfy most people.

About criterion 5, Khan Academy has the highest mean. According to
the Cns, as we can say %89 people agree that Khan Academy makes people
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enjoy gamification. On the other hand, Lynda.com seems not giving people
the feeling of gamification.

About criterion 6, Udemy has the highest mean. According to the Cns, as
we can say %81 people strongly agree that Udemy can address real security
threats. Furthermore the mean and Cns of Lynda.com are very close to
Udemy so we can consider that Lynda.com is as same as Udemy in addressing
real security threats.

About criterion 7, Khan Academy has the highest mean. According to
the Cns, as we can say %83 people agreed in Khan Academy’s engagement.

About criterion 8, Khan Academy has the lowest mean. According to the
Cns, as we can say 66% people disagree that Khan Academy can improve
people’s skills.

About criterion 9, the four video training programs have the same highest
mean and same Cns.

Therefore, the possible point for improving video training program are:

e learning environment(Criterion 1: The training platform was suitable
for learning.)

e training content’s depth(Criterion 4: The training content is sufficiently
in-depth.)

e gamification(Criterion 5: You enjoyed the gamification features in the
training. )

e address realistic security threats(Criterion 6: The training content ad-
dresses real security threats.)
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7.3 The outcome comparison and analysis for

3 advanced training programs

(a) DVWA (b) Security Shepherd

(c) GameOver

Figure 7.3: The outcome of 3 advanced training programs

About criterion 1, the three advanced training programs have the same high-
est mean and same Cns, as we can say they are all good at suitable learning
environment.

About criterion 2, GameOver has the highest mean. The mean and Cns
value of DVWA is very close to GameOver, so we can say that both DVWA
and GameOver have clear user interface.

About criterion 3, the three advanced training programs are consensus in
platform problems they have no platform problems.

About criterion 4, DVWA and GameOver have the same highest mean
and same Cns, as we can say those two systems are sufficiently in-depth in
training content.

About criterion 5, Security Shepheard has the highest mean and Cns,
as we can say all people strongly agree that Security Shepheard has more
gamification features. Comparing with the other two systems, they have
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almost same mean but according to Cns, people have more consensus in
DVWA than GameOver.

About criterion 6, the three advanced training programs have the same
highest mean and same Cns, as we can say thay are all successful in addressing
real security threats.

About criterion 7, GameOver has the highest mean. According to the
Cns, as we can say all people strongly agree that GameOver is engaging.

About criterion 8 DVWA and Security Shepherd have the same highest
mean and same Cns, as we can say those two systems can better improve
people’s skills than GameOver.

About criterion 9, according to the mean and Cns, Security Shepherd
may be not practical(or easy) to apply even though it is good at gamification
because it is a little difficult to someone who is not I'T amateur.

Therefore, the possible point for improving advanced training system are:

e engagement(Criterion 7: You felt that the training was engaging.)

e practicality(Criterion 9: The training was practical and/or easy to ap-
ply.)

7.4 Proposed improvements for each assess-
ment criterion

For ”Al: The training platform was suitable for learning”

1

Ensure smooth communication

2) Give trainees time to feel comfortable

4

)
)
3) Let trainees control their training
) Make learning fun —— gamification
)

5) Provide trainees with easily accessible resources repository

For ” A2: The training platform has a clear user interface”

1) Create a short tutorial for trainees when they first log in
2) Never design user interface with a surprise

3) Make the next step obvious
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4) Give interface clues training platform interfaces

5) Break up the monotony and improve scannability

6) Learn from other training platform interfaces.
For ”A3: You noticed problems with the training platform (dead
links, etc.)”

No discussion.

For ” A4: The training content is sufficiently in-depth”
1) Use blended learning
2) Take trainee’s analytic seriously

4

)
)
3) Create learning paths
) Have a mission statement
)

5) Ask trainees what they need

For ” A5: You enjoyed the gamification features in the training”

1) Scenario-based learning

2) Interactive video-based approach

For ”A6: The training content addresses real security threats”

No discussion.

For ” A7: You felt that the training was engaging”
1

Personalization

\)

High-Quality Content

w

Keep texts short

[

Go live (with Instructor-led training)

Go mobile

D

)
)
)
) Embrace new technologies
)
)
)

7) Get the typography right
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For ”A8: You felt that your knowledge/skills improved by taking
the training”

No discussion.

For ”A9: The training was practical and/or easy to apply”

1) Make systems and processes as simple and user-friendly as possible

2) Don’t simply give orders to trainees

7.5 Overall Improvements

According to the comments from our participants, we conclude the following
points as the improvements.

For training platform(A1&A2& A3)

e Create a clear link between training section and outcome evaluation

For example, a phishing test. If the training program sent a phishing
test in January and then sent your training evaluation in February, the
logical connection between those two activities is lost.

We make a clear link between training section and outcome evaluation
so that those two types of activities will work most useful in conjunction
with each other.

e Keep frequent security training

Training is not a one-time event like many aspects of security. We need
to integrate it into all aspects of the daily life until it becomes a part
of your awareness. Regular security awareness training will help put it
first.

Security training is an ongoing process that we need to modify with
the changes of trainees. This is to ensure our security awareness state
is as measure as possible.

e Use interactive exercises

For example, desktop exercises; phishing campaigns.
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For training content(A4&A5& A6)

e Use real and current phishing examples

Despite computer users becoming smarter and threat tools they used
to protect themselves more accurate than ever, the scammers have suc-
ceeded. People were cheated out of thousands of dollars with promises
of monetary gain or threats of financial or physical danger.

Telling users to be more careful and not to open information from
unknown sources which doesn’t provide enough insight to protect them
from today’s complex threats.

e Ensure minimum security awareness training

Security awareness training can be delivered in many ways includ-
ing computer-based training, formal training, e-mails, memos, notices,
posters etc. Whatever the way it is, the training should fit the overall
culture of trainees.

The depth of security awareness training could be divided into 3 levels:
1. General security awareness (all personal)

2. Intermediate security awareness(not IT worker but having basic
knowledge)

3. In-depth security awareness(I'T workers)

For training outcome(A7&A8& A9)

e Customize training by role

A good security training may not localize its education based on culture
or language, but it customize security awareness training by job role.

The most effective security awareness training provide the right people
at the right time. This means training for your organization and the
roles of your trainees, training them when most needed.

e Arrange phishing simulation at random intervals

Whether trying to lower phishing rate or keep trainees on phishing
defense, phishing simulation strategy is important. Consider the ef-
fectiveness of simulation strategically not just the number of phishing
simulations.

Arranging phishing simulations at random intervals to eliminate the
ability of trainees to predict phishing email frequency and track changes
in behaviour.
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e Promote user engagement

Getting users actively involved in the prevention process is a criti-
cal component of an effective program, and several studies show that
gamification is the best way to increase user engagement. Like Leader-
board/User leveling systems.
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Chapter 8

Conclusion

At least some current security awareness training platforms recognize the
value of security culture and try to measure it from the start. The Cns
metrics will be useful over time.

Even though there is a lack of research on behavioral security and theoretical
models to explain how consciousness training affects behavior, an advanced
security awareness training platform enables security professionals to moni-
tor, nurture and develop a security culture by paying attention to cultural
indicators.

In this report, we describe the objectives first. Then introduce five e-learning
training programs, 9 video training programs and 3 reading materials train-
ing programs as basic security awareness training and the other 6 training
systems which are focus on technology as advanced security awareness train-
ing. In chapter 6, according to the general rules for writing survey questions
and the 3 experts’ opinions, we create 9 close-end questions and 3 open-end
questions to assessment our selected 10 training programs/systems. At last,
using CBA theory as the calculation method of those assessment criteria.
For evaluated training programs/systems, each of them has strengths and
weaknesses. We analyze the outcome and give possible improving suggestions
for each category of them. Of cause, whatever which category the training
program/system belongs to, all of them can be seen as an representative
security awareness training project in cyber security world, so we propose the
overall actionable improvements in the end of chapter 7. The first possible
improvements we proposed is arranging attack simulation at random time to
keep the security awareness always in the best state. Or we can offer frequent
security training to trainees so that it’s difficult to forget what they learn in
their training lessons. With respect to security awareness training programs,
the threat examples should use real and newest ones to give trainees fresh
security knowledge. And also, the training should be suitable to trainee’s
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experience and intelligence. Only in this way, the security training is most
effective to defense the threats in daily life.

Furthermore, there are still some regrets in this report. For example, the
number of participants and the identification of participants. If the number
could be more larger and a part of participants could be from society not
just in school, the outcome will be more accurate.

And in our outcome analysis part, there is no denying that ” gamification” is
mentioned many times in our possible points for improvement but we have
nothing to do with this point. Gamification is essentially using game mechan-
ics and game thinking to engage users to solve problems and by introducing
competition and reward elements to motivate them. The strategies we can
think is using rewards, or keeping the training short, or using visual aids and
so on with no detailed solutions. We hope someone can consider out a better
security awareness training program within gamification to motivate trainees
to defeat and protect themselves from cyber threats.
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