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Abstract

With the growth of distributed computing such as cloud computing, resources
like servers, network devices, and storage that make up the infrastructure is in-
creasing and diversifying. Furthermore, its operation is becoming more dependent
on engineers with expertise. Therefore, declarative configuration management that
sets and maintains the infrastructure as desired, without having to be aware of
the state of resources and without instructing procedures one by one, is gathering
attention.

Declarative configuration management is not a new concept. There were previ-
ous researches based on constraint logic programming. However, there are many
discussions such as conflict with the managed resource’s autonomy, the amount
and time of calculation to determine the configuration, the time required for re-
source operation, the risk of changing resources in operation, and the difficulty of
learning constraint logic programming was there.

On the other hand, Kubernetes, an open source platform software, solved the
significant problems of declarative configuration management pointed out in pre-
vious researches by accepting trade-offs such as allowing eventual consistency. On
the other hand, some accidents in the dissemination and negative effects on safety
and resilience are suspected.

Regarding the resiliency of applications running on Kubernetes, there is a study
focusing on containers’ recovery time. However, the structure that supports it
has not been pursued. This research contributes to future research and practices
of declarative configuration management by showing discussions and prospects
through its structural analysis of Kubernetes.

Kubernetes integrates configuration management and recovery functions. The
recovery function is the main element that supports safety. Therefore, it is ex-
pected that the characteristics and insights regarding configuration management
will be obtained through the safety analysis. In this research, STPA (System-
Theoretic Accident Model and Processes) was selected as the method, and the
structure and safety were analyzed. Since Kubernetes is composed of various com-
ponents, STPA, which focuses on the components’ interaction, is suitable for the
analysis.

This research first created a control structure diagram (control structure) to
analyze the whole and subsystems’ structure according to the STPA procedure
and investigated unsafe control actions. Next, obtained the hazard scenario that
is the cause. Besides, classified Kubernetes failure cases based on the obtained
hazard scenarios and evaluated their validity.

The analysis’s deliverables will help Kubernetes users understand its control

structure and hazard scenarios and contribute to risk assessment, problem han-



dling, and chaos engineering. Besides, the discussions derived from the analysis
are valuable not only for Kubernetes but also for research and practice in applying
and utilizing declarative configuration management. Among them, there are two
notable points.

The first is the need to check the validity of the input when creating or changing
resources. In the classification of hazard scenarios and failure cases, the number
of accidents caused by lack of validation was remarkable. For example, an ap-
plication submitted without limiting the amount of resources or setting priorities
competes with other applications and system components that share resources,
leading to hazards. Kubernetes accepts eventual consistency, so there are the
negative impacts of optional validation on declarations’ input.

The second notable discussion is reconfiguration tolerance of application. In
declarative configuration management, the configuration management function
takes the initiative to reconfigure resources to maintain the desired state. There is
an idea of "Design for Failure” in which an application is designed to assume that
a failure will occur, but in declarative configuration management, a reconfigura-
tion event should also be considered. In other words, a design ”Design for Chaos”
that can withstand chaos caused by failures and reconfiguration is required. One
of the implementation examples is request retry. In this research, I verified that
the presence or absence of it affects reconfiguration tolerance of application.

Ensuring reconfiguration tolerance cannot be resolved if the research and devel-
opment are closed to the infrastructure’s scope. For example, not only implement-
ing a retry function in an application but also testing it is an issue. Reconfiguration
tolerance is not enough to test when creating or modifying an application. Chaos
testing should be performed continuously in consideration of changes in the re-
source configuration and the environment.

In the future, the scope of declarative configuration management will be ex-
panded to resources such as network and storage that currently have discussions
in applying declarative configuration management. Efforts have already begun at
cloud service providers. However, there are restrictions such as setting immutable
attributes due to the dependency between resources and the magnitude of the
impact when changing. Solving this restriction is a future work.
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@ kubelet 3 Pod DEFIZHKE, TV TF IV RA BB LTI YT FHE
VY —A%AMEKT 5. £ LT, kube-proxy I& Node D v b7 —ZREXR /T
MEEZTS. ZOHRPFIZT -2 TV —r 295,

API Server IZ7 72 A3 5 3 hd—F X kubelet 72 & DIE API Server B3,
VY —AMERK, BEREA R NRBERIZOAREETEDOTIEL, WIZES 2R
RROEDZMWRL, Z00HNIXHD 5 (Reconcile) & 5 —ERfETIL—79 5
(Control Loop). ZOwHYwy Z3HiE7 7147 M T4 77V (client-go) IZFEHX
NTHH, LTI 5IEAPI Server BRI INZHHT2E DL T 5.

BEAED 5181 API Server 725D 7y ¥ 2Tl <, JEAPI Server BEA 5D 7
WVTH5B. £7z, API Server NEWEHbHLHE, VYV —ADEKERZ EHH T 5 DIk
JE API Server BZDEKTHS. =L T, IEAPI Server BZE T ZTNZ A Y
5V —=AEEDOEEQ Y Yy 7 %KD, —F, API Server (3T, FEAPI
Server BHEANT — X 2T BIEFE XA I V72 HIH L 220,

JE API Server BERIFHE N HY T EY Y —ZAD API A5 ) Y —AD—E %G
U (List), ULV Y —ADA X b 2B d 5 (Watch). Watch TiZ HTTP
~ v XD Transfer-Encoding % chnked IZ5¢%E U GET 3 4. ZO#/EIZ L D HTTP



axo Y avERiL, VY —ADEBMPERE, HIRA XY MBBELZRA IV
T TCEEDWNERZIIRETE 5. £ LT, JEAPI Server HHE XY YV —AREOF v v
Y a%zb, API Server DEFHZ BT 543, EHARIIZ API Server EDIRE L [H
e 5.

Z D & 512 Kubernetes ®FE API Server Z31% Control Loop TEMHIZ API
Server NEWEH DR ZITV, —RRZEGEWN CIEBE CERP KB L TH. — &M
fECEBELREITS. DFE0DR—V 2 Lo CTEMMIOIREZ /R, BET 5L
RUVMIHHFRERALTWS. MAT, ARVIPHELEZXAIVITEE
FeZITWS. INEARY MEREOZEKE T2y NIATEEERS.
API Server HEIZL X)LV MU Aoy Y M) AEMAEDYE, =7 —iMME BIK
MATNZ LTV [[X2.2).

R D D, Kubernetes (V) Y —ADMHEIZa Y b —J %KD, £LTY
YV —ADHIZIE, EHROBEOV Y — A2 MAEOE TR INI DL H 5.
ZDESRVY—ZADEMIZIE, BEOAPI Y bu—F b5, HlZIZL,
Pod @ EALY Y —ZiZ1%, Pod DL 7V # % EH T 5 ReplicaSet 23 5. T LT
ReplicaSet @ EALIZ, ReplicaSet D HF T —)L Ny 72728V ) — ZEMZ1T 5
Deployment 23 5. ¥V —A 32— K 2.11%, Deployment DES (¥=7 A M) D
#HTH 2.

I [ S ) S )

Lok U AT Ty UK G

@ K-y u
® Uk

X 2.2: LRV KT I MY A



YV — A 32— R 2.1: Deployment D& 5

1 apiVersion: apps/vl
2 kind: Deployment
3 metadata:
4 name: nginx-deployment
5 labels:
6 app: nginx
7 spec:

8 replicas: 3
9 selector:

10 matchlabels:

11 app: nginx

12 template:

13 metadata:

14 labels:

15 app: nginx

16 spec:

17 containers:

18 - name: nginx

19 image: nginx:1.14.2
20 resources:

21 limits:

22 cpu: "1"

23 memory: "100Mi"
24 requests:

25 cpu: "0.5"

26 memory: "50Mi"
27 ports:

28 - containerPort: 80

kind (Z& EALY Y — AT % Depoloyment Z$5E L, AT LY Y —RIZ
DEREEEES TS, V—A3— K 2.1 TlX ReplicaSet DIERKIZ LB L TV
J1 ¥ % spec.replicas 12, Pod 12843 7 FDJEM % spec.template (IZEH S L T
W5,

Kubernetes D&EZH L, HODWEB KDY Y —AD API % List & Watch U, 1
RY MZEDETIALY Y — ADIERR E BB 2T, DE 0, DY Y —
AxflAaGhE) Y — ADOEIETIZA XY FAGEEET 5. X 2.3 1Z Deployment
ERDA RV N Fz—2THS.
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Client

Controller API Server /
Manager / Pt
Deployment | | | || Deployment / o

Controller \ API A 1
ReplicaSet | | ™ | ReplicaSet e (i;mta.mer
Controller \'\ API il L

N Pod Pod
Sthelnle API (Containers)
[ 1
Control Plane Data Plane on Node

: 7 (List & Watch)

D T w i

2.3: Kubernetes © 1 N>+ F = — » (Deployment /E )

Zoflchnrd kST, Faryru—J@EENEHERDOY Y —ZE, 41X
Y NOFKEXEN LI — T2, EEURBIZPRESES 2L, BLD
EIZEET 5 LY Y — AOEEIZHRT 5. F = — 2 ROHI#EIZITh20.

YV —A3d— R 221%, Tornow & 23R U7z Deployment Controller @ Control Loop
D7 N T XL (PlusCal) Td 5 [17].

11



YV —Ad— K 2.2: Deployment Controller ® 7 )L TV X L

1 process Controller = "Deployment Controller"
2 begin
3 ControlLoop:

4 while TRUE do

5 \* The Deployment Controller monitors Deployment Objects

6 with d € {d € k8s: d.kind = "Deployment"} do

7 \* 1. Enabling Condition

8 if Cardinality({r \in k8s: r.kind = "ReplicaSet" A
match(d.spec.labelSelector, r.meta.labels)}) < 1 then

\* Reconciling Command
10 CREATE([kind |-> "ReplicaSet", spec |-> [replicas |-> d.
spec.replicas, template |-> d.spec.templatell);

11 end if;

12 \* 2. Enabling Condition

13 if Cardinality({r \in k8s: r.kind = "ReplicaSet" A
match(d.spec.labelSelector, r.meta.labels)}) > 1 then

14 \* Reconciling Command

15 with r € {r \in k8s: r.kind = "ReplicaSet" A

match(d.spec.labelSelector, r.meta.labels)} do

16 DELETE(T) ;

17 end with;

18 end if;

19 end with;

20 end while;

21 end process;

Deployment Controller I& 1V ¥V — ADFESEAY Depolyment TH B4 7TV =7 b }5&
Control Loop THEfI L, label 2"& 3¢ % ReplicaSet Dz il d 5. £ L TH
CHBURD L T AU E DD NI E 1T S .

Z D & S R & RO Kubernetes TH 2705, LRz E7-Hl %2 5 =S RS
DXRTELET 5.

2.2.2 HEREIE L OEKEN—IK

Kubernetes iIZEWT, BEE %3 ) Y —ADE| D B TR EL, WEPHIE
ENSDOMREIXE UKETERINS., DFD —KThHD. Lo THEEH L[
ERBEDELEE AN E LIz <.

7z, Kubernetes WEBLNR & U, #/FT 25 DIE3 T F X iptables 2 &, FIZ

P —NORMETEIEEPCNNTA—XTHSE. TLT, VYV —ABEDOEKE LS
kubelet X kube-proxy O EALHi[H X H Node DATH D, fliNode 1y h 7 —2
OREZFHRL LWV, MAT, BHEARIZV—T 770 balo k53
M., Lo TEHNROEEEZ R T 527200 M0MMAEZ Y Y T NIZTE 5.

MBEADED, 757 RY—¥ A7 ¥ Kubernetes D 1.5 & 75 5 FEAE RS
5APIZBEUTHxY N7 =2, AL —=UREDY Y —AEEIET K E W HE
THY, ZOGHIIEHNKVAREEZET 2566 H5. 7z, ¥—Y0S OFt
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DN T <, HRIZ K DR, mdfbI ) Y —2A2EHLZW
EWVWS=—XEEE->TWA. fHlZIE, CNI(Container Network Interface)[18] %
CSI(Conteiner Storage Interface)[19] 710 ¥ = 7 b TIXIEFEIZiEm, FFEP THON
TWa., HHHRY Y —ZADEMBDIZOVWTIE, WO TREDHTHRNSD.

2.2.3 VY —XREEICET BEEI| TV

RN~ >~ DIERRIZ D B I DERETH - 72 Z 212X L, Kubernetes
TEREBENRIZA VT T EZNEEETSHPodTH Y, £ A—=TI DY A ARHE]
Bifii7e & 5 2 BEA UL 1 PPN TIERN T & 5 [20]. 7z, MicroVM 7% E Al #g &
BB AT VWS [21]. TNODFEIZED, MREECRENNBRE LR XA I
> 7T Pod ZFHAEKT 5L\ D ¥V TIVEREIEN A e o7z, /232y b —
IREIZELTEH, BEREL XY MU =T 2R EE /) — N Tid7 <, iptables
72 ¥ Hi— Node TO#HMETHNITERH TR T T 5.

RPEEDIL L IR BREZRPET DIRHEPFHERIZOVWTIE, BiEE LML
TIFFEDNDH 5. HlZ1E Node * Pod DAL \NEREE T Affinity Hll# % $5E U 7255
A2, Scheduler 7% Pod OELESLDREICHE 2 EH S 5 Z & 23D 5 [22].

2.2.4 EREBEEOHAE

Kubernetes 3B S %22 158, 72714 VAalgg7 NIy yavarybuo—
WIR EFINERRE, ATITNBEOZYWRGEEZ T Ww. FlZIXEREINZY Y —
A LEID YTH R DA< & B, API Server [JHEAE T ZIF 1), FIH
HRER Y Y —AREMENE0ESDEMFD. VY —AD AR, EMELHGEET
VTV ZALRZ OB P55 RMEE ALTLE L.

2, AV T —2EN LU TERIND AN AT LTI, EHENRO ERE:
REIREIIR#ECH B, £ Z T Kubernetes D EZE X API Server 22 6513505
IREE (Current State) Z1E & U, {RIZEEEDIRTEE (Actual State) £ 72> TWTH,
— IR R AR B S %2 3217 A, Control Loop TS 5 [23].

mE, LRI EZED API Server 2 U TV Y — ADNREEZ S, #/ET % Kuber-
netes IZHWT, WATHEHIHOMIKIIEE CTH 5. (I BB THESEZ A L,
Oy 7 ZEiHRICHEET 5 &, BIEOHERMEAGRE L 22 0 X3\, % Z T Kubernetes
&, By 7 &2 AW WEBRRATERIEZRHAL TWS, &)Y —RAR@FN-T 3
VIERERD, APIOZ 547V MIV Y —AOHFH 2 ERKT 2z, HEHHE
BLTWBEN—=Va v%/;RT. API Server iZHFrERZZ TS L, VYV —AD
BIEDN—=Va v e 2347V PR UEN=Vaveltikd s, Z LTI 71
TYRPRUEN=Ta B, oo 5107 MR TITERFLZ L
WrlL, BEHz#ELTS. L, BRI TH Control Loop 12 & > THEHrENKI
HilfrEh, WInghd 5.

13



B, OB IERIENX, Kubernetes DJETTH 5 Omega T, fLiRMEZ
LR S B 72D IZERH S 7z [24).

2.2.5 MIBTIIAREASER

V—Ad—NRK21IZxRU7ZEYH, Kubernetes DFHZFILY Y —ADH B XX 4R
8% JSONX® YAML 74—~ v hCEHET 5. VYV —ADEN%ZBfET 2 LTI
HEM, ffPIN—IETO ST IV ERBEITRN. HElE T — FTiER<
7 — X Tilik T & % (Configuration as Data)[25] LB FZ 5. 1D, TOMREIL
<7<, Pod 2B )Y —ZA0&ER L 7)) A0, EEICEESMS R EENE
EENIC SR TE B,
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53E RBEF

iy

N2

\ng

3.1 STPA %=:ERL7-¥EHR

Kubernetes DRI ERIILHET, HEITEAT S, & o TEMRESREI WS
DIZEMELTH, HRERONMREXZIIESINE T —XITLo TR, ke
U CRIEMEL 2 gEMED D 5. D £ D Kubernetes DL 2MSHTTlE, HERESR
BAROHEPCABEASIZER TS L REMERA SNL\W., £ I TAHRMX TR, Fik
R BEIFRE 7V STAMP(System-Theoretic Accident Model and Processes) % FEfif
&3 Y — N HrFik STPA(System-Theoretic Process Analysis)[26, 27, 28] %
EIRT 5.

STPA IZBEWTHRAEAFMRER DM EAFEH ORI & 2 572, Kubernetes D
ZEMIIZES 5. 7z, STPA TIEO ML CHIERER (2> ha—L A b
70F %) AWML TN, MELOREDELIZEMTH 5.

3.2 SOWBEMNDOER

STPA OAKD HINIE Nfr, #tfH, @EkRhEDEEZ<SZIETHS. EED
HEEDHEDOKRESIIIVAT LOMBED T L FEBBREIKET 27720, £9
HiZEHT D, BZUDIZZITANSNRWELREZEHRL, BEIZERLZ VAT
LDREXZMETH A NY = RE2HHTE. Ao TIE—BRNREY 2 AT 7
r—varEEEL, EEmMEDOREEZITANSNLMWEREL TS [K3.1]. £
LY — RIS 2 G THRF T 572D B R —E AL )L 28T
WARWIRFEX U, EBE, X1 LT7 7N, TI—E0FREL U, BARKREK
fEIXEIZT 5.

B®EIZ, N —=RE2FSZOICHIZTARE Y AT LADERMEREETH 524
WEEFHRT D, KONl Kubernetes 73 Pod 2 Z & ZFH 3 72DIZ5F 5 R E 12
2K,

15



# 3.1: HrHWOEE

JeiLk Ba B

R i R D 8 2 H-1: =lEiE SC-1: Pod " E & 4
5 HE 2 AL, MERF L
2T NIE7 5 720 (Con-
figMap > #4 B 72 &)
[H-1, H-2, H-3]

H-2: A LT Tk SC-2: Pod (2@ Y] 72 & D
ER 2 e, HERL R
UL 570 (CPU, A€
Y7 &) [H-1, H-2, H-3

H-3: =5 — 0% SC-3: Pod 3% — U A
BT 2D E R T A
ANy MU — R %
PRfL, HMERFL i XA
572\ [H-1, H-2, H-3]

B O RE P IE Kubernetes 7 7 AX & FD L TEIET A7 TV r—3 3
vEeTE. EoT, HIZIEA YN I TARIZESL Ry N — 7RI E I3 H
FHANATH 5.

3.3 A hA—ILRAMNZIFv¥DEA

SEROERICES, BEMORBEE 7+ — Ky 2 OfnE et T 37
B, AV NA—LANS 2 F v RIERT B, T VAT LAk BHE U e 5
5 [H3.1].
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Control Process Model Control Process Model

Algorithm (Cache) Algorithm (Cache)
Controllers (Control Plane) Controllers (Data Plane)
Control Action  |List & Watch CA Lw CA  |Feedback
{(CA) (LW) | | ()
Process Controlled
Model Process
API Server

31 A b=V ALTIF ¥ (VAT LLN)L)

STPA Cldgiar br—)7aRw ADRERY, a2 =I5 TWAEZ
LTt AETIVEMER. Kubernetes Tl API Server 2 7 0¥ A€ T % —IT
FIUZEH L T\W5.

£ZaAv b —=F 3 A AETLVDF Y v 2%k D, API Server DAL A X
v M EEEMT S, AT, Control Loop TEMMWIZF zv o5, ZTLUTES
WRBIZEDVBEUZGEIL, TUETNOEBIZU D> T 21T 5.

TOR RETFIN-BEHIN, RIS B 2D KT D, 4
B AT LATHEL R DB, A Taow AE€ET AP 7 0 — KNy 7 %2 FHK
LI BMEMREIZ V. ARICEFHD I > 72 LTH, \WT 31 API Server
tEo7ovAeTFLeEENENSTHS.

Iz, £avba—J0HHEECHL I =TI avEBNT A7
B, YTVAFTLALRLDIAY hO—IVANT I F ¥ 2/EKT 5 [X3.2][X 3.3].

7727 UBEEROMBE/EH &G EOZEESIPHNTH 5720, {FERIIT
Fiban, B—8EICMA 2 IKET S, FkZ, SEE0a> bag—)L7)Ld
DRV VN> 17 i I

BERNMIZED NU—H )T 03B 572D, EEOIY bua—FDEHD
FEREUBZNY =R, "= NOEZNZFERE Lo/zay ha—L7 7=
YOREWHAT S, T LUTHFEDRLD, BREREICERKOa Y hu—VT7 oY a Y
NHDIGE, 1 D0HBAFIcELd 5.
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B A&/
: yogiitcy .
CAl F1
kubelet kube-proxy
] ¥ ] 1 ] t | 1 | t
CA3 FI3 CA4 F4 CAS LW5 CA6 LW6 CA7 F7
+
Container Runtime
el (4 Plugin)
T
CA9 T9
A 4 1
CA8 F8 Pods (Containers)
1 + 1 4+
| I CAll F11 CAl12LWI2
¥ 1 ¥ L
CAllo F|10 Infra. API API Server

OSHRRE /B E

(32 AV b= VAN I F ¥ (T—XTL—V)

BT/
| t
CA1l3 F13
kube-controller manager
% hobesdedaler cloud-controller manager
| i | i | t
CAl4 LW14 CAlS LWI15 CAl6 Fl6
API Server
CA1l7 F17
| |
Admission Webhook Infra. API

B33 A hE—IVAMIZF vy (A bu—LTL—V)

STPADIY hO—)VANT I F ¥ TIHHERDKEZV, HlHOERE PV
O—J %20 EEIZEET S. £ LT, APl Server 2> b —)VA NI 7 F ¥
TIERNEIZAER T S5, DF D, API Server I$ Kubernetes O FHEHE T H D
TS, RGBSy ha— L7 o A THE I ENHRTE 5.
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3.4 LAV MNO—ILT I3 DR

WIZ, BRILEZaryra—L7ovarhrs, NF—RIZORMNEIELER O
Y hBE—=)LT ¥ a3y (UCA: Unsafe Control Action) Z a3 5. #AICIE3 D
DAL RT—=R TEZ5NBVWENTF =R [5E2605 T —F] TRTE, &
WE, REp] 215HT 5.

nH R E5EILE, BEITESEMA] © STPAOA A KT —RTH5H, HEH
DTV —F%EEAGITS IS @GN LRI A= LT 7 arvENRET S
&, BEE 7 APIEOH Uy hr—)L 7 7Y a v O KIS Tdh % Kubernetes
DA TIXE L 722w,

AUk eiary b=V T o aryD—EEKRIIIIRT.
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#* 3.3: L ary bu—)L7 7 ¥ a v (UCA: Unsafe Control Action) —%
AV ME—LT | BRAONBRWENT R | BaohdenYF—F | RlE, #EEE, RET
svav
CA-3(kubelet | UCA-1: Pod IZEHIZ | UCA-2: ImagePullPol- | -
75 Container | BIfEL TW 3 D3, relist | icy=Always % & THk;
Runtime) WH DB YT, * | BIZKEDI VT F%2AE
Sl e, R, | Kb 2y bU—I
Node %* NotReady K& | DFEEZITFTRL, L
CHErEn, - A | YA MVIHES SN Pod
PR BEETR ) ) — AN | DMERR T & 72\ [H-1]
9% [H-1]
CA-4(kubelet | - UCA-3: U E 5 | UCA-4 Readiness

75 Pod) liveness Probe 82 & | Probe O A fii T ¥4 fii
D Pod BEAHFEL, | N1+ 437% Pod ~ b F
Y—UEARMRENMET | 71 v 7D ERESI NS
35 [H-1] [H-3]
CA-5(kubelet | UCA-5: Node 2AIEH 72 | UCA-7: API Server 2% | -
AR API | REBIZEBD ST, APL | BENZFEOH SN, API
Server) Server (Z{x 6 72\ | Server AVitEfIRAEIC
REHMEOE &2 Z | s [H-1, H-2, H-3]
A RERIZ E/%i)) .
il Z1E, Node HB)EH
B%RENS Node TR & HillR
%07 AREETIED K
¥ [H-1, H-2, H-3]
UCA-6: 4772 API
Server FFOVHE L L — b
DR X TR [He
1, H-2, H-3]
CA-7(kube- UCA-8: iptables, con- | - UCA-9: IP #xik (2B
proxy 7*% OS | ntrack 7 & IP #5242 5 B FAEIEX Node
BeHE /B E) ERGEE [RAE FE o AN ICRIIL 22\ (Ingress
[H-3] & Service @ Endpoint
72 ¥)[H-3]
CA- UCA-10: ¥ —E At | UCA-12: F—E A4t | -
8(Container ZRE7R Pod IZ+4078 | ICEEE DK\ Pod 12
Runtime 7*5 | Node @V YV — A& | i#%|7 Node DV YV — A
OS HRE /% E) | EAEID B ToHNAR. | REWERENE D YT
VY —AFHENEGE S | oNd. VY —ZFHE

LHRHIRR T SN B [H-1,
H-2, H-3]

UCA-11: j#t]7%: SNAT
TNLT) AL EY—
AL ROVHESHIT ISR
ENTHNR [H-1]

# ¥ 5LV —UAfRE
IZ 537 Pod ® Node
D70 ADGREFE T X
N% [H-1, H-2, H-3]
UCA-13: h—x VD
Tr 7 ANE2 & Node
BN THET 2EMDE
WEREDTHNS. Pod
12437 ) ) — AH3E D
WT 5 A [Ho]
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HiR=UD 5 D&

ay =7 [ GBRoNBWENT—F [ GBxohdend—F | B@aE, Bax, HHy
Jvayv

CA- - UCA-14: #% 7 DNS | -

9(Container FWEDLEZTD L O

Runtime 5
Pod)

EXINE. HIZIXEEED
ndots: 5¥EE REL T
WA [H-1, H-2, H-3]

CA-11(Pod #°
5 Infrastruc-
ture APT)

UCA-15: Cluster Au-
toscaler I1Z & 5% Node *
RY a— L8Nk
BWT, Y= 2L )L
BB A T T
Y — ADVERFR R AT 0
N7 [H-1]

UCA-16: Pod IZE[D Y4
Tonkwy, jly—4+%
VEATDRY a—L{E
e &, REEEDHBHY
Y — ADVERFRR DM T
N3 [H-1, H-2, H-3]

UCA-17: Cluster Au-
toscaler 1Z & % Node Hl
BiaXizsne, VY —
A DHIERPEI L FEERD T
RPRTES., REL
WA T £ 5 [Ho

CA-12(Pod 7
5 API Server)

UCA-18: ¥ —EZX A v
¥ 2@ Operator 72 &
AT LAERIZHED K
E/R Pod oDV b
O—)V7 7 avhfih
nip\u. B S 28R
fEMMEIET % [H-1, H-2,
H-3]

UCA-19: API Server °
ERENZIEOH S, API
Server 7% & itk ABIZ
W% [H-1, H-2, H-3]

1, H-3]

CA-13(Bd & &
PHEHEE »o
APT Server)

UCA-20: ConfigMap *°
Secret I& Pod fERK D &
1 IV THIAAEND
-8, ZEBIZEKIC
FER L 722\ & Pod [
THEDR—HPEL 5
[H-3]

CA-14(kube-
controller
manager /kube-
scheduler #*5
APIT Server)

UCA-21: UV —AfER%
DARY M (Fz—V)
MEELRY, B LI
@Y, HiE Pod HMERK
xhzw [H1, H-2, H-
3]
UCA-22: Pod DAY
2= v IRER DGR X
NE, HE Pod HMERK X
A\ [H-1]

UCA-23: Toleration
DIFERNIRE AT Y
22— )L TER\ Pod ®
CronJob M3 K= 12 3R
X 3. Pending KA
DKED Pod AT Y
a—) VTAMOEEKE
< [H-1]

CA-15(cloud-
controller
manager 7* 5
API Server)

UCA-24: fERk L7241 >~
759 — ADIEHRHIL:
gRI NS, FIAHATRECGR
i, WELEORY
AN T & 7220 [HA1]

CA-16(cloud-
controller
manager 7* 5
infra. API)

UCA-25: ER U721
770 —=AWMER I
72\~ [Ho1, H-2, H-3]

UCA-26: 871> 7
)Y —=AHIRI NS
[H-1, H-2, H-3]

UCA-27: FIFHWHEE Y
TR, VERRZ X 721 v
751 — ZADIEHANE
REN, KT S [H-1]

21

IRAR =TT <



HiR=UD 5 D&

AV bhE—LT [ oW =R [ Exond ey —F | FRE, BEE, HEy
Jvayv
CA-17(API UCA-28: Webhook % | UCA-29: Admission | UCA-30: Webhook
Server D 6 | EfFENT, Sidecar I | Control DEHEP KR Y | H LEDHEMTE T
Admission VFFRET TV = | ITHE LRV Y = AN | WARWREETETINDS
Webhook) 2 VOWGETEY Y —A | BaRkah, KT 5 [H- | [H-2, H-3)

A Pod IZHEAZ AW | 2, Ho3]

[H-2, H-3]

KOMKDY
3.5 NYF—=RIZDBHNBITF (ER) DFE5

DI OEBIZ, LTIy =L T 7Y a IZELER, VF )4 %#EE
3 5. STPAIZBITAYF ) AIZIERATHHY, 2007 )NV —FIZKRHTE .

3.5.1 FZELALAMNO—ILTIIarvhHhE8ZIZIER

DN —TIZXRA FF 4250, Tavbu—S50pE TA#EYZzaY ho—
VTN ALeFEE | [HEZemary va—IVAR] R0 F2IEAREY 7%
DX ZAETN/T4 =Ry 2T] TH5.

BEASH TS ICHEET S0, Taybo—J0iRkE) ¢ IREynay
=TIV XL EFEE] 2RL.

3.5.2 AV MO—ILT7IParvhrR@ENICEITEINS, FHIEET
SNTWER
EI1DODTN—=TIZIE2D0D XA THHy, Tav ba—)UREKOME] THa
via— Lot ADME] ThHA.
LA v A=V T IV avEINOGDRAS T EIZEML, YF VA%
WAL 7z [ 3.4).
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K34 NYF—-RYF VA
x4 7 | #l T vFUA | ucA
JeZse/na> ba—)L | HS-1 BIREPEHED, Pod 2@ ) Y —2 | 10, 12, 23
AN ZR (Request) & HilPR (Limit), #5EEK
% (Priority Class), 78X Node %Ik
U 72#%E (Taint/Toleration, Affinity/Anti
Affinity) 217> TWRW. 7z, TNZEiR
AEY B AR AN
HS-2 FIRE CEIHAD, (HS-1IZEENRWV)Ku- | 2, 3, 4, 6
bernetes EEDIERRCZEE), Hilfy, K&, ¥ | 9, 11, 13,
A X &k U 7238 AN, ERxi7->T | 14, 16, 17,
W, F7z, ENEMGET M AN | 20, 23, 29,
[ 30
HS-3 FARECEHEDN, (HS-1, 2 I2&EN%A | 2, 11, 13,
W Node ¥4 > 751UV —A, AMKAE R | 16, 27, 30
DR, Hilf, REE, 1 Xz ik
LR ERANZIToTWRW., F£72, £
NZ&MEES 5 LA AD 2N
HS-4 FEZECEIED, - ARMTHER | 26
VY —ZZHIBRLTLES. £/, Tz
MREES 2 LA AD 2
A7, NEGR7e | - - -
Y AETIV/T 4 —K
A2/
I b — UKD’ | HS-5 Data Plane %5 API Server ~ D&M | 5, 8, 18
& bihd, BUETE 20V
HS-6 Control Plane 75 API Server ~NDREE DY | 21, 22, 24
Kbind, BHETEZWV
HS-7 Data Plane 75 Infra. API NOREEEHL | 15
bz, BiETE 20V
HS-8 Control Plane 7* 5 Infra. API ~NOREDY | 25
Kbnd, BETEHRWN
HS-9 Control Plane 7*5 Pod ¥ Admission Web- | 28
hook ~DRHN L LN D, BUETE LN
#arre—L 7ok | HS-10 Warro— 7o ANEREELE | 1
A Df#E W GRERIZEE 7V —ARA VT IR
DB 7R )
HS-11 Data Plane %*5 API Server @[ 728D | 7, 19
TR FTH NS (API Server DREST & Node
B
RKDMEDD

FEHIREL, FLenary bo—VANZERETEYF ) AOHTHS. T
TNr—2a VR ER VAT LEHED ALY Y —ABBREDEZ D NY —
FERIZR->THED, 20z fh AR A oo HEllE N 5.

—HTAR+VS, REbR7TaeAETN /74— KNy I E2FRNETHVF V4
MW, Z3id Control Loop 12 & % 70 A€ 7 )V DG 722 BT & G RS D

AEREVSFHEP OHTE S,
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\ng

4.1 BEBEEHONYT—RIF ) AFICLBHE

Kubernetes 2 X 2 =7 1 THAEINTWBEEHHH] (6] 22512, FilL 7z
Y= RO F ) A %2FMT 5. HHNEZREL, BUAPFEHI N TS HHIN S, JH
KIDIAR G M DI G AFPH 1Z p 2 Flil 2 it U7z, &5, AH7C STPA & D&l
L7z F U ATIRTOHF 2N TEZ (K41, Lo TRREEOBIR TR YL
Ml T 5.

7z, LIy va—)V AN (HS-1, HS-2, HS-3) BWXEMAERNTH S Z
ENEFI DB S DS, Kubernetes DSFEREES 2321 AN, HE O AR
AR R L-ADORELRD 5.
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* 4.1 EHOFERE > F ) 4 & DORIG,
SN | v F U A

%

EL

Pod ®V YV —ZAFHEIZ Limit ZFELTH 5T OOM Kill ¥ 7
T anFHKEL

Priority Class D% & X A THEE D E W Pod @ Priority MK <
FAE R & 730 5 72

wmuE %ﬁﬁyﬁ"‘77 Vr—>ar DAEY *Uﬂgilﬂy & D OOM
Kill & Pod BEREDZF L, API Server NDRIWEhEHABE L
7

HS-1

6

2

1

RED DNS WG HEIT X2 A AR OEIE, DNS B Node
DAL, M\WEbEIT Node DTV b XY ¥ Rl A4

CronJob, Job ®F&E I ATKED Job 2FEfT, KE®D Pending
Pod IZ& DAY a—) v 7B, HETILV—TDRE

Endpoint OHIFRIZEFTZE U, Ingress 2 HIRIFAD Pod IZ & 7
Ta4v o &kEEL

kubelet @ APT Server MW &EHE L — FMEMNMOE S, ZEHER
DOHEERTE LRI

7 v 77 L — KIFiZ OPA 7 API Server OEFH Z AT AR &
Z@AL, API Server DB TE D> 7=

API Server BT & ZR\WREET Node D EHEHMEEEERE L, Node
BEESZ#EDIEL 72
Bi& w7 H Disk [/JO ZHHELU 72

A A= TNW#@EZTL Y X MU DPERZEA U7 (ImagePullPol-
icy=Always % i% 7€)

HPA & Deployment O L 7 ABEEEDNR G > TRV

ConfigMap/Secret DZ £ IZ Pod ’EEHTE"JKﬁVFﬁE‘@?f, B
&% Pod D372 53 ETHEIEL 72

Node Pool 17 Z[H Node Pool (Z Endpoint 535547 L 7= (Drain
Js4)

Pod Disruption Budget % X &3 Pod B —FITHER I N

BUE T £ 3 liveness prove T Pod 2BHZIZHER I 7=

Cluster Autoscaler D A7 — )L A VP IFRIAERE X, 2312 Node
B U7

HS-2

77 bXT Y RIE{E#Z T conntrack 7 — VAR, A L7

CFS A7 v a2—7 02T T CPU Limit 2% <L, e
AEozay ) v IHFREL

Node, Pod EHIZF— N AT — VB EEZ ULED, RKEXY N T —
&@PmHPﬁﬁ%%%bJPT%VX%%DéT%%f,17—
IZRHL 72

CNI D SNAT RENABEYITH D, FIDLEToNDE R — FHEARE
L7z

PVAFELBW/HTF =X XZH D Pod ZRETERD > 7=
HH IV T TR METT 7ANT 4 A7) TEZHHiEUT-

HS-3

Pod Lifecycle Event Generator relist 2R3> T7F 5V X1 LD
WIEA R A LT 7 b L Node ° NotReady JRE&E & 72 5 7= GEEfaf
A

HS-10

% Node B35 (2 3\ T DaemonSet 7 5 D API IEO'H U A% API
Server @Jﬁﬁﬁ DI 5Tz

HS-11
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58 AR

\ng

5.1 ANJBFHREE

WAL 72T — R ) A EFHIPRTEY, HEDANRFMREEIXH S D 7250 5
Thb. 7mE Kubernetes I I 2 =7 1 [FBHEMEDE £ D55, Open Policy Agent
7Yz b [29] T, RYIYR=2ADASMEMRGIEEREZFIFE L T\ 5.

7272 UBUIR D AR 72 R 2 Bid I, 2T ANATRER AJIMEZMREET 5 Z &I
B DD, TOEFUTITMGEELR TV A N ARD NG, £72, @wEIZENR
ZRDBZ L IIMABEEZHAL RN EHKT 5720, ML — N4 7%
FAZHERBETH S.

5.2 77V H— a3y OBERMLT

Kubernetes O & 512, #RERZ 17T 5 ERZDIERMIIATEIET 5 HE T,
WAFEAR D b 2 EHN R DM T E I — R AEENEL S 5.

#1l 21X Kubernetes Tlx Pod D H|FR & Endpoint 7> 5 D Pod D HIER X417 L T
fToinsd. M51r6bb05biED, Pod ZHIFRT 5, Pod 2 Endpoint & D 5
WZHIBRS N A REMED B B, ZDRIIZZ T4 T > MD¥ Service NT 7 A9 5 &,
Endpoint U A b OHH SHIEREA Pod D IP 7 R L AHERI N, axr v a3y
DA, Yy hINdB/NNH 5 [£3.3: UCA-9. K5.11F7 v Mgk ZD
AT kube-proxy & iptables ZF|f 3 241 Tdh 503, DX TH Endpoint API
% Watch 25D THNIEFEBETH 5. Pod DHIFR & FEAERRI3AE AR Z B D F AN
BTHD, Node DAV TFYART TV r—arvdN—2arv7y 7REILE
WCHHERIZHET S, BETEHRWVWEHTHS. BLTIZ Pod DHIFRX FHEKZ
PES ARV NOAMEEDHIZZEIT S, b, WEIZEET 2 DIKERL.

o YV —avDOHEM
SRR DHERR, ME/AMTHED U TV 2O BB/ F B
Node D A > 7 F > ZIZE S BEH & At Node T D EAERK

Node &M, HIBRIZFES YINT VA

)Y — ZARRIZAE S Node 2 & Oigfil#HEH &ttt Node T D FAERK
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abelech Endpoint kube
Client API Server Container Containers P iptables
: Controller proxy
Runtime
1

PodHIlER
Pod
2 T ( [
L SIGTERM

PodZ% 7 i }

PodilIf%
Endpoint
2 F i T
B

(Endpoint?)* %)
5.1: Pod HIfR> —7r v A

L 7

WX, ThiFMELORIKNTHS. LoT, ~RNIZZTI—DFKELS S
ZEERERIZT TV r—2 a3 VTR, WIGTRETHAS. TV Tr—vav
DL A724F 1E (Graceful Shutdown) 23 DEEHITH 5. —MANIZIE, THEZ AR
ERe DR T LBHENBIZNZ, T — X DKLV T T5DI+0 L Bbns iy
BRI 2 TR T 5.

U h URFRSIRE R ORELR IZIRIE Do B % 571 ) 5 72 DS Tl 7\, BilZ 1X Endpoint
HIFRIZ A - T iptables DHRiEIV — )b % B3 S e 1d, 5 & X PEAth il o 2
%%, £oTC, BHMTFEREUTHVWADREW. Z0D7=0H, FERERIHEZ S
DBHHITIE, WOH LT TOERMTE2ADETERT LI EAEI L.

ZIZT, HaTOEEIZID HEAMMEZR ETES 2 L 2MEEL 2. MEEIE
Kubernetes (281} 5~ r— sz /70>y by R/ Ny 7y RHEKD
Web 7 7V —>a v Tird. 77 AL D — b Y =112 NGINX Ingress
Controller[30] #, 7RHY hZY R& Ny 7TV RD Web 7 7Y 7 — a3 VT
podinfo[31] ZEEH U 7z X 5.2][F 5.1].

2774 7 ¥ hH¥Ingress Controller DFFE/NANHTTP POST %479 &, Ingress
Controller ¥V 7T A 270 Y PV RAEGEL, T HIZ7B Y RI Y RNy &
TV RAPOST 5. 48, £ PodidkL 7Y h &b L2BHCTHIET oMk L L7z,
DF D Pod D1 2AHIBREINTHMRL ClEEZFFD. MAT, podAntiAffinity
i2& D, AU Node (2 UEE D Pod HELE X 172V E SHIRL TV 5.
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Client
‘ Load Generator ‘
Load Balancer
iptables iptables iptables

Ingress Controller Ingress Controller Frontend App

Pod Pod Pod
Frontend App Backend App Backend App

Pod Pod Pod

Node Node Node

5.2: Pod HIFRKFZ B ORREERERL (238 L BLIE)

# 5.1: Pod HIFRIR: 8 D MGEEER T

ik | M

Kubernetes Microsoft Azure Kubernetes Service (v1.18.4)

Kubernetes Node VM Microsoft Azure Standard  F2s  v2 (2vCPU, 4GB
Memory) * 3

F—hoxzA NGINX Ingress Controller (Helm Chart v2.11.2)

A2 podinfo (v4.0.6)

Ny JT VR podinfo (v4.0.6)

O—Ryzxlb—4& Yandex Tank (v1.12.8)

O—RKYzxlb—% VM Microsoft Azure Standard  F2s  v2 (2vCPU, 4GB
Memory) * 1

Pod HIIR I Litmus Chaos (v1.6.1)

Pod Z 1 DHIBRLTH 27 74 7 ¥ bAD I T — i #E < WL HESE 7T 5E D> % fifE G2
$5. £ZT, B—FYz XV —&XTH5 Yandex Tank[32] 75 HTTP POST %
AT 500 THEITL, TOMICEBMI N Pod D 1 D2HIBRL, I6E%iLEkT 5
[ 5.3]. 728 Pod DHIFRIZIX Chaos testing Y — )LD Litmus Chaos[33] % {#i\y,
Pod @ delete AP1 2 3 —)V9 5. ZOAPLIZLD VT FDT TV r—ra i
SIGTERM 235 X1, #\W\ T Pod AHIRE N 5. AHHE T, Pod DHIERE IXFE
97, WifF L T Service %* & Endpoint 2 HIFRE 1 5.
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Ingress Frontend Backend
Controller App App
Load | | Load | . n—_— Pod Pod \ _— Eod
Generator Balancer i P s o . i
i Ingress | i Frontend | Backend
' Controller ' App ‘ App
| Pod | L Ped b ] Pod |
U U= HIlER

[ v r=x bo@RITHATHE

5.3: Pod HIFRRFZE B DMREERE R (7 1 —)

728 SIGTERM %4512 NGINX Ingress Controller & 10 #f#], %7z, podinfo
W3R, 252> a > dDRLA & Endpoint DHIRZMAGDO X SEEINTWS.
AT, NGINX Ingress Controller |3 FilfT & #£#ie DU 0 B ABEEZ KD, D
20, ZOMETE70 Y by RA—KIIZFHTE R WEA TS HRIT LY
DEAZMRTES.

HIRGRZ 25T L, 2947 MIRT 52T —)0E2 &80T 8%
£5.21TR7.

7 5.2: Pod HIlFRIGEEE) O MEERSE R

MR 4 |

7 — e ey (GUTE: 5)
Ingress Controller | 2

0

2

AN NS
Ny 7T VR

7uy bV ROHIRTIET I — 02 . DF DU Lt TH 5 Ingress
Controller DH#ALT, Y10 B ZEEEN TG L TWD. ), —ERFDOFHEDAT,
R P 0 B 2 EE L TR WHOHIFRIR TIE, FrRfidEnwsrs 7 —
IREDFEL (K53, TI—DORELLRVIAITEH Y, Pod HIFRKF D& Node
PHERDREIKFT D Z &b n 5.
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# 5.3: Pod HIRIFD T 7 — AR

UlZSSES TCP/IP T |HTTP =5 — | 77U =¥ | =5 —Rikil
7 —H W ay T8 | (B
Ingress Controller 5 0 0 0.018
60 0 0 0.279
Ny ZTLV R 0 0 1 0.002
0 0 1 0.002

Ingress Controller HIfRKfD TCP/IP T 7 —{% 3 — F 104(ECONNRESET) &
111(ECONNREFUSED) TH b, 7547 ¥ hTd 5 Yandex Tank D3HIFRHT A
Pod (2 U CEsi 2 ik A, RST N7y RBSRINEERTH D, £/, Ny
NEIRIZB TS T 7T r—> 35 —7TIlX, Ingress Controller 2 74 7 >~ b
ANIEHEZHTTP & 2ET—HT, R1IO—RIZ7 7V r—yarvhoDrs—
AvE—=IUNEIKINTVWDE., TOHNRIE, 7RV MV RRL6NNY Z TV NIZ
PR TERVWEWVWSIEDTH 5.

KEDEY, TRTHITT—DEKIE, Pod DHIIRHEIZ iptables L — L IZH -
7z, TFAELR W Pod NEE(ZRALZZ L TH D, 7 U TROH L THRT Y
DEZRETT =W ET>TWERWT—ATIE, 7747 Y MIZT—uEM»N
R,

R R A 72 C CRERE L E RO X 1 I v 72 AbYE, REDIEFR %
FHRNETHLT —%RTH5IEIEAEETH A S. LA LU Kuberetes 3G RS
EZITANTHRIAMMEZER S BN H L. LoTY Yy NI elifiEz2ERT
5, TIVTr—ya VETORMUAEE LY. 27 SV r—2avAE
TOEREIZRS 2V, FIZIEY—EAAyvaTTaFr e L Tibivad Envoy
T AT THERE 2 9 5 [34].

LIZAT, 777 R —VRAHEF TV IIHL, VY —AN Kz FH
TERWRIZRTTRE U727 7V 7 — a3 VG (Desigin for Failure) O 824 %
A, HRTEILDETETHFA VAR —VEAR, HIELTWS (35,36 =
DH ZSFHELZ TR, MRENRY Y —2A2 AT 29— 22BWT, #
AHENEARPEEEEAZ I PO — L TERWEATEAERTH S, HlxiE, &
AY =23 5, BREOS WSS 28y FEH & HiEx, FHHE
NEDRA IV T EEHTERVRENRHITH 5.

Z® & 51Z Design for Failure &5 I >t 7 M, HEKARIEEDZIZHE G
TEH-DIZHZRLD. FARKIZZDEZL, HEIREREERMRFT 2720123 EN
VY — 2% FHER LGS, EEERERIBVWTHEAKTHS. LrLY T
Y RAVE =T« VITOXRTHDHINS Failure &\ D BN, T—X v X[E
HOXSBRIEHENRT 72T b2 EBIET WS HIRIIED R,

BB, NAAL V=7 v TDFERIZDOWTHA, w9 % Chaos Comminity
W, AAARATV =TV T % [RZERIREBIZM A 2880 % ¥ AT LHHENL T
57-ODEBOBIA] LERLTWSD 37, ALERIRE, HAAEZEANTA
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NY M UTHEDOAVFEHINA L TH DD, HEEDLZORKTHS. Lo
T, Design for Failure iZ & ¥ & 53 [Design for Chaos] ~NE&XREJLIFHRET
H5.

7TV =2 a v OEMERTEIRREBICEA U R VERETH Y, ESIRERERE
DRFRIZKEREEELE525. Lo TREDETHDTHRL 5.

5.3 EITEBODE & &5 HIE

Kubernetes TIZDNS ¥ — N7 Y, EEEDOE WY AT LAEEZNT T r— 3
> YU Node CEIfES 2 X S5MKTES. L7zAioT, ANRMGEICINA, AT
RFDBEEHIEARD SND. A TDBRERERERFTEEZLNF - FYFIVATH
D, BEEFEHEZ N LI, STPA T X 208 [ 3.4] L EEFHNC & 230 (£
41 oo N TH 5.

Kubernetes DESEHIBIDORESE, OOM(Out Of Memory) Kill Th 5. #ELE
DIE\WPod Z81EL, EEEOEWEDZIR#ET SHKY > Thb. Kubernetes D
OOM Kill iF, ZE3K (Request) & il (Limit) O'E F i & EEROfEHEIZ K > T kill
HRD Pod 2 RET %. Node EAEDMA X €Y EABIME (Eviction Policy) % i
Z 1256, HHED Request 2 A 723 > 7 F 2 KD Pod 2MERf & 72 0, Priority
Class LEHEZZR U7 V7T TIRIENRZRET 5. EFEREHNZ K 2 5H
(41 256bh 50, OOMKIil ZFKE LT 27T Y MEZ\.

HEWHEEERDO Y& 7 MW, Kill TNz Pod FEEKR NS, LAL,
FNDF IR Ay A=)V T o aveh ), BERVEETAZI L H
%106). ZORYVEHFETET, TV = 3 VO@HIEIL%E [REL 7202 —
AT —=AEH5THAD. Lo TOHE SR PEEEHEEHRINEIRETDH
5. 727 UEBNRORENTEBE TR EZEL > TIER 54\, Kubernetes
¥ Node Z\W\WH W % Pets TIE72 <, BHIZHHVERA 515 Cattle38] & LTS T
T, HAFOAMEEZRKL 2. ZOED D ILSHIZEIRETHS.

54 JTILHhTvan

Kubernetes & & 235 API Server 2 7V A §51E 2 38 L, API Server O Hifi
fLIZHFELTWS, —Ff, 7R AETVIEORNIZRER L2570, TOH
\Zht U 7z API Server DALEERE S A3 B L 72 5. DaemonSet 72 ¥4 Node TR E %
FUIZT2EETHERNPLED T, APINTHUNEZ 7 A XIZHT % DDoS K%
IR TEERHIE H B [FR4.1]). AJTRMGEEZR SO LA TE T X EHE
TH 5N, MEEADOHEHIZENTIE, BEPHEIONZ—VitkoTTyva
RWNHET BT —AEHBTHAS. HlziX, 3> bo— T REHERNIZIER P
RAIVITRGIETEZBRERDNIET Y ¥ a®nim <.
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5.5 EEWROEEERE

Kubernetes (& Linux T3 ¥ A7 A THBE I N2/, iptables 72 & Linux 7 —
FIVDOBEREIZHE AL TH D, JELinux BREEZEH R & Uiz < WRE DKW
TW5. HIZ1E Microsoft Windows % Node & U CHIHT 272012, HHINS
OS il T Kubernetes [} DFEREE I THNT WS [39]. LA L Windows I > 7
FTDA A=V YA XDKEL VT HEKRR, OWTIXREREICEEST 574
E, BEREENNZZ 1 TIHMEIR T E R WIR AR R E DK > T\ 5.

EHWNRBEETHOHNIE, TOA VR 714 AL, E@Mt2HERT S
DPRERKDELTH 572, UH U Kubernetes IFEHN R ZILD, F DHERE & FriE
FHRICESIMEEEZ2EE U, Lo CHEAMEBOMGHIZEL, EHEFHRD
SR LHIRLITERRTH S, FIZHA Y N =2 A ML —=VHEBIZBWTIZE
OSSR RMERAET 27 — A» G I h, HELERILETHAD. &b, H
FERAICRS 2, HHENRY Y —ADEN D IZDOWTIIIRETHERS,
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Ll
il
e

BEWEREHEOEMAIZEWT, 77V 7r—Y a »y OFEERMEOHEMEL RS
HERBETHD. 77V r—ya vy BRNEBEOEKE 2 2L 72220z 5
NRWGAIZIE, BESWHERE 2175 HBOEHIZ#EEL . —hT, 77V 7 —
¥ a UHNEHBKRINME 2R OO ThNIE, BEMZRDY Y — AREIEICR D
MBEVY —AREHRRIZT S, BESHMEREROEAREIXLNS. Z0D
BETIRNRIZAIZEEE LT, 77V —Y 3 v OEEKRMEDN L2 ZEd
HAMA L, EHNROIAVBDIZDONWTELET 5.

6.1 #HEHTHIMREE (Continuous Verification)

Hikfie e, 7705 —ya iz U CEBLICM A 2 FEEE2TO5BE, 0
TAMEIT TV — a Y OFHBIERCERERZIZT S 2T T TRy, Y
o, EEWRREZITS BTV Y —AF#HNICE L ERITTED, TA
MR OB RN EDL S A RELNE NS TH S, HEPLT TV r—v s
VOBREEHE, AVTFFUAEELRET, VY —ADREPEEIZELTS. L
Do T, 77V =y a Vidi#EIiZ T ARSI NERETHS.

VT U 2T OREEBRFIED DI, M1 727 L — a v (CL Contin-
uous Integration) 73 % [40]. FFEHDY —ZA2— KDY=V LRET A b 2%
PS5 22T, MEORMARZILO L TAMREMMATES. HRRETEH
Bz, HBUKIEY —AT—=RVKRY MNIANDF = v 71 UREDAIRY % 2
W2, ¥=VEUEIR, TANERTD. iz, WICARBEENICEE A EER R %
Es %, B LU KIEEAE £ TS5 7 71 —F % CD(Continuous Delivery) & FEX
[41]. ZOT7 7 —FIXCl2ET.

CLEREREZT 7V r—Y a v O EN2 T A NS H5HNT, AFLoMInr
TAMEETITbNS., —F, BEEMLR EIEBBEMROT A S O—BIX, —fkH
W Cl DA e N5, £6.11%, Sridharan 2k 2, S AT LB 5T A
b & FDOEMBRE, EEXA IV ITOHITH S [42].
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£ 6.1: AT LB ET A EhidalE, EEXAIVT

Testing in production
Pre-production Deploy \ Release \ Post-Release
Unit tests Integration tests | Canarying Teeing
Functional tests Tap compare Monitoring Profiling
Component tests Load tests Traffic shaping Logs/events
Stress tests Shadowing Feature flagging Chaos testing
Fuzz tests Config tests Exception tracking | Monitoring
Static analysis Soak tests A/B tests
Property based tests Tracing
Coverage tests Dynamic exploration
Benchmarking tests Real user monitoring
Regression tests Auditing
Contract tests On-call experience
Lint tests
Acceptance tests
Mutation tests
Smoke tests
UI/UX tests
Usability tests
Penetration tests
Threat modering

Production, D% W AFEEETITHN 5 T A b (Testing in production) 73% < K,
5N5. ZOHEEFITIE, B, B, MTREREDBLA»S, TV ATLAIE
WTAFRTDEREE (Pre-production) TIZFHBINPHEL WV, & L IEFIEZF[IZW
TANPHEATWEZ DS, AREPSOEHETDOI A 7Y 41 7V EFRST
KB UEGEOAMTT A N 2ITS 2 eh s, oM [Shift Right] & FFXH
% [43].

Sridharan I%, Chaos testing %, ARFERREIZHWT, VU —ABITEET 2175
EAEDIFTWA. F7z, Chaos testing DTN TE S 72 Netflix fL AR T EREE
TEELTWS Z & [44], MA T, Chaos Comminity 232F09 % JHHI (Advanced
Principles) IZHWT, AFERFETOFEITWMSHERE I NTWS Z & [37] 525, Chaos
testing IIABFBERIE CEM L T Z ZlifEN D 5 L E#I N TV 5.

UL2U, OverOps ttDOFHETIE, AFERETEML TV HEEZFIZ2ED 3%
e lE-oTWD 45, RICHEHHHEEZ I bu— L affEe LTH, RFHBEET
Chaos testing 2179 Y A7 LBENERIZH 2720 L EHRKINS. Chaos testing
%, EEMEKEHOBAICE W TEELNOMATSH S, LiehioT, REEE
TOEMEVEHLNDOTHNE, AFBIOBRETEEMTES LS TShiit Left] ¢
NETH5[X6.1].

Rosenthal 5%, ClZf#i5e, #LRT S 74T 7L LT, 77UV Tr—a v DXEH)
% R ARERAREE S5 7 7 1 — F % CV(Continuous Verification) & €% L T\
%[46). 77V r—ya vV Y —20a— N, HlT —XEHE2HHIZ, UL
W CV RS T oA v 2ETT 5. FEEPHRA XY M 2FEALEEL
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feedback

GodsiContiy Continuous
. Change Integration iy
nality
- & Gate Deployment
Periodic
Continuous
Verification
feedback

6.1: AFFIERILIZE TS CV

MELdT 22T, 77V —ya VHRER Y AT LEHEL, [HEMEDE~ER
itz B 9 B AR & kI MRGE T & 5.

6.1.1 Chaos testing

CV IZ8B1F 5 Chaos testing DEBUZIL 2 DDRENH 5. 1 DIFFH A D72 NE,
BECIRRBRGED > F Y A ZEDIZWZ &, $5 1 DIFEEPHEME A XV %
TEAT Y = VIFHNANZ S L R DWMEES 5720, TNOHDRAETH 5.

B I GGHBGEED 70 vt AHE PRI 2G5 FRTH O, REVPRBETH L. £
DEIZIIARGL D STPA DRRB E%2SH & TUXL V. &7z, BEDY — Vi
Bl A=TYY =AY T MU THEII 2 =T 4 R ETEWTERIC R, B
FINTWD. 52 DMEETHIA L 7z Litmus Chaos 13 Z DHITH 5.

6.2 % Litmus Chaos DB TH %. Litmus Chaos (FFER (ChaosExperiment)
& %17 (ChaosEngine) DE#, $ & UHER (ChaosResult) & Kubernetes D 77 A & L
)Y —A& UTHS. Chaos Operator (/7 A X 3 ha—F & LT ChaosEngine
DEAREFE ZERL L, ChaosExperiment IZE#% S 1172 3 7 (Chaos Runner) %
F179%. Chaos Runner (33> 7+ Th O, EECHER A XY M EREIES
V=)V &L. 52 THA LU & S5I2 Kubernetes APIZ 32— V355D, X—7r v
F&953YTFTLinuxDte IY Y R [47] 24T LN v b B AT 2 4
IHEBEHDRYE, FRALY —)V%&E AT Experiment AT N TV 5.
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Kubernetes Custom Resource

Chaos E
Experiment ;
watch | Target
Chaos , Chaos Chaos i
! [ == Application /
Engine . Operator Runner Tobs

Chaos Result

6.2: Litmus Chaos B
Y — 23— F6.11%, 5.2 THH U 7z Pod HIFRMEED RE £ (ChaosExperiment) T &

%. 7go-runner” 1 A=Y THE L 723 T F %, 518", /experiments/pod-delete”
EHZTHEET S LIEHRLTVS. GOETHELHRPIEHEERT 5.
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Y —Z 32— K 6.1: Litmus Chaos D FEERE 7% (ChaosExperiment)

1 apiVersion: litmuschaos.io/vlalphal
2 description:

3 message: |

4 Deletes a pod belonging to a deployment/statefulset/daemonset
5 kind: ChaosExperiment

6 metadata:

7  name: pod-delete

8 version: 0.1.20

9 spec:

10 definition:

11 scope: Namespaced

12 permissions:

13 - apiGroups:

14 - nn

15 - ||appsll

16 - "batch"

17 - "litmuschaos.io"

18 ### snip ###

19 image: "litmuschaos/go-runner:1.6.1"
20 imagePullPolicy: Always

21 args:

22 - —cC

23 - ./experiments/pod-delete
24 command :

25 - /bin/bash

26 env:

27 - name: TOTAL_CHAOS_DURATION
28 value: ""

29 - name: RAMP_TIME

30 value: ""

31 - name: KILL_COUNT

32 value: ""

33 - name: FORCE

34 value: "true"

35 - name: CHAOS_INTERVAL

36 value: ""

37 - name: LIB_IMAGE

38 value: "litmuschaos/pod-delete-helper:latest"
39 - name: LIB

40 value: "litmus"

41 labels:

42 name: pod-delete

ZLUTY—A3— K621, HITEHKL 72 Experiment DFEFTEFE (ChaosEngine)
T®H%. ChaosEngine D AX 2t % Chaos Operator 23HA LU, Experiment %
F179 5. ChaosEngine 1Z1%, X—7 v M w27 7V — a 041740, 5E
f7HE 72 & Experiment QL7542 f8ET 5.
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Y —Z 32— K 6.2: Litmus Chaos DFETE (Engine)

1 apiVersion: litmuschaos.io/vlalphal
2 kind: ChaosEngine

3 metadata:

4 name: frontend-chaos

5 namespace: podinfo

6 spec:

7  appinfo:

8

appns: "podinfo"

applabel: "app=frontend"

10 appkind: "deployment"

11 annotationCheck: "false"

12 engineState: "active"

13 auxiliaryAppInfo: ""

14 chaosServiceAccount: pod-delete-sa
15 monitoring: false

16 jobCleanUpPolicy: "delete"

17 experiments:

©

18 - name: pod-delete

19 spec:

20 components:

21 env:

22 - name: TOTAL_CHAOS_DURATION
23 value: "15"

24 - name: CHAOS_INTERVAL
25 value: "30"

26 - name: FORCE

27 value: "false"

28 - name: KILL_COUNT

29 value: "1"

Z D & 51T Chaos testing THE L REERRLY -V EHRETSHI LT, CVA
AT ITAVHNTEY —IVEBRIZHS 2LV TES. £z, #ROHN S EHEL
IND7D, Bkt 70 ADEFHWPHAEE, EHEANDT 1 — KNy 7 PE
B12725. ZD &K SIZ, Chaos testing Z #2475 D THNIX, Litmus Chaos
D& REMANEENS.

Litmus Chaos 238l &{ (v.1.10.0) TABH L TW % Kubernetes [A] ) Generic Ex-
periments D —& &, KX THEHA L7ZNF =R F ) T & D%z K6.212RT.
NY—= R F ) FEELZRay v a—)VT7 7Y a VIZEBRINTH 553, Exper-
iment THEAT 51 XY b RHENIZHEST L F VAL ED. 08, Pod K
W29 % Experiment O HUZIIXS G F U AR WE DD H B0, AKX TIEHE—
PEEZ SN RP SR\ TH D, MIEHMIZE>TIFERATH 5.
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% 6.2: Litmus Chaos @ Exprtiment —& & N¥— K1) % & Oxft

Experiments | BTN —RF VA
Pod Delete HS-2, HS-4
Pod Network Latency

Pod Network Loss

Pod Network Corruption

Pod Network Duplication

Pod CPU Hog HS-1, HS-10
Pod Memory Hog HS-1, HS-10
Pod Autoscaler HS-2

Pod IO Stress HS-10

Disk Fill HS-10

Disk Loss HS-10

Node CPU Hog HS-1, HS-10
Node Memory Hog HS-1, HS-10
Node Drain HS-2

Node Taint HS-2

Node IO Stress HS-10
Kubelet Service Kill HS-5
Docker Service Kill HS-10
Container Kill

6.2 EBEENRYYV-ZADENY

Kubernetes 2VEHNRZ 3V T 72— N OSKERER EBER Y V — AITKD Z
&TC, fEROBE SRS A TV 2 L7228, £72, ODBbIZ=—X
DERFLZEERIZ, 2V NT—=R A ML=V KIVEHNREILIT TS Z 21X
AR L7280 TH 5. HlZIX, Kubernetes @ Service & 27 7 A XRHNRNEHT BERIZ,
779 R —UCARRMET 20— NNNFT Y%, 7577 Y —EAD APl Z# U
THET D Z L IZ— LR o72[48]. M33DIY hE—IVA NI ZF ¥ TRU
7z cloud-controller-manager 73442 7 7 R ¥4 — Y A D#EEZ ISk L, Kubernetes
DYy hua—J#TdH 5 Controller Manager(kube-controller-manager) & [A#£(Z
Control Loop Z3@ U TV VYV — ADMKEMZ1TS.

Control Loop &, #i%E 32— R TR F— X TEFHT 5 Configuration as Data
EWSHERIE, Kubernetes WE SREKERZERMICLZERMHATHS. £
2T, FDMAMA LR %ZIE Kubernetes VY —AZELEHT HEHMADH 5.

6.2.1 Kubernetes TA¥ L)YV —R /A A—FICL %I Ku-
bernetes ') YV — X DB EE

Kubernetes D 7% 1 > /3% —> D 1212, Operator 8NX — 2 [49] 13 5. Ku-
bernetes IZH AR LYY — A T eBH I L HAXLay bu—JZEML, E

39



Custom Resource ; ; Custom Controller
(Operator)
Vitual {4 T}'“t;”alk L Virtual
Network : : s roo : Network
i ! Controller P !
Storage PR NS S SEORI0 Storage
& i ! Controller g
5 [ Database P '
NSNS I [ — . I -
Database [« : ! Contiallis — : Database

____________________________________________________________

______________________________________________________________________________________________________

6.3: Kubernetes # A X LV Y —Z /3> hu—F1Z & %3 Kubernetes YV — &
O R P

Kubernetes VYV —ATd% > T%H, Control Loop & Configuration as Data IZ X %
EHERB TR —VTHD. ik, EHEVT>TWIfiE2arbu—7
MEBT 5728, Operator 8% — > EFEXN S, Operator Ot HER X, 77V
T—=2a VoA VI IANTIF ¥ ETRIEW [50]. 6.3 1%, KERY bT—
7, AL =V, T—=ZRX=Z -7 Kubernetes V) V) — A DK % Operator
NR =V TEBRT IS TH S, BB D Litmus Chaos  Operator /8% — > T
FEINTWS. Operator [ZIFMHEHEHDOMIZ, T—XRXR—=ZADNNY 77 v Tk
EVY—AEEDFEREFEET LI H 5.

Operator /XX — > O FH#EIPH L, Kubernetes 7 7 A X 23 5, L IX
ZDETHEHETZY Y —RIZR SR, Operator 23> ha—)L 7L —2& L
T, Kubernetes 7 7 AXHDV Y —ZAHLEHTEZ 5. HlZIE Goolgle #1:D Config
Connector[51] £ Google Kubernetes Engine + —EAD7 KA VEEHETH 5 3,
Google Cloud Dk~ 72— A2V YV — ADMHEKE M % Operator /XX — > THe
L CTW5. F£7z, Amazon Web Services ¥ Microsoft Azure 72 £ttt 577 R —
Y AH, Y- AP Y Y —ZD Operator N X — 2 L HEHAEFEBT 54—
TUV—=AYV T N7 TRV M ERIBDTWS [52, 53].

YV — A 32— K 6.3 1% Goolge Config Connector TDEHMBITH 5. Kubernetes D
=Tz AN VY —ADHBEREREZESNIIEHALTE 3.
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Y —Z 32— K 6.3: Google Config Connector D7 #f| (Computelnstance)

apiVersion: compute.cnrm.cloud.google.com/vibetal
kind: ComputelInstance
metadata:
annotations:
cnrm. cloud.google.com/allow-stopping-for-update: "true"
name: computeinstance-sample-cloudmachine
labels:
created-from: "image"
network-type: "subnetwork"
spec:
machineType: nl-standard-1
12 zone: us-westl-a
13 bootDisk:

_
= O © 00 N O U = W N =

14 initializeParams:

15 size: 24

16 type: pd-ssd

17 sourceImageRef:

18 external: debian-cloud/debian-9

19 networkInterface:

20 - subnetworkRef:

21 name: computeinstance-dep-cloudmachine
22 aliasIpRange:

23 - ipCidrRange: /24

24 subnetworkRangeName: cloudrange

25 attachedDisk:

26 - sourceDiskRef:

27 name: computeinstance-depl-cloudmachine
28 mode: READ_ONLY

29 deviceName: proxycontroldisk

30 diskEncryptionKeyRaw:

31 valueFrom:

32 secretKeyRef:

33 name: computeinstance-dep-cloudmachine
34 key: diskEncryptionKey

35 - sourceDiskRef:

36 name: computeinstance-dep2-cloudmachine
37 mode: READ_WRITE

38 deviceName: persistentdisk

39 minCpuPlatform: "Intel Skylake"
40 servicelAccount:

41 serviceAccountRef:

42 name: inst-dep-cloudmachine
43 scopes:

44 - compute-rw

45 - logging-write

WENDZ T R —E 2L, ZOMYMAIZENWTEZRRGET LAY Y —
ZZHIBLTWS. L L, HRIZE>TOWRY, £z, HllE2 H 29— 2%
VY —=ZAHHD, TIZhofEGEANNS.
hTHEERREIE, VAR EORE X, VY —AMOKFEEFRTDH
5. KT, FiEER TS, ERDOBICEREZETT T — AN REE 2 5.
B Z XY — A 32— K 6.3 TR L7z Google Config Connector IZ & 5 Compuute In-
stance(fAR~ ¥ ) DFHITIL, 77— b7 « A 27129 B )8 (.spec.bootDisk.initializeParams)
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WERRRIZEFETE W, Ko T, BRMZY YV — A2 HIbRE, BIEKRT 2 HEN
H5. TNEIEEOHEDORZING, ZYBMAKTHE. BERLT— T4
AV EBODEEIZL > T, BEHOEE~TY v HDEREREOMIZENEL S
D, FNEHDBEOITIIMREY YV OFERSPBEIZLR 5720 TH 5. K~
¥V ORERERIZBWT, ERAERETHEL 3 > T 7% MiccoVM & [HRED FEAE
BRI I ZEIR LI <. ik b7 —2 d MTU(Maximum Transmission Unit)
RY, KL VYDOREESEETHS. HHAA, Kubernetes IZE > TV T F N
Z5Thol-& Dz, BHNR) Y —ZAMTHEMEGH BB, RHIEED ST
H55.

72, VYV —AMOKGEEBREEETHS. HRIEN6.3 THEITEZTF— XN —
AR T H7-ODFHE) V=22 LT, (RXY NV —=Z A ML —=UDNNBE
CIRET D, DFD, T—EAR=RIMELrY hT =T AL —=VITIKEFET 5.
U735 T, 2V T =2 A ML =Y DFERDPBELREENERI NG5,
TNSIEKIFEL T WS T —ZR—ZADHERDBELZD S5 5.

FRERR T ZNZTND Y Y —ZD 3> b a—F % Control Loop THAFEY V) —
ZDIERRSE T 2R TIXV WD, BHERHIMEEERA K E S HET 5. KIFERD
BETIE, xy V7= OEFITRHICHEHFADRIKE V. ZOETEZLDY Y —
ANEEL 55, DEVIKEFETE-HDTH5. RO~ DT —bF 1 R
7 LRI, ZEENEOHIRZ Y, FIAIRS ISR BETH 5.

PRGBS 2 IFPHT Y Y — ADREHH 2 E L 3, BIERZFERIE
ITHEHIKEEZONSE. LPrLEDGE, T—X 7L —VIdERBIZHZ > TH
FAARAREE 20 5%, VITAMNDODEHRITRET TV r— a vy TR ATRER#
HAEBZAD T —ABMEINS. 5T, IAVNFF—XTL— VK TOY b &
Z, RATVL—=yaviky, IoRLZEEPBEIIRS. EEEHIZEEEOR
Wik D KD 5NETH A D.
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ETE BbHUIC

AR TlE, Kubernetes DFEi&E & FEHIDO 28 L, B S HIMREREHL D@ H AT
BEME L d 2Bz, BEENEEREHICBEWT, BREREREEEIXY Y — AEHD
TEEZEL, E52M-9 L5V Y —A0OFEWEK2EH, JERIZITS. L
MoT, THVT—=Ya EZ TR D 6%EH& 5k, #HAZITO5RETHS.
EEOMRERZRP LA YICHAU 2@ m CloEc e, 770 r—vay, %
DR LMEE T 0 A2 GO~ 2RREDORR 2RO L NEETH 5.

7.1 ERHAEDEKRE

U DI 2 ECAMSEIC B9 5 et ot & 2 D 2 B U, Kubernetes 7%
ITNOREDI DI L 72D % kR 7=, 5 3ETIE, STPA % A\ 7z Kuberntes
DEEW, MESHZEIT, T2V T Y MIDBRBRBENY =N F U A ZHAI U
7. BH/AETE, #AUEZNANY =R F ) A 2BEREHNZL > THEL, TDOZE
MMEERFM L2, BH5ETIE, DML THEONMEE LOREE L 212, B
SWREREHE 2SNV a—T 0 VI HEBANEHT 5 BITHET TR &G a et
Bz, BeEIE, FHEOMMAEZEEZ, BEaNRREBEORNRIZHIT 2R
HrERELUT-.

7.2 AFROHESHLES

Kubernetes IZEEHBERIZE SN WT A T 7 %2 % <HUD ANz, F7-, HK
BEDLNEMLRIEY) 7 N 27 ThH B, RO & OE %2R L CTHH
Ui, MifED3 5] & HEamnW/ZiFTchel, VAZZ2E0WrREWL. LrL, £
DG & iz, L08R 55 U7z 3GikiEA 72\, Kubernetes (& 3
AT LDELUVWKEZE RIS, SERLEAMVPENT2EHFEZ6NS. oV ho—
NWARNTIFX¥RNYF =R FUFRE, K XDRERIL) A 2 30 [ ke,
NAAZVI =TIV ITO—heihbTHAS.

/-, BEWHEREEOEHA2 FEE L TEWEZRmNTHED, 777 Rayv
Ca—T7 4 VIOXRTHEHATHS. BT 7)) 77— a v OFEERINEE, 2
S RAVEa2a—F 4 VIDORAIIBVWTEREH#RITARETH D, W2 WS IEH
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HOANRY FZIFTRLS, BRE WS HENZRI XY b2E#ldsl ek, £
DIEN 21T 5 OB T &0 5.

7.3 AMEOEMLRER

'HEREAEMIX Kubernetes 27 77 RY—EATOEENLITLTED, 7
HTFITIZBVWTHEDRERLEIZEWVIZSWRRILTH D, TD-, KX TS
FIZ U7z 2010 FRTER D LBATHED &, BEICES ETOD, ZOMHETORHDOEN
D XA ETVZ LW, REaSUXLATIFE DO Z Kubernetes 23\ W DM 2L L 72
NEEM ZRL, BUROMMEEBEEZRTIET, TOX vy 72 5 Hit
oz,
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DB I FIZHELEHNZUET. I =YYy THHHEMS £ 561,
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