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Abstract

In this paper, we propose a method for describing the data flow and processing of
bi-directional and diverse data flow patterns in [oT systems using a single language
and communication protocol in a comprehensive manner, with the aim of reducing
the complexity in the design and implementation of IoT systems.

[oT systems, which bridge devices such as sensors and actuators in physical space
with computational processes in cyberspace, have been applied in various domains.
Such IoT systems are designed and implemented based on an architectural model
consisting of three layers: device layer, edge layer, and cloud layer. The three-layer
structure allows data to be given meaning in the middle layer, ensures security
by avoiding direct access by the device layer, and can take advanteges of edge
computing.

On the other hand, the adoption of the three-layer architectural model poses
a challenge in terms of structural complexity in system design and implementa-
tion. This is due to three factors: (1) the variety of programming languages and
communication protocol options, (2) the variety of data acquisition methods and
bidirectional data flow, and (3) the poor visibility of data flow throughout the IoT
system. While related research can solve each of the challenges individually, this
research aims to solve all the challenges mentioned above.

The proposal that addresses the first issue is a method that can design and
implement the three layers in an integrated manner using the same programming
language and communication protocol. We propose a method to design and im-
plement the three layers in an integrated manner using the Elixir programming
language as the core. In the proposed method, we use Elixir as a programming
language and Erlang/OTP distributed network protocol as a communication pro-
tocol. In addition, we use a secure communication protocol and an authentication
method for security measures among the three layers.

Our second proposal is an infrastructure that supports push, pull, and demand
methods and can be used in different ways. We propose a method to solve the
second problem by using Pratipad, a library developed by the author, on the
distributed Erlang/OTP network infrastructure. In the proposed method, the user
can specify which data acquisition method is used to acquire data from a device.
Then, by defining the type of message for each mode, the proposed method can
handle any data acquisition method while using the same infrastructure.

As the solution for the third problem, we propose a notation that can declara-
tively describe the data flow of an IoT system consisting of three layers, and then
separate the data flow from the processing. The proposed notation can describe
and execute the data flow as Elixir code, including the types of modes and bidi-
rectionality described above, and the data processing in the edge layer. By using



these notations, we can grasp the whole data flow under one view.

In order to evaluate the proposed method, for each of the proposals, we evaluate
(1) that the proposed method can be used to design and implement a three-layer
[oT system in an integrated manner, (2) that the proposed method can easily
handle any of the data acquisition methods, and (3) that the proposed notation can
sufficiently represent the entire data flow. As a result, we believe that the proposed
method, which simultaneously solves all of the problems that related research has
attempted to solve individually, has achieved an academic contribution in that it
solves the problems of [oT systems and shows a method that can be designed and
implemented more effectively with concrete implementation.
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TENThWERT 5. 22T, A LEMEHWZ2REE0EBIZOn
THiHHT 5.

Elixir D& ¥ 72 % Erlang/OTP 242t 3 2 0t v b v—27a +anld, o
KRIFBFETZ2NEHA Yy by -2 TCORAZHIIRE LTHAES LD, T 74
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NIEREDEETIFEXTHENMTONDE Z b, BIEOMEHARTIL— 7 4 —
AMMHED IV ADPHNS N TWEE, KAy bV =27 I2BWTHWSI12EM
DD B [23,24)].

FD720, 41HITORZIERFEZHW 10T & 27 L DOHEREITIE, X 3.2
BEUM 33 ITHIRT 2EE [25,26] Z 3O ENZNUCHET Z & T, Erlang/OTP
DHE Ay VU —2r 7 rariEHvwoD, TLS LI X 2 BEREOESb L,
7547 Y MiEBFEIC K BF8EE 21T S 2 & T, RiAOMEZMFRL TV,

-proto_dist inet_tls

-ssl_dist_optfile /etc/<%= System.get_env ("PRATIPAD_DEVICE") ¥%>.
tls.conf

-start_epmd false

-erl_epmd_port 44300

3.2: TLSBEZAT 5 DTN A X JE DR EH

L
{server,

[{cacertfile, "/etc/ca.crt"},
{certfile, "/etc/deviceOOl.pratipad.local.crt"},
{keyfile, "/etc/deviceOOl.pratipad.local.key"},
{secure_renegotiate, truel,
{fail_if_no_peer_cert, truel,
{verify, verify_peer}
13,

{client,
[{cacertfile, "/etc/ca.crt"},
{certfile, "/etc/deviceOOl.pratipad.local.crt"},
{keyfile, "/etc/deviceOOl.pratipad.local.key"},
{secure_renegotiate, truel},
{fail_if _no_peer_cert, truel,
{verify, verify_peer}

13}

X 3.3: 7747 FaBeE&BATO 72D D T NA A JEDEE

3.2 1£ZE (2) push, pull, demand AXADOWVWIT NICH

sl , ELWTIFSN3EE

i (2) 1%, BEEICBI 57 —XOHUS AR ZH»r DT =& 7 v =I5
HEFOL WS e Tholz. 22T, AKHITIIWITNDHFRUTHIIELDDOM
FFEE B AIEEIC S 2 71 b L%k, FiRd Pratipad 12 & o T Erlang/OTP D453
By h—J R FICED D Z 2T, REERRIRT 2 FEERET 3.

11




3.21 T—EMRANDRERE

Elixir ® / — FEHEEICB W TIX, MHAEICHER X2 7 — FRLD Elixir iI28W0
THANFE L THOWLNETF—XEETH B Atom IZE > T X vt —J DR %
BET R LT, HEOBHDR vy —T %) hTE 3. BEFETIE, 7
NAZADPSEDT —ZBRICBVWTED T —REE AW 2 (I, Zhz
E—REMR) 2FRETES L9175, 2L T, E—RZTLDXvtE—Y0ME
HEERTSHZICE->T, RAUEBEHOEZOWThO T — XIS %D

HZd L5127 5.

3.2.2 pushE®—F

Device

Edge

|
par [each layers sendll messages in parallel] :

wait for an

>

I process the message

:forward_message

loop ) [push message's periodically]

push_message :
(message) !

interval

|
: (message)

Y

I
1 actuation order
is needed?

alt [true]

:forward_
(actuation: true)

:push_message
(actuation: true)

message
|

3.4: pushE—FD>—7r v XK

12



push E— FDI—7 Y AX%ZX 341217

HEO TS MIENZIVHICEEL TWS. push FZBWT, 7—%
70—ITEDRAEND Ry b=V BERET 2DETNA RAETH 5.

FFTRIESW (FANAREPS T 9 FEADA) OF—& 78— 5
T5. TNAREDPSH Ry t—T% :push_message ' ICK > TEFXN 2SI T,
T—x7u-=hRIhE. Ty VB, R X v =1 U TER - 1E
HDMEF - BAIEFEZMM L7z ET, :forward_messagellk D77V REANKET 3.

RICHTTIE (729 FEDP S TANA RAEANDITA) OF—&2 78—\ Tt
T2, 27V NEPLTALRBEADT 7 F 22— a RO E 5B X vt —
DEEDBTDITNE, ¥ 7Y FED push_message W5 HEHE L/ LTy Y
JEAX v =TI %K5. Ty VEIX ZIFHW-o7X vt —T% forwvard_message
WKED Ty VAR S 5. AROET 2 IoT > AT LIEENZ Y — %7
7F % —TdY, EFACHEHEDT—R 70 —3ERFIITH L. 2Dk, K
FETEHHADOTF—X 70 —Z2O\WTIE, TvIBIIBIT 20U EThRW.

3.2.3 pull®E—F

pul E— RO —7 V AXK%ZX 35117

HED T T T ABENEIHNICEEL TV 2 DI push ARFEETH 5. pull
AREBWT, 7270 ZEDAFNE X v -V BEPET 5DIET 77 F
ETH2. IBHADT—R70—T&, 77V FEPLTNA RFANDA vt —Iik
BERIETRT A X v —20 push_message IZ5 | EE L2 L TEEE NS Z T,
T2 7u=0mans. Ty VB, ZITHo/ Xyt —I% (forvard_messge
WEDTAAL RBEANIRET . 73 AJEE, X v+t — % :push_message IT K
DIXETE. T IREE, ZUFTWoTzX v =10 LT - [HEROMER - 1Y
L2l L7z LT, :forward_messagelZ& D27 7V NENEETS. HHADT—
2718 —Z2OW\WTIX, push TRFATH 5.

Lz ofnlFi&, AR L7z Elixir @ Atom I ko TREEINTWS. DT, FAKTH 5.
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Device Edge Cloud

|
par [each layers send n:\essages in parallel] :

:push_message
(actuation: true)

loop /  [pull messages periodically] |
: : :;push_message :
! ' _ (pull_message: true) !
l < l
' :forward_message ! !
ull message: true
< pulmessage: ue), |
| :push_message : :
I (mesasge ! !
;( ge) > :
: I process the message :
| |
I I I
: ' :forward_message !
(message)
l | = >
: : | wait for
! ! ' an interval
I I I
...........
; ; | actuation order
| | 1 is needed?
l l
| |
alt [true] :

|

I

|

:forward_message :
(actuation: true) |

<

.@

3.5: pull E— RO —7r v AKX

3.2.4 demand E—F

demand E— FDO > — 7 Y AX#X 3.6 I/~

14



Device Edge Cloud

par [each layers send rnessages in parallel]

loop / [demand messages as needed]

|
| data pipeline is :
' capalbe of processing? !

|

alt [true] | |
I I
. i decrease the capacity
| < |
I I I
i< :pull_message : i
: :send_message : !
message
MeSSA08) > |
| | process the message |
l l l
: \ :forward_message :
! ' (message) ):
I I I
! I increase the capacity !
I I I
--------------
. . 1 actuation order
: : ' is needed?
I : <
alt [truel |
I
! :push_message
(actuation: true)
<

:forward_message |
(actuation: true)

3.6: demand E— FDO > —4F v XX

HEDO T 7T LB ENZEIHAICENNEL TV 2 DRI 2 2D A X[EAKT D
%. demand FRIZTBWT, 7—X 70 —IZEDIAENE XA v —IJHERET S
DFTYPETHZ. IJBEAADOT—X 70 —12BW\WT. Ty PEIFHRELHE XA T
WEX w2 —I83H 60 CUDED LNZREMICINE > TWB N E D D2 HERR

15



5. HLIRENIZNE > TW IO RN12D 2 LK L, WWHATGER X vt —
PBOFRN G ZE TIF LT, 78 AJF-\:pull_message il Lo TRy =D
RERERZITS 28 TTF—&X7u—0mEINsd. 731 XJElE, :send_message
WEOTZo VAR vt =V %EETS. Ty VB, RITWoXytE—I1
B U CEHE - IO MER - L E LML 72 LT, :forward_messagellk D27 IV
FBNEET 5. WHPIEDo6, Ty JBIXNBERIRERX v —JHDORT)
Zlz EF 5. #AMOTF =270 =120 T, #2200 FEKRTH 5.

3.2.5 =R

EiRU7=7a b arodEEIBE L C, Pratipad &7 — XA AL F5 4 V%18
9% Elixit ® 7 4 75 TdH % Broadway [9] Z{EMH L T\W5%. Broadway I,
Producer-Consumer S &% — Y Z2RELTED, IFXFLBHEOX v -1
b L7z Producer 12t L TW A, Producer ZMEICHEE T2 Z ¢ THERL T 0
N B TE %, 22T, Erlang/OTP O3y bV —Z7HTA v —
ZHUFT & % Producer & LT off_broadway_otp_distribution 2% L7 [27].
% 7=, E5TE WA TZERZR Broadway D84 754 Y EHAWS LT, 7—
Z7a—OFFAEEZERLTWS. AL EHWTERALERGHT —& 70—
%, K3.7I1TRT.

B MBroadway
Pratipad.Client ———— > off_broadway_otp_distribution > Pratipad.Client
Broadway.handle_message/3
Broadway.handle_batch/4 E—
A EBroadway

Pratipad.Client «—— off_broadway_otp_distribution <«—— Pratipad.Client
TINARE IvIE T77IKRE
Y — =
3.7 MAMT —&R 70 —0DFE%E

IEA DT —& 7 v —i%, #iHRL7% Erlang/OTP D984y vV —2 78wt a
IWEHTT — X Z ST & % Producer 323D of f_broadway_otp_distribution
3, Pratipad D27 54 7 > bFEIETDH % Pratipad.Client Z#H U TT N4 AJEH
LT —XROHET B Z e THES. BUR L7 —&IE, Broadway Z#EH L T3.3
HicRbh T 2 WA TTONR, 77V NEANZELNRS. HAAOT—2 70—
WOWTE, T—XNEE2THLRWI e 2DZ X, IEAMEFERETH 5.
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3.3 X (3) 3L BLZT—270—%2—2LDHL
ICIBBTE B0 E

AR (3) 1F, FE Q) WmAT, T2 77—y YEIIBIYS
T — RO R D RDETHEZ 00, 0T AT LDERIKEBLT—X 7
0n—DildBAEMRb DD, RELIELI R WS 2 ThHo7z. £ T,
AETIE3EDP 522 0T Y RATL2DT—X7u—%2ESMIZEAR L LT, W
By oMl Cidid TE 202 ET 5.

3.3.1 F—A270O-—8%

IR T 5501EIE, HIIAD Pratipad IZ& o THEEINTED, Elixitda— KR
LCitild, EfTTE 2. iiEDO—EIER31DEYTHS. ZhbDidiEEHNVS
TYT, 77— 70—0%EE—LEDd IBIET A I L2 AEEE R 5.

£ 31: 0T AT LDT—R 70 —%5ih 3 %7291 Pratipad 23143 2 501k

il EiReS 2L
Push push E— F

AJ1 Pull pull E— K
Demand demand €— F
P HM—p7atyH¥—

JuEE  [p1, P2, ... PN] JEXEHT2EHDO oty ¥ —
{pP1, P2, ... PN} WAEMH T 2EHD Tty ¥—
~> F—X 7o — TG

SR P 270 T

3.3.2 EEDFER

R’EIT BE0EIE, A1, W, HHEo 350N D 5.

ANFRIER, R DIRE (2) TR 3 2D F— XIS H R EGTR T 2 50IET
HYH, zHFpush E—F, pull E— F, demand E— FIZXIET 5.
JLFHERTRI, =y BB 57— XY, WEEHYETZEY 2 -1 (M
T, ety H—rER) OAHETZHLRTE2 I TRET2LETHS. H—0D
D ADGEE, MIET 27 aty -2 0o Fid 3 5. EXEA X
NHUHABEDGZEE, ety d—%% Elixir DV XA M KXo THIET 5. if
HIEH XN BN EDBEIE, FatyH—%% Elixir DX P & o THIZE
T 5. BEXGEAE, X vt—IHNENDZEHL - [HWDIERE D LR O UK T
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T —EHOUIHICFHWSN, WHED X v —IpHhEn s, WHEHX, X
t—VHNEENBANEEBT I Vo, X vt —INENDRIWEHRD W L
TAHINCFATTE 2 —#HOUHICHWS R, ANEINX v —IBZDEE
Hhans.

HIAGEEEEZ, T—X27u—IEAROADHEGETH 25, WIS NG L
T2 RAMTH B0 %S 250ETH 5.

3.3.3 FT—270-—0x 6
X 3812, IBEFEEHWET—& 70—tz RT.

Push <"> P1 <> P2 <"> P3 <”> (Qutput

X 3.8: R TFEEH W7 —& 710 —Dic k]

ZOHITE, T—278—~"DANIEPush T/RENS pushE— R THDH, <>
TRENDZNAMD 70 —%2REL TWS., ANWENT—XIIRHLT, PL TR
N3 7uty—DUENEHINS. BFEDOP2BIULPIITOVWTHEERIC, 7
0t v H—IZ Lo TIERE S EH XN S, 77— & 70 —iihDORRICH 5 Output
i, Ty YRETUHINXv—I D7 79 REANEEFEINE L ERT.

3.34 ZOtvH—osEasl

F—Z7n—% M38DESICVDLDODT7 7 A NI EI NS —HT, WH
RLETEHA I N vt v b —RICHD K EREIX, 2z flmlo 7 7 £ LA
ftdEnz. X392, IBEFEEHWETFT —XIWHOERERT. ZOHITI,
K3.8DF—& 70 —MNICEBRINTWVWS P1LEY 2 — LOUFHDFEESR| 2300 L
TW3,
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defmodule P1 do
alias Pratipad.Processor
use Processor

@impl GenServer

def init(initial_state) do
%{:0k, initial_state)

end

@impl Processor
def process(message, state) do
# do something with the message
end
end

3.9: IERFEEH WL T — ZWF DFCbA

7ut v ¥ —IX, Pratipad.Processor EANA ¥ 72DEK T % process BE %
RETIDENDH L. X vt—Y DRI Z OBEEDIMIIN S Z 2T, NED
bz, Zok51L, 7—470—0EF LUHOFMOTRETHEST 2 2k
T, BHinTr—27u—%2—80b L ITHBETZIELEHTETVS.

3.3.5 R

T—27u—%2HSNIFHRTE 2L EELEHRT 27012, Elixir D~ v%H
WTHEERTok., K3 10I~vruzfuTr—2 70 —gliErHEELa—-F
DL/ N

ZIZTIE, BEAMT X780 —0DFLiETH 2 >%HET 23— FE2RLTWVS.
Elixir D~ 27 0 %2533 2 729D defmacro Z W THIEXINE>I2E, 7—&2D
AN LTOTy VB, 72T nkyy, 7—XOH e LT
DZ 5y NED, FAFNElxir DEY 2— AL LTIcEINES. Bk
handle_unidirectional_op %, 5l & L THEINLE 2 —NHKEZF v I L,
SIBUCEI U727 — &2 7a—%2ER T 5. >OEHIC K> TidihE¥NdTF—& 70—
X, FIRIVICEIBEF v 7 LENS T —X 7 u—%RET 2MERICERINS.

2P A 7 (Behaviour) ¥1¥, TY 2 — VO TEELRITIUIR S 2 WEEE T 5 HEEE
THb. JavaDAf YR —7 x4 RITHHET 3.
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defmacro left 7> right do
quote do
handle_unidirectional_op (unquote(left), unquote(right))
end
end

defp handle_unidirectional_op(left, right) when left == Push or
left == Demand do
%#Dataflow{
mode: Q@input_mode_map[left],
forward: Y%Forward{
processors: [right]
3,

backward_enabled: false

end

X 3.10: T —&X 7u—idiEo~ 7 az w523 R
O TESNT T —X 7 —2HWT, T—XONHENRTTHOINS. Hi

WD 325HDOT—X2 70 —DEREDRTHICT—&2 70— IEORNEZEBIL
72ODX 3.11 TH 5.

Push <~> P1 <~> P2 <~> P3 <~> Output

Pratipad.Broadway.Forward FRoF—4y 70—
NEZ 5NicBE
FTINAAE — off_broadway_otp_distribution
® ® P1~3ldPratipad.Processor2 39 %
Broadway.handle_message/3 < > Pl.process/1
@
Broadway.handle_batch/4 P2.process/1
———> P3.process/1
® P

72URKRE EYa—)LDprocessEHENETEIND
X 3.11: BT T —& 70 —DHEE

Ao~ nTERI N EEEHVTREREIN T —Z 70 —Aicix, 7—
ZAFEATS Taty =@ EEHARIN TV S, RAO@IIBWTREATY
%D, aty ¥ —0process AR A L FETENEZ T, 7 —XRDUM
PThbs.
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B4E FHE

AETIE, 3ETHRRLBETHRICOWT, 2B L1, 428, 43T
fiz17 5.

4.1 EFE (1) OFFm

.1HITIX, 3@ERRE—DTuro I EELEETe halEHWTHAEN
WCRRET - HETE 2 FEERRE L. KHEHITE, IEFEEHOTEERICIEIC
DB 10T AT LEMETEDLZ L ERT.

4.1.1 RBREFFEZRAWVW=I10T X T LDOIEESG
BRERFEZHW 10T 2T LA DOMEREFIZX 4.1 1R

BREEA 0 s o
AR evyyy | .o EMEEONS
‘:: : N 1 i ( U : ma ) :
& -CO2EE o SLERAPI E FRE

e~ & L R

& 5 .
2101 28 .‘- :+b < - . ¢.§:§

; = . ofd
HRE2 e TyYR ; ek
~ o [, Pratipadi®B pSmprg iy
b = i L ;\_gﬂyﬁ G)E‘E_ ................ : e :
Q‘ 3:-7J'EII (mTLSE(F) C - AR oo e
2t CEmoem - \ SRR DITIE
= S A i-7 7_9'-11_—y5| SRRICEC 178
e ; LAN WAN L VIBTROET (B EBEREGB) :
& - EixircEE - OSYREASOTYF1I—YaVIERICEDE, LEDAALT ( THBEMITS ) OFA)

X 4.1: B2 TFEZHWE 10T & 27 A OREEH)|

ZOYRAT L, FEOBNREZEHIL, FEEOZRMTICAEYIZIRHTH S
BE, MBS L TCERZHT 2 X5 T 006D THS. KX T 41X, T
NARE, oI, 77V RED3IEIORD7D, NWHORNE 3EIZH->T
AT 5.
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1. TNA B FRENOEROERICB VT, o —2HWTENERE (T
{LRFEE, BE, BE, B 2L, =y YBNEETS. £/, 7
T RENPLDT IV Far—ya YIERICE T, MAFICENREDEL
CRETDZLORXEEH S S 72912, LED ZEBIE 3.

2. TYIR TAAL RA@rOEEINEE Y —F—RIZH LT, D Web
API! BB LINET — X225 L7z LT, 77V RNEANEETS. =
NIRBIIHRE Z L ICB 2 20, WEIMERBEMCHEITIERED 2729
Ty IRBTHET LI EDRNERNTH 5.

3. VZTURE =y VIO EEIN Y —T —RICHDIE, THLRE
BENREZEZ 258 T, D, MONBEE-> TWiRWESIL, FIFEFI
WLUTEZTZ XTI DIITAL RN LT 7F 22— aviE
RELTS. T, BERBEEEOXR Y —F— RO E S 7FRRTE L
T, FHAEPENREOZ(L MR T 2HRED IR T 2

4.1.2 5@

KA T X, SEEZFNFNELEZN—FT 27, OSIZL> THERLTWS
(£4.1) (Z77 RBIZOWTE, AWSPEDARRT Y v 7 7o RERWESY AT
IERDEE LW, EBEREBEOLY F Y —ZDEEICEIVFAI— %y T —T A
WHELEZANA—F Y27 Z2HWTZ 77 RBIZRIN.TTWS) .

£ 4.1: ToT ¥ 2T L DOREEFNZ N TR AR

R e N—Fv 7 OS
734 A& Raspberry Pi Zero W Nerves (Linux X—2)
Ty iMac (24-inch, M1, 2021) macOS
277 RJE Raspberry Pi 4 Model B Raspberry Pi OS

—HT, BEEMHRTZY 7 Y =7 d Elixir ZF O TEINTE D, SER
DB Erlang/OTP IZ X 2 0 Hr v vV —ZH R HWTITbhiTnwa., iz,
HERREEIL TLS THEBbIhTED, 774 7Y MEHBFIC X 235 EZ W=t
FaT7REREFEBFELTWSE., ZOZehs, BEFRIIEEEEZEFD [T &~
AT LEIENNCEGT - RETZXZ2FERL L TEMNRDIDTH S LiMiTx 5.

LTJIWD - 7 X R ARHART — X APL — UL R https://jjwd.info/ ZHIH L /=.
’https://aws.amazon.com/jp/
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4.2 EFE (2) OFFH

3.2 fi T, push, pull, demand HROWFIUTHIHILGL, VT S5 Hik
PIREL-. AREITIX, 418 THD B2 10T o A7 L0MEFZ S 212, T—
ZPRHRE F—& 70 —OMAHREICOWTHE T2 Z 2T, IBEFIEOH
P2 S 5.

4.2.1 REFEDRMETZT7T—XEEAR ENARME

0T AT LMZRD SN BHRET, ¥OF— XEEHRICHEDRD 2 00%
Bizd, O, AIL3IBIGRZI0T AT ATH->TH, HUICE>TTF—
ZEUSH R F NI R EDLD 3.

1. push AR 74 ZAHUGAIBER L oI —F — R ERT L BLEETE 3.
0T ¥ AT LT LT, FAAL RBIZBWTHE L7 — & OES 3 RAED
EIRDOENBGE, ZOHRNEHERH S.

2. pull AR 27 57 REMSRMT 2 2—F —[AF D7 7V r— 3 VISRERE
FOF—XZHETE 5. 10T A7 LKL T, 2—F -85 24—
PALNVZIGCTT —XDMEZHIETEX 2 Z e RO 5NB5GE, ZD
HREHNEDD 5.

3. demand AT, 7 — X UWHEHPITS5 v VEORINIILETT—&X 70— D7
B2HH LT —ZEZHIETE 2. 0T AT AIZHLT, VY —ZiilH
DD TOEVAHEIRD SNZ5E, ZOHFRIHELD 3.

F—&Z7a—DNHHEICOWTS, 0T AT ADBEMFIC Lo THEWDIT SR
ZRAEDD D, BGHEDOAICHIGLTWS IoT ¥ A7 A%, HEHABBEICHTH
WHIHX B Z L IR LES. 2o, BEOZEEZBIEZ T, BHITH
AEEIZNIETE 2 AREHVS ZeDEZ L.

4.2.2 M

X 4.1 D IoT ¥ A7 ADHERFITIX, 3207 —2BEAR, BXY, F—4%7
0 —@DHFE - MATADWTIUCDNIETE S, ZN5E[HNDIT 5 72DI0E
RIEER, T—X7u—idhdDEHEY, TANLRABE 77V RETHHATZ A Y
Lt —VREZEITR N AVDEEDATHS. ZDOZerb, EFEIIHALRE
HBRDHENZ 0T AT LDRERIZL s TANRTFIETH B LFMMTE 3.
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4.3 &E (3) D5

33T, 3@roREZTFT—FZ 70— %—HDd LIBETE 3ELIERL
72, AEITIE, BEFEZHVWT32HTRLET —XEUSEHREB X5 HEE
8, ZLT33HTRLET Yy VBB 2UIHEDIEKER & W)@ H % R T &
5 ERNT.

4.3.1 RETILEDKRIFEE

BEFIEX, push, pull, demand D 352D F—XEEHRITMZ T, #H2h
D7 = 2B ARCBI 2 HGME, WAFWTIUIOWTHREHATES. Zhb
D55 Tpull AR, 777 REDP ST ANA RAFAND T — XEFBHERIESINT
TNAREDRT —REHEET 5720, WAFBEIRETH 2 Z L DHHETH 5.
2D, T—XEEAREBEDHAIOHASOREIESED &85, 421K
THED, EEFRIZDO5EDICOVWTETREHANETH 5.

R 4.2: |EFIEEH VBT — 2BEHRUISHIE S 27— &% 70— Dstik

7N 1A [RtES

HFE  Push > P “> Output
MFFF  Push <”> P <”> Qutput
pull MIFF Pull <*> P <”> Qutput
B\ Demand “> P ~> QOutput
MFA Demand <~> P <”> Qutput

push

demand

T/, BEFREZ, =y IBIcBI 2 EIGEH & WHEHIZOWTS, Z
NZNHHTH 2 WVIIHASDOETERETE 2. £4.3TE, IBEHDA, W5
BHDA, FNZNEHASOEUE ORI OVWT, ZRZNTHTWVWS
(H—n 7ty P —fliconTid, R421ICBTTWBELD, AIELTNWS).

# 4.3 BEFEZPHW -y YBIZBIT 3 7 0ty H—0iR

YiE:Y AL
JIEZR Push "> [P1, P2] "> Output
A1) Push “> {P1, P2} “> Output
JEZR 4% Push ~> [P1, P2] ~> {P3, P4} ~> Output
AWiF+MEX  Push ~> {P1, P2} ~> [P3, P4] ~> Output
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4.3.2 @

REFIRIZ, 7—27n— Wl z2oEiL>>, 7—XWEHN, @EDRT
fE, =y BB 2UHOMAEDEZ TICRITE 2EZER L TW
5 ERHMiTE 5.
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EHE IbHDIC

5.1 KD E

AR, 3EHRB 0T AT LCEMEZ R0 THEL LT, (1)
77 IVIERBRHEETR FaLDBERENZHTHEZ L, (2) T—XOEEH
ADZHEDrOT =2 7u =AM EZROZ E, 3) IoT AT DR Z@E T
JoT—=27u—DRBELPELI R ZD3DO%ERLT.

ZLTC, HEEART 27012, zhziucxLlT (1) 3ExFE—D s 7
IV ERBLEET R b a L EHWCTHREMICKE - EETE 2FIE, (2) push,
pull, demand FRDOWFTHIZHXEL, HWFiFoh 8 3) 3EIroRD
F—x7u—%—8Dd L IR TEXALERERL .
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