JAIST Repository

https://dspace.jaist.ac.jp/

Title gdooodgoooooooguoooouooog
gopoodgoond

Author(s) oo, RN

Citation

Issue Date 2023-05-18T08: 08: 397

Type Thesis or Di ssertation

Text version aut hor

URL http://hdl.handle.net/ 10119/ 1835

Rights

o Supervisor: oo o0, gooojcoooo, O

Description

O(oooon

AIST

JAPAN
ADVANCED INSTITUTE OF
. SCIENCE AND TECHNOLOGY

Japan Advanced Institute of Science and Technology



2 7RIS BY 5 LT ORE £ 5O MR O 1R

Frie A

FIEEHE BH B

JERET IR A B R FBER
Felm R LB TR
(IR

SHI54E3 A



Abstract

With the recent growth in a wide variety of I'T services, including Web services,
there is a high demand for flexible and agile systems for efficient service construc-
tion, operation, and management efficiency. In order to meet such needs, the use
of container-based virtualization technology is increasing in cloud computing and
distributed systems.

Container-based virtualization is an OS-level virtualization technology that en-
ables the creation of containers, which are isolated spaces on a per-process basis,
in which services and applications can be run. By using containers, it is possible
to make it look as if the services inside the container are occupying OS resources.
Containers are implemented using the functions provided by the kernel of the host
OS. Containers do not virtualize the guest OS compared to VM, Virtual Machine,
a hardware-level virtualization technology. So, containers have the advantages
of fast boot-up, portability, and the ability to easily reduce environmental differ-
ences. Existing container implementations have not been able to use containers
generically, so deploying services using physical servers or Virtual Machines for
service provision was time-consuming and inflexible. However, with the advent of
Docker, the current popular implementation of container-based virtualization, it
is now possible to rapidly launch and deploy services and applications, enabling a
quick response to constantly changing requirements and scalable service delivery.

The importance of service discovery that can handle dynamic changes in the
endpoint that uses services in containers and fast status changes such as start and
stop containers is increasing. The use cases of service provided by containers are
increasing, and the number of containers is expected to increase in the future. The
service providers must manage information to use many containers and provide
services that allow service users to use this information. In addition, container
networking builds its network inside the container host, and its namespace is hid-
den from the existing namespace. However, there are many access requests from
outside the host to services running inside the container. We also considered that
it would be important to ensure the reachability of services from outside the host
by running a lot number of containers to use lightweight containers inside the

computer effectively. Therefore, transparent name resolution is required to find



the service running inside the container from outside the host.

The purpose of this study is to provide a service discovery system that enables
flexible external access to services running inside the container from outside the
host. Additionally, we will discuss methods that can be used in general and that
do not depend on managed services provided by cloud service providers. As a
derivative effect, it will be possible to access services running inside containers
transparently without being aware of the location of the services.

In this study, we investigated networking technologies in container environments,
represented by the bridge Network, and service discovery topics in various envi-
ronments. As a result, we found that the container network inside the OS hosting
the container uses a technology that translates source and destination Internet
and transport identifiers, making it possible to access from inside the container to
outside the host. However, it was difficult to discover the services running inside
the container from outside the host. To solve this problem, we design a system
that satisfies the following requirements.

(1) Discoverable the services provided inside the container from outside the host

(2) Design of service name space

(3) Can be used in a general-purpose container environment

To design a system that meets the above-mentioned requirements, this study
examined an optimal design method for a service discovery system that can access
services running inside containers. Then, we propose a service discovery system
that combines a dynamic name resolution mechanism using a distributed database
on the Internet and a mechanism that exposed to the outside the host information
on endpoints for reaching services running inside containers from inside the host
that provides the container. The service provider stores the Internet identifier and
transport identifier in the database at the beginning of service delivery using the
service in the container, and the service user accesses the service by referring to this
information. To take the benefit of the name resolution mechanism on the Internet,
the design of the namespace and the name service were adopted to be included
inside the existing namespace to ensure the transparency of the name resolution.
Regarding the methodology for the method of exposing the service endpoints, we

adopted a method that does not add any additional implementation to the existing



container implementation from the viewpoint of dissemination and transparency.

So as to confirm the operation of the proposed method, we conducted experi-
ments assuming that the service is provided and that the service is used. In the
experiments for service delivery, the proposed method was used to start a container
and update information in a database. In the experiment for using the service,
name resolution was performed using a SOCKS proxy to imitate the referring to
information about the service, and Web access was performed. As a result, we
confirmed that it is possible to update information for using web services provided
in the container and to use the services provided inside the container. From the
above, we confirmed that transparent service discovery is possible by using the
method proposed in this study.

As a result of this research, we showed the possibility of transparent service
discovery without being aware of the network or service location. We believe that
by upgrading the methodology proposed in this study, it will be possible to achieve
service discovery that does not depend on the environment of the application
managing multiple groups of containers and thus managing more containers. As
items for future study, the need for extended implementation of name resolver
APIs that perform name resolution and the quantitative evaluation of scalability

was clear.
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’ Hypervisor ‘ Container Engine
Host OS Host OS
‘ Hardware ‘ ‘ Hardware ‘
VMEYRA8{E JvFHERELL

2.4: a7 FRMRARML & VM BURAE L o & X

Fie, ar T FEELIERRA P YD OS ERE L THioTWwa 70, VM
B LT A2, —Ble LT, av7F2KRA 2532 D0SIZ
MaggtEm R EIND e, ZORAMTHBH LTI R TOa Y7 FHICEE:
MIZTHEDRDH 2, ZDId, Ay T F2FTT2aY7F 7 X4 LD
Z & 5 79IT gVisor[11] % Kata Containers[12] 2 EZRHT 2 Z & T, ¥ 2
V7 4 DAl FIZDR23 5%,

2.2 Docker

Docker & & Linux ECTEHEST 2 a7 F8RELY 7 v =27 TH 5 3], %
7z Docker ZHXD &L T v M7+ — L 2KZHET b H 5,

Dockerld, 2> 7+ 4 X—=YDfERR - B - FTe Vo le—EHD Y — L X2 F|H
AJREIC LT3, a YT FDIERTIE, Docker f A=Y 2FMAL TSIy b 74—
LK IFE L WS T REE P ORI LHAEZAIRBICL TWS, 2V T7FD
HATlE Docker 2D A X — % Docker Hub[13] & W 5 MO FAFEHE IMERK L 72
ARV EHETLILERARETH S, 2V TFDFEITTIE. ZEZRERT TV
F—2al ERTAMNRE AT YV VBRE - ABRBRECTEBRICET T2 2 e
TZ 2,



Pod ) Pod Pod

Pod Pod Pod
. | — ]

‘ Kubernetes ‘

Container Engine Container Engine Container Engine

Host OS Host OS Host OS

‘ Hardware ‘ ’ Hardware ‘ ’ Hardware ‘

2.5: Kubernetes OHERX

2.3 A>T FHA—TAL =32

ay 7T FEMOFHOEMEN, EFaX s v Thbary T FE2RMHAT 27—
ADMEMLTWVW3, 2D XS R OH, REDa YT F2 ANFTEH - EHT
5DEFNEETDH %,

ZFOEO5RBERTAVTFA—FT A= aVPEE LR, aYTFA—T R
Fo—=Yayy—nTdaryrsHeEhi7 7V r—2aorraf X5y a—
V7R —TEHT LN TES, a7 FHDOBEZITI OO Y b
V=Y —ERXAT 4 ZAINVIZONWTHAYTFA—T A L= aryV—ILh
tL w3, REWRaYyTF A —F7 AL —2 a Y —iL¥ LT Kubernetes
[14] BZIF5h 3,

2.3.1 Kubernetes

aAVTFFA—r A b= a yORENLRIFIELED—DIZ Kubernetes 31T H 1
%, Kubernetes & Google B D 7 5 A& ) ¥ 7' X7 5 TH % Borg[15] &£l
OSSftxnA—7 AL —&TdH 5, Kubernetes Tld, #&fbIniz7 7 AL
RIS R T AW ZRLR S 5 28T, T4 T5ary TR Y —R2EHFN
WEMT 2 TE S,

Kubernetes ODRER 2 X 2.5 12/RF, EED 7 — P2 LT, Kubernetes %
ML, a>y7FOEM - ET%21T5, Kubernetes Tld, a7+ 2EHT 2K
NN 2D a > T FRETH B Pod & LTI D,



£38 H—EXTFaosXANY

ARETEI—CRAT A AWV ICHET 2HEZ L0 5,

31 A2 —2%y hEICBIFZHT—EXFT 1 XA/

A& =2y b EZBIT 2 IPBEEEREDOHNFTH S IP 7 FL R AHBE
GWZHHITE 2 K O5RD NI FX AL YHOMNIMNFZIT O — AT 4 AAN
) > A7 ¥ LT Domain Name System (LLF. DNS) 232 F 605,

DNS 2 F N 5 LU, 4 > X —% v b DHTETH 5 Advanced Research Project
Agency NETwork (ARPANET) TIZHOSTS.TXT ZHHLTHA M IP 7 K
L ZOMIGBEFREEHR L Tz (K3.1), 2D 7 7 A LOBEHIZOWTIE Stanford
Research Institutes Network Information Center (LLF, SRI-NIC) 23T - T\ 7z,
KSR R D Z B EHRFI 13 Z DEBEE SRI-NIC IE#A&E 21T 5 BN D o 720 KA
H#F X FTP ZFH L THOSTS.TXT Z AF L. Zh B L THAERIREZIT S
WED D - Tz

R MEDHERT B12hE0 BUT O X5 REDH S 227 5 7,

o FIHHE
— HOSTS.TXT O HHEE ORI

HOSTS.TXT

@ SRI-NICH'HOSTS.TXT#%
R - BE

@ KI1—YHSRI-NICHS
HOSTS.TXTZ AF(FTP)

3.1: HOSTS. TXT ZF|f L 7= % wifigik o & H 1%
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REE1L
£S5

Xl 3.2: DNS DR &S
— EXESERE DI
o EH#HE (SRI-NIC)

—  EHTHEFE DN
— HOSTS.TXT DAEXAL

o FTEHKETR
- v b HHOHE
— Y= DA

YLD X 5 i 8 % k3 5 72912 DNS D% S 7z,

DNSZ F A A V&2l % Y ) — SR L TV A 0T — A R—2TH 3,
DNS &, #riZEzfEE L. BEO b o THNANERE TS 2 T2 AT
52 CHMEMERREICLTWS (X3.3), DNSIZBI 2 AEDTEMA L K5
H—UF Root DNS I TWVW5, THHIGMHAKE 13 »FrCHEHAZINATED.,
HATiZ WIDE Project 12 & - T M Root[16] 25%EH XT3,

DNS 25T 2 L HifER OB % X 3.3 12R"5, DNS 2 FH U 7= & ez
MY — N, TP —ERY YN, ZXTVIANERHT 2, 2754721
RT IV =2 arPoARXRTYYAANARERHEINE, ZX T Y YIANRTIL
=AY VAN LU THRNBEEEZT5, 7P —LRAY Y IANFZAXT
UYNADBERINT: FA AL Y HOFRZIT D 7o, MY — BRI LTI
HIFNMEEEZITS, HET—NE YV —YORENICH 2 K X4 VIEREINESR
FEEREHRELTBY, IALF—ERYYAANARLZELEZ T VICH LTS
%3 %o
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fERY—/ B

Root
1 — I— 'y
4
TNH—ERYYVILIK a \
com

,\amv\e b’C\' 8
FBEE com. w;:wr—/ \ C\m%\a dreC
7504 . SRS BfEWabE] Name Server
(ex 7= )®[W¥U‘Hﬁ’ 9] 2457 UERIRRER] example.comDIP7” KL X% X T
— N < ‘example.co
emmmr | VI T
I BRI ®li5E] D example.comidns1.e xampl caml FELTWS
example.com sl ' a.dns.com
Sxam Ql/"ia
o Fr kR Zeomop St
Ol SSE
Xample, Comep, ®//*—§7 &9 Name Server
y A—

by 192, example.com. IN A 192.0.2.10

nst. example com

3.3: HHifERDENER] (example.com)

IR IC A RIRIR D FEATR, V— b ="\ 5 DOWEDE 21T &R
0D WS MERDPD 5, £ TIEIFhEHRMCTFEIFHEINSE, KK
Wb FEE LTHULR S X ¥ v > 212200 THIAT 5,

¥ v v atid, DNS ZHIH U 7RI 12 4 B oR R 2 — € R 72 1 2R
BT 2HATHE, 7P —ELRYYAANEF Yy v a SNLAEZHHLT
PHIFRIRZITS Z e DIA[REICR %, ZDF v v P a B MM T 25 Z & THHEIRIEE
179 7% —E RV Y ANOAGERSR, GHifRICE T 2 RFEDOHIEL T &
%o ¥y v a2l DNS La—Rigidihxtra TTL (Time to Live) Lnaﬁléh
7O AREEEIN S, U TEDNS L a— RBFELEVWI L 2R FT 240
TATF Y2 bFET 5,

3.1.1 SRV LId—F

Y- RDNMBEIEET27HODDNS La—FDO—22 L TSRV La— R
EFRINTWVWS (17, SRV L a—REHWS Z & TR— &S % DNS L OIS
5 Z L DSAIREICE B

L2 L. SRV L a— RiE R XA vk IPv4/IPv6 DARIfERZITS AL a—F
PAAMA L a—FeRBLD, —RINCHFTRRTHRHE NS getaddrinfo() B
RETIESRY La— RiEFBREIN S X5 ICHEEINTOWRY, ZD7®H, SRV L
32— FEZERIVCHIH T 5 72 DITIIHRR TSR 2 HER 5 2 B0 D 5
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3.1.2 HTTPS/SVCBLI—F

HTTPS IR Y % #&filf# e DNS_ LTRSS 2 29I HTTPS L 3 — FL HTTPS
DA O 70 b arzfs e ARl L2 SVCB L a— R ERENT
W3 (18, TN5DOLa— R, K- FESOHMELRT 2 LA TES L
. SRV L a— KA —CRZRHELTVWI RS -2 a Y ERT I EDT
&5,

3.2 95U RREBICEIIZY—EXT XANY

3.2.1 Amazon Resource Name

Amazon Web Service (LU T, AWS) TIHRABEY — %4 5 Elastic Compute Cloud
(EC2) X b L= %% S Simple Storage Service (S3) 7 ¥k 4 723 — B A EE
fxnTnb, ZOX57%H, KRBV —ERAZE[OF P LRFEDY —L X% —
RICHR T 27715 LT Amazon Resource Name (BAT. ARN)[19] DMFEET %,

Amazon Resource Name (& AWS TIRREINTWE Y Y —XZ#AlT 2 Z e
TELXFHITH S, ARNZHNS Z T, AWS 2ETREIATVWE Y V-
R —RICRET 5L ZAHICLTWS, ARNOJERIZL T T, ZhzholE
HOERICOWTIZE 3.1 TR,

e arn:partition:service:region:account-id:resource-id
e arn:partition:service:region: account-id:resource-type / resource-id

e arn:partition:service:region: account-id:resource-type:resource-id

ARN ZRH L7z —E 2T 4 ANV AWS AED Y Y — X %2 —REIZikA 3
% Z e BAJEEIC L7223, AWS A& &L 29— © 233 D 72 D12 3R H 5
52 ETERV,

3.2.2 KubernetesICHITZH—EXFT 1 XA/

Kubernetes Tl 7 7 AR ZEHT 2720, A2V Y —A 2L TWE, Z
D—DIZ Service YV —AMDH 5, Service VY —RATlE, 77 AXETHEITEIN
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3 3.1: ARN MR CCF3) D Bk

HH M
partition VY —ZABEPNTNWE =T 4> a Yy
service AWS ¥ — ¥ 2R A4 Hi{2E -
region Jy—Yara—F
account-id AWS 75w > bD 1D
resource-type )Y — X DFESH
resource-id VY — R T

22V 7T FICRTHEY FRA Y MORFSLY - X T 4 XAV 2R L T
%, Kubernetes ICBF 2 Y —E AT 4 AANVDFEE LTREL D 5,
o 75 ZXNHEBDNS
o BREIZH

7 9 AZNEEDNS 2% — R 7 4 A ANVIHI T % 56121 CoreDNS[20] D
X9 M Z -V T Service VY — ADEHZFITH — AT 4 XAV KA
Ehd, LhL, o+ —r 2L =2 a vy — LR rEEDT—RICY—L R
TARANYZATS ZeNTET, B—0RETTL2AATERwE W #RE
DD DB,

Kubernetes IZBWT, 7 7 X XAERD Pod IZHERBGE M % 4L 3 % Service V
Y —Z & LT, NodePort % LoadBalancer 72 ¥ 3fEES %, 72, FFED 71 b
I )LRRIE THNRBRE M 2 TR 5 % Ingress V Y — ADMFIETS 5,

NodePort 1%, 2 7 ZZHNEIHFET % Pod IZH LT, 7 F7AX/—FDIP 7
RLRAER=- I BEBERIEET LTI 7 AXNE 0@t ZiREET 5,

LoadBalancer Tl&, 7 7 X XK LoadBalancer Service Z{E L T, IP 7 K
LZZHINWHT Z 82X o T SN0 s 0@t 2 23 2, ZoH—E RT3,
7 A ZNERIZ NodePort Z1ERX L. LoadBalancer \®Di#{5 & NodePort Z#EH L
T Pod ICHRiE X5, Z D LoadBalancer 134 > 7L I X DEEIZIE Kubernetes
EHEQRENRAE XN TORW2H, MetalLB [21] @ & 5 72 LoadBalancer M 5%
PRS2 RERZH 5, £7-. Google Cloud Platform 5° Amazon Web Service @
X277 ) v 727 57 N T LoadBalancer ZF|H 3 2551213, &7 v o
7 79 NgEE D3 % LoadBalancer ZHIH 3 2 Z & IR 2,
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3% 3.2: Docker IZ281) % Network DfEEH

24T R

bridge Linux 7 —3%/L® bridge # v bV — 2 Z{HiH
host KA b= > D NIC % B
none oy MU= EHE Lgw

Kubernetes IZBWT, 77 XAZXEHDLHDY YV —R & LT, Service V Y — R
DBIZ Ingress V Y — ADTEET %, Ingress & iZ, HTTP/HTTPS & WS RED
v b a ) U TTANERBGETE R Rt 5V Y — R TH B, Ingress HHT 2 Z
T, URL ZHMMA L7 AR =2V —T 4 7 REAM T RDKEEZ A L T 5,

3.3 DockerlcHlTd3H—ERXT 1 XAH/NV

Docker BFIHAIER A v b7 =2 EFIC=FEHD D, X3.21T77.

7 7 # L} T bridge 238 H X 41, Docker engine 1238 C DNS X DHCP O ¥ —
AP XN 5, [X3.412 bridge network Z#|H L7z Docker 2> 7 F D4 v k
7 —27M%RT, Docker DX I72ar 7 F Ly TR KR MMRE ot
RS 2 7D NAT 2R3 %,

Docker Tl&, [F—H R PAED a > 7 FF L4 bridge v vV —27 XA T
5T, IP7FLRATIRAL, aY 7 FREZHELTT 7L X5 5 2 e HAfhE
7% %, WHEDAy bV —ZENAT 2R 2720, 1687 78X TER
W 207D, a2y T NP L DEEIIEIR-s 7+ T —T 4 YR W
5, ZD7DH, KA ML S a Y7 FHNETHRET 29— X 2HHT 51213,
RAPDIP 7 FLRE RT3V =T 4 Y THHESN L K-+ HSDERE
HANCHE T 2 02D 5,

3.4 NAT

Network Address Translation(MA T, NAT) &1, IPv4d 7 F L XHEEICHIST %
Feb, ZB— VVIP 7 RLRE T T4 R=}IP 7 K L ADOKIGS T %47 S5 B
THb, ZONATZHHT 2L Tr/E— ULIP 7 FLRAZREICMES 2Lk
(L AV Z =%y MTEHT DI EDTE 5,

15



Container Container
ethO eth0
I |
vethO veth0

N rd
docker0

|
NAT
Router

Host eth0

3.4: Docker @ bridge MR D a2 > FF % v bV — 27 OHE&EN

node 1 node 2
192.0.2.11/24:12345 192.0.2.12/24:12345
192.0.2.1/24:12345
Global ¥
; NAT
Private X 172.16.0.1/16:12345

node 3 172.16.0.3/16:12345

3.5: Cone NAT O#Ej{E

3.4.1 NAT QTR

NAT OFERNCIEARZ <. Cone NAT & Symmetric NAT 2MFET % [22],

Cone NAT

Cone NAT &1Z. 50/eh3 B2 > THFRI UEBITICEIZITI NATOZ & TH
%, [X3.51Z Cone NAT O#EIfEZ/RT, Cone NAT AT 2 &, 5iEn 5T
b NAT ETEERT FLADREDRELEY FLRAREHEh %,

X 512, Cone NAT ICIFZEROEIC L > TX ST 2 22N TE B,
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node 1 node 2

192.0.2.12/24:12345 192.0.2.11/24:12345
192.0.2.1/24:12345 192.0.2.1/24:6789

Gilobal

. NAT
Private + 172.16.0.1/16:12345

node 3 172.16.0.3/16:12345

3.6: Symmetric NAT OEjfE

e Full Cone NAT

o Address-Restricted Cone NAT

e Port-Restricted Cone NAT

Full Cone NAT 2%, 2 TOREEBILIOREEZ T 74 X— N ZEMITIEZIT I,

Address-Restricted Cone NAT 213, EEL72Z e DHBIP 7 FL AN HDRZEIZ
LU TDANAT ETEHZITV, T 74 RX— MEMICHLEZTT 5, Port-Restricted
Cone NAT i, EELEZZLDHBZIP T FLRAL K-+ BEESDRT DZEIIN
L TDOANAT ETEBEITO, T4 X— M ZERITIREERIT S,
Symmetric NAT

Symmetric NAT {Z3AEED R 2 5 E T3 RR 2 XETICEHR 21T, K 3.6
12 Symmetric NAT OEIfEZRT, KMEHLT FLRALKEBER- I EFORT LIX
BT FLREKEEHRAR— P RBSDORT B —H—XET %,

3.4.2 NAT #hz 5

NAT Z2FH S NBETIE. VoY — b RBHEE WA TNChh 512 L o
TLEI DB, DD, STUN® TURN & W\ o 72 NAT 82 103 F
SNb, FNHIZOWTEHAT %,
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STUN @ Resolve
>
Server node
@ Register Q Access
Global
Private NAT

node

X 3.7: STUN O#jifE

STUN: Session Traversal Utilities for NAT's

STUN[22] 137 v — LZERIZ STUN = N2 HE L T, NAT o 7a—or
ZERNCBWTHEONTWE IP 7 FLARERT 2 FiETH 5, ZhERfHTSZ
¥ T. Cone NAT 2SI XN B BRIBICBVWTNAT A 2175 2 e W TX 3,

3.71X STUN OFIEHITH %, HIDIINATE FD /) — KRBT 54 X— bk IP
7 RLRZFHALT, Z8—oUL7 RURZEMICIFET % STUN #— 2R LT
HEEZT S, T5L. Cone NAT IHEFHRDBELRZLGETHRL T N L RITEH:
ENZTD, Fa—"N7 FLVRZERMEZFH L2 247 2 3 STUN H— %
I T NAT 2 X N ROTERZHERT 52T, IAR—-PZE-O /) —F
W7 72 RT57DDIERMEMRT 2B TELDT7 7R %EITH DT
x5,

TURN: Traversal Using Relay around NAT

Cone NAT X STUN ZHW2 Z & T, /7 —>ULIP 7 FL R ZHERT S I &
T EBH, Symmetric NAT IZ@FE & — 0 —TE#Z1TS5 DT, STUN TIXZ
0—>NVIP 7 RLURAZMERT 5 Z 8 TERV, Symmetric NAT 2B 2 2 Fik
¥ L CTTURN[23] 8% F 55, TURNIZ/ — REENSHES —~ZHEL T, V
LB TEEZITO FIETH %,
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node

Private

Global

NAT

@ Register @ Forward
Y
Turn
Server
A A

@ Register @ Send

NAT

Private

node

X 3.8: TURN O#E{E

X 3.8 X TURN O#HEFITH %, TURN ZHH L 7=EEIC1E, @ER1C TURN
P — NIRRT HER 21T 50 #8al « FFe] 2B o 55121, TURN #—N
PREALET—ZOEZEZHBT 3,
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a8 AT FREBICHIFIBZY—E
AT AANYDOEH

AR TR, a Y7 FREICHE T 2 EEFIEY AR, RETIXa Y 7 RIERE
KBTI —ELRT 4 AINVIZBWTARY TR NZHELERILT 3,

4.1 KAMNAHH SO —ERFZEEOEEMY

ay 7 FEAAMEZTVEH, KR M5OV — E REGEEIERICKR
EEZD,

EERER LAY — NS LT, B— KX N BB T2 — b R3ZZETAE
SBRLBRVDTIEEVNEEZTVWDS, TDD, KEDaYFFEHE—KZ
DOHTIREL T, A2 7 7 RAATREICT 2 2 THEL LB EZ TV
DlEpe, AR MBS a Yy 7 FRETREEI N2 — L 2D FE ﬁ%%ﬁ?
52 ENEBIZRDEEZ T,

i

4.2

YT FREOHAMEML T, av 7 FE2FAT 2 ETER MR
5 DY — b REEEDEEIC A 5 L AT TNz,

aYTFFBBREL TOEERZ MRS a Yy FFRENETHREI L T\» b Y —
PRI LTT7 72 AT BHIEIP 7 FLAER— b EBESDIERPDEE 2D, L
L. FAR M OHHETZEM & BRI TOR WD, KR MR S
ayTFNETHE T2 —E2AERAET 2 IETERY,

bR, ar7FRETHEET 29— A7 7R RT3 -0DBE BN —
VRGIBEREITOIF—ERAT 4 AHNY AT LBRD N5,

ﬁ
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4.3 HEREIF

MED &S BERENSARHFETRDONZERFIEHYF LD B,
1. AT FRBICBIIZ2Y—VE AT 4 AHNY AT A
2. Y — ¥ R B DRET

3. PV a > 7 F BB CTAIA Al HE

4.3.1 AVTFREBICEITAIT—EXTAAANVI AT L

P—IHEHTHEIY—VERF 4 AAINY T RT LADOHRETTIER. 2> T FHNERTE
BT 29 —ELRANDTY FRA V2D XS WAL THHEZF Y- 2X%%
fRIRE B 2 DM T %, Y—E AT 4 ZAHNY AT LADFKEHFCIZ, T—%&%
REET 27 —XR—212F,. REDaY T FEEERGETH D, 77 A%
TEX2AMDEDBIRD O bR LT

4.3.2 HY—EXLZTRDHET

BIHHTH 2V — L RBZEROFRET TR, Y—ERAZDOLE/ME YD L 51T
AT A VIEMEITI. A VA —2v b FICBII2BFOARIZERTH S ¥
XA VHZER e O B RO 72D D X 5 RERET D REI R 21T,

4.3.3 RBMAL YT FERIETHATEE

=IHHEIZ, FEDBR ?deﬁ<\ﬂ%%&3/7% BRI CHHATRET H %
TeDIZED XS LiKGE - FEEITORE»HEMT 5. BIFORLICARERR D2
E%mxébt&<\ém%&#—kX%&@%ﬁ%EhTo
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ELTrE AVTFIREBICHITIZY—E
AF 4 ZAANVICET 315
=15

5.1 HABIZERBOET

MO 7 ) r—a I U TEREMZ S Z ek, EBRNZGHETRIEE
KT 5 7 DICHETZEE DG 21T o

T2 OFKET T e LT, K& < 1. DNS B 3 HRIZEEoONEIca >y 7
FEREICBT 2412 M 2 & 5 ik 2. DNS B 2 4H1ZEM e a > 75
BAENIC B0 B TR 2 ST 5 50 B B (K 5.1),

5.1.1 BIFEOABZEROASICREZT I SHE

DNS 1281 2 ZETZER ONERICE < HE12i&. DNS Mt 5 2 a2 o &
HPREL Wo 2 DNS R T 2 ER ETH e TE S, 7AVUw b2 L
T, DNSIZZF—EHR 7 =) OfERE2EEFEL T, BAHT2F v v ¥ 2H» D

.7 | BFEOREIZER
’
1
1

Ry LA
KXY 1
1

1
THAYKELAL |
KXty

1
BFEORMERIag SN V| BEEFORMERE B U
HAIZM ' MBEDRMER

__________________

X 5.1: ZH1TZEM DRGSR
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27280, BINARRPITERNEWIREDLD D, £D & 5 RAEERIRT 572
H1Z1& Dynamic DNS [24] ZRH T 2 L W RBER BT 5,

5.1.2 BIFORABEMEDET 35E

BEF D GRTZER 2 13578 L 7 B O AR ZE R 2 (B S 2 HiEE 8T 5, B
72 FEE LT, DNSTEHINTWS by 7LV R X4 VPN ERIFT 2 2
Y TH3, XV b LT, HHEIRT 2% - E£E$ % Z 2 TDNS 2FIH
LBEWARIERE R T2 2N TES, LoL, 7AV Y P LTV AT AR
— P HIRET - FETIREND B,

WHOHAETZER Z A L T — e X284 L Tuw 2 BfA&f & LT multicast DNS
(LUF. mDNS) [25] 321 F 515, mDNS E~1FF+ 2+ 7 FLRAEFHT 3
Z & T, DNS r[FEDARIRREZITS 2 & ZAJEEIC L TW5, mDNS & DNS 2
B MBS — D X D R REMEN Y — N ERBE L T 5 2 &7 AR
A[AEIZ72 %5, mDNS O HAITIE. —f&#IYIC TLD 25 .local ZHIHT %, £D
728, BEFD DNS & 78t X - A2 2R L, AR ZafFEIc LT\ 3,

5.2 Zpitt—E XS
YR —E R LT, UTOfEOY — L 22 HEL 7=,
¢ DNS

e DHT

DNS AR EZFH LB o TWATET —XRX—ATH b, —H.
TNy ¥ 27— 7L (Distributed Hash Table, XI'F DHT) & Peer to Peer % »
FT7 =2 LTy aT7—=TN%ZEK L. key-value DT —EZRX—=AZEKT %7
NIV ZALTHE, DHTOT7 LTV XL LT, UTOLS BT AT Y X LH%E
Fohs,

e Chord [26]

e Kademlia [27]
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e Pastely [28§]

DHT 2FIHT2 XV Y b LTRTF =V T A BENTVDS, T, FRE
MEM 72— "R E T2, L L, P2P OFHE B, — e 22 A - #2465 22—
PORERIET 2REDNDH 5, T, AMDTECEEOERLR 2 —0 bREHT 246
BB 5, X512, HRIERIFICEIZED A RIS 2 I LU WFEE AT
2 Y. ZAIBHCRIFA I U YA U OEINEER T NERD 2,

DNS ¥ DHT O ZhZHRDLHTH — ¥ 21, LUFD 4 HEIZOWTEE - MGt
ZiTo 7,

o HMIZENE: ¥ — B R B LERNERATRED & 5 2

o QRITHL HHTY — ¥ AITKE QR HTRIRESR DT O BITE YN B 77
HEND0E 5

o MARGME: HHIY — Y X2 MG L WRHICE SITE A RTRED:

o LI EHME: LY — P 2ICBWTH — PR/ E YD S WHEBIZSE
AJHED?

5.2.1 ZERRTEM

DNS IR ERE e ZEZFHA LT, ARioZ=/[M2ER L T0d, L, b—F
P — N RET SR DNS H— NIFHE—fEF S (SPOF: Single Point of Failure)
THHIWEZEF>TWE, 2D, vh XV —NEFHHT 2 Z 2 TILENE
DHERZIT > TV 5,

DHT X, P2P v bV —2%2FH L7272V XL TH B, 2D/, /—F
BEICHA D T2 7-0%E LIRSV, ZDIREER churn ¥ FECY, DHT T2
ML TVEF - R LT, BEMWCT 7R TEIENTERLRBGED
Hb,

5.2.2 BEF9E

DNS I3 fEHE & ZEZ MM LT, FEHENEH S 2 HAT2EE 2 0H L T,
B EIToTW2,
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DHT X P2P v bV —2 BT %/ — RDBE TN TNy & 2T —
TNEMENT 52T, AMoHEEEL TV,

52.3 BEARZMY

DNS ARG D ARG DNS — N2 HET 2 0E DD 5, DNSH—N2HE
LT, EiOLRXVD RXA U oBMEEZZIT 5. BOOEHRT 2 41220 %
EH - #EATA I TE 5,

DHT (&, FHREMEN LT — "R EZ W, L L, P2P OFHEE, —E 2%
FMA - BT 2 ) — FOBEVOHNCFET 20E)N D 5, £DD, 2—H
P2P S 27 L2 HHT 3 ET AR EZRETT 2 HENDH 5,

5.2.4 RETBEHE

DNS ZFIH L 7= %018 — € X 213 2 551213, DNS OHAICRE > B> T
Wl T H2RMEDND B, ZD7-0, et HHEIDOWTIZDNS TRt —b
K IFT %,

DHT ZFIH L7481 — E X 25 23551013, BHICHREI T2 20 TE
b, —H. BHITT OMAIRLZEMORE - BHEZ —2 053 208D 5,

5.3 Y—EXFa AANVICEITBRTH A1 2R

-V 22T BIEZ O — AR EBIR-oTWE Ry b7 —72
LoMBERAFEFHONICIEE T 20 BEXH 5, 2D/, F—ELRADMES
LRI E RS 20— AT 4 AANY ERITIRELD %,

WEROYFH~< > R~ S IR IE 2 720, FREOEE EDALTE
N=Fa—F4 7)) ZEROTHY -V REMAT2 I LIFAETH S, LI L,
AVFFDES Y —ERFHDEDDLY REAL Y FABICEL L, REED
ZT2RETE Y —ERT 4 ANV ERBBEARARTH S, £Dzdh, —b
AT 4 AHANY QEBEHIIEL TW5, MK (29 TR Y —ERT4 ZAAINY DT
P A VEEICOVWTRREINA TN S,

P—ERT 4 ANV DTHA VZERITONWTRE L ZORET %,
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Service

Registry
1. Service
Resolution

-

2. AUUU

X 52 79547 AL FH—LRTF 4 ZAHNY OBIERERKX

53.1 H—EXLTXKV

P—EALIAMVEH—ELRODIZY PR ¥ MERERET 27 —XR—2
TH2, 77347 PEYF—ELRALY R MV EBRLTY—LRDITY FES ~
FEHHEL CTH—ECROERBICT VLR T2 EDAREL R 5, ZDizd, ¥ —
AT 4 ZAANY AT BRECTREMBELZARIRBZ AV R—2 Y MR 2D. &
AT - SEEEEE T 2HEND 5,

532 I9S5AT7> A RY—EXToXHANY

PIAT7 Y MY A RY—VERT A ZADINYTWEIIAT YIRS —ELAL IR
FVIICHLTIZZYEREEFE LT, ZORBEEZHICTI A4 7V MDY — Y RICEZE
77 RETOWETHS (X5.2),

5.3.3 H—NYA1ARY—EXFTsXAND

P47 IR —ERAaFICT AL, Y- AT F RS —EL R
VYR V7Y ZRELT, ZOMREZEICT - AT 0 XY —L R
7R ARITORETH S (K5.3),
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Service
Registry

2. Service
Resolution
1. Request

Proxy \

3. Access

5.3: =% A4 FH =L X7 1 XA Y OFEREEK]

Service
Registry

\.Reg ister
Service A

Service B

b. Unregister

Service C

5.4: self registration 77 TN D EIEREZX]

5.3.4 Y—EXDOBEHAZE
self registration A3}

self registration FUIH —EZAHEI Y —E ALY A b V0 L TERPHIFR
215 HATHE (K5.4),

MREZRP Y — L 2Oz, +F—ELALI A MY DABRDTY ¥ TIVRRIEKT
Hb, LPL, Y=L RADA VARV AT LICERT MBI ETH %,

third-party registration A3,

third-party registration 73UV — R DIREEZER T2 — L AL I XX I 03
P—E AL TR b VITH L TEFRPLHIFRZITS TN TH 25 (X5.5),

Y- RS YRARZ LV ADIRBEEZRAIL LY RARX I B —EA LT XY
WESR - HIBRZAIT S50 =B R4 ¥ AKX 2 RITIREEZAL 2 @A 3 2 i 2 f AA
LB
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a. Register
b. Unregister
Service . 9 Senrlce
Registry | Hegistrar

Senrlce B

X 5.5: third-party registration 77 2N DEIERERX]

¢. watch
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B6E IEEXFA: Transparent

Containers

ARETIX, BETFTHETDH % Transparent Containers 12DV TR B,

6.1 BLREEEDHFT

W&FAED KRS 27 AR K 6.1 12RT,

HAHTZEEICDOWT, BIFOARTZERONERIC e E 3 2 FiEZ2 AT 5, ARy —
Y 21¥, DNS2#H$%, #LC. ALa— K2 SRVILa—RZEFHELTKXA
YAy T FNETHRET 2 — ARy YT 5, =L RT 4 AHN
VDTH A VERIZOWT, 7947 A RS —E AT 4 AANVEHWS,
2747 A FY—ERXT 4 AANYDHY—E AL I X VY & LT, Dynamic
DNS ZHH 5 %,

AFRETDZ LT OWTHRIRT 5,

Register & Unregister
. ALO—F

Bk . SRVLO—K
1. Service
Resolution
Host
Wrapper
iz > Container
2. Access

X 6.1: BER52EDRET
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6.1.1 HBIZEMDEEET

MREOALAIZEMICAUE T 2 FEZRHAT 2 2T, BIREOAHIIRTFIETDH 5
DNSIZBIF 2 4AIEMOEHPRZ L2 EZ 2 TN TE S, Tk BFEOH
HTZE & 7B L 7 ARl 2 M AT 2 . BIFOARIRRTFIE & 0@ @M 2 iR
T 27 DITEMEENBEITR D, FEELR R MLz, Dlbars, BE
FOARIZEMICEE T 5 FEZHRHA L.

ay T FERENECEE T 2 — X 2RETIIE. K= b7 xT—FT 1 ¥
TEINBZR— I BEE2HETE-0DLa— N2RETHB, ZD7/2H, SRV L
A—FZHVWTR- M EES2HEETIFEZHRHALL, ZORER. FX A VA2
MLUTIP 7 FLRZEME R— s ESEME~y E 7T 58RI o 7,

6.1.2 Hatr—EX

HAHTY — B RICDOWTIE, DNS, DHT HICEBAEETH 2 Z e b ol &
FFEHHEEICOWT, DNS ZHHT 25581CiE. DNSTERSINLTWSLa— K%
FIFAT 2 205 §#9235 5, DHT IZDOWT, / — RAEVOBINCIFEET 3 %5
DD, BABRGHERER N, £ T, AFKTIE, &EFFEHEIROWTHIDG D
D, BABGWINE W DNS ZH4FT— R LTIRAT 5.

DNSZ4 ¥ &Z—3 v D X5 BARKHB L OBNRRETCHY O TWVWS, L
L. Y 7FD &5 BRENRIRETIEAD» RV, ZD7H, DDNSZHWS Z &
THERRZLITHIBT 5,

6.1.3 H—EXFo4 ZANVICHBITERTFHA RO - 85T

JIAT7Y A R —ECRT A RINVIE, 7747 b —ELRDHERE
WA TH—ERAL I A MY DAEZEFETIUIR VDI LT, F—r3 A P —
V2T 4 AANY) T, P—EALIRA MV — R T oo B3R E e
7, AVR=FYIPEITLED, ¥/, Y—ERXFuF I PHR—[FEHEN
ERBH, Y=L ALY A MY eFEBRIZERHEIRD S5,

JI7AT7Y A R = RT 4 RAANYTIE, 7747 MIY—E ARk
Y- REREAT 7 2OEBE D7 7 ABREL D, LA TV —DMH
THREDLD B, V="V A N -V RXAT 4 ZAANYTIE, 7747 MEI¥—-V
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£ 6.1: T A 2B/ DR

JERE AVR=AY MR T IRRERE 7RI
Client-Side Service Discovery O A A
Server-Side Service Discovery JAN O A

27VFINCT VAT EDAT, —EADEREADT 7L AR —EL ALY
APMUANDIZY RRA Y I BRIV —ERAT 0 X TITbIhb7D, 77347
MEI—EDY 7T A FDATRW,

P34 7Y MY A RS —ELRAT 4 ANV ITBWTAMTEHOBEEZFi7-H 5
ZEETERVDIIMNLT, =NV A4 FH—ELRAT 4 AHNUTIE, H—EL R
TaFNIBVWTHEMHOBEZ /-85 e NAfgETh 5, LorL, ¥—b
A7 7R RADERPY - AT 0 x> OUNHERE I EBEATLES b -
27 FTWR IR Y 22> T LE D uRENEDDH 2,

P—VEPRALIA MV RE Y —ER70F o007 7 A %BET 2D THRE
ERD7 7 RAFEET EEZ TV,

AIFFETIE, =Y A P - RXT 4 ANV IZBVTAryR—3Y M D
o, r—exFadicn L CaEAAtzROoNZ 2 2EELT, 774
7Y A R —ERXT 4 AN 2T 5,

6.1.4 Fwv/IN—EBEDREMUEICDOWVWT

AV TFAETHET 29— RICT 7L RT3 DI E R G RE T — 2R —
2L THET 2 7 v X REEDIRMEEIZOWTHEm T 5, 7 v S—1KRED
RN BIZONWT, DUTF D 3EMICOWTEE - BiET 21T 5 (X 6.2),

1. —EXEK

2. 4 VA

\
N

3. a FT v

\
N

AYTTFRETHEA TS —EX

1 2By 7N THEE T2 —EARR— X olEMz—EA LI A
FVICERTBAHETH S, Y—LROERIZaY T FONETHEEL TW37-
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Host

e p
2. Container

. J

7

3. Container Engine

\

X 6.2: 7 v S—HERE D IR ENL B

O, Oy FRA U FOEBREERFLERY, 2D, a> T FRNE»Sa
YT FAEICH U TCIEREZ Y L —3 37070 X> D kD BIEELINETH B,

av7F

20HIZa Y FFBH—ELALI ANV ICERT B HIETH B, avTHiZay

TFHNEHTHE T 29 —E2ADBEHRPR— 7+ 7 —T 4 Y ZERIAFEL TV
2720, avTFFRNETHE T2V - RICT 7L RATEDDEREPHERT 3
ZEMTZ 5,

AYFHIVIY

3OHRZaYyFFIyI VAt — ALY A MNYICERT B HIETH B, avT
FIUIOFaYTFRETAERELTEL WSR2, 2O0HDFIEL FR
Way T FHNETHE T 29— A7 7R T 570D EMEMHIET 52 8h
TZE %,

3D S B, ay T FHNFHTHRET 29— XAERR E 21T HIEOGA.
Y= RIBICHTZC ) L FHET I RELR D D RETH S, 3 DHDa
THFIYIOVEET I HRZFaYy Ty ary T FIcET A EREET
REFLTVWEDARETH 5, L L. ZAUTH L TEERLITV, EREEE T
CIFIEFEICH LW EE R, 20D, AT FIIN LTI v -2t s
% 2%BOFEZHRAT %, COFEZHWSZ T, avrrearyrrIy
D NTH UTCEBIMNFEREZ1T 5 BEH R  BEEINICHREE LRI T 2 Z L 3T E %,
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£ 6.2: 7 v THROD LR

7 v THR HREEMA AR & Kt
1. #—t 2 A O
2. avrF O O
3. aAavyFIyIY O A

6.2 PoCDERE

AFETIEa > T FE2HAVWEDDIT4 75U EER Go
w7z, aaticEo &, CLI TH#fFAIAEZ: Transparent Containers %323 L 7z,

SRG [30] BEEIC

33



e B

|

ETE

AT £ T, BESSERLDRKGT L HEEIT o720 ARETIE. EEMRIC L o TR
RFIEDOMREHERD T 5,

7.1 EERIRIE

RETIIFEBRBREICOWTHHAT %,

YRAT LRERICOWTIER 7.1ICE e Dz, ZOEBRTIX, BHFEECHEA
T277AR=b I RERAL, R~ Y2 3ABHEHLR, #HHLZEE
FRERBRICOWVWTIER 7.1, 7218, 2020 EKTEL LTRHLTWwS Y 7
FY 2 7IZDOWTHER 7.31TRT,

%3, Service Provider TIXH — Y X213 272000y FHREEZHKE &
%, av7FEEEY LT Docker ZFIH L TW3, SHIOEBRTIIREMET 29—
A2 LTWeb 28ET %, Web7 7V —> 3> LTNginx (HT'TP) %f#H
T2, aVTFNETHET 29— RICKRR MRS T 7R AT B0 K —
N7 A V—T 4 Y IHREE WS,

ZRIZ. Service Registry T DDNS 2@ x€ %, FIHT5Y 7 v =272 LT
Knot DNS[31] Z8kF L7z DDNSTid, a7 BREICT 7t X5 257DDIP 7
L ZDIE#HE R— MERZEWN T 5, 2D/, IPvd 7 R L XADEIRZ RS
5ALa— R R- I EBOERLEIAT S SRV L a— FOZREEEZHHHT %,

72 7.1: FERIREE (Service Provider, Service Registry)

JHH WA

OS Ubuntu 20.10 (Groovy Gorilla)
CPU QEMU vCPU version 2.5+ (2GHz) x 4
XEY 8GB
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Service Registry(Dynamic DNS)

Domain Type Record
_http._tcp.examplei.com. | SRV | port = 8080
examplel.com. A 192.0.2.2
b. Service 2. Dynamic Update
Resolution

Service Provider

c. HTTP Request IP: 192.0.2.2/24
SOCKS Proxy | — > 8080 Wrapper
< - . N
d. HTTP Response go Container 1. Launch
a. HTTP
| IP:192.51.100.2/24
\ J
HttpClient
7.1: FEEREIR
7 7.2: EEIREE (Proxy)
HHE INFa
OS NetBSD 9.2
CPU  QEMU vCPU version 2.5+ (2GHz) x 1
XE 512MB

%12, SOCKS Proxy Tl SOCKS5[32] #B@x ¥ 2, SEIDFEEHETIXC S
THEIEXI NI SOCKS5 Proxy ZHIHT %,

I

3
3[=]

7.2 ZEERIFUF
BEHERTIEa Y 5 F TR 59— b 242t e ¥ — © AR A MEE L7 @
HoERZITS (KT7.1),

K13 FHY b 2T
HH S

Service Provider ~ Docker (Version20.10.8)
Service Registry Knot DNS, version 3.2.dev
Proxy SOCKS5 Proxy
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7.2.1 Y —E XIZHRHEES

HIDITH — B R MR 2 HE L 72 EZBICE. 18R FETH % Transparent Con-
tainers ZF|H L7za> 7 FDiLE i DDNS O 7 v 77— M T & 2 RS %,

a2y FFORENCOWTIE, EfTHICa Y T FAR—VKEIRET 2 2 L H3A]
BEICIR > T\ 5B, T2, EHEIFRFIC Service Provier D IP 7 KL RZHET % A L
A—F&, AVTFIRR=FT7 V=T 4 V7 ENBR— FEFIIHIGT 5 SRV
La—FRD7 vy 77— % DDNSIZXH L TIT I,

7.2.2 H—EXFAHE

H— b AM AR 2 AE U 7252881203 curl 2~ > REFIFH LT Proxy 2&H L7
HTTP #HiATE 20 A 5, —EY 2 2FHT 2121 DDNS 2583 % Z
ETH—VLRADILY FARA ¥ MERZIF L TH - ADFHEREITT 7 X217,
2547 r6EL HTTP V27 X k% SOCKS Proxy 23%(23 %, D
V7T A MIBIFS FX AL HITDOWT SOCKS Proxy DNE4AEIREREITS, 2D
e, BRI EAT 5 BUCEENE TRV S S getaddrinfo() BIEINERT AISRV
77 %AUTHIEICE->T, DNS @D SRV La— RERICSIRT 2 Z L HAHE
12725 (33| ZDIE % FWT Service Provider ® 2 ¥ 7 FNFCHEIT 2 — &
RIHEBBNC T 7B AT BN TE S,

7.3 EERER

7.3.1 H—E XIZHEHREF

FERAE R 7.1 12 Service Provider {I28W T, Transparent Containers % KA L 7=
Y — ARG D > F VU A 2 FEIT LM REZ RS,

FEERAER 7.1 ¥ — © RIRBEBHAAR O 28
1 $ ./tc —domainname=test.test.tc —extport=8080 -intport=80 -
containerhost=150.65.117.107 run tc-test-image:1.0
2 container starting

container started

=~ W

containerRunning: 6
aa91ae68df658ae8f0bfff92¢6514f68998c4ac6e8fbb07d5ee3590a99f636a
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6 dns registering

7 sending to DNS(150.65.117.87) - test.test.tc.research.glbbs.
ninja:8080

8 dns register finished

ELKETHTELpay 7 FOHERE DNS DL a— FOMERZIT - IR %
ZNE S

9, EEHER721CdigZFHLTDNS D7 v 77— F R L IR 2R
T TORMR. EFICT v I T— bENTWDE Z EDHERT X7,

FEAER 7.2: DDNS O L 2 — FHfae
1 $ dig +norec SRV @150.65.117.87 _http._tcp.test.test.tc.research
.glbbs.ninja.

3 ; <<>> DiG 9.10.6 <<>> +norec SRV ©150.65.117.87 _http._tcp.test
.test.tc.research.glbbs.ninja.

4 ; (1 server found)

5 ;; global options: +cmd

6 ;; Got answer:

7 ;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 12939

8 ;; flags: qr aa; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL:
2

9

10 ;; OPT PSEUDOSECTION:

11 ; EDNS: version: 0, flags:; udp: 1232

12 ;; QUESTION SECTION:

13 ;_http._tcp.test.test.tc.research.glbbs.ninja. IN SRV

15 ;; ANSWER SECTION:
16 _http._tcp.test.test.tc.research.glbbs.ninja. 300 IN SRV 100 100
8080 test.test.tc.research.glbbs.ninja.

18 ;; ADDITIONAL SECTION:
19 test.test.tc.research.glbbs.ninja. 300 IN A 150.65.117.107

21 ;; Query time: 2 msec

22 ;; SERVER: 150.65.117.87#53(150.65.117.87)
23 ;; WHEN: Wed Jan 18 18:36:13 JST 2023

24 ;; MSG SIZE rcvd: 142

IZ, EEHER 7312 Docker 2~ Y FZHMAHL T, av 7 FBNIEFICEE LT
WEDPHERR LR Z2 RS, TOME. EFEICa Yy TR L TW\Wa Z & D
T E7-,
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FHERRESR 7.3: Docker a ¥ 7 F DO ECEHERR

1 $ docker container 1ls

2 CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

3 6aa91ae68df6 tc-test-image:1.0 "/docker-entrypoint-'
." 17 minutes ago Up 17 minutes 0.0.0.0:8080->80/tcp,
:::8080->80/tcp vibrant_goldwasser

M EA 6, Transparent Containers ZHIH LT, 2> 7 FDEifEx DNS L a—
FOEENTT L Z & 2R L7,

7.3.2 H—EXFAHE

a7 FNETHEET 29— R EFHBELMREEZ 1T 5, httpClient 72 5.
SOCKS5 ##EH L7= Web 7 7 & Z B HE U THGEEE 1T o 72, FEEREE 7.412 SOCKS
Proxy 270 %> LTIHRE L% curl 2~ ¥ FOFEITHRZ T,

HERRGR 7.4: curl DFEATHRER
1 $ curl http://test.test.tc.research.glbbs.ninja -x socks5h
://10.0.7.234

2 Hello from Transparent Containers

Y b6, SOCKS Proxy ZHHLCTa > 7 FHNETHEE L TWa - RIZT
IR TEHIEDMHERTE R,

74 EE

REFRTIZ, IREFIETH % Transparent Containers MH LT, a7 FRE
TRt SN2 - X250 5B BEANCHIHRIRETH 2 Z & 2R LTz, TR
TREFEE R > TWR— MESOERE LD T 2085 2 2 7%<
P—ERIHNLTT 7L RT DI EDHERT 5 LN TER,
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ETRE bbb

RETIE, BFFICBIT 205 SHROESE - DWTIRR 3,

g%l
54

(\\

=l

8.1 ZAIAFTDHIE

AR TIE 2 > 7 FRECBI 2MHNRRREICBW T —E X7 4 XA NY
WDOWTHE 21T o 720 BERSEFETIE, DDNS 2 —E ALY A Y & LTHH
LT, 72747 Y b4 R =L RT 4 ZAHNY OIFREEZRA LTz, ZEHDERET
WOVWTIWE R XA, YR LT, IP7 RLRER=- I EEE~Yv Y IT 5L
TH— b RAH[ZEMZRET Uiz, BIEMERRICE D, Xy PV =R - ADAE

EFERE T oY T FNETHEET 29— 2 L TERN AN 7 7 & 2 030]
RERR Z & ZRL 7=,

8.2 SEBRODEZE
8.2.1 HEFIRIE

AR TOEERZETIEZ, V—EXRBHANZ 1 AR M1 ayT7F v R
TRET2FEPWD 5 25PN TITo LOLEYNS, FEHEDOV - R
Rt - EARRICEIER I Z L 0ay 7RIS Ze EZ G TE S, 20
720, KBRS — b RIMEEEE Lz~ L F R 2 M RETY — Y AR RE
DE S RED2A YT F2HMAROZEEOHRMELR EI2OWTHAEERZIT O &4
B 5,

8.2.2 EERVFHE

AWFZE T OEEMERE Tld. EEMZRFHEIC OV TIEIT o TWiRW, KIFFKICZE
FRIREFIETIE,. BEOY—E AT 4 AHNY S ZATLTH25DDNS 24—t
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Containers Containers Containers Containers Containers Containers
| Container |Container | Container | Container ’—’_I
‘ Container Orchestrator® ‘ ‘ Container Orchestrator@® ‘
’ Proposal Method: Transparent Containers ‘
Container Engine Container Engine Container Engine Container Engine Container Engine Container Engine
Host OS Host OS Host OS Host OS Host OS Host OS
Hardware ‘ ‘ Hardware ‘ ‘ Hardware ‘ ‘ Hardware ‘ ‘ Hardware ‘ ‘ Hardware

X 8.1: A= A ML —XIHMKEDY —ERT 4 AAHNY

AVLIZARMVELTHHLTWS, 20720, KRR TFEDEENFHEGIZ
DWTIX DDNS IZTE L. DDNS D7 v 75— + DRHCHR KA1 5 L & X
HNB, Fio. DNSIZIWEF v v a N D 27-0, ZOXEHEZEET 2 0ED
H 5,

8.2.3 DNS UVYILNEEICHITZEE

DNS ZFH L7z —E X7 4 AANNY ZA[FEICT 5720, KL OBIEFEERT
¥, SRV L a— FEAH L, BIROL Y ANTIE, SRV L a— R 2y 392%
PEE AL EBREENRE L 125, 2D/, H—ERA%LEST 2 SRV L
O—RFRPLSVCB L a— REMRT SN TELZHENET R LTV ZETED
R— M EREEEEINART E ZNHNRY —ERARBRDITZ 2 B X b5,

8.24 HWEDA—HTXAFL—RIZKTEFELBEWY—EXT o XA/

AR TIE. NWHANZ Y T - ABROFEERE L2, ZOTERF]
A2 Z e TREDA—FTF A ML —RIKEFET LR, REODaY T FHERA
AREIC72 2 2 EZT05 (K 8.1), IHMAREICHRZ Z Ik - T, ZEZHL
=T A ML —RDOENEEBRT 52 ERNEaY TV — L AFHRICH
H522&EZT0W5,
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