JAIST Repository

https://dspace.jaist.ac.jp/

(GRE I % E ) DevSecOps AF—AIZB W T

Tite MBI TR B 0SS A —ADBEH
Author(s) 7x, BEAER

Citation

Issue Date 2023-09

Type Thesis or Dissertation

Text version

author

URL http://hdl.handle.net/10119/18754
Rights

_ Supervisor: #&H B—, SehmBl 2B siRt, &1 (R
Description

B)

AIST

JAPAN
ADVANCED INSTITUTE OF
. SCIENCE AND TECHNOLOGY

Japan Advanced Institute of Science and Technology



ST 2

DevSecOps A ¥ — L IC B\ CHaFg SR % FTREIC 3~ 2 0SS X — X D BB

R EARER

THEHKE  EH B

AT PN PN
SRR S
(R

AH 59 H



Abstract

DevSecOps is a technique for automating the integration of development, security, and
operations in software development, to consider security at every stage of the software
development life cycle. However, managing vulnerabilities in a DevSecOps environment
presents several challenges, including understanding the type and impact of
vulnerabilities, speeding up vulnerability detection and resolution, and preventing
vulnerabilities from recurring.

In this research, I present an open-source software (OSS)-based methodology to address
these challenges and create an environment that enables effective vulnerability
management in a DevSecOps scheme. This methodology includes threat analysis
technologies such as STRIDE, continuous security testing, automated vulnerability
scanning, policy checking, and security auditing, as well as Kubernetes for container
orchestration, GitHub for source code scanning, and cloud services for constructing a
DevSecOps environment.

I applied this methodology to a DevSecOps environment built on cloud services and
investigated its efficacy in managing vulnerabilities. The results showed that the method
enables the detection of vulnerabilities in the development and operational phases and
demonstrated that the method is suitable for vulnerability management in a DevSecOps
environment by improving the understanding of vulnerability types and impacts and
responding to them.



