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Abstract

DevSecOps is a technique for automating the integration of development, security, and
operations in software development, to consider security at every stage of the software
development life cycle. However, managing vulnerabilities in a DevSecOps environment
presents several challenges, including understanding the type and impact of
vulnerabilities, speeding up vulnerability detection and resolution, and preventing
vulnerabilities from recurring.

In this research, I present an open-source software (OSS)-based methodology to address
these challenges and create an environment that enables effective vulnerability
management in a DevSecOps scheme. This methodology includes threat analysis
technologies such as STRIDE, continuous security testing, automated vulnerability
scanning, policy checking, and security auditing, as well as Kubernetes for container
orchestration, GitHub for source code scanning, and cloud services for constructing a
DevSecOps environment.

I applied this methodology to a DevSecOps environment built on cloud services and
investigated its efficacy in managing vulnerabilities. The results showed that the method
enables the detection of vulnerabilities in the development and operational phases and
demonstrated that the method is suitable for vulnerability management in a DevSecOps
environment by improving the understanding of vulnerability types and impacts and
responding to them.
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3£ 3.1: SQL Injection Python Code Sample

1. import sqlite3

2.

3. def get_user(user_input):

4 connection = sqlite3.connect('my_database.db')

5. cursor = connection. cursor()

6

7 # Vulnerable code: inserting user input directly into the query
8 query = "SELECT * FROM users WHERE name = "tuser_input}"
9. cursor.execute(query)

10.

11. result = cursor.fetchall()

12. return result

5% 3.2 Buffer Overflow C Code Sample

1. #include <string.h>

2.

3. void vulnerable_function(char *input) {

4. char buffer[128];

5.

6. strepy(buffer, input); // This line can cause a buffer overflow
7.}

8.

9. int main() {

10. char large input[256];

11. memset(large_input, 'A', 255);
12. large_input[255] = "¥0'

13.

14. vulnerable_function(large_input);
15.

16. return 0;

17. }



32 et EE DRI & BE

DevSecOps T, 77V 7 —> a vV AT LCHFET 2 ettt 2 EM 3T 2
CEVHEHETH B, M ER L X Mgtz L Gl L. L L | & L.
BERS 52 & THB,DevSecOps T LATD & 5 FIECHasIHEEMZIT I,

TR CRART 2T 7V r—v a v AT LT 2 EWm A IUE
L. WesstEE M o HRYCHiMH, BEFCEEL TESLY -V R KR ERT 5, F
HEBCiz7 7V 7y —2a v vy A7 LA ICEET 2R+ 5, BEE
TV vrvea—FLEa—7EOFENRTTESL, BN — LB ET
V=N EOHEML I N STE R T 5, RICRHEE RS <l & 7 ii5s
TEDEEELEILE 2T 5, Mgt o B o R B R, BAREE R L %
EELCT7 v I TT 5, 72, M50 BRI SRARRIA Z 5813 %, SFULEHS
TR & = faggtiico U-GEb) iz Ehid 5, M e LT, B
WSRO, VR DRERED D 5, WRKOMREHRT 27-0ICHT A+ %
179 o XBRICHRE P CIIMEs EE B O R P Ko R 2 W 3 5, BAfRFEIC
oL CHEREHRE R L, SAEEZ R 7, BB Clid st E O 7 e
X APHEY 2 BT 5, Mess I E B o B IE-CHEMIR I 2 5l ik L . dGE R P E
RZERET 2,

DevSecOps TOMigstEE M IXX 3.2 ISR Tk 2D HEfL S 7z 7' e & A
ELTEMING, [83] FFEECEMELIT T, X2 ) 74 HLEEDL T
— LML, L CHEHEERZIT), £, 2F 2 ) T4 Y — A PR R
By —Lvealia=r—vavy— A biEHL T, EtEEEO T
AL, REHOMICEATREICT 5,

fess B BIC B 1T 2 IEMOHL Y v ix, 2 DB BV 72O FHCHEE S 2
HCTH D, FROT 7 & AH & AFHRILA X, MesstEEHOBEEZMIETH Y,
IO REYNICITOILT WA Z kD bid, 727+ A, FRAE L A D
Tu A% T, WYY T RBERERICT 7 A TESXH1C
THI e HEWRT S, EHRILE IR, F— 24 v N —[HCRERTER I FER 22D
RENCHAEINDG 22 RGET 5, FricH = alfisstbn R I n=546, 208
I X2 L b s £ TOMDOTEIREMIL. DevSecOps D& F 2V 7 4
YEPEAMWICTEEZIA ) RNETHETH 2, Z ORI, [HFEROH Y P 13RI



BEETHLIRNET, BEEEICI> TE—XNGIEF—2HTH DX v/ oN—
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- Threat modeling

- Security policies
- Azure Well-Architected Frameworl
(WAF)

Operate

- Secure coding standards
- Logging & alerting - Integrated development
- Security incident event management environment (IDE) security
(SIEM) plugins

- Network monitoring

N

- Dynamic application security testing Stal c application security testing
(DAST)

- Penetration testing Soﬁwa re composition analysis (SCA)

- Workflow approvals - Secrets scanning

Source: DevSecOps lifecycle stages [83]
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ATLDT —=F T/ FxT7—27u0—%Q5T5, [16]RICTTVr—v 3
YRVATLICHEET 3T ey PRIV T AT ARREL, Ty PRIV
T4 T 4L T, STRIDE @ 6 2D Ah 73V —IZEo T, BENREE %
W T, 2 LTl B I N B EICH L <, EEECELE 2 5l L. G
INZEBITH L T, ﬁ@]&ifﬁ%%ﬁ?%

Source: Threat Modeling Tool
4.1 Threat Modeling Tool feature [16]
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STRIDE® 6 DDA 7 3Y —L ZDERIIUT DX 41 0@,

HT 3

At

NURCF P

D2 — ¥ — DFAMR (2 —F—%, <RT—Fhl)
WCAIEICT 72 AL, ZNZMHEHT 2175,

HEA

BEOBHLT—2DOEHERY, fleLTiE, 7T—F2_X—X
ICERFFENT WD X9 kN T —2Ic 3 2370 S
TWARWEFES [ v =3y bl DF—7Tv Fv Y
— AT 2 Foavia—x—[ERNET -2 DE
B lhrd s,

iy
=101
(2]

KEETE 2RARER VR WIRILTT 7 v 3 v OETERIE
TELLI—YF—ICBET DD, & 2IE, kXT3
EEZ B CE ABER R WY AT AT —F— B RIEXL
BEZITS X 5 b,

TRt R

THHRA~DT 7 APEE I N TR W A~DERD FHEE
&, 22X, TOZRAPFAIIN TRV T 74 L%
I—HF—DHAMB B TERY, RAENR2 BOa v
Vo —X—[HTEEINEI T — X 25AND LR TE /-
D3 555,

Y — e XES

Y- Zff (DoS) WETIE., Az —F—~D¥—
CABRER I NG, 2L 21F, Web ¥ —o3—% I fifi
HAT& R 35178, AT 200 HMELEEMELZHEX
®37-0I1C, BEDOHEED DoS HE )b v AT Lkl
THREND 5,

FEHE D FH%

FED w2 —F = FEN R T 7 e A2 g5 L. v
AT LERERELZVELZYV TZEL51Ckhs, FF
DO ABOBEIC X, WBEINRENICTRTDOYRT L
Pl 2R, EHHINTCwE v AT o8RO L 5,
RY i RiisE&EEZnsg,

Source: STRIDE & 7 v
F41STRIDED 6 20 h 57 IV LIEFRHR
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4.2 {7t 2 U T4 T XA FDEA

X2V TATAMEER, TV T =2 a v RURT LCHEET B etk
BT 2720175 T A DL THDE, vXxaV T 47 AL, BRI
Y — VCENNENT Y — A3 BD B, FRENTY N ET T v a v R R T
LDA—FVHET 7 A N7 ERERNICHEIT L, Messtkzii 32y —1rTdH
%, iz 1%, SonarQube [17] % Veracode[18] 7r &3 %, BHMENTY — 01X
TTVTr—va vy AT LARETRICHT L, HEEEzRETZY -1 TH
%, #ilz1X. OWASP ZAP [19]%° Nmap [20] = &E23H 5,

A3 BENMbLEIN-EHIERF v+ > DEHA

MEggtERx v v &id, 77V 75— a vy d A7 LIRS % BEH O e 551k
EHRHET 20T AF Yy DL THD, i sr i, MTD X5
BEES DD, V7 Py T avR—32 v FaH(SCA 211137 7V 7 —v =
VRVATLABMERTANEDOY T v T avR—3 v b TAT TV RYE
T 2RI OMestE 2 it 2 2% v v ©H 5, flz1X. Black Duck[22]
% White Source[23]| % &0 H 2, a2 v 74 FalL—va vEHET—Z2X—2
(CMDB) [24] 2 37 7V 7 —> a v Ry AT LM TEA4 v 75 R 527 F
Y PERRE R CICHEET AA O EERET A AF Yy vy THh S, il X IF,
Qualys [25]%° Rapid7 [26] 03B 22V TFAA—VAF vy 1 T Y Fr—
VaVRVATLAMEAT S a v T A A= VIIFEET 2 B O B
T22%% v TH5, Hlz2iX. Anchore [27]%° Trivy [28] 72 &H3H 5,

DevSecOps Tlt., ¥ =2 U 7 4 7 & b ZkEEIICIT V., BAFSLHEH O KB
T ERH L, BIET %, £/, k¥ =2V 747 A 2 HBMELL. CI/CD ¥
AT TA VAR, 2RI, 2F 2) T4 TR OECHEER M EL,
NEW 78 I RARBIED AT 5,

14



44 R)>—Fzyvoetexa VT 1 EEDOER

RV —Fzv2&lI,. 77V 75— a v AT LRI R LX)
T4 B EMEICH LT, F oy 7 PWEEZITI)I 2 TH B, K v —F v 7
VU T oL Rl H 2, a—FVBEF v 7377V 75— avey
AT LD A= NP7z _XERECtF 2V 74 BT EeLr—1HA FTA
VIENLT, Fxv 7eWGEEITY) T & TH D, il 21X, SonarQube % ESLint
[29] % EBB2, AVIITRL IV F X MEF =y 7 LIET T r—vavy
AT LBEHTEA VI IR T 7 F ¥y CIREN M-I REMECEF 2V
TAWKET I —ARHA FITAVIERNLT, Fzy 7 oMiE%2fTo 2L TH
%, #lzZ1X. ChefInSpec[30] % Terraform[31] R &WBH 5, a2 v FI74 TV
AF v 23T TV Tr—va vV AT LD T REFELCHGNICEET S
N RRHEICR LT, T2y 7RWEERZIT) 28 TH B, Bz, PCI DSS
[32]<° GDPR [33] % Y DWGEHEE 25 5,

X2 VT4 EREER. TV 75—y a vy AT 202 F a2l 7 4R
RY o —EPRWEZFHE T 2 720 1T ) FECRED L TH L, vFXa VT
A BB U T XS LS 5, N EAEITHEBNT O 2 7 4 Y
FRPEMARICL>TfITbW 2 EETH 5, HENIITTDODNEZ 2%, ¥ a
VT ABGEEDRDDT7 4 — NNy 7@ 2t 3 2, SN & IS 0
BEHREAPCHMARIC L > TiThbILaEETH 5, HEECHlIcE o wTiTh
NZZ L%, v¥a )T 4EFDD DAL Z RIS 5,

DevSecOps T, RV v —Fzv et eFa )71 ERELXEHAL, 7707
—YaVRVATLDRFXF 2 ) TAMERAV T IAT Vv ARKMERS B, £z,
FK)v—Fzvrzee*xa )71 EEZHBLL, M4.2 12RF CUCD ¥4 7
A4 v [B4licilBARZITI T LICk Y, Ky —FzvrlvFalT 458
BORLHED M L, AR I ARELEL DT 5,
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© B @

X & £

CODE
(

COMMIT REVIEW STAGING PRODUCTION
e @0—(0—0—- 00 (] 1@ 1@
I BUILD UNIT |NTEGRATION
TEST. TESTS
(@ CD PIPELINE
@ ClI PIPELINE
RELATED CODE

Source: What is CI/CD Pipeline? [84]
4.2 CI/ CD Pipeline
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55 BEERIN
5.1 Container

Linux [34] ic&F % 2 v 7 FHifiid. 1979 i UNIX OS [35] [Version 7
Unix| OFAF@EFcEE 7 [chroot] L W) v AT La—L / a~< v P bk
¥ 5%, chroot 3. 77V 75— avDI77ANT 7V ARFFEEDT 4L 27 Y
UTICRET 2L T, 7R T 2 AN LTHE, ZNITXD, &
AT LDEFX 2 )T 4 %A LEIEE LB TEZ,ZDHK%.2000 FRICTA B L
Linux 77 —F VICERA BEREDSEIN X 7z, B2 1. cgroups X, 7Bk RIC
CPU #AEY DY Y —2%HVHTrernTELLIICL, £,
namespaces (¥, 7HERICHEDO A v bV =272 —%—ID 7 & D HTZER]
2B EBTEDLIIIC LIz, TNHLOBEEICX Y, 7'u k2D pHE L HIR
23X W 5RJ)IC 7 o 72, Linux Containers 72 ¥ = 7 b (LXC) [36] . 2008 4F
&G LA —T v —RADavTF-T 7y 7+ —LT,. ZNHLDH—F L
WREZFIA L <, BE B LRE 2R L 72, LXC &, v v I rga<wv b
TAY AV ET7 =A%z TEY., av T FOERLEREASIC L,
2013 2. Docker [37] 23885 L 7z, Docker I3, LXC #_X—RIC L T\
B AVTFARX -V OERPRAEZEFEICT LAY —EPL YA X
COWRERBM ULz, £/, TFV r—vavZiikavrrinds~Ai s
BY—bERT—FT7 7 F v EHAEL 72,

a v 7 FEMIIER ORI L X T —F T 7 F v 23R 5, AL EA
T AAN—ANAF =L INEY 7 by 2T 2FHL T, PN~ Y
7L Ialb—FF3, ZRICKY, HBDOIRL—T 4 VIV RT A
(Windows % Linux & &) ZH—0D v 27 L FCREICHETTE S, L L,
ZOREZavTIEMIVDERERTHY, A==~y FBKEL RSB, 2
VFFEMITR, B0 FRL—F 4 VIV AT ATHAAT 4 TICETEND
DA —ANERER R L C 7 v A2 0T 2, $_XCoa v 7 FIEFEILC A —
INEHRET LR, TNETNHADO 7 7 4 Vv AT LR GHTZERR Y Y — &l
[REzfio, COHFEEIWETHY, REHETT v A F5Z LEA[REICT 5,
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5.2 Kubernetes

Kubernetes [38] & X, a2 v 7 H LI NnizT7 7V r—vavor7ufexr
— Vv eHEMLLAY, BEELEZY T 22004 T VY —ADY AT LT
» %, Kubernetes I3, Google 28 2003 FFICEAL/-a v T+ 27 7 A X EH T X
7 2 Borg [39] Difghki% Fic LT, 2014 FICHEK I N7z, Borg TlE. Linux 7
—ANDHEA T = XL EZRH LT, BED 2 v 7 F 2RI L Tw,
Kubernetes I3, Borg DMtz 5| M E o b, A—7 vV —XTH Y, kA4
havir+7vix4 L (Docker 72 L) WCNIGL, /2, 779 KA A 747 -
ava—74 v 7HE (CNCF[40] ) ik - CHEH I N, £ oL L
2 =T ADPOLDOEMEZIT TS

Kubernetes @ HLL Y 72 BEEE 13 rﬂ VIFA—r AL —va V]| ThHAB,

NI BB Oavy T FEHE—-0z=y b LTHERET 2 X2 IR L. EJFHI?‘(J
AT =774 ZHENICEHT S L THS, Kubernetes Tlid, AT D X
S hiteetllAazHwCavFFA—F AL —vavEEHLTn?

Cluster : Hi—D 2=y b & L CTHREET 2 L S Il s iz, T)ﬂlﬁ@m

WAV 2 —R—DEES, 7 TAX =T, vAZX LI NBHIHTL —

Ve, V= A= ENE T 2T = biEREN5,

Pod : Kubernetes 23 BT % 2 i/Nffii T, 1 DA koavrF2a3E%

N2, FYFIZ. IPTFLRARA ML=V REDY Y —REBHLETZ,

Service : Ky FICNT2HFILTH Y, Ky F~OLRENRT 7R

ERRMT 2, R F,. B — RN TV IR — R T 4 AH N

75 EDOREREZ 0,

Deploymenti‘]f"y KL 7 Uhtey b Ry FOEE) OIREEZERL
SWICEHT S, 774 A v . e =) Vv I Ty ST —rer—L

»77&&@& Ex D,

Namespace : [6]— DY 7 7 2 %2 — ECEIET 2B ORI 7 7 2 & —

THb, A—LAR—RT, 7 TAX—HNDY Y —ZALLHTZHEL .

%/E%ﬁ@l—‘ﬂ:—f?f‘—lxﬁ) trcx 3 k5i1cd 3,

ReplicaSet : 5 L 7z Pod 8%z MiFid 572007 -2/ —FY YV —RXT

Hb, & 5.2 @WU’C“ X, EEOa v T FZ2MHHL. 2 2D my-container

Ty FEREKL, Z2NbZ2EHL T3
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1. apiVersion: apps/vl

2. kind: ReplicaSet

3. metadata:

4. name: my-replicaset
5. spec:

6. replicas: 2

7. selector:

8. matchLabels:
9. app: my-app

10. template:
11. metadata:

12. labels:

13. app- my-app

14. spec:

15. containers:

16. - name: my-container
17. Image: nginx

18. ports:

19. - containerPort: 80

7 5.2: ReplicaSet
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5.3 GitHub

GitHub [41] 1. Git [42] &5 pEIUAN—2 a VEH S X7 a2 e L
AV R =3y VERRT A VI —ERTH B, Git 12, T — X DML L
L. @iy 7 bV 2T AL FRABEICT 24 -7 vV —2Da— FEHY X
7 L TH Y, Linux DFFEH CTH 5 Linus Torvalds [43] 1€ X - TIERKE N7z,
GitHub X, Git DB~ —2 g VEHEREICINZ T 77 2 X Hll{#l, ~758
Bh, BEREY 7 2R b 2 XA 7EH, A v T oL —va v, TeY = b D
EDY 4 ¥ ERREMT 2, GitHub 1% 2007 4F1C Logical Awesome & \» 9 % i
TEILI A, 2008 FIi2 Y = 7H 4 PRI N7z, GitHub 34 —7 vy —X
V7 U2 THFE TR Y 2 bEERRA T LI ETAKHMLNTE D, 2023 4
1 AT 1 AU LORRE L 37 THU LDV R P ZHL T2,
GitHub 121X CI/CD Z T % 72 D GitHub Actions [44] ¥ =2V 7 4 #&
AE % {3 % GitHub Advanced Security [45] 7z & DEEREDSFFAET 5,

GitHub Actions (X, GitHub ETY 7 b v = TR Y — 2 7 v —% HEL,
NAR~<ARX, FEITTE LHAETH 5, GitHub Actions I3, CI/CD ZiZL® &
TEIEEDOY a 7ERITCEL T 7 a vEFRR ER. ETE5, £/, 7
v aviflAEDbE CREBICHAZRYAXINETY =7 7u—%FTE %,
GitHub Actions (¥, Linux. Mac [46] . Windows [47] . ARM [48] . =¥ 7
FThREDIFIEROSDFEA NI VF—%RMHL, VM [49] a2 v F7F o
THEEFEITTE 2, £/, AHIO VM 7 7V FoA v 7L I XADBREICH 5
Hoe+AA M7 vF> = TE %, GitHub Actions (. Node.js [50]. Python
[51] . Java[52] . Ruby[53] . PHP[54] . Go[55] . Rust[56] . .NET [57]
BREDIFIIERFIHICHIGL T3,

5.3 127" 3 GitHub Advanced Security (X, Advanced Security 7 4 & v &
DPFCHHTZZ2EMDODEXF 2 TAKETHL, ThbDOEAEI.
GitHub.com LD X7V v 7 UK PV THOHEMICTK > T\»3%, GitHub
Advanced Security |%. GitHub Enterprise Cloud [58] ®» = v 42 —7 74 X7
717 v b CHIFIT% %, GitHub Advanced Security 113 LA T O¥ERED B 5

Code scanning: 2 — FICEHEN L F 2 ) 74 figgthea—T4 v 7z
7 —%BERT 5,
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Secret scanning: 77 A X—FURI PV ICFzv s fvInzdF—%
b= vl ov—2Ly FEBEET 5,

Dependency review: {KFEAfRICHT T 2 2 O 2 % 2R ic KR L, Mg
o=y a VOFllE ALY 7 2R O~ — VHTICHER T 5,
Dashboard: EHZIZF 2V T A XKELZHANC LKV KT I DT
7T 47T 7 — DB EEREICHEICTHITERZT 5,

Show less ~
& Risk 945 repositories Features enabled

Distribution of risk across your organization Distribution of enabled features across your organization
L[| I D O
® High371 ® Medium 39 Low 115 @ Unknown 360

® All enabled 277/945
® Clear 60

[©] Code scanning 29,256 alerts

® Repositories with alerts 200 ® Repositories enabled 291/945
@ Dependabot 3,458 alerts

® Critical 181 @ High 1,512 Moderate 1,085 @ Low 680 ® Repositories enabled 893/945

£ Secret scanning
a——

® Repositories with secrets detected 154 ® Repositories enabled 916/945

Source: GitHub Advanced Security Blog [59]
5.3 GitHub Advanced Security Dashboard
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5.4 Policy Agent

Policy Agent £:1l7 & I, Kubernetes 7 7 A Z I L CTKRY v —%EXRL, E
7L, HlfHlCcZ 2y — VDI TH 5, Policy Agent FfffoF7xFEEL LT,
Open Policy Agent (OPA) [60] & Kyverno [61] 2% %, OPA X, X E&E 4R
7y b7 A —=LICG LA R ) v —2 Y v TH Y, Regol62] &9
HHDOFETRY v —%5hT& %, Kyverno I%. Kubernetes IZFi{b L72F Y
V=T vy v Thh, YAMLCHRY v—%dihTcZ 3%,

Policy Agent X, Pod Security Policy (PSP) [63] & \»% Kubernetes ® 1 A
T4 THEEE 5 2 L 2 HELECTH o 72 2% Kubernetes Version 1.21 2> b IEHE
L, 1.2 6 FEIEINDE Z Lici o7z, PSP %, Pod AFEITI LB HIIC
¥ 2 )74 LoOKINEZEAT 2D THo 720, UTD XS RMERD - 72,

Y & — DR F W 25 EME CEESENARLAS A BT,
R v — DZEHELHIFRAE Z
R O —OERIFICHIR 7 4 — F Ny 753 F b7z,

TN DOREE RS 572912, OPA * Kyverno 7z & DAY — L 23S X
Nieo ThHDY —nid, PSP &0 & FZWIELIRESE S, FYr—%a—
FELTEHLPS S Lk, ShoRiiof¥2%J. PSP I3 2021 4 11 H i<
BEIEE N3 2 &EBRE I NI,

PSP @ Fé1k{%13. Pod Admission Policy [64] & 9 %7 L \» Kubernetes ® %
A7 4 7THEEPEANINS FETH %, Pod Admission Policy X, OPA <
Kyverno & #2030 . AN D X 5 FEzFio,

RY Y —FHRARXLY) Y —RE LTEHRIND,

RY v — AT 7 FAZ LV THEA I NS,

Y & — ZEIIEN LB AR — I > TRHi T 0 5,
RV —F P74 7 vE—FCHEAE—-FCTCTAMTE 3,

Policy Agent i E7abkgeiz. 7 VI v v avavbu— L e EBERETH 5,
TrFIvyavarybu—nTR, A7V =7 2R BH. HIFRE h s B
FY ¥ — D THACHG 2T 5. HIZIE LT X9 5K Y & —%2 LT
%5,

TRTDY Y —RICFED 7 <N %2TRKT B,
AYTFAA—UPEETEBZLIRA NI DLETWBE I L EERT S,
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TARTD Pod 28 ) YV —REREHRZIEEL T35 2 & KT 5,
FJET % Ingress A 7Y = 7 b DIEEZFiIET %,
BEATIE, 77AX—HNOA 7Y 27 PBFRY v —ICHEHLL THW 50895 5
FEMINICF 2y 7 L ERLEGACT 79— LR —bE2AEKT 2, Hl 213,

UFD XS REESTHETSH B,
YLy b RF A OB T T4 R— )V ES VT 2y

24 vERTWERWLWABRET 5,
RIFBARICIT T 2 BEHOFE L 2IRKICKR L, Migih N—Y a v Dt

HZERT 5,
TNV ZJZAPD—VRHICa—FRAF v V2 ETL, BENTEX 2

V74 et a—T4 v —% BT 3,
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5.5 Container Registry

Container Registry £ffi& i3, 2 v 7 FH A A -V CEET LT —T4 777
P27 T7AR=PRLYRAMVICENLF, IR, B, S TE 52 Y — L ORI
T®H %, Container Registry Hiffiid. = v 7FDOfFL T 7vf A v D4
TIAVIEHEEN, avTFD T4 74 7 i EF#EILT 5, Container
Registry £iffi D £ 72 52%& & L €. Docker Registry [65] 7= &35 %5, 72, 0SS
® Container Registry & L C. Harbor [66]% Quay [67] s &35 %,

Container Registry $ffii%. Docker Registry & \» 5 Docker D 4 4 7 4 7%
HED> IR E o 72, Docker Registry i3, Docker 4 X — % {£f¢ L. Docker Hub
[68] DL A VICT Yy aeTVEITH T EDTE S, Docker Registry
. 2013 FFic Y Y — R X7z, Docker Registry DM I, £F 2V T4 %
17—7t)74#ﬁ<\Z/T%4X—vu%@?~74777bcﬁmb
TWhro/kl b THb, TNLDOMELMEIRT 57291, Azure Container
Registry =° Harbor 7z & DALERY — W D3FAFE S 7z, T H DY — L iE, Docker
Registry £ 0 d mEaEZIRAE L. AT O X 5 FEZ R,

avTFA A=V IF TR, Helm v —F [69] £ OCI 7T—7 4 7
77 M0l B ELRIETE B,

779 P —v 2ot v 7L IRBREICHEL, WIEHTLY A MY %
FifT% 2,

Azure Active Directory [71] < Role-based Access Control [72] 7 & D
woalk « FAITHEREZ (R 2 5 o

Docker Content Trust [73] % Notary [74] 72 & DE 4 - MEFHEE % I 2
%,

Container Registry £fffi ® T 72 #4RE 1. © L F, 877, BfETH 3, €L FT
2. 2V T FA A= %Y —Ra—=Fr L. LY A MV ICT vy ad B,
REFETIE, av T FAR—VCHETET—T4 7727 PEL YA MY I
L. N=Ya VEHS I AT 21TH, BT, av T+ 4 2=V RS
57 —=TA777 FPeLYAMILOLT VL, avTFIvEL LCET,
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6% DevSecOps IRiE DR

6.1 IRALRIEINE

ARFEE T, Microsoft X7V v 7 777 F¥—t R Azure | IC DevSecOps
DRRGEERIE ZEE L, 5O x 2 )74 F =y 7 2EET 52 & CTHassk
DFAER L HEH LR T 5, COMARE TR, 77 AfiE T 7 e 4 Ho& L
BiceFa )74 F =y 7 %fflAiAb T, 7707 —v a vVichEsEtEs A
DALY R 7 AL L., T 5 L2 HIE T 5,

FIFHS % 2 v K =3~ X OSS( Open Source Software ) — A THEET 2,
BARICiZ, =% — F Kubernetes % — "2 T% % Kubernetes Cluster % #
AL, avFHeaEnrz7 70 75— avorFraf Ay b EERZTY, $72.
GitHub D#RED —CTH % GitHub Actions ZFf|H L <, CI/CD X4 77 4 v
FEHT 2, 610 =T vV —ZD0a—-FHEEHET 7y b7+ —LTH D
Kube-bench ZF|H L T, 7 7YV 75 —vaveFa 747 A+ (SAST)
#f15, RfkIC, A=7v V=20 Web 77V 7 —v a v RAF¥¥F—Th 3
OWASPZAP ZFIIL C. BT 7V 7 —>ave* 2 )7 47 A+ (DAST)
%175, Kubernetes FICEHT2avFF A A—YidavFFL Y XM D
Harbor 225 7"y v 29 %, Harbor IZ Trivy L flAaGbE s LTI A=V L
LD HeFERE % AIREIC T 5 £ 72, Kubernetes bow 27« X + U 7 X% Bl
FERETH 5 Prometheus ICEK L, v 77 47 —X—D fluentd % Hiflk X &
ELK Stack ICEf 325 2 & T, U T2 4 L CEBZ HERH, @3 % SIEM
(Security Information and Event Management) % %33 %, Harbor 2>5H 7
TuAfEnbavrF A A=k T 7 v KR Open Policy Agent DR Y & —
Fzv 2% TFb, £ 61 ODFRYT—HITlE Pod DavrF+ A4 XA =T
"harbor.io/" TR E LR WEHAEILT a4 2R T 5, £77 7 v 4% Calico
DAY )= KRN —F 2w 7% TFEZLETHRELLERY) —ItR LA
A=V T7uf I %%, £ 62 DK ¥ —fITlk 192.168.0.0/16 2> H
DANE T 74278, 100.0016 ~DH I+ Z 7 4 v 7 %'app' 7 XD
'myapp'® Pod IZXT L CHEBFT2HDTH 5,
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7% 6.1 Open Policy Agent

. package kubernetes.admission

. deny[msg] {

input.request.kind.kind == "Pod"

image ‘= input.request.object.spec.containers[_|.image
not startswith(image, "harbor.io/")

msg ‘= sprintf("invalid image registry: %v", [imagel)

7 6.2 Calico Network Policy

. ap1Version: projectcalico.org/v3
. kind: NetworkPolicy
. metadata:

name: deny-traffic
namespace: default

. spec:

selector: app == 'myapp'
types:
- Ingress
- Egress
Ingress:
- action: Deny
source:
nets:
- 192.168.0.0/16
egress:
- action: Deny
destination:
nets:
- 10.0.0.0/16
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6.2 fesstt 2D

ShloMGERERE T, £ FMAED GitHub oL RV P JICy —Ra—F%
push & L X ZEFD LKL + U~ pull request % H L 72F%. GitHub Advanced
Security ® ¥V — & 2 — F2i&RE CHess T = v 7 2175, (K 6.1 @‘/*—X a
—FRFrv) ORI FREES T - F2EHESIEOF 2V 7 4 LoORE
BHICRR L, BIE3 5 2 L 2 0[EEIC T %, GitHub Advanced Security ® V —
2 a— F2WitkRelx. AT o Lo MesstkzF v 7352803 T2 5, £9. &
¥ a2V 7 4 MESEZKIEY — A3 — FHOBENZEX2) 74 V) 27 2K
T3, 2NICIE.SQLA v 2oy ayv . 7uxH A FR27 ) TT 4 v 7 (XSS),
JRAFA LY 7T A7+ —Y 2V (CSRF) R0~ f&kiNay =77 7Y 7
— v a volasEtErEEn s, Xica— FEMEZKIZY —xa—Fdho—
i a—T 4 VI T T —CRANT T T 4 A~DER BB T 5, 2
X REFHDOZE, REROLE., KMEHDA v FE— L EnEENnd, mi&IC
KEBAROMET M I 7 ey 2 7 P MKFEL T Ny 5=V T7 477
EENIFROMI T EZRE T3, b olfitErsEEEns &, GitHub
Advanced Security I[3FEfl R B B EORE R Mt T 25, chic X v, FIFRE
IHESE BRI L, BIET 5 2 A TR 5,

Y — R a— FZltk, GitHub Actions @ CI B CTY —Ra—F»nav 7+
A4 X —=IICE % b Harbor LAY b VICki&E L3, Harbor L & + U ITHg
MENZA A=V IEK 6.2 1R Trivy ICX 24 A=V 2 F % v [76]% Efi+
52 ETA A=V L _VOffiHEZH % EfT 5, (K 6.1 D4 A—-YZAF v
V) Trivy XD AF ¥ v CREELR TSI IV ISEDTIA T T VITHE
T2t s T s e TE, EAMEMICHEEET — 4 R — X PEH X
N3 CTRITOMBIUEBMICEDSTAF ¥ v 2{THI LB TE D,
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Harbor

Sh Projects

[® Logs

Fo Administration
& Users
@ Registries
& Replications
© Labels

T Project Quotas

Q

Garbage Collection

& Configuration

& < Projects< Repositories< library/cassandra

library/cassandra:3.0

Auther anonymity
Architecture amdé4

s os linux
OS Version
Docker Version 18.06.1-ce
Scan Completed Dec 10, 2019

Vulnerabilities Build History

Interrogation Services

Vulnerability T Severity

v CVE-2019-9948 {Critieal’)

Negigitie [0

Package T Current version e Fixed in version r

Just/lib/python2.7/urliib.

Description: urllib in Python 2.x through 2.7.16 supports the local_file: scheme, which makes it easier for remote attackers to bypass protection mechanisms that

blacklist file: URIs, as demonstrated by

> CVE-2019-16869 Medium
>  CVE-2009-5155 Medium
> CVE-2015-5180 Medium

triggering a urllib.urlopen'local_file://fetc/passwd') call

/usr/share/cassandra/lib
/netty-all-4.0.44.Final jar

&, 4.1.42 Final
glibe 224

glibe 224

Source: Pluggable Image Vulnerability Scanners for Harbor [76]

6.2 Harbor Ma55%: % & v v && RH

kube-hunter scanned your cluster and found

12 vulnerabilities in 1 nodes

Standard Time)

o 10.1.0.1 e
12 vulnerabilities
Node / Master
SEVERITY CATEGORY VULNERABILITY DESCRIPTION EVIDENCE
High Privilege Escalation Critical Privilege Node is vulnerable to CVE-2018-1002105. This vuinerability can give an
Escalation CVE attacker cluster-admin level access to any AP hosted by an aggregated AP1
server
High Remote Code Exposed Exec On An attacker could run arbitrary commands on a container
Execution Container
High Remote Code Exposed Run Inside An attacker could run an arbitrary command inside a container
Execution Container
High Remote Code Exposed Attaching To Opens a websocket that could enable an attacker to attach to a running
Execution Container container

Source: Severe Privilege Escalation Vulnerability in Kubernetes [77]

6.3 Kube-hunter M55 & F v v RH
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Master Node Security Configuration

1 API Server

1.1 Ensure that the --allow-privileged argument is set to false (Scored)

Ensure that the --anonymous-auth argument is set to false (Scored)

Ensure that the --basic-auth-file argument is not set (Scored)

Ensure that the --insecure-allow-any-token argument is not set (Scored)

Ensure that the --kubelet-https argument is set to true (Scored)

Ensure that the --insecure-bind-address argument is not set (Scored)

Ensure that the --insecure-port argument is set to @ (Scored)

Ensure that the --secure-port argument is not set to @ (Scored)

Ensure that the --profiling argument is set to false (Scored)

Ensure that the --repair-malformed-updates argument is set to false (Scored)

Ensure that the admission control policy is not set to AlwaysAdmit (Scored)

Ensure that the admission control policy is set to AlwaysPulllmages (Scored)

Ensure that the admission control policy is set to DenyEscalatingExec (Scored)
Ensure that the admission control policy is set to SecurityContextDeny (Scored)
Ensure that the admission control policy is set to Mamespacelifecycle (Scored)
Ensure that the --audit-log-path argument is set as appropriate (Scored)

Ensure that the --audit-log-maxage argument is set to 30 or as appropriate (Scored)
Ensure that the --audit-log-maxbackup argument is set to 10 or as appropriate (Scored)
Ensure that the --audit-log-maxsize argument is set to 100 or as appropriate (Scored)
Ensure that the --authorization-mode argument is not set to AlwaysAllow (Scored)
Ensure that the --token-auth-file parameter is not set (Scored)

Ensure that the --kubelet-certificate-authority argument is set as appropriate (Scored)

Source: Kube Bench: An Open-Source Tool for Running Kubernetes CIS
Benchmark Tests [78]

6.4 Kube-bench M55t R F ¥ v/ H A4

W NGO U R WN

1

1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.

BPRERREREEERERBRRRRBRRRERRRERE R

=3

Webswing - Mozilla Firefox x
Webswing x|+
€ localhost:80 m=true & & + A B Ad w v © »» B~ » =
N [=H=)lx]
File Edit View Analyse Report Iools Online Help
| Standard Mode |7 [=S B AR 08 ODE & Y e ¥% @& -]
@ sites |+ | [/ quick start # | = Request | Response= | 4 |
(Ofrjn | I
v & contexts Welcome to the OWASP Zed Attack Proxy (ZAP)
[E] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications,
T @ sites
» [ # httpihomepage files.bbel.co.uk Please be aware that you should only attack applications that you have been specifically been given permission to tes
* £ ® http:fimybbe.files.bbel.ca.uk To quickly test an application, enter its URL below and press ‘Attack.
> [ httpifiping.chartbeat.net
» [ http:ffsa.bbe. co.uk . e ‘
+ ] P http:f/service, maxymiser. net URL to attac pi [w@useiects
F http:fwww.bbc.co.uk | #atack |
Progress: Not started
b
Eqr a mara in denth test vni shauld evnlnre wnur annlicatinn nsina vaur hrawser ar a0t amaterd r tasts while |7
<k ¥
| [ = istory | “ search [ W alerts [ | output [ + |
@ @ | Filter:OFF
Id Req. Timestamp Method | URL Code |Reason RTT | Size Resp. Body | Highest Alert | Mote | Tags £
17 17/05/16 15:55:14 GET http:/fservice. maxymiser.net/cghS/2fv=dmn... 200 OK 1. 1L72KB F Medium Comment -
15 17/05/16 15:55:14 GET http:/fmybbe.files.bbei co.uk/s/notification-u... 200 0K 1. 97.37 KiB  Medium
14 17/05/16 15:55:14 GET http: /st files.bbci.co.ukfs/homepa 200 0K 1. 121.06 KiB  Medium
13 17/05/16 15:55:14 GET http:/fmybbe.files.bbei. co.uk/s/notification-u. 200 0K 1. 154.09 KiB Fu Medium Comment
12 17/05/16 15:55:14 GET http:/fhomepage.files.bbei.co.ukfsihomepa 200 OK 1. 49317 KiB  Medium Form, Hidden, C...
11 17/05/16 15:55:14 GET http:/fservice. maxymiser.net/cgivs/fu=dmn.. 200 OK 7. 20.96 KiB Fu Medium Comment
21 17/05/16 15:55:14 GET http:/fservice. maxymiser. net/cghvs/?fv=dmn.. 200 0K 4. Bl1 bytes s Medium v
Alerts W0 W3 (W6 W1 Current Scans 420 &0 20 @0 #o 0 5 0 #o
P %

Source: ZAP - Webswing Usage [79]
6.5 OWASP-ZAP Jfe55TEA ¥ v v Xy v 2R —F
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Demo Dashboard

@ an hour

Meap

HTTP latency [s]

nge —

prometheus = 0.9 prometheus

Prometheus chunk operations [rate-5m]

rometheus —clone = creale == drop = evict = load — persist = pin = transcode = unpin

+ ADD ROW

Source: GRAFANA SUPPORT FOR PROMETHEUS [80]
6.6 Grafana £ v ¥ a4+ —F

ALERT DASHBOARD

Last 7 days

ALERTS BY TYPE

TOP ALERT TYPES

i e Malware

reats

4 8 Adversary Behavior Adversary Behavior
Process Injection Process Injection

Total Alerts Credential Theft

Credential Theft
2 1 8 Exploit Protection

Exploit Protection
Adversary Behaviors

ALERTS OVER TIME

ALERT BREAKDOWN ALERTS BY 08

@ Linix

29 455

Mac
Preventions Detections

Windows

MOST INFECTED ENDPOINTS

Alert Count Host Name

83 ENDPOINT-W-5-03

58 ENDPOINT-W-5-01

43 vagrant's Mac (37)

2 ENDPOINTWS04VDI
Jul 30 Jul 31 Aug 01 Aug02 Aug03 Aug04 Aug05

Source: Visualizing security data with Canvas [81]
6.TELK A& v 7 Xy aiR—F
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COBRBEABEL, v IATTVI82] A7 7T u A4 LR, GitHub
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