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Abstract

In this master’s research project report, we report on a case study in which Raft
is formally specified in Maude and model checking experiments are conducted
based on the formal specification. The model checking experiments say that Raft
enjoys properties that it is expected to guarantee. Raft is widely known as one
of the distributed consensus protocols and is used to build highly available and
strongly consistent services. Raft divides a distributed consensus problem into
two independent sub-problems: leader election and log replication. In the leader
election, Raft chooses at most one leader in each logical time called a term. There
is one and only one leader in a Raft cluster in regular operations and all the
other servers are then followers. In the log replication, the leader accepts requests
from clients, saves such requests in its log, and forwards them to all the other
servers. On receipt of such requests, each server saves them in its log. When the
leader receives positive replies for a client request from the majority of servers, it
commits (or consents to) the request. Each server has a state machine in which
clients’ requests are processed. When a follower receives a message saying that a
client request has been committed, the follower commits the clients’ request up to
the client request (inclusive).

In this master’s research project report, we concentrate on the leader election
and the log replication, which are basic mechanisms in Raft. We formally specify
the leader election and the log replication in Raft using Maude, which is a rewriting
logic-based specification/programming language. In the leader election, we model
check with Maude that Raft enjoys the Election Safety Property. In the log repli-
cation, we model check with Maude that Raft enjoys the Log Matching Property
and the State Machine Safety Property. The Election Safety Property is that at
most one leader can be elected in each logical time. The Log Matching Property
is that if two logs contain an entry with the same index and term, then the logs
are identical in all entries up through the given index. The State Machine Safety
Property is that if any two servers have applied two entries to their state machines
at a same index, the two entries must always be the same. The first property is
expressed as an invariant property of the state transition system formalizing the
leader election, and the last two properties are expressed as invariant properties of
the state transition system formalizing the log replication. Maude is equipped with
a linear temporal logic (LTL) model checker and a reachability analyzer (called
the search command) as model checking facilities. The search command can be
used as an invariant model checker. Because the three properties are invariant
properties, we use the search command for the model checking experiments. In
the leader election, our model checking experiments show that the protocol enjoys
the Election Safety Property under the condition that we limit the logical time



and the number of servers. In the log replication, our model checking experiments
show that the protocol enjoys the Log Matching Property and the State Machine
Safety Property under the condition that we limit the length of the server’s log
and the number of servers.

We assume that a server in a Raft cluster conducts unexpected operations,
which is different from the log replication in Raft. A server failure can result not
only in a simple shutdown, but also in incorrect behavior. It is preferable to be
able to handle the latter as well. Our model checking experiments also show that
servers except for a server that conducts unexpected operations enjoy the the Log
Matching Property and the State Machine Safety Property.

keyword: distributed consensus protocols, invariant properties, Maude, model
checking, Raft, search command, state transition systems
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1.1 B=

DHEBEEK 72 b 21 Th 2 Raft[l] 1F, moalHEE BB 2 08T
ROV Ca—T4 VI A VTR 77 F v I THERKE 2L
TWwd, 7T — 2 _X—=ZTH 5 eted[29] ® CockroachDB[30]. YugabyteDB[31].
TiKV[32] X Raft 2L T3, ZNHLDT —X_R—ZXDIEL T Raft DIEL X
ICKE CHKAFL T 5, Raft 3EZEAEEI 2R LT D, Raft DS 73IEHR I
RELEE RS-0 30, AAEEUK 7w b a V2 IEMEICHEE L, ZOIEL X %
TANT 2 EFHEEL, Coq[3] e & DREWISHE Y A7 L% fli5 2 & T, Election
Safety Property. Log Matching PropertyState Machine Safety Property 7z & @
Raft 3RAFT R EHE /- SN TWE L ZiEHTE 5, Lo L., GEHICE >
A 2> & BUEE O 23202 2> 2 AIREME D B 5

1.2 H#W

AfETix, Raft DEANARA D=L TH2 Y — X —DFEH & v s oEHIC
M7%ZHTT, Maude[2] Zffio TV — X —0iEH & v 7 OEHOIZA AR 2 MFRK S
%, Z LT, 2o ARICE DWW T, Election Safety Property. Log Matching
Property. State Machine Safety Property & - 7z Raft 23RaE 3~ & HE 235 72
INDDEI EETNAREICK WEES %, Election Safety Property & (X, %%
K —2L (term) THRARK1IADY —X—=EHINZZLTHDL, TITDX—L
&M &2 BB L T\ %, Log Matching Property & iZ, WIUA v T v 7 & &
R—2LDu 7Ty ) EEL200RIBELYE. DA VT v I AETOTR
Tou /Ty Y RFELWI L TH D, State Machine Safety Property & 12, 1T
BO2BDOH—N=RRLA vFy 2 RT22o00u 7Ty Y ZIRAEHEMICHEH
L7=5a, Hic2o0on sy P YRE—THE I LTH 2,

1.3  18hk

AEEDOWKITAT DY TH 5,



FIE - AROTFHRLHNEZHT 5,

95 2% - Raft O EAEE 7 1 b 24 O RIREE D BIHERTZE IC DT
&9 %,

B3 - A THEL 7 A FHESRCHERIC O WTEHIHT 5, Raft D) — & — &
He o 7 oEEOBEES Z N D Tz T X EHE. &7 A, Maude Ik
BB Y AT LT OWTEIAT 3,

4% - Raft © ) — X —ZHICEH T 2 B Ak & 2 o tikic o n-E
TR & FHT 3,

%55 % - Raft © v 7 OFEICB S 3 Btk & 2 OBtk Ic KO W7
MRE Z S %,

6 F - AR ORSE & S ROFEIC O THET 5,
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ZODETII Raft R EDET v F a2 A DIERBRIED RITHITE 2 W O HiE L
BB ICARREF I DA E D FIC O W TEHHEHT 5,

2.1 9870 I)LORRARED I TIATE

Raft Z %% L 7z Diego Ongaro D115 [4] Ti, TLA+[6] TP Raft DA
TRV R I N T e, ZDRAERICE S W TETAMRE T 2T ELET VKR
BHOFMBIIRINT WAL o7, TLAETAF =y H—% % ORI 3
BB ONT, ZOT T u—F I ARBEERETVICHLTRT =Y
T AR, Wi L7ze WIHERRRDH o7, THEEEE e barTh s
MongoRaftReconfig D423 TLA+ TR X 41T 5 [10], MongoRaftReconfig &
FRaft 2OIRELAZL TV r—vavy7u b arifonils —2_X—2ATbh 5
MongoDB[33] FICE%EF, EEINADDTH S, & T TOMGEEIX 3198170 TLA+
DaA—FHrofERINTHD

Doug Woos & i Verdi[9] Z FH\> T Raft DIREEFEM O L2 PEZ A L T 3 (8],
Verdi & (ZEBALHSE R Coq[3] THHY AT L2 BABELET 272007 L — 4
7 —2ThHb, TD Verdi TOFHMELETIZ, Raft 23 HFF X 415 Election Safety
Property. Log Matching Property. State Machine Safety Property 7z & O AZE
DSEEHZ LT 5, 2 DREEBHIZH 50,000 /7D Coq DY — A a2 — F b I N T
W3, 7z, % OFEICH) 18 22 H DI 238 I #1172, IronFleet & v» 5 TLA+[6]
U L7 b DLk — T i 28] R MR A bEEFERANT, S 2T LD
LR LIEEZ R I N T 5 [17], Z DIFFE Tl Paxos[13] = — X DIREERIL % 5
LD L A ¥ L EED L A FIichHEI L, KM L EEOMEESTHhi T
Wb, ¥/, Adore LW I ETAEREBEAL, DEEEEK 7w F ar O BHEKD
RO RV TRINT WS [11], ZTOWFETIEA Y b7 — 27 L UL DidfE % ik
LA o, IREEFEMIC 2 3 v b L2EHeEE T3 2 15k £ OB KT
Bt A EM 232 2 23 fThbT w3, Verdi * IronFleet. Adore 13834 7x
VAT LT BMEEICRII L T 2 85, KREOFEENSLEL INTEY, B
AEICa 2 P A B,

Ivy[14] &\ 5 JEAEIREE Y — % T, Raft & MultiPaxos[13] 12X 3 % #REE
BITHONTW 5 [12], Z OWIFETIE Raft & MultiPaxos DA 72 BERED & I H



L, ==L DREEMICE 2072083 Iy PINARWT L EZBEEL TW
%, ¥7-. T Tl Decidable Decomposition & \» 9 FiEIC X - T, MEENR % -
FERREZR B CEEH E N2 IC 0 EI L T3, vy IIRERERD > X7 L DL 4
P& X EENCHEE ST 2720 DY — L TH 5, Ivy IIMREAEDSKI L 72 BRI, Tefiikic
X33 BRI % 75 7 4 ANICRRT BB TE S, IvyDL—F— (I Z
DRHI R L e b, —MILTE ZAEWZNGENICHREES 5, ZOFETD
FAFEIC X 2WGEEEEDL S (KR 5,

FEFRRERH & 135872 0 Ak Z HEIME L, BEED a2 X F 2O THIED WL 20 H
%, DistAI[19] 37087 0 b 2 L DIFANAE %2 F#H T 572007 — X EERH
s 2T L TH 2B, DistALIZRLZ2 [ VARV ZADH AL X TCHETa rarr
vial—vavl, vl LTREZRKL T, 203 v IAnb Lh
BOAEEEREH E LCHIZEL, 215 % SMT Y A N—D ASJE LTHWT, &
EWEREET 5, BEWERT I ERTE R 50. AEN 2590 CTRIEZ
RT3 %, /2. DuoAl[18] iX. SMT 7=V D3z b ZHKL. /487w F 3L
ZWEES % 72 0 DI A ZE N %2 BB 2 D RIC RO 2 720DV — A THh
%, Paxos e E 7 a F a it LT Z oY —BnHw 6, BEIMEE TN
TWwb, 72, 87 e b aroReWo HEfEE%Z 1T 9 720D SWISS L) v
AT LHH 5 (201, T TlE AT LA ERIEL 2wk elEre 4 v
7'y b e LT, WA EEoRMELY Bk 2 HiEARE N T\w» 5, SWISS X
LR AR 2 DI IR A Z 2 o, 22 BEEs 5 2o 1c,
DA D ZE BN CHEFEIICEER 3%, Paxos #5002 D7 a k anic
LT, HEMIEXAfTHDILT W3, Incremental Inference of Inductive Invariants
(I4) Wi 87 v b a VORI Z L% HEINICAEK T 27 7rn—F035 %
2], 207 Fu—FTlk, ST o b aric L <, BRARED S & TORM
AN %2 T, IREEDER A TO R D 320 X 5 7 — %I Zr Il g A 28
ML T3, BEEL2 w7 e F aricd 2 EROEFARERL, EF
BEZ T, RN BBIWICKREEST %2, 2 LT, 22 CHRLNEAE
TExH L, RESER LGS TOR D 72 X 9 RIBMAZM I —BL L Tn»
2, 4%HVEZLT, W O0DHE7 e b a oW EA2AEHT 21, FE
I IRAMEEARBO T LA TET WS, L7z, IC3PO[26] &\ 9 3B 7' |
b 2 A ORBEIHEIC X 5 T, Paxos ORISR L CIRHMAIAZM: 2 B8R IC i3 2
TEBTETNS [27], TOFETIZ T v b a2 L DEERX M i & Bk %
WAt bRrEFEPREEIN TV S, 7z, Sift[22] &\ 5 HEEEH & HEAET
ErelAhBbELT Tu—F0H 5, EHRITBE AT LDOAEHZ WL DD R
Ty TRl ENENDRAT Y TOREHZ HEIfb 5 2 L ZA[REIC L T\ 5,
Z Z Tl Raft % Paxos 7s &40 7a b a e L <. BRI ITON T3,
DistAI ®# DuoAl, SWISS, I4, IC3PO. Sift iz Ao A2z HEL L. F1EE
X BREMEED a2 b 2R L T 3,

PlusCal[16] % $k5K L 72 Modular PlusCal & \» 5 532> & TLA+[6] & Go[34] ic



T 2 b TN T3 [15], ETAMED =01 TLA+ZH I L, FEirH]
BEREELLTCoDa—FEHALTWwE, 2oL TIEZ oA z2FL
T, Raft R=ZADF —NY a2 =X FTHREEINT WL, PHLE VI T I X —_—
ADTATT IV IEELD D 23], PHD T v 7T LB DIREE D> &K
TN, ARV I RERZET S L TIRERMSHAEICEE T 5, IREEEMICIZA
HNENZARV RS B7-0DT 72 a v 28T 22X TE, RV}
DBEETDLL, ZOARY ML TERINLZT 7y a v PFEITEINSE, PHIL

COREHEWAEFAL T, #NICT 252022 N TE S, 7HEIT R
7 L DAk E C++DFRIEICEWS 5 Mace[24] &9 Y — VD% 5, Mace %
Mace DIERAEA A ETAMET 22 R TE S, ZDD, T RE CHELEX
NI S CH+Da - V(B2 2 LR TE 5,

ARFRENFE TRk DRLIR & & T AMRE D 720 I L T 5 Maude[2] DIE
R & MEFEEZR LR T 298D H % [25], 2 DIFFETIE. Maude TET L
MEL-ZeeiEmt 2z L7723, MaudeDa—F 2R3y a—X—
FCEMEX 2 R TEZREBICAHIET WS, ZOEHIL 2 FHED LT
TV I vav AT LAIGHEHAIN TV,

2.2 AEREMAFTIRESOMEDT

AFEMTEEREF TIE, Raft 7 7 AXNO 7 w7 —733, Raft Or 7R L
FERZ2EEEZTI 7 —ATHETAMREZ L T2, ¥ — - —DRFIL, Hflik
Yy PR VRT TR, RoZEIEICD D708 5 AIREVEDS H 5 DT, Raft & L
TEHBEEDIDRA B L BET L WO TH D, T AMREOERTIE, i 28)(F
3 5% —N—=LIFL DY — 3= Log Matching Property & State Machine Safety
Property OMHHE %iii7- 32 & Z/R L TWb, TOMGEELT - 72T W5E 13 7\ &
EZTW5,

¥ 7o, RFENE CIER L 72 Raft © ) — X — 0EH O LRk IE 200 172,
Raft ® v 7 OO AL 250 (TREOHECH 2, VYV —X—D@EHDET
ABEHECTIRBERDZ—LLHF— =D, v 70EHOE T ABETIZF — N —
DU TDREI LY —"—DHZEHIRT 2L6E 1D 525, XY 79771 T Election
Safety Property. Log Matching Property. State Machine Safety Property & \»-
7z Raft BRFET R EEE W72 N T L 2R T LHATETV D,
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3.1 Raft

Raft[1] 37 EAE 7R F a v TH %, Raft v A7 L4 (7ziE Raft 7 7 A %) 1L,
V=KX=, 7107 —, T3EMHEE L THRET 2EBO Y — =TI
%, Raft 1T, A EREZ THEEORMEZ ) — X — &L (leader election)
a7 oEEL (log replication) @ 22Dz L 7z&@IREICHEF 2, V—X—D
EH TR, 22— 24 (term) EMEEN 2R L ICHR AR 1 AD Y — X — %%
T2, BEOEBETIE, Raft 7 7R ZICIZ1I AL TOY =X =280, o3+
TOY—N—F 7307 —Thb, n7oEHCIE, V—X—1Fx774T7
LDV T AN EZFAN, DY 7T R MEHGOu IR GF L, o T T
DY —RN— T 5, Y — =3 ZDX IRV 7T+ 2Z T3 &, 2
SbEHASOu SIRET 2, V=KX= —"—Dild B 74T )2
IR MCHWT2EENRBEEZZTMS L, 20V 7T X+ % BE DOIREEMIC
BHT 2 (Zhka iy b e, E—N"—=F 27747V 2bD) 7 TR}
IR T RN Ao T3, 74 Y =3 A v —VEZITWB L, ) —
RX—=NRaivyblizAvsyrZREToa 7RIy 35, V—&F—I%
EHIICEHEBIEFEICHELTWE I L 2RTEZODA Yy =V %MD T RTD
Y= N—IEET B, TNEFAA == Ay =V EINE, 70T =
FREDBEEINIC ) — X =D A — b= A v b= B2 TS WS, %
D7+BY7—3) =X —=DBIEFICHEL RS HBL, V—X—0&EH%EH
IR 2 o IEFE IC R 5,

3.1.1 U—-4F—miEH

) — X —DEHICOWTHIIT 2, Raft TlRH—~S—2RET 2L, §XTO
P—=N—F7 50T =L LTHES, ==, V=X —F 2 MEHE»rOH
MRy —VEZELTOBRY, 7407 —DEETH2, 7407 —HHESE
2 A LT 7+ (election timeout) &MEENZHARIFICA v =V %2 ZEL R WE

!Diego Ongaro &1, Raft 2’0 EAEMEL ) — &4 —0&EH, v 7oEEl s U0Lete v
9 3OO L 72 TREIC A EIT 5 L &L T 5 (1], ATt Raft 23 0EEZ ) — X —D
E v 7oL WS 200 L AEIFEICHEIL, K2tz ns 2 D0FIREIC X o Tl
2INBEREERFHTH L LER D,



EG. V=X —=2ELTnws, b Lttod—"—LilifETcER{hoTW3
EHUEL, Tl —X—%BHT 27200 B8 2HGT 5, 7487 —I3EZE
BT 5720, BHOX— L% 1 OWL L, BHiEICR S, D%k, B H
FICEEL, Raft 7 7 A2 N 3 XTDH —-3—IC requestVote J 7 =X
Ayt —V%R1EET D, requestVote ) 7 T A M RA v =V %ZE L&Y —N—
1T, 1EHIHE IC requestVote IGE A v 2 — P RIRET B L TAYy =V IIIGET
%, requestVote ) 7 T A b X vt —TCiE, EHEDID & & — L\7§§é\ii’b5o
Y—N—MERFE OB STV P YDBRHTICTH D L RERT 5-01E, b
TA=XHBETH D, )—FX—OFHOETIIR 7 OERICIIfilhCvini
D, V=X —D:EHDIETIlI requestVote V) 7 T A M XAyt =Y TED YT X —
X2 EZFHWT W7, requestVote [GEA v =2 I, = "N—DX =1L, ¥ —
PN—=DMEHE ICRE T 20 L5 2% T voteGranted & T s, FH —o3—I1F,
2= LT EITHRR 1 DDFEMEFICHEIETERET %, requestVote V 7 Z A+ A v
- VICBENDE X — L, A= HERF L T X — L XD WS b —
AN IERE IR E L R, BE I, RCX—L4 T ZAZEEHROY —N—0D
WP DR ERZITIS &, BEEICHEHAIL, VX =l b, J—X—I, il
WIEEERFIBLAVWESIC, TRTCO74uTY—ikun sy ) okWERRL
appendEntries ) 7T A Ayt —Y (hN—=FE—=FRAvEk—=VLMIND) Bk
3%, appendEntries Y 7 T XA P XA vt —=YiCiF, V—X—DX -1, IDDPE
INd, B 7OEHUCTY) — X =BT RCOF—N—icu sV Y REEFET
26, DA =2 METH L, VX —DENOETIIr 7 ORI
Tz vz, Y — X —0EHOETIL appendEntries Y 7 T A F X v & —
VTN T A= T winn, V=X —0DE HDOETIZ, appendEntries U
JIAbEANA—bPE—= Ay =L LTCOAREMHL T3, appendEntries s
BERAy =V, =N —DRX—LEBIPEENE, ZORNIEBETH
h. appendEntries BIEFICT T L2 E) 2 BT 5, 3 XTOF— =3,
A=V ERIT LT, BHHDZ—LPMOYF —N—D X =L XD/
DEIDEMD, BADX—LRHOY —N—D X —L X V/NSEE, 740
7=, MO —N—D X —LDETHSD X — L EEHT 5,

Yy —X—DFENTR, X—LITLICRRIADY —X—LrEH IR0 e v
5 Election Safety Property 23RiE & 115 Z & SHARF X LT\ %, Election Safety
Property I3 €% v F VIE [7) ZFr &, Ay —YOWE, 2 v bT — 7 DRI,
Ave—YOEE 2y P —=200M, Ave—YOMEZREBFEL D
LRI THRRIEI NS Z e FEINT WS

3.1.2 OJDER

0 7 OEEICOWTHAT 2, V—F—1327 54T v DY 72 A FZUHEL .,
HAow ZGEMT 5, V—&X—l3Fou vy ) 2883 57-DI1c, Raft 7 7



A ZNOMDFT R TDH —3—IC appendEntries V 7 TR M X vt — TV ZiEXFT 5,
appendEntries Y 7 TA P A v — VB ZF L 2K P —N—lF, YV —X —IC appen-
dEntries JGE A v =V RIEETH I L TA v —VICIGET %, appendEntries
VI7ZAMRAye—VICiE, UTOEELREEND:

o term- J —X—DX—L

leaderIld - Y — &% —® ID

prevLoglndex - HfiL w7 v b Y OEFORI TV )DL VT v I A

prevLogTerm - #iLWwe /T v F YDER OB 7Y F Y DX — L

entries- V —X—DRXR—LE IV TATVIFDIVIZTAMNAy—UDRETEN
=

o leaderCommit - V —X—Ra Iy LA VT v IR
appendEntries JG& A vt =TI, U TOEZRREETNS:
o term - XfEL 72— "—D X — LA

e success - REHEIH L wa sy ) #Ha0u ZIGEMT 20289 2%
T EAE

appendEntries Y 7 TA M A v =V EZEFE L2740 T =B HE DB 7T pre-
vLogIndex Dl & prevLogTerm DfEL FE L e /=y P Y ZROF, 220, U —
X=DRX—LBHHDZ—LHRL DV EL VWG E, 740y -3l sy
MY ERHSORZIENT %5, Z£9 ThWHE, 74u Y =3 Llvwe sy b)Y
IR T 5, V—X—lZu v U Raft 7 7 RAZHNOEED Y — N —ITH
Wahizepbhrsde, zouszy ) 2HGOREEBICERT2 (2h
Za Iy bEEL), U —X—d commitlndex 287 # 7 7 —® commitIndex &
KEWEE, 7487 =3 ) —X—0D commitlndex & B DRHHOR 7TV Y
DAVTy 7 AL, INEWHTIIv T2, 7407 —0R 7Y —X—
DR TIAEERHY, 74nT—FHLva /oy P ERER LSS, V-
X' —(Inextlndex #7 7 J A v b L, appendEntries J 7 T X b X v & — ¥ % ik
T2, EETREu /v bIB 740 T - ICB R 2856085570, V—
Z—=3 7487 = ICRICEEFETHu D4 VT v 7 A TH 5 nextlndex % &
925,

o 7 O#EHEICIE, Log Matching Property & State Machine Safety Property %
FRAEE NS Z & BHARFE LT %, Log Matching Property & X, WU A v 7 v
JARLZ—LDOu TV ) kEL2000 BB LG, XDA VT v I AET
DIRCou sy b TrIZP—HL TSI & THD, State Machine Safety



Property & X, FILA v T v 27 AT2o0usx v Y 2REMMICER L 72T
BO2HBDOY ==, Hic22o00u 7z PIPBFELTHEIETH D, Log
Matching Property & State Machine Safety Property % Election Safety Property
LRBRIC e v F URBE [T ZBRE, A v —Y DMK Ay M T — 7 DEIE, Ay
=V, Ay b7 —=27D0W, Ave—YOMUEZRERKEEL I BIK
WTHHRIEI NS Z L BAFF I LT D

3.2 EFI)LERE

T NMRE B X, VAT LBREDHEE 27z LT\ b 0% BEIICHRGEET 5
FED12TH B, %7»@ fiﬁﬁﬂ%@yx%A%%ﬁﬁ%atfiﬁb
72D LT, AT LICHIFF T 2 WE M2 I N T 05089 2 & MR IC
HARBEDRTE B, %Tﬂ/ffﬁ* X, TA MY SFUKHIRRAETH B & Alnd
ZERTE, HEMLINTWS L v ETiE, FEIFAX Y I EMANLEFETDH
2EEZBIENTEL, TTFAMEOEAEHWIZ. v 2T LEE LK BER
TTI7—%R20%2Ths, TETAVRETT 72RO 0RVEA, B0
BrEEL T NS,

3.3 thmtJﬁL% AT

Maude [FZHE 2GR ICE SR B LT v 75 I Vv 7 FEETH 5 2], AT
I Maude % T, ﬁﬁﬁﬁ@ﬁﬁk%TW@ #1795, REEEK Y X7 4201%
(S,1,7) THBEND. S HREORS, 1C 5 HHIRBEORE, TC xS R
RREMI D 2THBARCTH 5, KEHFE (s,8) CTIE. s b s’ ~DIREE %@k@in
%5, REEZKIT 27201013, BEOHELRD 5, AFETld, REEZBGEEL L
ﬁ%%%ﬁ#b%%m&ﬁ@«?@:»ﬁ/a/%¢%%flht%@&tf§
HWLTwad, BHEICIEANATA=2B T o256 H 5, Maude 2 I 2 =7 4
DOHFEE LT, fEEEal & Rkl 2= Lz 27> a vk, A—7 (soup) &
MEEIL, FAHT & EO = TIXEHIATEERK 5 (observable component) & MEEIE, D

D, REFBHTERSDOA—-T L LTCRHAINE, A—TDavA L7
E LT, WEBEETZHEHT 2%, ocyocy oco ZBIHIPIRER 77 & L. ocyocy ocy (X%
N0 3 ODBHVREK T DA — 7 TH %, REEIL {ocpocioc} & L TR I

EErzHEANZ, ¥—7—-F i ThEY, AFFNCHEIREZIT_ VL EaB Y
DHEE, =>T2OoDXNFX—VviEHL, VA FTR25, & EEEEIH
HIZ, $F—=7 —=F el THEH, CIVAFORTNICF =T — Fif ICH SMERDH 5,
ST EFZHZBANE erl Ib] - I=>rif ... )\ ¢ /\ .. &wokBRXTH 2,

ZIRRERI & RBL XN B 2 L 23% 3, Raft OFFE CTIREEEM L W5 KEABHwONTw S 7
B, KR CIHIREER Y 2T L LERBT 5,



ITHANCEZ 6N T _AVTH Y, o RO TH Y., o =rc; &9 FEX
DY SEDGEDR D D, le; = re; DEIEL (Iei =/= rci) = true LFHL T EHBTE
5, 7. =true (FEWT L3 TE 5, .. N\ /\ . 03D BEWc DT
THALT 2856, o(l) ldo(r) CEZHZ 22 LB TE S,
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45 U—4A—0DEH

N

ARETII Raft ) —X—DEN DA AR L £ 7 AREICOWTHIIL TV 5,
T ABREDOER, Raft 28 Election Safety Property ODPEE 237z L C\nwb 2 L %
AL T3,

4.1 U—5—DEHOR R TR

Raft D ) — X —D#ENZRKEEH L X T4 LUERLT 27201, UTOH
HIRTRER Y 2 IV 5 4

o (term[s]: t)- s lZP—"—IDTHY, t IX—LTHD, TNIE, ¥ ——
SORXR—LDBtTHEILEERT S, Raft 7 7 AXICHIT 28—V —
s LT, ZOBRAAIRER I DA v AR vV ARMEH T 5,

o (rolefs]: r)- s FY—"—IDTHY, r FIEETH 5, THITITY —&—,
fEfE., 7407 =055, Zhid, F——sDXERr THE L EE
9%, Raft 7 7 A ZICHMT 2 &I — "= LT,  OEHIPTEERK 77 D
A vARZ v ZARMER IS,

o (votedFor[s]: sv)- s BL WP sv (ZH—"—IDTH53, THE, ¥— —s8
Y= — s IKFE L 722 L 2FRT %, Raft 7 7 A XSS 58— —
X LT, ZOBMEIFTRER DA v 22 v ZABER T 5,

o (votedBy[s]: ss) - s i3H—"—IDTH Y, ss IV —"—1ID DEATD 5,
TN, sBssHOP—N—IC X o THKEIN/ZZ EZEKT %, Raft 7 7
A RIS BEH — =0 LT, Z DEMIATRER S DA v 2 & v 223
Hans,

o (servers: ss) - ss I3V —"—ID DELHTH S, TN, Raft 7 7R XICH
M3 _XTCOY—"—DID ZiHffFs 5, 4 v AL RIF 1272 T A
. ss IIEH I 7R,

o (network: n) - n I Ave—YDOEATH L, ThiF, Raft 7 7 X XICH
MFTBHF—N=DBR =% T 24y VT =0 %RT, f VAREVR
X127 I NS, —HEnll Ao Xy -V FHIRINL N, C
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NERAy v — VPRI N TR H 2 C L ARBIL T3, Ave—
v b7 =2 B OHIBRE AR, F N RO Y — S — Ik S N7z
Aye—VERFELAEGCE b BB, TRRAYe—YRKbI S RS
HbHILERT,

Raft 7 7 A RIS B —N—BH —N— g0, H—N—g], F—"—32 D3
Bd 5356, EEIN-UIIRRE init ZATO X 12k 3,

{(term[s0]: 0) (term[s1]: 0) (term[s2]: 0)

(role[s0]: follower) (role[sl]: follower) (rolel[s2]: follower)
(votedBy[s0]: null) (votedBy[s1]: null) (votedBy[s2]: null)
(votedFor[s0] : empty) (votedFor[sl]: empty) (votedFor[s2]: empty)
(servers: (sO sl s2)) (network: empty)} .

PIRIREE T, BUAITRER T ZA T D X 51272 %,
o ZV—N—DX—LIT0TH?
o ZY—N"—DFEEFZ7+u T —TH 3

o FH—N—BRELEF—"—Enll THE (FF—"—FELELEDY—
NoCBBELCWARWI R EKT 3)

o HY—N—IKBELEY A —DEARETHE (FF——REEED
PF—N=2 L HEINTVARNWI EEERTS)

e Raft 7 7 A Z I T B Y — "— TP — "— 1D D380 sl s2 DY — N— L
HEhTnwd 320 — "= Raft 7 7 ZARICSNMT B LIKELTW3)

e XAV T =T I3ETHDL (XY P —JICAv =Y R AoTnARNnI L%
BT 3)

Raft Ik 1F 2 Y — X — 0@ 2 Ak e L TREST 272012, FF—v—Iixt
L T timeout. requestVote. appendEntriesWithEmptyLog. handleRequestVote Request.
handleRequest Vote Response. handleAppendEntriesRequest. handleAppendEntries-
Response L \ o 7= T ODOEFEZHZ B ZH 2, b oFEZHEZHATIILAT
D Muade DZ# % W %,

o OCs - BATHERY

A DL

N

)
e S0, S1-4%—~"—1D DEK
o Ss- +—"—IDEHDERK
o T - X—LDEK
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R - ¥ — =1 DEEL

e VB - ¥ — "—1D DL

VFO. VF1 - +—"— 1D EHDEH

NW - X vt —VHEADERK

RVReq - RquestVote X v & — ¥ DA

e AEReq - AppendEntries X v & — ¥ D2
F 22 B timeout AT D X 5 ICERT 5,

crl [timeout]

{(term[SO0]: T) (role[SO]: R) (votedBy[SO]: VB)
(votedFor[S0]: VFO) 0Cs} =>

{(term[S0]: T + 1) (role[SO]: candidate)
(votedBy[SO0]: S0) (votedFor[SO]: S0) 0Cs}

if (R == follower or R == candidate) and T < maxTerm .

T ZTOD mazTerm \ZELEFRERIREZER ZHIR T 27200 b T, RRKD X — L
ERTHRECH S, ZOFZHMIBANIL, == 80237 1 7 —F 72 1 3M5H
HTHY, b—o"—= 80 DIWIED % — L T 23 mazTerm X W /INSWEEH, —N—
SO MEMHZ LRV, =L THA VIV AV FEINDEZEERLTNS, EE
D Raft 7 7 A2 ClE, 150ms 7z & DFFEDOWEIA 2 4 277 b LI NS
2. Ao CIIFEDOR A X 4 27 v b & LTRSS, SoicxL T
WOTHEZA LT MPBRET LT 2, ZOHAETH, V—X—DFE NN
Election Safety Property % ii7- 3 Z & ICHE % 5 2 7o\,
FH &2 A requestVote AT D X S ICEERT 5,

crl [requestVote]
{(term[S0]: T) (role[SO]: candidate) (servers: Ss)
(network: NW) 0Cs} =>
{(term[S0]: T) (role[SO]: candidate) (servers: Ss)
(network: (NW mkRequestVoteRequests(
SO0, requestVoteRequest(T, SO), Ss - S0))) 0Cs} if T <= maxTerm .

COFEIHZBAN, I —3— S0 DBHED X — L T 5 mazTerm AT 08, 9 —
N— 50 MDD FTRTDOH — o —ICH L CTrequestVote V 7 TR P A vt —T %Ko
TWwW3 T &KL TWDB, requestVoteRequest(T, S0) 1. X —L T TS0 HY 7
IR I L7zrequestVote Y 7T A Ay —ThHb, Ss-S501%, ¥—"—ID D
A—=T SshrbH—"—=1D S0 ZHIFRL TfRHONEY—"—IDDRA—TTh 5,
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mkRequestVoteRequests(S0, RVReq, Ss’) I3, requestVote J 7 ZA P X v —3 D
AKX RVReq TH Y, Ss' NDFTRXTDH —N— 1D % T D requestVote Y 7 T &
FAYy -V RERT L E2RL TS,

mkRequest VoteRequests ZLA T D X 5 ICEET %,

op mkRequestVoteRequests :
ServerID RequestVoteRequest Soup{ServerID} -> Soup{Msg} .
eq mkRequestVoteRequests(SO, RVReq, empty) = empty .
eq mkRequestVoteRequests(SO, RVReq, S1 Ss)
msg (S0, S1, RVReq) mkRequestVoteRequests(SO, RVReq, Ss)

msg(S0, S1, RVReq) i, A v & —Y DARND RVReq TH Y, H—>3— S0 b
== 8] ~EEEINEI A= THD, Ss HOZEH —"—1ID S1 IcxtL
T. mkRequestVoteRequests(S0, RVReq, Ss) I% msg(S0, S1, RVReq) Z{Fi3 %,
requestVote ¥ 7 T A + X vt — Y ZAE T % mkRequest VoteRequests 1 HIZ T,
appendEntries ¥ 7 T X b X v & — Y ZA{FKT 5 mkAppendEntriesRequest b iE 7%
LTHWwTWw?,

F &0 2 HH appendEntriesWithEmptyLog Z AT D X 5 ICERT %,

crl [appendEntriesWithEmptyLog]
{(term[S0]: T) (role[SO]: leader) (servers: Ss)
(network: NW) 0Cs} =>
{(term[S0]: T) (role[SO]: leader) (servers: Ss)
(network: (NW mkAppendEntriesRequests(
SO, appendEntriesRequest(T, SO), Ss - S0))) 0Cs}
if T <= maxTerm .

COFEZHZAANL, »—— 50 DIED X — 1 T 53 mazTerm LA T DE&, ¥—

N— S0 Mt D FTRTD Y — 3= L T appendEntriesRequest X v & — ¥ % XfE

T5Z LKL TWS, appendEntriesRequest(T, S0) 1. #—L TTSOICL>T

Y 7 X+ &7z appendEntriesRequest X v & —Y DAL TH 5, mkAppendEn-

triesRequests(S0, AEReq, Ss’) . X v —Y DR D AEReq TH Y., Ss' NDF

X TCTDOHY —>3— 1D IZ%E T b 7z appendEntriesRequest X v & — Y Z{EK T 5,
mkAppendEntriesRequests Z LA T D X 5 ITEFKT %,

op mkAppendEntriesRequests :

ServerID AppendEntriesRequest Soup{ServerID} -> Soup{Msg} .
eq mkAppendEntriesRequests(SO, AEReq, empty) = empty .
eq mkAppendEntriesRequests(SO, AEReq, S1 Ss) =

msg (SO, S1, AEReq) mkAppendEntriesRequests(SO, AEReq, Ss)
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COETIE, Raft DY — X —D;BHICOAE R YT TEH Y, appendEntriesRe-
quest X v —ICIFEEoOu Sy P Y REETNTHARV, Raft D) — X —DF
HZ 35> T appendEntriesRequest X v v — Y Z{HHT 2 L E 23D 2B H1Z, VU —
=B DOHF —N—=F L) — X — % E T 272D DEELIRD 5 L %<
720 CTH5, == FWED V — X —25 appendEntriesRequest X v & — %
ZEL. V=X —DRX = LB EL WS, 203 — =13 — X —DIFEZ R
L, 7407 =l 5,
=X 2 HLH handleRequestVoteRequest ZUTO XS ICERT %,

crl [handleRequestVoteRequest]
{(term[S0]: T) (role[SO]: R) (votedBy[SO]: VB) (votedFor[SO]: VFO)
(network: (msg(S1l, SO, requestVoteRequest(U, S1)) NW)) 0Cs} =>
{(term[S0]: if U > T then U else T fi)
(role[SO0]: if U > T then follower else R fi)
(votedBy [SO] :
if ((VB == null or VB == S1) and U >= T) then S1 else VB fi)
(votedFor[SO]: if U > T then empty else VFO fi)
(network:
if ((VB == null or VB == S1) and U >= T)
then (msg(S1, SO, requestVoteRequest(U, S1)) NW
msg (S0, S1, requestVoteResponse(U, true)))
else (msg(S1, SO, requestVoteRequest(U, S1)) NW
msg (S0, S1, requestVoteResponse(
(if U > T then U else T fi), false))) fi) 0Cs}

if T <= maxTerm .

Fv b7 — 27 WIC msg(S1, S0, requestVoteRequest(U, S1)) BIEAEL ., P — 3—
SO DEAED &2 — LD marTerm AT DG, U T OUER{TOINE, H—o3—
SO0 DBEDX—LTHULLEY (U>=1T) THYH, SOBERZEDF—"—IC
LIEL T, SO ICHELTWwWIEA (VB == null ¥7213V

S0). msg(S0,51,request VoteResponse(U, true)) 234 v + 7 — 27 1BME v, ¥ —
N—= 80 B3P —"— ST ICHEET L LL2EBRT 2, LoFRFLAERL WA,
msg(S0,S1,request VoteResponse(T2, false)) 234 v b7 — 7 ITBM I AL, H—oV—
S0 1ZH— 3= ST ITHEEL v (F—23— S0 233 Tl TQmLﬁ.“ﬂ"_/‘“‘%ﬁ%L
) ZEEREWRT S, 2ZTT2E, U>TOuRRITU. Z0Ao5aix T
ThHd, U>ToOHE, y—"— S0 DHEDX—-LIF UICRY, ‘H‘~/\~SO %
ZART =) == SO IRKEL Y — N — DA =T bR D, msg(S1,
S0, requestVoteRequest(U, S1)) &4 v P 7 — 7B HHIBRL 2w, THIE X v 2 —
VOEMEDFEET SRS DH 572D TH 5,

& 2 HH handleRequest VoteResponse Z AT D X 5 ICEET 5,
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crl [handleRequestVoteResponse]
{(term[S0]: T) (role[SO]: R) (votedBy[SO]: VB) (votedFor[SO]: VFO)
(network: (msg(S1, SO, requestVoteResponse(U, B)) NW)) 0Cs} =>
{(term[S0]: if U > T then U else T fi)

(role[S0]: if U > T then follower else

(if length(VF1) >= majority then leader else R fi) fi)

(votedBy[S0]: if U > T then null else VB fi)

(votedFor[SO]: if U > T then empty else VF1 fi)

(network: (msg(S1, SO, requestVoteResponse(U, B)) NW)) 0Cs}
if T <= maxterm /\ VF1 := if T == U and B == true

and R == candidate then (VFO S1) else VFO fi .

$v b7 — 27 WNIC msg(S1, SO, requestVoteResponse(U, B)) BSFHEL . H—>3— 50
DIED X — 125 mazTerm LAT D6, LT OUERTHONE, —"— S0 D
BHEDEZ—LTHUIKEFELL, BBAETHY, SOBMEMETH 285G (b
B, == SI RSO ICHEL 72— RN —DR—FIBMENE5E). VF1 %
VF0S1 £32, 22T, VFOIZINFEFTSOKEEL Y —"—DR—=TTh 5,
FoZEEBL VWSS, VFI 2 VFO 232 (Thbb, —o3— 51 TR~
TIEMENRG), THAUMUETHY, VFI WOV — N —EH Raft 7 7 A XIC
ST 29 —N— DR TH 256, y—"—S5013) —X—ic’xb, VFI W
DY = N=FPEEE TR WA, S0 DFREIIED LR\, T U KimDEH.
P—N—=8S0DX—LIFUICHEY, ¥—"=80137+0 7 =1y, +—>— 50
KXo THEINY —N=Fnull (X I—=%—"=1ID) iKY, == 501

Bl —N—DRA—=TIZIT T b, msg(S1, SO, requestVoteResponse(U, B))
Ay P 7= 20HIBRLARV, TR Yy =Y OEENRET ZARENE D B
57:0TH 5,

F & 2 HH handleAppendEntriesRequest ZLAT D X S ICEET b,

crl [handleAppendEntriesRequest]
{(term[S0]: T) (role[SO]: R) (votedBy[SO]: VB)
(votedFor [SO]: VFO)
(network: (msg(S1, SO, appendEntriesRequest(U, S1)) NW)) 0Cs} =>
{(term[S0]: if U > T then U else T fi)
(role[SO]: if U >= T then follower else R fi)
(votedBy[S0]: if U > T then null else VB fi)
(votedFor[SO]: if U > T then empty else VFO fi)
(network:
ifU>T
then (msg(S1, SO, appendEntriesRequest(U, S1)) NW
msg (SO, S1, appendEntriesResponse(U, false)))
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else (msg(S1l, SO, appendEntriesRequest(U, S1)) NW
msg (S0, S1, appendEntriesResponse(T, true))) fi) 0Cs}
if T <= maxTerm .

Iy 7 — 27 WNIC msg(S1, SO, appendEntriesRequest(U, S1)) BFEL, H—3—
S0 DBAED & — L0s mazTerm LA T D&, AT OMERTON S, H—>3— S0
DEHED X — L% T L3 5%, msg(S0, S1, appendEntriesResponse(U B)) 234> k
7—7I1GBIMENSE, 22T, BiZU >T OHEEIT true. ZNLUINDEE T false
b, U>TOYE, Y="=8S0D2 =213 UICkY, $—"— 80 TP
I —"=lFnull (I =% —"—=1ID) iKY, ¥— "= SO ITHEL /=¥ —
N=DRA—=TRZEIRD, U>=TDHEH, ¥y— =801k 7+ru7—ilhd, D
¥h, V—X—n%—2L (appendEntriesRequest IC&EN5) 3% — N—DHTE
DR —=LLAETHNIE, ¥—"—13) X —% LR bD L. BT+
7 —ICRR %, msg(S1, SO, appendEntriesRequest(U, S1)) 14 v + 7 — 27 L HIER
L, THEA Yy =Y OEENPRBET LREER D L7-0TH 5,
F &0 2 BH handleAppendEntriesResponse Z LT D X 5 ICEHKET 5,

crl [handleAppendEntriesResponse]
{(term[S0]: T) (role[SO]: R) (votedBy[SO]: VB)
(votedFor [SO]: VFO)
(network: (msg(S1, SO, appendEntriesResponse(U, B)) NW)) 0Cs} =>
{(term[SO0]: if U > T then U else T fi)
(role[SO0]: if U > T then follower else R fi)
(votedBy[SO]: if U > T then null else VB fi)
(votedFor[SO]: if U > T then empty else VFO fi)
(network: (msg(S1, SO, appendEntriesResponse(U, B)) NW)) 0Cs}
if T <= maxTerm .

Fv b7 — 27 WNIC msg(S1, SO, appendEntriesResponse(U, B)) BSFAEL ., ¥ — 3—
S0 DBAED 2 — L 75 maxTerm WA F D56, LT DB R TS, ¥—3— S0
DEED X —L% T T 5, U>TOHGE, ¥= =80 DX—=LF UICRY,
P—=N=801F 7407 =l D, == SO ICHEEI NV — =T null (X
I—=H—"—=1ID) iK% Y, SOICHEL Iz — N —DRA—=T13ZEIC% %, msg(S1,
S0, appendEntriesResponse(U, B)) 134 v F 7 — 27 b HIERL 72\, THIT X v
-V OEELFET LARELEDH 27-DTH 5,

4.2 U—ASH—-DELDOETIVIEE

KRR E LT, 28GHz 16 27 7Ly # L 1.5 TBOAEY 2Lz v
v’ 2 — &% —|C SUSE Linux Enterprise Server 15 SP1 %4 Y A F =V L 72b D %{#
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FLTw3, Zoa v a—x—id, JAIST DIEHESEER Lty X —ic X > T
EMINTEY, 1HEAMERCa vy a2 — 2 —%2FHT 3 23T I T3,
T AREOEMS 1HEE TR T LawEs, Ya 7idmiligTInsg, £—2n0
QUTCTH—N—EHRIDEMEDD & T, W DPDETNAMREDEZIT > 72,

¥9, UTFTDOMaude Da~y FEEHL T, V-4 —2BIELEHRINE L
HERR L 77,

search [1] in RAFT : init =>% {(role[S0]: leader) 0Cs} .
Maude IC X o TIRX N 3 search 2~ FOFERIZLITDO®EY TH 5,

Solution 1 (state 75)

states: 76 rewrites: 1451 in Oms cpu

(1ms real) (° rewrites/second)

0Cs -—> servers: (sO sl s2) network:

(msg(s0, sl, requestVoteRequest(1l, s0))

msg(s0, s2, requestVoteRequest(l, s0))

msg(sl, sO, requestVoteResponse(l, true)))

(term[s0]: 1) (term[s1]: 1) (term[s2]: 0)

(role[s1]: follower) (role[s2]: follower)

(votedFor[s0]: s0) (votedFor[sl1]: s0) (votedFor[s2]: null)
(votedBy[s0]: sO s1) (votedBy[sl1]: empty) votedBy[s2]: empty
SO --> s0

TNEYIHIREL L, 53— =Y —X—¢ L GEHINAIREBICES YR
PIFET D EHRL TS, 72720, ZOMRITY — X - REMIGER I
52 LBERLT2E2DITRARG, VX —2E N INR N ANRBIFIET 5,

AN D Maude ® 2= v FZ2{EH L T, Raft 2 Election Safety Property % i 7=
LT L ) aiERd 5,

search [1] in RAFT : init =>x*
{(term[S0]: T) (term[S1]: T) (role[SO0]: leader)
(role[S1]: leader) 0OCs} .

Maude IC X > TR XN 3 search 2~V FOFERIZUTOHEY Th 5,

No solution.
states: 2810044 rewrites: 958548787 in 5601856ms cpu
(5602405ms real) (171112 rewrites/second)

NI Maude lZED X —LICENTDH, BARE320D0%—RN—RNY) —X—Th b
REEAHOTF LN Aol R RLTWS, 2O EICkoT, Z—L22D
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TCTH—N—EH 3 DEMD B & T, Raft 28 Election Safety Property % i 7z L C
W3 L) S Z L ATE B,

Z—LB3LUT T —N—HBB3DEMFDD L, BLIX—LB 2T TY —
N4 DEAFED D & T, Raft 2 Election Safety Property Ziii7z L T\ % 5> &
) D EMERT 57201, ETAVREDEREE{To72, L L. ETAREDER
DFETIC VHEBIM L2220, ETFAREEZFEITL TS Y a 7135 T i,
ZDRD, Z—LB3UTTHI—N—HB3DEEDD &, BLUOX—LHMB20TF
TH—N—H3 4 DD B & T Raft 23 Election Safety Property %7z 3 & %
TR0,
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E5E OJDEXR

ARECTE Raft v 7 OEBOTEAMEI L ETAVREICOVTHHAL T2, £
TAREDOFER, Raft 28 Log Matching Property & State Machine Safety Property
OHWE 2L TWB I ERLTw5S, Raft 7 7 RAZND 7 17—, Raft
Du oML ZRE2EEELIT) S —ATHOETAMELZL T D, F—N—
DFEEIZ, Bz vy P XY 72T TR, BEoZBEICD D703 5 AlREMED &
5DT, Raft & LCRHBEDRAZZLAET LV, ETMVREOEH CIX, 2
7250 7 OEMELT S Y — =D D Y — 3 =3 Log Matching Property & State
Machine Safety Property DPEE Zii7z 3 Z & Z/R LT 5,

5.1 OJDERDOAZTER

Raft ®u 7Ol 2 REEER S 27 4 & LTIERI(LT 32 7=01c, LUT ofLHHIA]
e 2T %,

o (termfs]: t)- slEP—"—=1ID, t ZX—LTHZ, TN, F—"—sDX—
LBt THBHILRERT S, Raft 7 7 AZ—ICSINT 5 E& P — 3 — s ITht
LT, ZOBAREEWR DY DA v AX VAR IS,

o (rolefs|: v) - s ¥ —"—1ID, r IKEITHY, V) —F—F7F7+r07—
ThHhbd, TF. F—"—sDEHPr TH2 L 2EBKT 5, Raft 7 7 X
=BT 2 &I — " —Cx LT, ZOBIIFRERR Y D A v A X v AHME
Hxns,

o (log/s]: 1) - s (&P —>"—1D, liFw v} Y DESITH S, Tl ¥—
N—sPua 7 | ZffoCnb I xEWRKT 5, h—"—slk, v iICus
TV FYEBIMT 3, Raft 7 7 A X —IZSMT 2K — =L T, 2D
BUHATRE S DA v A& v ZAMEH I N5,

o (commitindex[s]: ci) - s (ZP—N—1ID, cilda Iy P INTRARDOE ST
VIVDAVTYIRATHS, THUI A VT VI Rei B3, —oN—gha
Iv LRV PYVDRRKDA VT v 7 ATHDL I EREKRT 5, Raft
7 IAR—ICBIMNT 58P —N—s I LT, ZOBUMTWRER I D4 v 2 &
YABMER I NS,
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o (nextindex[sO[s1]: ni) - sO0 B XU s1 1T — 3= 1D, ni (F, s0 2% sl ITIEfF
L7zROa 7Ty Y )DA VT 7 ATHB, Tid, —— 50 BRIC
Y—N—sticn 7y b ) 2RMETEREEA VT Yy 7 AP i THSHu T
VIV EREETLIILEERT S, VX —lF, ENENDT v T — X
LTRICEET vy VDA Ty 7 ZATH 5 nextlndex Z 1K 5,
Y —X—D&7+u7 = LT, ZDBHIATRER YD A4 v 2 & v Z 5]
TN,

o (matchindex[s0][s1]: mi) - s0 B LW s1 1TV —"—ID TH Y, mi (X, s02°
slpu oy b ) o2 oTwE 2L EAHLTWEIREAROR STV |
VDA VYT Y I RTHDS, TN A VT v 7 Ami 3, —r3— 50 3% —
Nl IR F TV P REFLIZRRDA VT v 7 ATH LT L ERT
2, V=X—DKF 707 =N LT, ZOBHEIFIRERDT DA v A X v AH
X3,

o (servers: ss)- ss (ZV—"—ID DEATH 5, THiE, Raft 7 7 XX —IC
SS9 XTCOF—=~"—D 1D 2ifff§d 2, 1204 Y ARV ZADHHH
I, ssiFEHEI N,

o (clientRequests: ¢) - ¢\, 274 T v F B Raft 7 7 AX—ICEET 5 Ay
=V THb, 1 ODAVRRZVRADAEVBMEREINS, 7747 v b5 Raft
JITAR—=IC Ay =V RIXEET DL, £D X vE—F clientRequests 2>
LHIFRZ L5,

o (network: n)-n I Ay —YDOEAETH S, Tk, Raft 7 7 AX—IcH
M3 29 —N=BRAy =X T 21y V=2 %2KHTE, 1oD4
VARVADABMERHINS, —Enll Aoz A ye—VI0dHIBRE L
W, T, A=Y PEHBEINIAEEELRH L EZRKFL T3,
Ave—=VEAy P =7 2OHIBRI NGB, == DY — 3%
DAY=V EZELBIERHY S5, THF, Avre—y kb
AHEMEA D B L ZREL T3,

Raft 7 2 A RICSMT 529 —N—RBH—N— ), $—o"—g], $—"—32D 3
Bdd56. EEIN-VIHPIREE init I T X517k 5,

{(term[s0]: 1) (term[s1]: 1) (term[s2]: 1)
(role[s0]: leader) (role[sl]: follower)
(role[s2]: follower)
(log[sO]: empty) (loglsl]: empty) (logls2]: empty)
(commitIndex[s0]: 0) (commitIndex[s1]: 0)
(commitIndex[s2]: 0)
(nextIndex[s0] [s1]: 1) (nextIndex[sO][s2]: 1)
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(matchIndex[s0] [s1]: 0) (matchIndex[s0][s2]: 0)
(servers: (sO sl s2)) (clientRequests: (cr0O crl))
(network: empty)l} .

HIHHRRE < iE, BIHARER I IZA T D X D17 %,
o HH— N—Dterm 1% 1
o F—oN— 50 DEENLY — & —
o F—N—sl BIUII— =2 D&ENI 70T —

o B —N—ilkoTEMEINEZ STy M) OESNIZZE (0F ), HH——
FFEAFuZica sy M) BEBIMLTWRW)

o X —N—PRaIv LA vTFyZRIZ0 (DFH, HEH—n"—l3F/F
JTvFY)%a Iy FLTWRWN)

o —N—) R —N—s5] BLUOI == 2 ILKETE2RKDOu s/}
DA vTy 7 RIT1

o F—N— ) B —N—g] BIUY—NRN—g2 ity )2 EEL &
KA VvFy 72170 (0F), y—N"—s0 1FFEFZH —"—s1 BLUY—
Ne— 2 ICu ZRERINTWBE I L RIS R

o Raft 7 7 A X =t MT 23 —"—DEAHITs0 51 s2 THYH, 30D —
N—Raft 7 7 AX—IZEMT 3 LIKREL TS

e VIAT VNI IZIZA N A —YDERIFcr0cerl THY, 7I7ATV

B Raft 7 7 AX—IC20D Ay =V RFEETELREL T3
e AV P =213 (0FD, AV P =2 WCEFEEAYE—VYDB A>T W)
Raft iICB1J 2 v 7 OEEEAERMMHE L CRHT 272010, FF—"—Iicx L T
appendEntries. handleAppendEntriesRequest. handleAppendEntriesResponse & \»

S>3 o0EXMZHHAZHAVE, 2o oEXHZ HAITIZLLT D Maude 2%
w3,

o OCs - BIAIMRE Y DG DR

N

e 50, S1. S2 - ¥ — "—1D DZHL
o SsI¥—"—1ID DEEDLEL

o T. U. PLT - term DZ#
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o R. RO - ¥ ——D&E| DA

e CI. LCI - commitIndex DZ#(

e MI. MI1. MI2 - matchIndex DZ#{

e NI, NII. NI2 - nextIndex DZ%L

o PLI-FHiLvwu /v b )DERIDA VT v 7 ZADEK
o PLT - FiLvwu 7Ty b+ I OER]D term DZEHL

o Ls, L-uzxv ) DELHDOEK

e CR-V7AT7 VD)7 ITALRXyt— Y DEH

¢ CRs- 7 7ATYIDY IR Ay e—YDEADEK
e NW - Ayt —YDELHDEK

e AEReq - AppendEntries V 7 T X b X vt — Y D
F &2 BH appendEntries ZLA T D X 5 ICEET 5,

rl [appendEntries]
{(term[S0]: T) (role[SO]: leader) (commitIndex[SO]: CI) (log[SO]: Ls)
(servers: Ss) (clientRequests: (CR CRs)) (network: NW) 0Cs} =>
{(term[SO0]: T) (role[SO]: leader) (commitIndex[SO]: CI)
(log[S0]: Ls[length(Ls) + 1] := log(T, CR))
(servers: Ss) (clientRequests: CRs)
(network: (NW mkAppendEntriesRequests
(80, appendEntriesRequest(T, SO, length(Ls), term(Ls[length(Ls)]),
log(T, CR), CI), Ss - S0))) 0OCs} .

CoFXHZBANL, —"=8S00B) X —THY, 774T VIV I AFCR
BT 256, S0 3fho 3+ XCToH — N—Tht L T appendEntries Y 7 = X b
Ay —VHIXETHI LR LT3, appendEntriesRequest(T, S0, length(Ls),
term(Ls[length(Ls)]), log(T, CR), CI) %, appendEntries J 7 TZX } X v & —I D
AL CTHB, FLIEIESODE—1THD, FH2583) —X—D¥—~—1IDT
b, FIFEFIFH L e sy P YVDERDA VT v 7 X (prevLoglndex & M
) Thb, FHa45lEEFLVwa sy b ) DERID term (prevLogTerm &
MEN2) THDS, FBHHFEITSODterm & 7 ATV DYV VT A PRy =
retr s Tchsb, H6518IT S0 D commit index TH b, Ss— S0 1E, —-3—
ID DA Ss 2o % —N—1ID S0 ZHIBR L 72K 5505 — " —ID OEAT
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H %, mkAppendEntriesRequests(S0, AEReq, Ss’) 1Z. A vt — Y DARND AEReq
ThHOH, S NOTRTDOH— =Xt L T appendEntries Y 7 T AP A vk —
ZE T %,

HF & 2 B handleAppendEntriesRequest Z AT D X S ICEERT b,

crl [handleAppendEntriesRequest]
{(term[S0]: T) (role[SO]: R)
(commitIndex[SO0]: CI) (log[SO]: Ls)
(network: (msg(S1, SO,
appendEntriesRequest (U, S1, PLI, PLT,
log(U, CR), LCI)) NW)) 0Cs} =>
{(term[SO0]: if U > T then U else T fi)
(role[S0]: if U >= T then follower else R fi)
(commitIndex[S0]:
if LCI > CI then min(LCI, length(L)) else CI fi) (log[SO]: L)
(network: (msg(S0, S1, appendEntriesResponse(
(if U> T then U else T fi), B,
appendEntriesRequest (U, S1, PLI, PLT, log(U, CR), LCI)))
msg(S1, SO, appendEntriesRequest(U, S1, PLI, PLT, log(U, CR), LCI))
NW)) 0OCs}
if length(Ls) < 3
/\ B :=U > T and ((Ls[PLI] =/= null
and term(Ls[PLI]) == PLT) or (PLI == 0))
/\ L := if B and Ls[PLI + 1] == null
then Ls[PLI + 1] := log(U, CR)
else (if (CI < PLI)
and (length(Ls) =/= PLI
or term(Ls[PLI]) =/= PLT)
then Ls[: PLI] else Ls fi) fi .

F v b7 =27 WNIZ msg(S1, SO, appendEntriesRequest(U, S1, PLI, PLT, log(U,
CR), LCI)) B’FEHEL, == S0 ou 7 ORE IR 3 KOG E, LT RET
ANz, == S0 DBIED term T2 U LT TH 28586 (U>=T). 5LV
B —o3— 80 » prevLoglndex T#& — L 723 prevLogTerm & —¥ 3 5u v ) %
FroTwaher, 723 —X—2F7Zusz v )2 ZIGEINL Tk ni
# ((Ls[PLI] =/= null and term(Ls[PLI]) == PLT) or (PLI == 0)). B i3ET
Hb, BHETHY, y—"—S00B3E7ZA VYT v 7 APLI+1icn 7z Y
o T WS (B and Ls[PLI + 1] == null) . ¥—>"— 80 iFvn /v
V%&u ZNGENT %, —>Y— 50 @ commitIndex 2° prevLoglndex & ¥ /N X <
(CI < PLD), ¥y—="=S0 DFfron 7/ P UBH LWL D LHEL T
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# (length(Ls) =/= PLI or term(Ls[PLI]) =/= PLT). S0 \3¥tfFon 7= + Y
cxnickHlI_Ccon sy ) 2HIRT 5, U —X—® commitIndex 239 —
N— 80 @ commitIndex £  d KZ W&, U — X — D commitIndex & fFHDd =
JITVPIDA VT v 7 ARSI, —oY— S0 ® commitIndex {3/ X W
THEHEINS, U>TOHE, 3—"—=850 DBRED X —L1F U &7 Y. msg(S0,
S1, appendEntriesResponse(U, B, appendEntriesRequest(U, S1, PLI, PLT, log(U,
CR), LCI)) %34y s 7 — 28I N5, ZNUSNDEE, ¥ — = S0 DBED
R —=LIEFICEETH Y. msg(S0, S1, appendEntriesResponse(T, B, appendEn-
triesRequest(U, S1, PLI, PLT, log(U, CR), LCI)) %4 v + 7 — 2ZI1BMI N5,
U>=ToOHE, ¥y—"—801F7 4+ 7 —IC7% 5%, msg(S1, SO, appendEntries-
Request(U, S1, PLI, PLT, log(U, CR), LCI)) %% v b7 — 2 2L HIBRL 7z, Z
NEA Yy =Y OEEIFEET LML D 27-DTH 5,
X P 2 A handleAppendEntriesResponse Z AT D X 5 ICE&RT 5,

crl [handleAppendEntriesResponse]
{(term[S0]: T) (role[SO]: R)
(commitIndex [SO]: CI)
(nextIndex [SO] [S1]: NI1) (matchIndex[SO0][S1]: MI1)
(matchIndex[SO] [S2]: MI2) (log[SO]: Ls)
(network: (msg(S1, SO,
appendEntriesResponse (U, B, AEReq)) NW)) 0Cs} =>
{(term[SO0]: if U > T then U else T fi) (role[SO0]: RO)
(commitIndex [SO] :
if replicatedCount(N, (MI MI2)) >= majority
and T == term(Ls[N]) and RO == leader
and N > CI then N else CI fi)
(nextIndex [S0] [S1]: NI) (matchIndex[SO][S1]: MI)
(matchIndex [SO] [S2]: MI2) (log[SO]: Ls)
(network: if (not B and U <= T and RO == leader)
then (msg(S0, S1, appendEntriesRequest(
T, S0, PI, term(Ls[PI]), Ls[NI],
leaderCommit (AEReq)))
msg(S1, SO, appendEntriesResponse(
U, B, AEReq)) NW)
else (msg(S1, SO, appendEntriesResponse(
U, B, AEReq)) NW) fi) 0OCs}

if MI := if B then max(prevLogIndex(AEReq) + 1, MI1)
else MI1 fi

/\ NI := if B then MI + 1 else max(sd(NI1, 1), 1) fi

/\ PI := sd(NI, 1) /\ N := prevLogIndex(AEReq) + 1
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/\ RO := if U > T then follower else R fi .

Fv M7 =271 msg(S1, SO, appendEntriesResponse(U, B, AEReq)) DS %55
&, UMW RTHI S, appendEntriesResponse \C& 35 B BETH 585
A, S0 © S1 1kt 3 % matchIndex (X, prevLoglndez(AEReq) + 1 (% @ appen-
dEntriesRequest IC& £ 415 prevLoglndex I 1 2 7=d D) & M1 (F—"—
SO0 DY — 38— §1 1Zx 3 % matchIndex) D H HKE WS THHFT I, +——
SO0 DY — N— §1 X3 5 nextlndex X, ¥ —— S0 DY — 3= S1 IIxt$ %
matchIndex IZ 1 ZMZ 72 d O CTEF I N2, ZnLSOEAE, S0 © S1ITHd 2
nextIndex %, S0 @ S1 I3 % nextIndex 25 1 #5[\72d D & 1 (nextIndex @
BRAMEIZ 1) DI B REWHTHEIFT XN S, appendEntriesResponse AEME L T\
LH[EEMEDSH V. B — N — S0 23EEIE] appendEntriesResponse % 3215 3~ % Al gEME:
BH 5 7=, HIC matchIndex & nextlndex 4 ¥ 7 VU AV F 3 5DI1F3H0 TH
5, NEHIOA VT v 7 RC1ZMAT2bDET L, ¥—"— 80 DY —"— G
Xt 3 % matchIndex ¥ 7213 ¥ —>3— S0 O ¥ — N — §2 I3 % matchIndex 2%
NUETH 28546, Y —"=S0D0 DA VT v 7 AN TDE— LTI —"—
SO DWIED X —LTHYH, r— "= 50 DIKEBY) —X—=THYH, NP —r3—
S0 ® commitIndex & O KZ Wi, $—-Y— S0 ® commitIndex (3 N THHT X
b, BB THY, UBPTLUTTHD, == 80 DEEHRY) —X—TH 5
%itr. msg(S0, S1, appendEntriesRequest(T, S0, PI, term(Ls[PI]), Ls[NI], leader-
Commit(AEReq))) 34 v b7 — 27BN b, ZNEH—— 850 & —r3—
S1 OETe ZICABERD 5721, — "= 80 23, 1 DHD nextIndex D & 7
I } J T appendEntriesRequest X v 2 —Y %X ETEZ L2EBE®RT S, U>T
THEE. SODterm (X U kY, S0X7+07 =12k b, msg(S1, SO, ap-
pendEntriesResponse(U, B, AEReq)) & 4 v + 7 — 27 L HIFRL e\ ThITA v
=V OEEPIFEET LN D D7D TH 5,

5.2 OJDEHDETIVRE

HEEREIL, ) X —0BHOEB LFRETH 5, —"—Du 7 DRINIE
T, = N—DHER3ITHDLLEVIEHDH LT, W OPDETAREDE
Brxtr o 77,

5.2.1 H—/\—DEIFEBSDOEEEIT D EZRIRE UEETIL
IRE
T, UTFTDO Maude Da~<y FEEHAL T, o 7B ELLEHINTHE L
EHER L 72,
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search [1] in RAFT : init =>%
{(role[S0:ServerID]: leader)
(log[S0:ServerID]: LO:Logs)
(log[S1:ServerID]: L1:Logs)
(log[S2:ServerID]: L2:Logs)
(commitIndex[SO0]: 2) (commitIndex[S1]: 1) (commitIndex[S2]: 1)
(matchIndex[S0] [S1]: 2) (matchIndex[S0][S2]: 2)
(nextIndex[SO0] [S1]: 3) (nextIndex[SO][S2]: 3) 0Cs}
such that length(LO:Logs) ==
and length(L1l:Logs) == 2 and length(L2:Logs) ==

Maude IC & > TR XIS search 2~V FOFERIZUTOEY TH 3,

Solution 1 (state 823)
states: 824 rewrites: 134117 in 50ms cpu
(54ms real) (2682340 rewrites/second)
0Cs --> servers: (sO sl s2) clientRequests: empty network:
(msg(s0, s1, appendEntriesRequest(1l, sO, 0, 0, log(l, cr0), 0))
msg(s0, sl1, appendEntriesRequest(1l, sO, 1, 1, log(l, crl), 1))
msg(s0, s2, appendEntriesRequest(1l, sO, 0, 0, log(l, cr0), 0))
msg(s0, s2, appendEntriesRequest(l, sO, 1, 1, log(l, crl), 1))
msg(sl, sO, appendEntriesResponse(l, true,
appendEntriesRequest (1, s0, 0, 0, log(l, cr0), 0)))
msg(sl, sO, appendEntriesResponse(l, true,
appendEntriesRequest(l, s0, 1, 1, log(l, crl), 1)))
msg(s2, sO, appendEntriesResponse(l, true,
appendEntriesRequest (1, s0, 0, 0, log(l, cr0), 0)))
msg(s2, sO, appendEntriesResponse(l, true,
appendEntriesRequest(1, sO, 1, 1, log(l, cril), 1))))
(term[s0]: 1) (term[s1]: 1) (term[s2]: 1)
(rolel[s1] :follower) rolel[s2]: follower
SO0 --> s0
LO:Logs ——> logWithIndex(1, log(1l, cr0)),
logWithIndex (2, log(1l, cril))
S1 --> s1
L1:Logs --> logWithIndex (1, log(1l, cr0)),
logWithIndex(2, log(1l, cril))
S2 --> 82
L2:Logs --> logWithIndex(1, log(l, cr0)),
logWithIndex (2, log(1l, crl))
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Maude @ search 2= ¥ FIZ X o T, #IHKE» O T RXTCOH—N=2D2081 7
T M)V RFEL, V—X =34 vFv 722 Taivy L, oy —n~—i3f v
Ty 7ZA1Taiy L, V=X —DMDY — =12k F % matchIndex 252 TH
D, V=X —=Dfthd VI — N—IZxf 3 % nextIndex 23 3 TH 5 IREEICE 5 S A BTFLE
TELZERREINT, ZHE, 22007y PIBELLEREILTWE L%
BT 5, 72770, ZofREe 7y Y BREMICIELEHEBE I L TWS Z
LERL TSI TRV, 87Ty P BREMICIEL EH-IA TN
NANIFHET B,

LIF o Maude ® 2~ v F%ZfHH L T, Raft 2% Log Matching Property %7z L
TWELEIDEMERT 5,

search [1] in RAFT : init =>%
{(log[S0:ServerID]: LO:Logs) (logl[Si:ServerID]: L1:Logs)
(matchIndex[SO] [S1]: I:Nat) 0OCs}
such that LO:Logs[I:Nat] =/= null

and L1:Logs[I:Nat] =/= null

and (term(LO:Logs[I:Nat]) == term(L1l:Logs[I:Nat]))

and ((term(LO:Logs[sd(I:Nat, 1)]) =/= term(L1l:Logs[sd(I:Nat, 1)]))
or (value(LO:Logs[sd(I:Nat, 1)]) =/= value(L1l:Logs[sd(I:Nat, 1)]1))) .

Maude IC X > TIRE#N 3 search 2~V FOFERIZILLTOEY TH S,

No solution. states: 2805 rewrites: 1049267 in 488ms
cpu (486ms real) (2150137 rewrites/second)

InEMaude BREICA vFy 72 X —LZfFoun sy ) 2225007
BB IGE. EDA VT I RAETOTRTORITZ Y PV ICBWTHRZ 0/
IV IV EECLIRREEZROT o/l b 2R LTS, LT, ¥—
NR—Dpu DRIV KT, —"—DH 3 TH 55D D & T, Raft iZ Log
Matching Property #iii7z L T\ % & ffamod 5 2 &3 TE %,

AN D Maude ® 2= v FZfHH L . Raft 2% State Machine Safety Property %
72T E D RS 5,

search [1] in RAFT : init =>%

{(log[S0:ServerID]: LO:Logs) (logl[Si:ServerID]: L1:Logs)
(commitIndex[SO]: I:Nat) (commitIndex[S1]: I:Nat) 0Cs}
such that ((term(LO:Logs[I:Nat]) =/= term(L1:Logs[I:Nat]))
or (value(LO:Logs[I:Nat]) =/= value(L1l:Logs[I:Nat]))).

Maude I & o THEI N3 scarch 2~V FOERIIUTOEY ThH 5,

No solution. states: 2805 rewrites: 993397 in 448ms
cpu (451ms real) (2217404 rewrites/second)
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It Maude 28% 2 —N=RFEDA v Ty 7ATRI TV PR a Iy b L,
o —N—DRE A vT v I7RATREZR 7z YV 2aly T 5 X5 kK

ROoFehrolel bRl Tnd, Lo T, ¥—"—Dr7DORINBI K
i T, = N—DEHR 3 TH 55D D LT, Raft 1¥ Machine Safety Property %
T AR S LA TE D,

5.2.2 H—/){I-DEFLRVEIMFZ I DT EZRIIRELIZETIL
RE

Raft 7 7 RAZNT7 a7 —0HFLARVEINERXITY 2L 2ET S, HiDM
Tl SERVER-ID & 2 — A %LU TOX I ICEZL T -,

fmod SERVER-ID is

sort ServerID .

ops sO sl s2 : -> ServerID [ctor]
endfm

ZDF Tl SERVER-ID €Y 2 — V%LU TD XS ICEERT 5,

fmod SERVER-ID is

sorts ServerID BadServerID .
subsort BadServerID < ServerlID .
ops sO s1 : -> ServerID [ctor]
op s2 : -> BadServerID [ctor]
endfm

ServerID & BadServerID 73 — + T, Y — F BadServerID (£ — + ServerID @
Y7V —=bTHb, T2, 50, s1. B2 ITER, s0 & s1 DY — b iZ ServerID
THY, s2 DY — kI BadServerlID TH 5,

PToF iz Al ZEMT 5,

crl [badHandleAppendEntriesRequest]
{(term[S2:BadServerID]: T) (role[S2:BadServerID]: R)
(commitIndex[S2:BadServerID]: CI)
(log[S2:BadServerID] : Ls)
(network: (msg(S1, S2:BadServerID,
appendEntriesRequest (U, S1, PLI, PLT,
log(U, CR), LCI)) NW)) 0OCs} =>
{(term[S2:BadServerID]: if U > T then U else T fi)
(role[S2:BadServerID]: if U >= T then follower else R fi)
(commitIndex [S2:BadServerID]: length(L))
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(log[S2:BadServerID]: L)

(network: (

msg(S2:BadServerID, S1,
appendEntriesResponse((if U > T then U else T fi), true,
appendEntriesRequest (U, S1, PLI, PLT, log(U, CR), LCI)))

msg(S1, S2:BadServerID, appendEntriesRequest(U, S1, PLI, PLT,
log(U, CR), LCI)) NW)) 0Cs}

if length(Ls) < 3 /\ L := Ls[PLI + 1] := log(U, crb) .

P —N—=ID DV — b+ B BadServerID TH Y, A v 7 — 27 WIT msg(S1, S2:BadServerID,
appendEntriesRequest(U, S1, PLI, PLT, log(U, CR), LCI)) B3MF{EL, ¥—>3— 50
Du ORIV IKMTH 56, LTOUMBITONS, —>"—=521F, 774
TYFDY IR erb BIXUVR—LUZRELu 7Ty M) 2w ZiCBNT %, 7-
2L, erb ZIEHE T RWETH Y, 7 74TV PBEELAETII RV, —o3—
S2 @ commitlndex (., — "= S2Du DR IICI>THFITINS, LU >T
ThhiE, ¥—— 80 OBIED X — 2413 U i</ Y, msg(S2:BadServerID, S1,
appendEntriesResponse(U, true, appendEntriesRequest(U, S1, PLI, PLT, log(U,
CR), LCI)) 3Ax v b7 —=2iciBME N5, 2N ogE, —3— S0 oBTE
DX —LIFZED ST, msg(S2:BadServerID, S1, appendEntriesResponse(T, true,
appendEntriesRequest(U, S1, PLI, PLT, log(U, CR), LCI)) 234 v b7 — 7 ITiH
manz, LU >=T THNEF, y—"— 850137 +07 =725, msg(S1,
S2:BadServerID, appendEntriesRequest(U, S1, PLI, PLT, log(U, CR), LCI) %
Ay b7 =2 LHIERL AV, ZhIERX Yy =Y OEESIFEAET L EELD 2
7-dThH b,

L@E%ﬁxﬁWi% LavEiffzRLCnwd, mrzv ) oFERTEL

v MR, RafticksiF s w7 oE® L 38T 5, Y — D BadServerID T

% 5 P—oN— 52 13, FHEHZ ] handleAppendEntriesRequest F 72 133 2o 2 41
Al badHandleAppendEntriesRequest & F1173 %, T, Y — F BadServerID 73
Y — Lt ServerID D% 7V —+THB7-0THD, 2FH, — =2 IFIEH &
BE LA L R W IREOM T 2 EITT %,

AT D Maude Da< v FEEHL T, ZEI AR Tr Z7BIEL {HEE I
5L ERL 72,

search [1] in RAFT : init =>%
{(role[SO:ServerID]: leader)
(log[SO:ServerID]: LO:Logs)
(log[S1:ServerID]: Li:Logs)
(log[S2:ServerID]: L2:Logs)
(commitIndex[SO0]: 2)
(commitIndex[S1]: 1) (commitIndex[S2]: 1)
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(matchIndex [S0] [S1]: 2) (matchIndex[S0][S2]: 2)

(nextIndex[S0] [S1]: 3) (nextIndex[SO][S2]: 3) 0OCs}
such that length(LO:Logs) ==

and length(L1l:Logs) == 2 and length(L2:Logs) ==

Maude I & o THEI N3 search 2~ FOMERIIUTDOEY ThH 5,

Solution 1 (state 4772)
states: 4773 rewrites: 718392 in 430ms cpu
(426ms real) (1670679 rewrites/second)
0Cs --> servers: (sO sl s2) clientRequests: empty network:
(msg(s0, s1, appendEntriesRequest(l, sO, 0, 0, log(l, cr0), 0))
msg(s0, sl1, appendEntriesRequest(1l, sO, 1, 1, log(l, crl), 1))
msg(s0, s2, appendEntriesRequest(l, sO, 0, 0, log(l, cr0), 0))
msg(s0, s2, appendEntriesRequest(1l, sO, 1, 1, log(l, crl), 1))
msg(sl, sO, appendEntriesResponse(l, true,
appendEntriesRequest (1, s0, 0, 0, log(l, cr0), 0)))
msg(sl, sO, appendEntriesResponse(1l, true,
appendEntriesRequest(1l, s0, 1, 1, log(l, crl), 1)))
msg(s2, sO, appendEntriesResponse(l, true,
appendEntriesRequest (1, s0, 0, 0, log(l, cr0), 0)))
msg(s2, sO, appendEntriesResponse(l, true,
appendEntriesRequest(1, s0, 1, 1, log(l, crl), 1))))
(term[s0]: 1) (term[s1]: 1) (term[s2]: 1)
(rolel[s1]: follower) role[s2]: follower
SO0 --> s0
LO:Logs --> logWithIndex (1, log(1l, cr0)),
logWithIndex (2, log(l, cr1))
S1 --> s1
L1:Logs —--> logWithIndex(1, log(1l, cr0)),
logWithIndex(2, log(1l, crl))
S2 —-> 82
L2:Logs —--> logWithIndex(1l, log(l, cr0)),
logWithIndex (2, log(1l, cril))

Maude @ search @2~ ¥ FIZC X o T, IXRCOHS—"=p22o00va /T I %§F
L, V=X =PBA4vTFyr7R2TCaiy L, oy —"=0BAvFvy7R1Ta
IvhL, V==Y — =1 F % matchIndex 222 TH Y, V=X —0D
D P — N =12 X3 2 nextIndex 23 3 TH 2 IRFEICE 2 YIHPRFED & DX XA DPFHE
TEZEMNRLTVS, ZRE22o0u 7y FYRELLEHIATWE L
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EEWT 5, 2L, BREFe 7y P BSEREIICELCER-EIN TS L
ERL TRV, 2208272y FYRIEL L EHINTOARVLASRDBEET 5,

XD Maude 2= v FZfHL T, —>3—s0 X IY—,¥— 51 ITXf L T Raft
2% Log Matching Property % iiti 7z 32> & 9 %> % Maude T2 3 %,

search [1] in RAFT : init =>x
{(log[s0]: LO:Logs) (loglsl]: Li:Logs)
(matchIndex[s0] [s1]: I:Nat) 0Cs}
such that LO:Logs[I:Nat] =/= null
and L1:Logs[I:Nat] =/= null
and (term(LO:Logs[I:Nat]) == term(L1l:Logs[I:Nat]))
and ((term(LO:Logs[sd(I:Nat, 1)])
=/= term(L1:Logs[sd(I:Nat, 1)]))
or (value(LO:Logs[sd(I:Nat, 1)])
=/= value(Ll:Logs[sd(I:Nat, 1)]1))) .

Maude IZ & > TR XIS search 2~V FOFERIZIUTOEY TH 3,

No solution. states: 24987
rewrites: 8900588 in 6364ms cpu
(6389ms real) (1398583 rewrites/second)

T Maude 3% —oN— 50 L —N—s] OMADBFRCA VT v 7 AL X — 0%
Fom 7y r ) afb, = N—s0 DR T EeH—N—s] ODRTH, ZTDAL VY
Ty IARETODITRCORS LY Y TREZv 7Y ) 2ETIREL RO
NP0l R LT WS, LB oT, $—"—Du DR INIKHT
P = N—EH 3 TH LFEMT, MFFL RVEIEEITD 7R WP — Y —(F Raft 2% Log
Matching Property #iii7= L T\ % &ffiamfl b 5 2 &3 CT% %,

LFD Maude D a~< v FEZERHL T — =50 BLUPF— =51 ITHL T
Raft 2% State Machine Safety Property % i 7z 32> & 9 2> % Maude THEET %,

search [1] in RAFT : init =>x
{(log[s0]: LO:Logs) (loglsi]: L1:Logs)
(commitIndex[s0]: I:Nat)
(commitIndex[s1]: I:Nat) 0Cs}
such that ((term(LO:Logs[I:Nat]) =/= term(L1l:Logs[I:Nat]))
or (value(LO:Logs[I:Nat]) =/= value(L1l:Logs[I:Nat]))).

Maude IZ & > TR XIS search 2~V FOFERIZIUTOEY TH 3,

No solution. states: 24987
rewrites: 8380677 in 5412ms cpu
(5417ms real) (1548536 rewrites/second)
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BRI E2 0, ETAVBEAZETLTCWE Y a 73tk T Iz, 200,
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