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Abstract

The purpose of this research is to solve the problem of human error in the
existing threat modeling field and the difficulty of implementation due to high
introduction costs, by automatically estimating threat information from network
design information. It is to support the implementation of modeling. First, we
estimated potential threat information and mitigation measures from the threat
database MITRE ATT&CK and network configuration information. In contrast to
Rak et al.’s method, which is a research that automates existing threat modeling,
we estimate threat information using MITRE ATT&CK, which is a more general
threat database, to compare and analyze discovered threats. We compared the
accuracy. As a result, we confirmed that our method had a vulnerability detection
performance similar to that of existing methods. Regarding the input of design
information for network systems, we were able to use fewer features compared to
existing methods. This made it possible to reduce work costs during the prepa-
ration stage for handling the automation system. By using MITRE ATT&CK
in the vulnerability database, we succeeded in adding mitigation, subtechniques,
and tactics to techniques. This can be expected to make it easier to counter
vulnerabilities using mitigation compared to using a threat list consisting only of
techniques. Also, by knowing the tactics in advance, it became possible to predict
the attacker’s objectives. One of the future challenges for this research is that the
threat database is only MITRE ATT&CK, so it is difficult to compare the results
with other methods that use different vulnerability databases. Improvements can
be expected by using a mapping technology called BRON. The second challenge
for the future is that by simplifying the design information of the network system,
a lot of unnecessary vulnerability information will be detected. In the current
method, design information is input manually by humans. By automating this
process, it may be possible to refine the input information and narrow down the
detected threat information.
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I, oA NV ZADBFAERIZE D A > 74 AMepsnE e S, 54
LTHEMTEDLORIT AT LOBEANHEATLZ LT HNS. MR T,
PEFFC L DIRET 23— RAOEDA ELIZHET, 7227 Y XUl
ZEEPT — R D IAATE DXEDEATZ Z T o s, 20 K5 2K
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uctEw, REOEEREH > 729 A A—REOMINPHEHE STV 5. B
P X AU (X1.1)2023 DB £ N—ZENCBIT 2 MEsTHERRITA L AN 5 A
BREE Ty bOT7 7 ABEUE 1 H - 1IP 7 KL X H 72 b 8219 fF L FifFE & HER
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T 2 AT ADERPHBEE D HNSRHEOREERITV, BEIN LB E
FORET 2 22T, HEATOBRME» SXREHL 2 FEEBRET Y ¥ 7 LI
A[2]. —MRHNC S R T LBIFED TEPETIZ 7 ICH A SN MITEND 7
O—3H LR 270, BRET ) V7 RITVWTOMELZHE L L TLDRR
HDOENS AT LARKGETEITD ZeHikd. O LEBHETY V7T 5 M
D#AEAY PT—21F 2V 7 4 LU TEMANRIGRZE S 5720, —f&H
WHAHBIZRFEEINE 2 e D3Z V. L LEDYS, 7YX A VB EMEINS X5
BB BV ) =R ETHWHTITS X5 RB5H 2L, 20 X5 IGa%E! -
BAFEZ AT L CHED 2 FIEEMON2EDDH 5. LLED X 5 ICEMRE B VIS
PR B B O & FANCAT S FHIHAME - 2 2 MHZEERO R TREEEES 7
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1.2 ®HZEEM

AFFZEDOHINE, v PV =T AT LDRMEFENREL, BRETV
BADEEETIRTHS. 20Dy bV —2 2 2T A&KFHERD & B1E
B BB & CEERTER 2R L, MSIHEMEEORBIZITS > XA 7 AR T 5.
CDYATATIRET Ay VY=V X7 LAOMKERZZ® AT LT, MITRE
ATT&CK ZR—R & UTHEE SN 2 WEBEOHIN S L OFEEeHI§ 5. WEBEH
DFRLBEHEDODH 4y VT =T 2T 5 EORIfEREF 2V 7 4 HEARAR—,
TR D O BBEZWMEZIER L, AT LREITENBRETV V727528 %

FTIT B, COTRTLAERERT DT L TRRZULTD 2 BRI rn 3.
1. MITRE ATT&CK Z W =B Bk

2. BEGZHT - T AT L DEHFE

Y

1.3 ®AZFERE
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o YipunFE —fE% W TEHFFE L AROMEsSEo B Z21T 5 Z L A Hk 7.



o MHI LB Y A FizoWT, MITRE ATT&CK % W& E R oM 21T
Z e BHIR . tactics X mitigation [BHRZ 53 2 HIC X DBEEZRD

B K ENDXROPIHFTE S,

1.4 ZAFHEXDEK

A2 5 ETHRE NS, B 2B TIIEEIEL LTERET Y 7 DH
FLICBES 20158, BLOBEET —XRX—2A0~<y ¥y 7T 205e 2L,
MEOBRETY ¥ 70 BELHEBICE T 2 FELIRE S 2. 3 ETIRIMET
HRIZOWTIHAL, BT 2227 AOBMENOER T — &2ty MY 23
Z1T5. W4FETIEMITRE ATT&CK 27— X+t v b & U THWHEgstE o sAl

EEEITO. BIRETERKDZT LY, BIXUSHOMERRT.



F£28 BhERM

2.1 PBEERIE
2.1.1 BEETV>JDEHL

BEETV Y72, 3y VI =Y AT LADKENCE LT, BRI ZS 27 4
DERSPWBEDHWSRHIEDREERITD 2T, FENCTRTE S X5 LEBR
ETOMET 2 Z 2T, RETHOBRMED» OMREHB L 2FETHS. BHETY ¥
ZOFELEIHEMNLAREET 570, BAIRX PPIRE LEEPHL V. Xiong
OB XAUR. BHET Y ¥ 73 FHTITOIh 2 BHINZ W, £ < DIFHE
ZRELULABZIZADBFEELLTVWIRSImME SN TWS 3. SRBEETY
7 OMFEREBIC OV TIEZ K BFEINC X 2 FEORETH H. HELFEEA W
BRI HEA TV RWEEIRES ATV 3. BHFOBRETV ¥
BT B HATHIG e LTIE, BRET Y Y 70X EE T 2FIER. AANI A%k
OB L TTDRY VT =TI VAT LAOMREREER L. BRT —XN—
AT 5 e TEBET Y Y7 OHIIFEEZRA D DDA H %, Mohammad
SIEIREEBOWEREESR S AT AHEHABEDOIT X2V 7 1 HEEIC X bk
EEBEL L. BRET Y Y7 OXEE T2 FIRERE L [4]. Rak H13A—7
YIRBBT — A=A TH>3 MITRE ATT&CK IZEDWTIERK X 4172 MITRE

Knowledge Base Z BT — X RX—2A L LT, POER LAY N =TT 2T A
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2.1: ESSecA #Z [5]
ETNADLHBESND BRORE & WEFHHEH DY X M DIERZIT I HTERET
U ZOHEBEEITS ESSecA S 27 ARBRLE (KM2.1) 5. 2 DREFEE
FISRTLAANDANE R DIy b T =27 T AT LDO5HTE NPTV, HTIEHR
26 MACM ET LV TERINDG T TV AT LAETAEERT 5. R MACM
ETNAEASIE LT, /7 — KD asset TGN/ — FRID relationship [EH#RICHD
XL BRBETV RIS, Z20%. oMEREBRV A M LTHAL, B
B ERIECHEET 2 F 2 —HO TR LTWa. 25 LW HZ2—/T,
BRET Y 7T AMREEILOHZEDOEIITE D, KA LTFHT
TOFHEIREZ2EEIZ V. BEETY Y 7HEICBT 23 E L 3572 B8E)
LIFHE L W7D R DEFEICHE £ 2 FIEMNZ W b, H—O/NIRB R T — &

R—ZRZHWEBBETV Y 7 TH B0, THMOBEMENZ B TFoN5.

2.1.2 BET—EIR—ADIvVvEVY

F =TV =R THIEHOMGINET —EZR—2% ) 7 E¥ 5 2 LT, MEgetk
DANDIGH Z A B HEDTEAET 3. Erik 51% MITRE ATT&CK, CVE, CWE,
CAPEC 2K 22 IS N2 T — &2 Y —RIZDOWT, K23ITREND K5I
BROMIINET — ZXN—2 D513 TBRON 77 7 2B T2 22 T &7 —X

N—2ZDMEZMINZITS aX b2 NF 5 FEZIRE L [6].



Hegste 7 — % v — = S

ATT&CK Tacties B o v 2 g

ATT&CK Techniques g % il o0 b L 7= BTk

CAPEC ATT&CK Patterns piEFEr BT s oo 2 — v il

NVD CWE CommonWeakness Enumeration T—%T 7 F v LG BT 5 lEgetE

NVD CVE Common Vulnerabilities and Exposures VIZE T RT 7N — s vt A etk
S ey fees rnown Affected Hardware or RHBEDHEE 5 1 5 HnHa

NVD CVE entry field: Severity score fegstko g 2 105y ek L= Aa 7T

X 2.2: BRON B@7—X YV — X

Tactic
Technique
Antack Pattern

Weakness

Vulnerability

Affected Product ‘
Configuration s
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-

J L

X 2.3: BRT —2~<v ¥y 7 OME [6]



2.1.3 FHARDMNUEDIT

BHFEOBRETV ¥ ZHBICBIT 23558 e LT, U X5 i@ fEshs.
1: BRETY V3% OTREEHREEDABNI AEFERLLTVE (3],

2 1 2fRET2D0HELICL S 7 7 —F1dH T DIEIHEA TWIRNWE (3]

3: BHEETYV 7 OHMEEININIEDOEHT — X R—RAZ X207 TH 2

P DRSS TH B LI R BVE (5]

BRETY Y 7OBEHLEIT o7 Rak SDOIFFE L L T, BT —XRX—2 b
LTCTIAL FHHWSNTWS MITRE ATT&CK BT —XN—22 LTHWAET,

BEETV V7O OBRICBWTEEREREZIT>E2HIET.

2.2 BRT—FENR—X

BT —ZR—2 1%, BHORES0 7S AREEZEDH % URL, BEHIDMT
MG Y, BROARTRIKERZ TN T 37— 2 R—2 %243, AHT

FZNS DBMEIZDOWTHENT 5.

2.2.1 MITRE ATT&CK

MITRE ATT&CK &1& MITRE #:3RNBH L TW A S A N—HWEBDOFEE5HH -
KR LTA =T VY —RDT V=T =0 TH5[7]. BEWXERICH > 7204
N—WBDOFEEZDEL, M240BFRICESE, TR EEOERICEINT

MR X T\,



Adversary Group Mitigation

N /
Uses Prevents

N "4

Technique /
Sub-Technigue

v Implements Accomplishes
e

N

Software Tactic

2.4: MITRE ATT&CK 2 [7]

1. Tactics : WEIZ X > TEM SN2 B O —&
2. Techniques : BRIV 61 3 HiflioFEO—E
3. Groups : W&E - W& IV —TD—%

4. Software : WEIZHHT 2 HEY —1D—E

5. Mitigations : WEZ XN/ EOBHNEKDO—E

Tactics

MITRE ATT&CK Tactics 1%, ATT&CK F—&ZRX—2D 55, WEE D
- EREEE—BIC LT —ZRXR—ZATH 5. ATT&CK 77— &ZX— 22128\,
Tactics 1338 2.1 D X 5 BREARiDIE TN D, FHRLEND tactics ZIERT B 7= DINE

FBEDY techniques 12872 %. ATT&CK 77— X RX— R 1Z tactics ZTHR L LT, #



i (tactics), BEEFE (techniques), WEBFIRIZEE T % BETFIX (sub-techniques)

D3I ODFEEN I T — ZEHEE R L TW5.

HRAT (tactics)

B

=%
(ST

W7 7 X (Initial Access)
F1T (Execution)
FKi#ift (Persistence)
MEFR 4% (Privilege Escalation)
Bfit&[EE# (Defense Evasion)
AEFEER 7 7 £ A (Credential Access)
£ (Discovery)
IKFJER (Lateral Movement)
£ (Collection)
C&C (Command and Control)
FiH Hi U (Exfiltration)
552 (Impact)

FRNES ENOENTX=IN
HEEOH D a— FOELT
RIE7 72 25 2 BEOMER
X EWL~OLDOERR O EUE
BT B0 5 2 AR (e i
THhHY Y e NRAY — FOARIERS
RIE7 7 & 25 D BRGEFRfR
RIET 7€ 2 DIRGEZE)
HEWCE LD B % 7 — X DINE
RELEYRAT AL DEE - HIH
7 — X DA ERUS
AT LY T —XDOEE - T - B

F 2.1: HiT & 2 OREEL [10]

Techniques

MITRE ATT&CK Techniques ¥ 1%, ATT&CK F—&ZX—Z2D 55, WEIZH

WHNBERFEE —BEIC LT —XRX—=XTH5. Techniques NOERFI DI

BEINICOWT, KBEHCEHZITS 2O 0FRES, WBEFRICHEST &

BR2 EDEHRDG AN TWS. REFETHM L F —HIZOWTHHZIT .

1. name : WEFEZ R TH.

Cid : BEREIER T —BICED 2 BEES. B ZIXEE (Network Sniffing) %

T id & “attack-pattern—3257eb21-f9a7-4430-8de1-d8b6e288(529” T dH %

3. external id : AIFHMDOEWEEES. P2 IXEME (Network Sniffing) %7K

J external_id (& “T1040"TH 5.

10



4. x_mitre_is_subtechnique : BE&F{ED Sub-technique TH 35H True %,

Z I TRWEGAT False 2T 5.

Sub-Techniques

WEFEDS B, BETFEL LT techniques 1B T 2 THEIN 2 KEF

%7483, #ilk LT phishing WEIZEHH L 7z sub-techniques Z#H/T3 5.
(T1566) Phishing : WM RN U THEDOFHLDITKRZ X v =TI %KD [HHR
215 5 WERFE
(T1566.001) Spearphishing Attachment:EEDH 2R 7 7 A VEFFOBEF A —
NEIED WEBZAT S Fik
(T1566.002) Spearphishing Link : BEDH2 1) > 72 ELETF A — L E2ED K
2175 Fik
(T1566.003) Spearphishing via Service : %+ — F%—7 4 OHF - X ZNHLTA v
t—IRXD WBEIT S FE
(T1566.004) Spearphishing Voice : HFEEZEH L T2 —¥ -2 F L X B %
175 F&
2.2.2 CVE
CVE (Commmon Vulnerabilities and Exposures) & i& MITRE #1235 L T\
A =TV —RADT—=RRXR=ATHYH, YI7:vzT78: W -7V Fr—>ay

DOITIICH L, —FICED 37D 2 b N REORNESRETH 2 [3).

11



CVE #&57%& = (CVE-ID) I3 MigsE 0 B RES NS, —BIKRET 2-00% S
W EoTHIRENS. il LT, CVE-2016-1018 & 2016 I EFR X 1172 Adobe

Flash Offig5E %2R L TW5. CVEIZIZUTD 3 DDFHRN G 2 50 TW5 [9).

1. Description : CVE-ID {Z#| b Y TonMggttotE. v o4 kot

X2 )T 4 BEICOWTEHIATWAS,

2. References : CVE-ID ICBEH# 3 2 URLEE. Hlz X702 2 cBE 3 54

m® URL %, CVE OEHIFED URL 2 ¥ ed#x b,

3. Status : BRI N5 OBEIREZ RS, H D CVE-ID IZOWTHETS
WTH 2 BEEFDEGEX Candidate, e X7z CVE-ID H3Haggit 7

LRD NG EE Entry DR T =X A5 2 61 5.

2.2.3 CWE

CWE (Common Weakness Enumeration) & & MITRE #2528 L TW5% 4 —
TV —ADT—AR—=RTH Y, ZHEZHRZNMIEZ W OrOggtx 4 7
THEL, CWE#EHFZ2HOWTHRREL s o#AE S TH 2 [10]. M
591 & 4 71E (1) View, (2) Category, (3) Weakness, (4) Compound Element @
AFEEHIC I NS, MfgaER 4 T ICHIC X A THEREN, View & LT 22
fi#l, Category & LT 105, Weakness ¥ LT 6381, Compound Element ¥ LT

128, &t 77T EOMEIIER A THEIATWS.

1. View : FFEDBEL OHETFER A4 T2 WL OMEIRL, Db D. fHile
LT, NIST TIEEBICARIN TV A5t ZERL T, CWE OH 25

12



19 EDRETEME X 4 7% IR L CTNVDIZHEH L T\ 5.

. Category : HHOKRMHELFROMEELX A T2 7T 74 XL, Fedk

HD.

. Weakness : il 4 DfigstEzR L72dD. UTD3EENREGZ6NTWS.

(a) Class : fxd HRAVZHETSED B,
(b) Base : FIEDV ¥V — XREIAKLE LI WagstE 0 JE k.

(c) Variant : fHl 4 DV Y — ZREMIHRIET & 2 Masgth o e lt.

. Compound Element : HEOMFIHEIC X 2EEWRFEEIC K D5l &k

SNBMEEMEERLLDD. UFo 2 BESNGZ6hTwa.

(a) Composite : HEDMaFIVEDRS L THRE T 2 Mgt D@ .

(b) Chain : & % [ 5 & HEHANT FEAE U 22 Megg it DB,

13
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ARWFE TR L 72 > R 7 2 DRFE K BN 72 B S AR D W TR 2

3.1 {EKT3>XTL

AL TIER L7z AT L OMER K 3.1 ISR T 5. RO X T AEMTD XS

BB CTEBETV V7 OEELITS

o BIIHEMRDES:

(1-1) BEIERAN : BEIEREBBRETV VIV AT LERT 5. TR

FLCANEND 2y DT — 27 ¥ AT LF&EHERIZ Listing3.1 D X 51
iR XN 5. Listing3.1 D& F —(HIXATIHILTH % Rak & DHEERE S
BIZERE L[], Ay b7 — 7 EEIERS ¥ —EHOFMIZXRDED T
H5.
1. name : MEERDOHF
2. category : WERELZR D EAN 72 @ M

3. host : node I TTORERME. XIR/ — RN L TT—EZXR—=—X7

TPV — aryH—bE %R MET 2

14



4. connect : node I COMRME. R/ — R LTry bV —2%

D.

TRt 5.

uses

node I COBRME. NR/ — FOV—L2Z2HHT 5.

Listing 3.1: % v b7 —27 ¥ 27 AKGHER DN

1
2
3
4

© o N O Ut

11
12
13
14

15

[
{
"name" : "EmonBase",
"category": ["server", "hardware", "device",'"host
"1,
"host": ["database", "mosquitto"],
}
{
"name" : "radionetwork",
"category": ["radio","network","Internet"],
"connect":["emonth”,"emontx","EmonBase”]
+
{
"name" : "emoncms" ,
"category": ["web","service", "software", "
RaspberryPi"],
"uses": ["mosquitto","database","emonth","emontx
II]
}
]
REGR AT LTRI ooy MY =27 2 AT LERIERZ

(2-1) B - BECRMER - BBET ) Y 7Y AT ACEIN Y AT LEtET
THHRD S5, MRELZDLF (name ), B X FEME ( category ) Z W

T, MBI T — X R—2 L BROBE R, BRIBEEBEET 3.

(2-2) 7— &% BRI 2EEERE LTTEIE R Y VYV —F Y AT LK

15
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L 27 LEHEE
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AVPS (Automatic Vulnerability Prediction System)

® 1.1. RsHERA D
II 2-2. F—RBR
21— 1-2. T—42 &8
‘ 3-1. T ZHEER AT A
ad =
4 ¥
= = d
BEMRTEEE | | BEERR |

FRER

FHEHR D HAEE S N5 BERIMETIME (techniques), B X P ZN 2B T

BERETVSIYRATL

L@J

i

2-1. B - ERFERE

|

BREERT—4~-2Z

MITRE

BEETY :/7‘\

X 3.1: 88> A7 A . AVPS

HiY ( tactics ) ZHW 5.

o BEETY ¥ XREHRD M T & G

(3-1)

MEREH 5 5.

16

% 7= DK (mitigation) , techniques 2° HAEE X 415 KEEHE DR -

M 1-2, 2-2 TEGREINIZ2 R T LKGEHER, BENOKTIE, B

QEERCRTER D 5 NP BRET Y ¥ 72k 5 2H 2 HIE L7




I
v AT LEREHER

4 3.2: AFFECTRE S 2R

3.2 HIRTHEET SN

VAT LEFHED A Y VT =7 S 2T LAOBFICE D #h 2, Ka X b T
BEETV Y 7RBALLLWVIRRZEET 2. LD EAIICI, M320X517
Dy AVBEHD LS RFFTOTRICEZ K ORI ZEIT R WIEEICD, FitERD
SEBEROLEM L IR T 2EFLHIET. AVATLRMHHT 2R 7 L%G1E
BEGTOTEETFOKITED, X740y VT =7 EFNVERE FOZIT

o TV IRNZ/-ET 2.
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3.3 EERTHERITZIT—H2R—2X

AREBRCTREEBRCTHEALEA— TV Y —RADEHT —XX—RXTH? MITRE
ATT&CK O THRERITIDT —EZRX—ATH %, ATT&CK Enterprise & W
7z. MITRE ATT&CK ZfH S 21 H7DHHLZEY 2 — DWW THNT 5.

3.3.1 mitreattack-python

MITRE ATT&CK % python BRIBECTENEE € 270 DET 2 —IL. V=R 32—

FNTHA LB oW TIEROED.

1. MitreAttackData : 5[5(® json 7 7 £ L5 5, MitreAttack + 7Y =7 b

ZiRg
2. get_techniques : techniques V & b %3R3
3. get_tactics : tactics V A b 2R

4. get_techniques_by_tactics:5[$THEE 117z tactics IZHEE $ 5 techniques

YA MRS
5. get_mitigations_mitigating_technique : 5[5 TH5E X 4172 techniques 12

1€JE 3 % mitigation ) R b 2R

3.4 BEBRE7IIVIL

EBIHEHLET w2055, BRETY V7O EHES o708

XN MITRE ATT&CK ICBHE T 2 EY 2 — LI OWTHNT 5.
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3.4.1 BIEZREUSEAH

FTANE KRBy VU= ETIVERZ” component.json” & L TRITES. Z
Djson 7 7 A WE Rak 5D F VA 5] THOWSLN 2y b T =2 T LOERE
SIALAERDTHS. SHEERy bV —2EFLOMRIERD 55, / — FAIK
DA (name) 2 CHEREZFR (category) # B L. RICBBT — X X—RATH 3
MITRE ATT&CK 525 BBEOTE#HR E LT techniques, techniques DL HIE &
72 % tactics ZHAIAL. techniques IZIXEBDFFMDER X TV S description
DEET D, KT 2T L TiX description ICEHENZEED S 5, FAUIEHRIC R

DH 3 EHELEBIEFZT LS TBEERTH L LTEROE 21T S.
Listing 3.2: &7 BUESBIEL

1 def threat_search():

2

3 with open(’component.json’, ’r’) as f:

4 component_file = json.load(f)

5

6 components = []

7 for i in component_file:

8 components . append (i ["name"])

9 components.extend (i ["category"])

10

11 mitre_attack_data = MitreAttackData("enterprise-attack.json")

12

13 techniques = mitre_attack_data.get_techniques(

remove_revoked_deprecated=True)

14 tactics = mitre_attack_data.get_tactics(

remove_revoked_deprecated=True)

15

16 tactech_list = []

17 for i in tactics:

18 tactech = mitre_attack_data.get_techniques_by_tactic(i.
x_mitre_shortname, ’enterprise—attack’,
remove_revoked_deprecated=True)

19 tactech_list.append(tactech)

20

21 ID_tactech_list = []

19



22
23
24
25
26
27
28
29
30
31
32
33
34
35

36
37
38
39
40
41
42
43
44
45
46
47

48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

target =
with open(’data/threat_list.csv’, ’w’) as f:

for i in tactech_list:

sublist = []

for j in 1i:
sublist.append(j.external_references[0] .external_id)

ID_tactech_list.append(sublist)

comtech_list = []

for i in components:

for j in techniques:
if i in j.description:
comtech_list.append(j.external_references[0] .
external_id)

common_list = []

for i in ID_tactech_list:

sublist = list(set(i) & set(comtech_list))
common_list.append(sublist)

0

for i in common_list:

print (’ There are %d techs related to %s’ %(len(i),
tactics[M] .name))
print (i)

writer = csv.writer (f)
for i in common_list:
for j in i:
for k in techniques:

tech_id = k.external_references[0] .external_id

if tech_id==j:
if ’.’ in tech_id:
idx = tech_id.find(target)
subtech_parent=mitre_attack_data.
get_object_by_attack_id(tech_id[:
idx], ’attack-pattern’)

20



64

65
66

67

writer.writerow([tactics[M] .name,
subtech_parent.name, k.name])

else:

writer.writerow([tactics[M] .name, k.

name,

’none’])

21



F4TF  HesoERRFNRER

4.1 =

ARFEERTIE MITRE ATT&CK 2 HWEREET ) > 7 OfBERZ17, Rak
5 [5] DEAFE L7z ESSecA ¥ AT 2 HWHHERET VY > 7 OFEL HHEg L 7=

BEDOOMERZHERT 2. AEBTIEUTOTETEBOMEZ1TS.
1. K413y v —ZFTFAME S AT LAOHENIEHRZZITELS.
2. BT —EZAR—RAY 1 TR AT AOWIERZEET

3. B D B HF R - BRI OWTH I L, ESSecA OFER & L Z1T S

4.2 EERHE

ZEWERR U7 AVPS ¥ 27 A OEWEFIESRLEBRIRE IO W TR 21T 5
(}f R SO
i @;)T
(i e (} = :

B 4.1: Rak 5 DFEEBRTHWLN Xy P T =2 FT )L [5)
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4.2.1

TR

Rak & DI THWONZEERS F VA EBHET VY 7O R $5 [5].

BBANE T2y b U—2FTL (K4.1) IZOWTIE, &/ — FEOEGRERR

ERRDA Y T =T ETNDERERELIBZWETT —X Ly MIMILZ. &

EMFETHERHIN 22y NV — 7T LDOERZFRALICHERHRT . Z5DT7—

Rty b EITCICAKREFBHI/ER L7z7 — KXty M, Listing3.1 D & 5 iZitdb

5. RITAER LT =2y bS5, RERTHEMLLNEEZHIELZDOD

ZRA2ITHET .

’ Name ‘ Asset type ‘ Labels ‘ Description of asset type
EmonBase | HW.Server HW A physical hosting hardware
EmonCMS | Service.Web Network, Software (typically COTS) offered

LAN as a service
EmonTh, HW.IoTDevice Service, A physical hosting hardware
EmonTx SaaS
(Radio, Network. WiFi Network, Network, the assets differs depend-
WiFi) Net- LAN ing on the involved technologies
work
Mosquitto | Service MQTT Service, Software (typically COTS) offered
SaaS as a service
MQTTRelay HW.IoTDevice HW A physical hosting hardware
NodeRED, | Service.Web Service, Software (typically COTS) offered
Apache SaaS as a service

% 4.1: ESSecA THWHR2 v b7 — 27 EFILDOIER

4.2.2 HERIFIS

BT —RZRN=ZARERS R T 2% TOHE L vscode, linux X— I L ET

BHEZ T o7z, LS AT 21220 TIE github TABLTWS. £/ L
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Name Category

EmonBase server, hardware, host, device
EmonCMS web,service, software, RaspberryPi
EmonTh service,device,hardware,host
EmonTx service,device,hardware,host
RadioNetwork radio,network,Internet
WiFiNetwork network,lan, wifi

Mosquitto protocol, software, message
MQTTRelay hardware, device, host

NodeRED web,service, software, programming, edditer
Apache Web, service, HTML, server

#42: 2y VU= ETIMVERELME LTzT—&X 2y b

AT MIZOWTIE python3 ETEINERITS.

4.2.3 EBRFIE

TER L 75477 7 A )V (AVPS.py) 2FITSBH T, BRET YV V721152 ¢

RS, BEFIEZL NI DS,

L 2y "I =T NESEAY VT =T P AT AIGHEREEKT 5.
DR, BREHMEMDZ L ZTATHHRD T — X RXR—ATHEH XN T W8T X —

XE5IHL7.
.AVPS 7 7 A VBFEITL, AT LEZERHEXES.

- K4.2 D X 5 ITHEETFE (techniques) & EEER (mitigation) DFH A THRHIFER

DA ENS. M ENFRIERS XCRERIEZ — I Fricihans.

L BH S N B BIEBRIC NG T 2 S (tactics) 3B X OFBEE#§ 2 IEETFIE (sub-
techniques) 7R3, MHFERNFEIT 7 7 A4 WX LT doctest-output / all-
graph.gv.pdf ICH 1 &N 5.
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Exploitation of Remote S

or Program’, ‘Vulnerability Scanning’,
ence Program’, ‘Application Isolation and Sandboxing', 'Privileged Account Management®, Update Softu

ploit Protection’, ‘Network Segmentation', 'Threat Intellig

There are @ techs related to Defense
Threat : [Mitigations]

are @ techs related to Exfiltration
: [Mitigations]

There are 1 techs related to Discovery
hreat : [Mitigations]

Network Sniffing:[User Account Management', *Multi-factor Authentication', 'Emcrypt Sensitive Information®]

There are 1 techs related to Collection
Threat : [Mitigations]
Code Repositories:[ User Training’, ‘Audit’, “User Account Management’, Multi-factor Authentication']

There are 2 techs related to Resource Development
Threat : [Mitigations]

Upload Malware:[ 'Pre-compromise’ ]

upload Toc

There are @ techs related to Reconnaissance
Threat : [Mitigations]

There are 8 techs related to Command and Control
Threat : [Mitigations]

There are 3 techs related to Initial Access
Threat : [Mitigations]

ess to Resource Over Network', "Multi or Authentication® JSpearphishing \
ser Training’, rus/Antimalware’, "Restrict Web-Based Comtent']

Exploit Publ icati plication Isolation and Sandboxing’, ‘Network Segmentation’, ‘Vulnerability Scanning’,
Fruare']

ount Management', ‘Exploit Protection’, ‘Update So

Threat modeling completed successfully!
The data was sent to "doctest-output/all graph.gv.pdf”

4.2: AVPS E{7H DX —3I FAANDH N

5. BBV A B X UOBHEERICOWTHER S 5.

4.3 LR

AVPS 23, £ 4.2 ORI UTHA L7 EFiEEZ R 4.3 12K T 5.
F oM XN B REIEE IS LT, subtechniques, tactics [, BLFFNHIT

B 2 0thzf5 LmGE ety 2.
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Component

Threat

EmonBase

Compromise Hardware Supply Chain, Exploit Public-Facing Application, Traf-
fic Signaling, Hardware, System Checks, Hybrid Identity, System Checks, Traffic
Signaling, Hybrid Identity, Traffic Signaling, Endpoint Denial of Service, Net-
work Denial of Service, Dynamic Data Exchange

EmonCMS

External Remote Services, Spearphishing via Service, Exploit Public-Facing Ap-
plication, Upload Malware., Upload Tool, Code Repositories, Network Sniffing,
Exploitation of Remote Services, External Remote Services, Compromise Client
Software Binary, Service Exhaustion Flood

EmonTh,
EmonTx

Exploit Public-Facing Application, Traffic Signaling,Device Driver Discovery,
System Time Discovery, Network Service Discovery, System Checks, Network
Sniffing, System Information Discovery, Traffic Signaling, System Checks, Traf-
fic Signaling, Network Denial of Service, Endpoint Denial of Service, Native
API, Steal or Forge Authentication Certificates, Multi-Factor Authentication
Interception

Radio Network,
WiFi Network

Hardware Additions, Socket Filters, CDNs, Client Configurations, Malvertis-
ing, Upload Malware, Acquire Access, ARP Cache Poisoning, Network Sniffing,
System Checks, Network Provider DLL, Network Device Authentication, Patch
System Image, Socket Filters, Obfuscated Files or Information, System Checks,
Kernel Modules and Extensions, Network Provider DLL, Network Device Au-
thentication, Socket Filters, Kernel Modules and Extensions, Cloud API, Net-
work Sniffing, Network Device Authentication, ARP Cache Poisoning, Password
Guessing, Forced Authentication

Mosquitto

Exploit Public-Facing Application, Spearphishing, Mail Protocols, Internal
Proxy, Non-Standard Encoding, Ingress Tool Transfer, Develop Capabilities
Malware, Obtain Capabilities, Malware, DHCP Spoofing, LLMNR/NBT-NS
Poisoning and SMB Relay, Network Device Configuration Dump, Network Share
Discovery, Network Sniffing, Exfiltration Over Alternative Protocol, Spoof Se-
curity Alerting, Patch System Image, Install Root Certificate, Remote Service
VNC, Lateral Tool Transfer, Service Exhaustion Flood, XPC Services, DHCP
Spoofing, LLMNR/NBT-NS Poisoning and SMB Relay, Steal Application Ac-
cess Token, Network Sniffing

MQTT Relay

Mail Protocols, Non-Standard Encoding, LLMNR/NBT-NS Poisoning and SMB
Relay, ARP Cache Poisoning, DHCP Spoofing, Remote Services VNC, Inter-
Process Communication XPC Services, ARP Cache Poisoning, DHCP Spoofing

NodeRED,
Apache

Exploit Public-Facing Application, Spearphishing via Service, External Remote
Services, Upload Tool, Broken Upload Malware, Code Repositories, Network
Sniffing, Exploitation for Defense Evasion, Exploitation of Remote Services, Ex-
ploitation for Privilege Escalation, Compromise Client Software Binary, Exter-
nal Remote Services, Service Exhaustion Flood, Native API, Network Sniff-
ing, Network Denial of Service, Service Execution, Serverless Execution, LSASS
Memory, LLMNR/NBTNS Poisoning and SMB Relay, Steal Application Access
Token, Forge Web Credentials

£ 43 RBEVRT L AVPS KBTS K410 F VA EHOIZEBREY X b [5
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4.3.1 BRIBHRHEE

HRRIcH T XN REZED S5 5, Emonbase IZBE T 2 MEELX 4.3 1I2HHE# T 5.

WMEE TN E#RZE &
1. Tactics HICHE XN 5 B BUEH

2. fEEMEDE W Tactics. 11X 33 Techniques DD Z N Tactics & BB D

R OERES & T LTS S

3. BRI D& Mitigation. Mitigation D95 %, & D% < @ Techniques %
B S % Z 2 ICHARF T & 5 Mitigation & X D ERRIEZ HiAD 2 747 L,

Hh5%.
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Mj analysis_emonbase.txt - A& - t X

JrilE |EE SO =FW AITH

Multi-Stage Channels:['Network Intrusion Prevention'] "
Port Knocking['Filter Network Traffic']

Traffic Signaling:['Filter Network Traffic’, 'Disable or Remove Feature or Program']

There are 3 techs related to Initial Access

Threat - [Mitigations]
Exploit Public-Facing Application[ Application Isolation and Sandboxing’, Network Segmentation’,
“Vulnerability Scanning', 'Privileged Account Management', "Exploit Protection', Update Software']
Drive-by Compromise:[ Exploit Protection', Update Software', 'Application Isolation and
Sandboxing', 'Restrict Web-Based Content']

Compromise Hardware Supply Cham[Boot Integrity']

333Anah,51'5333
[Tactics]
"Defence Evasion" are effective attacker tactics.
Techniques related to "Defence Evasion" are as follows :
- Indicator Blocking
- Multi-Factor Authentication
- Port Knocking
- System Checks
- Gatekeeper Bypass
[Mitiggation)]
"Filter Network Traffic" is an effective mitigation.
The following attacks can be mitigated by using "Filter Network Traffic" -
- Traffic Signaling
- Adversary-in-the-Middle
- Network Denial of Service
- Endpoint Denial of Service]

Threat modeling completed successfully!
The data was sent to "doctest-output/all graph gv pdf"

4.3: BN 2 BBOMEE

4.3.2 BRIBH®RI 7

MERZ BB 1D 55, EmonBase IZBH$ % 75 7 %X 4.41Z, Mosquitto
W% 77 72K 4.5 ICRHEHT 5.

757D ) —REZI 7FOENLLIRDIERZE RT.

1. MITRE ATT&CK F—&~X—Z @ Tactics R EZ T
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Supply Chain Compromise » Compromise Hardware Supply Chain

_____————V

Initial Access

I

Exploit Public-Facing Application

Command and Control » Traffic Signaling
Reconnaissance » Gather Victim Host Information » Hardware
Discovery »| Virtualization/Sandbox Evasion » System Checks

Traffic Signaling

/

Defense Evasion »| Virtualization/Sandbox Evasion

\

Modify Authentication Process

A\

System Checks

\

Hybrid Identity

Traffic Signaling

/

Modify Authentication Process

Persistence

Hybrid Identity

\

Endpoint Denial of Service

[
I

Impact

Network Denial of Service

Execution »| Inter-Process Communication » Dynamic Data Exchange

4.4: 8L A7 L AVPS % W7z EmonBase D& B H 155 E
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Exploit Public-Facing Application ‘

Initial Access

i
i

Phishing I Spearphishing via Service ‘

J Application Layer Protocol Mail Protocols

| Internal Proxy

Command and Control

Data Encoding Non-Standard Encoding

Ingress Tool Transfer

Resource Development

Develop Capabilities » Malware
» Malware

Obtain Capabilities

DHCP Spoofing

Adversary-in-the-Middle LLMNR/NBT-NS Poisoning and SMB Relay |

Collection

Data from Configuration Repository H Network Device Configuration Dump |

Network Share Discovery ‘

Discovery
- Network Sniffing

Exfiltration Exfiltration Over Alternative Protocol |
Impair Defenses Spoof Security Alerting

Modify System Image

Patch System Image

Defense Evasion

Subvert Trust Controls Install Root Certificate

Remote Services VNC

Lateral Movement
Lateral Tool Transfer
Endpoint Denial of Service

|

Service Exhaustion Flood ‘

Inter-Process Communication XPC Services
‘ Adversary-in-the-Middle DHCP Spoofing
Credential Access | Steal Application Access Token ‘ ‘ LLMNR/NBT-NS Poisoning and SMB Relay |

Network Sniffing

4.5: 28R A7 1 AVPS Z W7z Mosquitto D& & H F1#E5R
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2. MITRE ATT&CK 57— & ~X—2 @ Techniques M %Z RS
3. MITRE ATT&CK 7 — & ~X—2Z @ Techniques % R~

BRIER - BECRIERICOVWTIEY — R a— RETRICHREZFICH I 3 D

D L RO ERP & — I F IR 5.

4.4 5V

SEBEFE L7z AVPS IZDWT, UROE S TRz 1T >.

L. EATHFE CTRAITCE BRI OV TI N S RAITETWS D,

2. FATHIRE T OMARR & LR TH N BROZ LI DBRED 2 2.

3. JEATHISE & LERTARFHROHHINEIZ & 212D % 2.

4.4.1 SIEMHDOIREE

T OBRCTEEEDOMEEETT 5. ATHIFETH 5 ESSecA DS F VA DS 5,
EmonBase & Mosquitto D D DRENEZRICE T 2 BEIEHRIC OV THERZ{T-
7z. ESSecA IZMITRE L 3ER 27—ty bZHVWTWE7®, TE2—HOL
BITTERWV. 8o TESSecA BRI ENFRD 5 H, MITRE ATT&CK &
BULTW2 20502 EBTHK L, FHi%Z1T->7. EmonBase & Mosquitto
DZENZIUIDOWT, ESSecA BN L7BRY R ez eihidkdd, 45117
FATIHZE TR X N2 BB D 5 5, Emonbase 2> HH X112 BEICDWT AVPS
Y QL% L U 7R 2 R 4,417, AR Mosquitto 2 S X 3 B &
IZOWT AVPS & O 2 L U 46 R 2 R 4.5 1R S, TR 2N ORENERD
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LEEINDEBII LT, TEIUEORBECHBOEBBH I TE TS Z 2N
WeElXN 3. ESSecA THHEINEFTARTOEBUIZOWT <y VY TREEZMEE L
TAERERASITRT. vy BV IHEEOHEIC XD, AT THRE LB ED

IBARIATATHOBMHETEBROEEX 0.70 1TH7-5.

(21 EE ) AR
Communication Lock BIETE FaLoHE
Eavesdropping BETa baLzFHL -
Action Spoofing FEREAD Iy IANDT 71X
Message Tampering | 3£{F287 v P OEHE, FEHZ
Data leakage 7 — X DR

3£ 4.4: ESSecA 73 EmonBase IZW L TEBBET Y 7 BITo1GE5DBHY A b

(R4 At
Communication Lock BE 7 b aroEH
Eavesdropping BETa Fa v ERHL B
Action Spoofing D MY I ADT7 7R
Message Tampering | EfF/87 v b OKHE, FH X2
Data leakage 7 — X D

2 4.5: ESSecA 7 Mosquitto IZX L TEMET Y ¥ 7 Z2{To5BE5 DB Y A b

B AR AVPS THiH U 7238 &
Data leakage Gather victim host information
Denial of Service Endpoint Denial of Service
Impersonation Network Denial of Service
Device isolation LB R OBMHIZR L

#£ 4.6: EmonBase 122U\ T AVPS 23 ESSecA D HFSEZ T E LTV A HDOMEF
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B AR AVPS THH U 7238112 B
Communication Lock Command and Control, Application Layer
Protocol, Mail Protocol
Eavesdropping Network Sniffing
Action Spoofing DHCP Spoofing
Message Tampering FALIB RO L
Data leakage Steal Application Access Token

7% 4.7: Mosquitto {2 2WT AVPS 75 ESSecA ORISR 2 6 & L TV 32 HDMKAE

Component AVPS TO#&EH | ESSecA T L&
BRI RDREES
EmonBase 12 0.75 (3/4)
EmonCMS 11 0.60(3/5)
EmonTh, EmonTx 16 0.66(6/9)
Radio Network, WiFi | 27 0.62(8/13)
Network
Mosquitto 24 0.80(4/5)
MQTTRelay 10 0.80(4/5)
NodeRED, Apache 22 0.78(7/9)
Total 97 0.71(33/46)

3% 4.8: ESSecA ¥ O 1B D E|E D g

4.4.2 DBEDOLEE

KA T LATHATERLBRD S5, FefTh5E ESSecA TEBRHMTE Lo
BERDZHE I OWTHHMET 5. ESSecA THRA XN B E L 4.9 IZHLHT 5.
%3 AVPS DB D 5 5 ESSecA < v ¥ 72 Thi Bz D Rz
B AN E2EAI0ICEEKT 2. K410 NOKFTRLd L2 BB, BEEBO
5 B EREDE W R ESSecA TR T E R o HEHEHOBETDH 5 L FAH
L7 DTHS. REDZBLLDBEPKRKFTREINS X5 I kfaktz
RIZATLEZHOCTHRINTE 2 Z 3905, AVPS ZHOWTERET Y V%
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115 2 & T, ESSecA TRIMHTE T, MABRBROAEN2RRT 2 X5 Lifiss

WEFTDHHBEIENTES.

Component Threat

EmonBase Data Leakage, Denial of Service, Impersonation, Device isolation

EmonCMS Denial of Service, Injection, Sensitive Data Exposure, Broken Auth., Broken
Access Control, Insecure Deserialization, Functionality Misuse, Web Communi-
cation Channel Manipulation, System Manipulation

EmonTh, Denial of Service, Impersonation, Data Leakage, Exhaustion of Power, Device

EmonTx isolation

Radio Network,
WiFi Network

Eavesdropping, Message Elimination, Message Modification, Message Injection,
Network Partitioning, Selective Forwarding, Denial of Service, Spoofing, Com-
munication Lock, Message Reply, Topology Disclosure, Network Abusive Access,
Jamming

Mosquitto

Communication Lock, Eavesdropping, Action Spoofing, Message Tampering,
Data Leakage

MQTT Relay

Impersonation, Denial of Service, Data Leakage, Eavesdropping, Device message

tampering

NodeRED Denial of Service, Injection, Sensitive Data Exposure, Broken Auth, Broken
Access Control, Insecure Deserialization, Functionality Misuse, Web Communi-
cation Channel Manipulation, System Manipulation

Apache Denial of Service, Injection, Sensitive Data Exposure, Broken Auth., Broken

Access Control, Insecure Deserialization, Functionality Misuse, Web Communi-
cation Channel Manipulation, System Manipulation

7 4.9: JATHSE EESecA 12812 K41 D> F VA ERHWEZEEY R b [5]
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Component Threat

EmonBase Compromise Hardware Supply Chain, Exploit Public-Facing Application,
System Check, System Checks, Traffic Signaling, Hybrid Identity, Dynamic
Data Exchange

EmonCMS External Remote Services, Spearphishing via Service, Upload Tool, Code
Repositories, Exploitation of Remote Services, External Remote Services, Com-
promise Client Software Binary, Service Exhaustion Flood

EmonTh, Traffic Signaling,Device Driver Discovery, System Time Discovery, System

EmonTx Information Discovery, System Checks, Native API, Multi-Factor Authen-

tication Interception

Radio Network,
WiFi Network

Hardware Additions, Socket Filters, CDNs, Client Configurations, Malvertis-
ing, Upload Malware, Acquire Access, ARP Cache Poisoning, System Checks,
Network Provider DLL, Network Device Authentication, Patch System Image,
Socket Filters, Obfuscated Files or Information, System Checks, Kernel Mod-
ules and Extensions, Network Provider DLL, Network Device Authentica-
tion, Socket Filters, Kernel Modules and Extensions, Cloud API, Network Sniff-
ing, Network Device Authentication, ARP Cache Poisoning, Password Guessing,
Forced Authentication

Mosquitto

Exploit Public-Facing Application, Spearphishing, Mail Protocols, Inter-
nal Proxy, Non-Standard Encoding, Ingress Tool Transfer, Develop Capabilities
Malware, Obtain Capabilities, Malware, DHCP Spoofing, LLMNR/NBT-NS
Poisoning and SMB Relay, Network Device Configuration Dump, Network Share
Discovery, Network Sniffing, Exfiltration Over Alternative Protocol, Spoof Se-
curity Alerting, Patch System Image, Install Root Certificate, Remote Service
VNC, Lateral Tool Transfer, Service Exhaustion Flood, XPC Services, DHCP
Spoofing, LLMNR/NBT-NS Poisoning and SMB Relay, Steal Application Ac-
cess Token, Network Sniffing

MQTT Relay

Mail Protocols, Non-Standard Encoding, LLMNR/NBT-NS Poisoning and
SMB Relay, ARP Cache Poisoning, DHCP Spoofing, Remote Services VNC,
Inter-Process Communication XPC Services, ARP Cache Poisoning, DHCP
Spoofing

NodeRED,
Apache

Exploit Public-Facing Application, Spearphishing via Service, External Remote
Services, Upload Tool, Broken Upload Malware, Code Repositories, Network
Sniffing, Exploitation for Defense Evasion, Exploitation of Remote Services, Ex-
ploitation for Privilege Escalation, Compromise Client Software Binary, Exter-
nal Remote Services, Service Exhaustion Flood, Native API, Network Sniff-
ing, Network Denial of Service, Service Execution, Serverless Execution, LSASS
Memory, LLMNR/NBTNS Poisoning and SMB Relay, Steal Application Access
Token, Forge Web Credentials

# 4.10: AVPS TOAMHEINIERBY X T [5]
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4.4.3 FREDLEE

FATHR E IR LTG5 E OAR Y X7 2 OFHIEE LT, AVPS ¥ R 7 A H
U7 B FFRICEE S 2GRS KO, 7727 =y 7 ORHNAIRETH 5.
THCED, 2y P —IREIBINLTERBOMREICEREE LT, BEETY
¥ 7R NG B IEBRDARETH 5. MATKI43 THAOZINE X5 RBED
OB LT, K44 1REZIND XS5 BRBHT T 7 DIEBIC & b HRER - BRI %
HRZed ZenTES. ZRRIDEMEZ—EKRE N2 —F—1Zx LT3

HRED LT WIEROR MDA REIC /2 5.
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FEHE FrOHLIFE

5.1 ZAEAZZDINGE

AHFEO BN, MEFEOBEET ) ¥ 7 OEBICBVTALBNI REZELPT
WS, BAIR FOFEXIC X ZEEOREM L, 2y bV —ZEEHERD S
HECEBIEROMELITOHTEMETV V VOEERIIET2HTH L. =
FTHEBT —RXXN—ATH2 MITRE ATT&CK &+ v b7 — 7 iEHRD & BE
& BRIERS L CBEROHEEEITo 2. BEOBBEET ) ¥ 7 OHEBLEITS
WFETH % Rak HOFRITH LT, £ D —RHLEHRT —XX—ZXTH % MITRE
ATT&CK ZHWTEHBIBROME 21T 5 HT, FERABEO LB IIEE DL

xR {To7z. FORBRD X 5 RUEIE S N7-.
1. ESSecA THEITEBREIZOWT, AT A7 A THHEMLIL M9 oA
PITO Z e K.

2. v MY — I HKFHBEROTAIAAICDH =D, BFEOTIEL LB L TEROH#E
BICHWLRHEEZ DR IMZZ2ELHEKE. chuckDd, HELS 27 4

24D Wl DBRFE T DI R b2 NI 2o k7.

3. AVPS THHIT % 72 techniques I22WT, MITRE ATT&CK % FIW T mit-

igation ZMA =Mz TS5 T &Rz, TAUT KD techniques DA THE
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