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Abstract

The purpose of this study is to analyze the effectiveness, limitations, and problems
of CAPTCHA images by providing a means of “ defense ” against “attacks ~ that
attempt to use machine learning to recognize them. CAPTCHA stands for “Completely
Automated Public Turing test to tell Computers and Humans Apart”. It is a turing test to
distinguish between computers and humans, and is used to prevent spam attacks on Web
sites.There are several types of CAPTCHAs, but this study focuses on “ Pix,” which
selects an object with a specified content from among photos.

Advances in image recognition technology have made it easier for computers to break
through CAPTCHA tests. Therefore, it is desirable to have a method to make only image
recognition models misrecognize images without affecting human vision, perception,
and recognition systems. As a defense method, we tested several methods that are likely
to inhibit the image recognition model, such as Adversarial Noise, Adversarial Patch,
and searching for the weakest class.

And these experiments showed that the method of mixing multiple object classes is
effective in inhibiting image recognition models. (178 words)
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1.1 MHEE=CFE

CAPTCHA % Completely Automated Public Turing test to tell Computers and Hu-
mans Apart] DX FT, 2 a—X— NHEZRHT2RHF 22—V V7T R
FTH 5,

ZAUE. Web B A PADRARLKEZ S 707 ATV S, HEER
i CAPTCHA 7 X F D3585, 2 —F — @0 E S - HBEROHTHRE S N6 RkY)
(B : B, JEEIFE) 258 TNEBREZERST 5 e RDo5N L, TOFEHNH
WHNTWSHEEE, AMEHEABEOTTRA RSP HEROTTY 2 Bl
52 LIENTVWEDTH D,

L LR S, EGRERHEFEMOMESICEID a2y ¥ a—&—Td CAPTCHA 7 &
F@ﬁﬁ#@%kﬁof%fhéo;ﬂkﬁbf\ﬁhﬁﬁﬁ%ﬂﬁbfﬁﬁm
#HEF L (Bot, Solver) 2256 DHEEZHNTWABABTX ZHHFIHL K 2 b
AKRILE IRELRZI o5 (BRI NICEDLE 2 DTIER L, ADERICE
bHbETWVWAIREE),

Z D7z, NEOHH - M - iiRICITHE L 5 2 THGFRT T LICD A
R X BB FELEEND, FOFED—D L LT Adversarial Noise (LU AN)
WIHFEHT %, ANZ. ADOBIZIIBUNG ) £ AR 2 /%X —2 v LR Z
VDS, EHEERERE TOUICIEER 3B D 7 Z A S B 2R B 5, HifR
RET N ORI E CBRADF ¥ V) 7/ 4 B EBINITEFHII TV,
ARIFFETIE. TNOZEBNICE X 2F 2l A%, £z, K AN IIFED Solver
BT R ITIEEERERT,

CAPTCHA IZI3W L O EEN D D, KRR KRD 300D 5%, 1) FEEZNEF
NBEDOEEREL EIRGARINZ2THBIS 2 [Pixg [1]1[2]. 2) XFEER
72D EDD LTEZENZIEL L GtARNL 20 THEIT % IGimpys [3] [4]. 3) il

2 E B - THIBIS % TSoundsy [5] D37EET %, FGimpyJ 1&. OCR O
i EicEk b 20X e LTATHHBIDH LV EICKR--TLESZZ R
BRZDBBC L= =D FE2 AT 2FMPFEET 5, 2L T, FSoundsy 1Fih
TR A2EHC DB ZRLZBFEOCLCHELLCHEN - NAEZ X FEANTT 5F
MO RET 2, ZHODEEDS TPixy OB LEEWHIEENENLTVWS 720
AWFE T —~<1d Pixy ZHDH BT 3,



1.2 A B

AWFFED HIiZ. CAPTCHA B2 A I L DA E &L 5 &9 2 "B
X UTHifES 2 FEREEZ. ZOMREBRFARCHER 2T ZLIIH 2,

1.3 FAAKDEEM & FITHE

CAPTCHA " Pix " OH{GFEFIEE D FR%Z R ME %5 AN OFfE e NOWRE - HIH -
POREICE D I 2 — VR O FRZ NEIS 24 (AN OFfE) 2idbL—
KA 7 DBfRIZH 5,

FEATIRFETIE /) A RIS 2 AR EZFRE L. ZHE RED ZH 5 AN ORhE
Z1H2E LI LTV [6],

AFEDHHRNE - EEHZIANORHBTIERSHFRBEZEBICI DG X, AN
FFA T = 2 i PHN THMERAR S I v AN O & % RE LT CAPTCHA %5
Hyzzrvieds,

CAPTCHA HfRIZADEE T 2D TR, 072 2R 27-9D12—
NSRS 2D TH 200 N\OWRKE - MR - SR OFARE T/ 4 XE&%R
X2, ZD7FH, CAPTCHA Solver 1% CAPTCHA #EH 3T 2 HHE (/
A REDFERHF) K= EN 5,



1.4 Solving CAPTCHA
CAPTCHA % HEIFNCEF L £ 5 L TAHBFEL LTRD 2O HIT 5,

1.4.1 CAPTCHA Solver
IR ®D & 5 7212 CAPTCHA Solver Zf#ft L TW A3 — VL AMFIET %, [7]

e 2Captcha[8]
e BestCaptchaSolver[9]

e AntiCaptcha[10]

1.4.2 ReCAPTCHABreaker

HEIb I 72> X7 42 AL T, 734 X LT Google ReCAPTCHA % A ft]
WEWVEE T ROIDITA 75V D1 DOTH 5 [11], ViT 2FL (clip-vit-base-
patch32 ZF|H LT, & 75— XIZ CLIP REEMBED T — &ty hE2FHLT
W3),

INHDOBEFHRICIZ. UTD XS REEHETArHWENTWS,

1.4.3 ViT [C K % Object Classification

B=

Transformer[A.3] 238 L CTLIE, HAR SR 7757 C BERT X GPT 72 ¥ D
Transformer % JCIZE WHEREDE T ADBER SN, £D— /AT, 2V EPa—4%&
Y'Y a VI B W TR, Transformer X—ZADETI)ILTH 5 VIiT[12] 3G L 7=,
CNN Z, HEBRDO T v IT 7 AF ¥ FEDRTNZETZIRZ 5 Z L BMMEEZD.
i L FEN = RRI L OB EMES 2R OGS 2 X 2 2 E BEETIER W, £ 2T,
ViT & Self-Attention %\ % Z & T, CNN DR T H - 7z HfF 2RO BE# M % 1
25N LIR#METNTH %,

10



T—FFUF v

Vision Transformer (ViT) Transformer Encoder

Lx
MLP e
H
Transformer Encoder

1
I
1
I
1
|
1
1
I
- 1 .
" Embeaaing > 0 (] @5 @5 . IR
1
I
1
1
1
1

’Eﬁé‘!@‘f%ﬁ%’i‘é‘ﬁmg [ Linear Projection of Flattened Patches ]
NER I I R
o o ——— I O R

£ s

Embedded
Patches

Fig. 1.1: ViTD 7 —*% 727 F %

[REEEFHA
WEBRAR
e input : A JJE|{§

Input Layer : A JJHE{§EH S F (Patch) iIZ7EIXH, 77 A =27 v BIUK
Ry FITHIET BT M En s

Transformer Encoder : 7 9 XA b —2 VA 1&3 135,

MLP Head . 7 5 A5 58

output . ASTHERIZNT % 7 v

11



Input Layer

1. Ry Fi20El

o AJJHG x &%y F x, IZ77EIL flatten 5 Z & T, £y FZ2XRT b

JWICERRT 2 (¥R FILDOKERIZ RGB D% 0~255 O#ifH TR
IR
x € REXWxC (1.1)

x, € RNX(PO (1.2)

2. HHiAA (Embedding)
o 1BDEIETHOIAAZITI, HDIAALZRDRY MLVDRX%ZD &

ERSR N
[x)E: X2E; ... x,  E] € RVP (1.3)

E € RN»>(PHOXD + (a3 18 ) B 7
x, € RWXPHO i HH D8y FORY F L
x;E eRP LifEHD Sy FORT MV EMHDIAATZREZI DR L
;LY FHRAITOME
3. 77 A b—72 > (Class Token)
o HRR2IRDERE EEME L 7=X2 b,

[Xetass: XhE3 X2E5 ... X, E] € R XD (1.4)

Xeass ERP T RS DD FA =0

4. (B DIAA (Positional Embedding)

e Self-Attention 7213 Tld., Sy FOMNBIEREFERNI ENTER VDT
FEER (E o) 2N 5T %, mf&HI72 Encoder N\DO A% 790 £ T3 &,

P ATRIHTE 5,

N
70 = [xclass;x:,E;xf,E; w3 X, El+ Epps € RWNp+DxD (1.5)

12



Transformer Encoder

e LayerNorm (Layer Normalization) . MHSA (Multi-Head Self-Attention) .
MLP @ 3 DTSN TW3

e Layer Normalization 1. 1EHI{LFED 1 O,

ai— H

Vol +e€

LN(a); = y;

+B; (1.6)

aceR:DBHT—X

T

o R

€ . WUNRERL

Biyi i a®DiBmHDERIINT 2EEARER T X —&

\)

e Multi-Head Self-Attention (Z. Transformer O & Fff % ZH&

e MLP 3, 2EDHYIEEZ VTR STV, IEMEIZIE, Liner > GELU
— Dropout —> Liner — Dropout D% L T\ 3%,

L 72735 . Encoder Block Z#TUTND XS5 I1CEKHTE 3
7y = MHSA(LN(z1-1)) + 211 (1.7)

7 = MLP(LN(z))) + z (1.8)
MLP Head

7 T A EAT D AR, LayerNorm B X UFEEB D 2 DD TR XN TWwW 3,

y = LN(@Z)W* (1.9)

IR =Y 0 eRP
WIEEOEA . WY e RPM
M: 752

13



1.4.4 YOLO IC & % Object Detection

B=

YOLO[13] &, Joseph Redmon %3 “You Only Look Once: Unified, Real-Time Object
Detection” THKRLLBMET L TH S, TDETME CNN ZHWZR2EA
A& A v b7 —2 (Fully Convolutional Network) THR XL TW3,

F—%FUF v

1x

2x

Bx

8x

4x

538D CNN 22 SR XN TW 3 728, Darknet-53 £ XL TW 3,

Type Filters Size Qutput
Convolutional 32 3x3 256 x 256
Convolutional 64 3x3/2 128 x 128
Convolutional 32 1x1

Convolutional 64 3x3

Residual 128 x 128
Convolutional 128 3 x3/2 64 x64
Convolutional 64 1x1

Convolutional 128 3 x3

Residual 64 x 64
Convolutional 256 3x3/2 32x32
Convolutional 128 1 x1

Convolutional 256 3x3

Residual 32 x 32
Convolutional 512 3x3/2 16 x 16
Convolutional 256 1x1

Convolutional 512 3 x3

Residual 16 x 16
Convolutional 1024 3x3/2 Bx8
Convolutional 512 1x1

Convolutional 1024 3 x 3

Residual Bx8
Avgpool Global

Connected 1000

Softmax

Fig. 1.2: Darknet-53

14




[RIBEFHA
WIBAR
e input : AJJH{E

e Input Layer : AJJHI{FA 8y F (Patch) IZ7E X, 7 I A =27 VBLUH
Ry FIZINT 2XR7 bAHIEN S

o TUHh—FMHH LB HRERINET U —KRy 7 ZABFEHL TYIK
DN YT 4 TRy ZReTHT 5, £V ReLX, BEDO7 > h—
PHEALTERAY AR 7ZARY NEOWKREZHZ 3,

o VILFRE —NEH: 3 ODEL B R — LT THIZITV., NSRS S
K=Y E CIRILL BT 3,

e output : ANEBIIXTT B T L, fiiE
NOITA IRy IR

BTV RN TT U h—Ry ZAZHEH L TURDO AN VT 4 TRy 7 2%
FHIT 2, NTUF 4 Ry 7 ZADOEETENZ. LR XS 1cEKEI N3,

c:ﬂ
P,
C ||  sssssfusssmsms=sd
¥
b\\
: Jocty|f } moCt )e,
P | oulz 7 || 2 b=0Ct Dec,
o BESY i b=p,e"
+ b=pe"-

Fig. 1.3: XU VT4 VT HRy 7 &

b, =o(t,) + c, (1.10)
by = o(ty) + ¢y (1.11)
b, = p,e™ (1.12)
by, = pue™ (1.13)

15



(bis by byn by - NI YT 4 TRy 7 ZADOHULEERE, B, &S
ten B bos By 0 2 b —Z O]

Cn &y Uy FEALDF TRy b

Pun Dh - 7Y H—Ry 7 ADIE, @&

RRRIE

HRBEEE, UFD3 O THR I TW3,
1. A2 iE DFE (Localization loss) :

s? B
Lioe = ) > Kby, = by) + (by, = by + (b, = by + (b, = by)?] (1.14)
i=0 j=0

2. {S§EFZ D45 (Confidence loss) :

s2 B
Leong = ) ) |¥7(Ci = C)? + 577 (C - 07 (1.15)
=0

i=0 j

3. 7 7 AP DIEK (Class prediction loss) :

SZ
Laass = ) ¥ " (pile) = pilo))” (1.16)
i=0 ceclasses

BOSHIRARRBIR L 3L T D K5 ICEREI NS ¢

L =Ly + Lconf + Lejass (117)

16



1.4.5 DETR IC & % Object Detection

B=

DETR (End-to-End Object Detection with Transformers)[14] i%. Facebook (I :
Meta) DFFEF — L D38B0 L. #% T Transformer & £ L 7=V €7 1T

b5,

F—%FIF v

________________________________________________

backbone encoder

3 1
set of image featuresn:

_________________________________________________

encoder decoder class,

TIXE

h
1!
1 : |
| | 7 g
i : FFN box
H
i o FFN -
'I transformer h : transformer object
]
1
I
I
1
]
! :
I
1

Fig. 1.4: DETR

[RIEEFH
IBEARN

input: A JJTHj{5
CNN Backbone: E{R DR 2 i3 5 725D CNN

Transformer Encoder: CNN 2 618 6528~y 22> a—F3 3 o~
A7+ —<—

Transformer Decoder: 7 TV ZFH W TYIIKDEFEE L MNEX T2 — RT3+
SART F—N—

Prediction Heads: 72— &0 6D N2 7R RHR Ry 7 2O TFHNCEEL T
5Ny F

output : ANEBITH T 2 7oL, (&

17



CNN Backbone

YNVAR ;- €iiifa
- AMEiG x € REOWS 2 CNNIGBEL TR~y 7t e Rowd 21823,
d 3R~y 7OF v 2 VEL
f = CNN(x) (1.18)
o ffELYa—T 4 V7

- p e R R~ v FIThNE

z=f+p (1.19)
Transformer Encoder
o BT Ya—T 4 VI ERME~Yy 22 7V AT 53— -2 a—&KIZ
AT
h, = TransformerEncoder(z) (1.20)
Transformer Decoder

o HEMDATIS 2 NI TV g NI VAT = —TA—=KIZAT

h, = TransformerDecoder(q, h,) (1.21)

Prediction Heads
o Ta—XDH I hy o T, 77 AFHc FHRRY 7 ZAFH b %2175
¢ = Linear.(h,) (1.22)

b = Linear,(h,) (1.23)

18



BRER

o 1 ABUHEK (RHETY P Y —HK)
N
Las = = ), vilog() (1.24)
i=1
o 2. Bt ARy 7 ZHEK (L1EK L IoUHKDMHAG DY) !

N
Lypox = ) Il = billy + 1 = ToU(b;, by) (1.25)

i=1
o BORIZIERBEE LT D X S ITEFESE NS

L = AcsLers + AppoxLppox (126)

19



1.5 Adversarial Examples

Adversarial examples & 13, HEWEE ET VDB THlIZ T 5 L5 IZakEt s h
TANT—=2DZeTHb, ZhoDflid, NHIIZEELZIZERED S X5
WWHAZ2, EF ML TI#- AR 2 EH L

1.5.1 Adversarial Noise

T

Adversarial Noise (U2 £ X) [15]11&. BHEEET LV, T4 —TF7—=V
TETIVIINT REFED—DOTH 5, 2D/ 4 RF. ANT—=XIIXHLT, b
TR IAXEZMABZETETADELVWEH#ZIHET 3 2HE LTV
%, ZHUE. ANEOHIZIRKIZFE A RABRWVEE /NI REED, EFLIKIEK
EREEREZ B NTE D,

+.007 x
. T+
x sign(VJ(0,x,y)) esign(VgJ (0, z, )
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Fig. 1.5: Adversarial Noise

[RiE
FGSM (Fast Gradient Sign Method)

FGSM 1%, HABEBOAZHM L TEEFZHET 2 FETH Y. Z0EFHOE
CARID S N g

n = €-sign(VyJ(6,X,y)) (1.27)

e BEFOARZXEHIHTZ2AH 7 — UNZT2{E)
V. JO,X,y) - AT x xS 2B O AT

20



sign(-) : 5 REEL
EHEZ D AT Z % Z £ T, Adversarial Example Z 42 L %3

Xooy =X+ 7 (1.28)
PGD (Projected Gradient Descent)

PGD[16] (3R17RD FGSM DHLIRTH D, DR T v T2 @ U THEHENZEKT %
Z & T. X bifJi% Adversarial Noise Z{E 3 5 FiETH 5, PGD L. RIEEHIC
HAELCESWTHEEHIZEH L. ZOREITTO AT T2 Z e TEEHOKRE X
ZHIRS %,

1. IS E g 23ET 2 GEFEIET Y& L)
2. ROEFHHKZiEDIRS
Mt = 1M + @ - sign(ViJ(X + 177, ) (1.29)

3. EFiS B ZITo ANITIRE S %

M1 = Proj (mi1) (1.30)

o Proje(-) : 128N e DEIPFHANICINE % X 5123 2%

4. fFEENE (R7y 78 #DIBET
5. FALINCIE 54 5 Adversarial Noise [ RO TR I 3

Xoay = X + 77 (1.31)

o T: X7 v I

21



1.5.2 Adversarial Patch

B=E

Adversarial Patch (BOSHI S w ) [17] 1%, BWEEETL, T4 —FF7—=
TETNMICH T IHEFIEO—DOTH 2, 2Oy FE, ANTT—XITMZA S
YT, ETADELWEMEHET 2 2 2HE LTW3,

Vg
-
-

Classifier Input Classifier Output
Y

e
=
%

banana  piggy_bank spaghetti_

Fig. 1.6: Adversarial Patch

[RIE
B BRI

ﬁ:M@%m&JﬁU¢m%H®M@J%ﬂH (1.32)
plFEINT Ry T
o X HEO L —=v 2ty
T : %y FOEHUCEET 59010
o L HRNDHIEICE T 77

22



FE2E FEEY3

LA

i

23



2.1 WREFEOE=
YOLO[1.4.4], ViT[1.4.3], DETR[1.4.5] DEETNIZIXZFNZENEEDIHEL D
BH, HET AR D WL ONFEET S, [18][19][14]

1. /NERRATT =7 F O

2. B — I (B ERERA I L—a v 0HB—V, T —
a L)

INoZEEZT, BEOHFIET? S u—F35Z il

22 TL—LD—2
221 #HIEEH

Recognition
blocking Bike
process
Input Processed Recognition
image image Result

Fig. 2.1: Framework O ZE[X]

2.2.2 BIEXFH
1. Input image: #8ak & FHE & B 72 WHEIGRZ A )

2. Recognition blocking process: stk 2 A X 8 2 ML 2 A JTHEHEIZ0 U TIAT.
SHEERT 5 TERNNE L) ~ TRFARE] .

3. Processed image: aRakPHH UL 2 X L7z HGR % 1 )
4. Recognition Result: ik ETLADNED 7 Z X LFHD 7 Z X L iBi#T 5 L.
RHEN R D 5 Z 8 BRT.

24



23 BH—opBEFE
2.3.1 (@Mixed Adversarial Noise

=
Mixed Adversarial Noise Z FHWCERERDHER S D EERZIT - 7=

[REE

minimum Mixed Adversarial Noise = Constant « Mixed Adversarial Noise (2.1)

Mixed Adversarial Noise = 0.5«(DETR Adversarial Noise)+0.5%(yolov3 Adversarial Noise)
(2.2)

Noise = (Added Adversarial Noise Image) — (Original Image) 2.3)

B EREE
e DETR Adversarial Noise . DETR % [HE 3 % FE D Adversarial Noise

S&

e yolov3 Adversarial Noise : yolov3 % fHE 3 2 NRD Adversarial Noise

25



ll

(a) Car (b) Bus

2.3.2 (@Adversarial Patch

=
Adversarial Patch & W CERFDHER B DO EERZ1T - 72

:ll

(a) Patch A (b) Patch B

26



2.3.3 (Mixed Adversarial Noise + Adversarial Patch

B=

Mixed Adversarial Noise ¥ Adversarial Patch DfHA S HEZ TV, 2R OfHER]

ll

(a) Noise + Patch A (b) Noise + Patch B

27



2.3.4 Q@IEICZFEL) object class Z3EIR

B=

CAPTCHA T FHZNTWAB Z SR TEFR Y T ADD 2 DHER % Eli
L7

Table 2.1: CAPTCHA T X< FJHENTWE 7 T R

No. classname 7 7 3X%
1 Bicycle H ¥R H

2 Bridge &

3 Bus AP

4 Car B

5 Chimney SIS

6  Crosswalk  HEWHE
7  Hydrant =PI

8 Motorcycle N4 2

9 Mountain 1]

10  Palm Y

11 Traffic Light S5

il

(a) Bicycle (b) Traffic Light

28



2.3.5 QEHD object class Z:ES

B=

CAPTCHA THIH XN TV AYHEALPEEA > TV T, HRNOYKII/NS S E -
TWa XS REBREHAWS, Zhuck b, BN OYIKICGERHEZEFH X8 CTH
BRI T 2RMEHEX R 5,

Table 2.2: XIRYID 7 5 24 L IRM

class name R

Bicycle HIZHENTRZIDOLWIKRER Y
Car HEZE 2 EDFIHNICH TOTHEHPIFERTEH 5 TOWRWIREER &

Hydrant HANZH 572D, HELWRKF s TWaIRERY
Traffic Light ZELIZEoTWD, YL ELR s THE-s TWAHRELRY

l

(b) Traffic Light
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2.3.6 @CAPTCHA ICERH TN TV object class Z iR

B=

CAPTCHA THIHEZNTWARWYIEK (XA F—FTEF2HDIXRL VDT, &
(KRR —fRANCEE D DT - TX W A PK) Z W TR ER B DR 1T - 72,

Table 2.3: < £ F— 72505y

No. class name 7 7 A%

Cane it

Faucet L]

Smart Phone A~¥— b+ 7+~
Umbrella A

B W N~

il

(a) Umbrella (b) Faucet
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24 FEROBEFEOBSSHE
123 B—OW#iTE TRLEFEEMAADES

241 @:Q0+0Q
e

[@®Mixed Adversarial Noise | & [@XEIZHE object class 73R | ZHlAED
7 R

il

EEFEL LTE, EELOHENE Z 51553, Mixed Adversarial Noise % 7ERK
T AR o T LE G L. HELWADERZFEML THRW

242 ®:Q+0
BE

[@®Mixed Adversarial Noise| & [OEED object class ZiEE | ZHAGOE

il

(b) Traffic Light
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243 ®:0+0
i

'®Mixed Adversarial Noise| ¥ [@®CAPTCHA ZfifiH XL TWW72 W object class
ZER) A E DY EER

ll

EEFEL LTI, EELOAENE Z 5155, Mixed Adversarial Noise % 7ERK
T AR o T LESEE L. L WD EEME L TWhiawn

2.4.4 NOEXO)
BE
f@Adversarial Patch] & T@BEIZHEL object class 733K | Z A G DB 7= Eh

!

(a) Bicycle (b) Traffic Light
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245 @-@0+0
BE
f@Adversarial Patch| ¥ TO#EED object class IR EHHAS OB -5

ll

(b) Traffic Light

246 ©:0+0
BE

[@Adversarial Patch | ¥ T@CAPTCHA IZ{#H X 41T\ 720 object class % 134K |

il

- = .t{‘__/
(a) Umbrella (b) Faucet
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247 @0 +0
BE

f@Mixed Adversarial Noise + Adversarial Patch] ¥ [@XEIZ7\ object class
7R ZHAGDYE - ER

ll

EEFIEL LTI, EELOFENE Z 51553, Mixed Adversarial Noise % 7ERK
T AR o T LESEE L. L WD EEME L TWhiawn

248 ®:0+0
BE

'@®Mixed Adversarial Noise + Adversarial Patch] ¥ [G®EZD object class % &
&1 ZHAE LY FER

ll

KEFEE LT, LERDOAEDNE X 555, Mixed Adversarial Noise % {ERK
T AREDD Do T LESEE L, HLWADFHEREZFHEMEL TR

249 ® - ®+0
S

f®Mixed Adversarial Noise + Adversarial Patch] ¥ [@CAPTCHA I &
TR object class Z3E R ZHA G OB 755

:ll

EEFEE LTE. FEROHENE Z 5015253, Mixed Adversarial Noise & {ERY,
T AR D> T LESIHAE L, HLWADERZEML TR
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2.5 TREANE
BE

Adversarial Noise TX —7" v NN OYIAZGRIA L, % —57 v bADFEHEHR S
TiAe. SIENIHIEEZ I T, EEMI B2 0nE 51T 2EHEITo 72,

2.6 FHiif&4% : PSNR

B=

PSNR (Peak Signal-to-Noise Ratio) (&, JTH{5 & ALHEE DEIERD 2 O DEGHE D
HBRDOHLDEEWERTIHMIEETH 5, ZOfFEEIIME (A dB) EW0niEy
EN R TTHBISENZ & 2R, —RAYIC T30dB DAL DSBS, 120 30dB :
FE'E . [20dB A . (KE'E ] ¥ XA TW3, Adversarial Noise, Adversarial Patch
% CAPTCHA HRIZf 57 2 &2 € &INCFHI S 5,

2

MAX?

MSE: F¥ —FEiR=
MAX;: BB V¥ 7t L DR KE

2

M-1N

2

]

1 . - .
MES = m (Ioriginul(l’ .]) - Iprocessed(l’ ]))2 (25)
J=0

Ioriginal . ﬁ@f%’@ | /D{ﬁ

Iprocessed . @fif(ﬁ D @{g% or 7 + }1/{[_5

M . HBEOHEDO ¥ 7 I (H

N . HEOHED ¥ 7 B ILiE
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FIFE RBRER
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3.1 HBE—op@EFEE
3.1.1 (@Mixed Adversarial Noise

TERBIE

YOLO ¥ DETR 218 % HE T & 7225, CaptchaBreaker |338i%k # FHETZ 7z
Do 7z

Table 3.1: %E TILIZ BT 2 EEikE R

YOLO DETR CaptchaBreaker

Car o o X
Bus o o X
Bicycle o o X
Hydrant ) o X

e O . muu%k%lgﬁivcgfh\ZD

o X . b EPHETE TRV

3.1.2 (@Adversarial Patch

TERBIE

YOLO 13388 % PHE T = 7223, DETR ¥ CaptchaBreaker (378 % [HE T & 72>
27z

Table 3.2: %E TILIZ BT 2 EEikEE

YOLO DETR CaptchaBreaker

Car o X X
Bus ) X X
Bicycle o X X
Hydrant o X X

o o B EHETETWVS
o X . ntuxnﬁ%lgﬂgfgfb\fib\
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3.1.3 (®Mixed Adversarial Noise + Adversarial Patch

TR

YOLO ¥ DETR 121338 % fHE C % 7253, CaptchaBreaker (338 Z [HETZ 7z
ol

Table 3.3: K€ 7 MBI % EEGER

YOLO DETR CaptchaBreaker

Car o ) %
Bus o o X
Bicycle o o X
Hydrant ° o X

o ol WM EHETETWVS

o X . b EPHETETVLARWL
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3.1.4 Q@QWZEIZHHL) object class Z1EIR

TR

FHETNLEDIZCaptcha TRAFMHEINTWE ATV 27 V7 FATEHFELT
W37 RIFHC R o T

Table 3.4: BEFNIZBIT 3 EEHEHR

YOLO DETR CaptchaBreaker
X

Bicycle X
Bridge X
Bus X
Car X
Chimney X
Crosswalk X
Hydrant X
Motorcycle X
Mountain X
Palm X
Traffic Light X

X X X X X X X X X X X
X X X X X X X X X X

o o NI EIHETETWS

o X . b PHETETVLARY
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3.1.5 QEHD object class Z:ES
FEREIE
BET M LT ZHE X2 2 e TEL
Table 3.5: %€ 7 /LI BT % FERIGHE

YOLO DETR CaptchaBreaker

Car ) o o
Bicycle o o o
Hydrant o o o
Traffic Light o o o

e O . Fwnﬁk%ﬁﬂifgfh\%

o X . ik fHETE TV

3.1.6 @CAPTCHA [CEFH N TULVE L) object class Z3EIR

TR E

VA F—BHNREYTHE T L TWE Y 7 R ked o7, £7-. YOLO ¥ DETR
WKIEZNED T T ZIHIH L TWiho 72D Z ML TV,

Table 3.6: &€ 7 /LIZEBIT % EhRfEHR

YOLO DETR CaptchaBreaker

Cane - - X
Faucet - - X
Smart Phone - - X
Umbrella - - X

o o B EHETETWVWS

o X . ik ZHETE TN
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3.2 #BHOBEFEOHEAEHLE

321 @:Q+0
RS

Mixed Adversarial Noise Z1E $ 2R3> CL E S HE E. #EL W5
B#Z2 S L TV

3.2.2 O+ 0G
FaREIE

HH LN ORIz RF €T, HRNOYRIIH T 2588z HEXE 5 2
EMTE, UL, 2T TOERED object class ZiEE 1 HIKT R DOEE
MTETWRLDHARKRTD 2

Table 3.7: %E T EBT 2 EEikEHE

YOLO DETR CaptchaBreaker

Car o o o
Bicycle ) o o
Hydrant o o o
Traffic Light o o o

e O nun&%ﬁﬁifgfb\

o X ik xZfHETE TV
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323 ©:0+0
RS

Mixed Adversarial Noise Z1ER S 2230202 o C L E S HE . BEL W=D
BRZSE L TWVRn

324 ®:0+0
RS

YOLO (3785 % [T % 7243, DETR & CaptchaBreaker (338 = fHE T X722 »
o (EFR7 IRAFRICA s hzho72)

Table 3.8: FE TV BT 2 EEFER

YOLO DETR CaptchaBreaker

Bicycle o X X
Bridge o X X
Bus o X X
Car o X X
Chimney ) X X
Crosswalk ) X X
Hydrant o X X
Motorcycle o X X
Mountain o X X
Palm o X X
Traffic Light o X X

o o ik EHETETWS

o X . b EHETETVLARWL
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325 @:Q+0
EREE

HEIN ORI GRS = EBrh X2 CHI ORI T 2 e HEX T3 2 ¢
MTE, LHrL., ZHuE TOERD object class ZIRE ) HAAT D RO HED
TEXTWOHBALBERTH 2,

Table 3.9: %F T T 2 EEkSH

YOLO DETR CaptchaBreaker

Car o o o
Bicycle o o o
Hydrant o o o
Traffic Light o o o

o o B EHETETWVS
o X . b EPHETE TRV

326 @ @+©®
FaRELE

VA F—BHNREYTHE T L TWE Y 7RI ked o7, £7-. YOLO ¥ DETR
WIEZNHD 7 Z ZHIH L T\ o 720 EERZ ZM L TV,

Table 3.10: &E T IIIET 5 EEFER

YOLO DETR CaptchaBreaker

Cane - - X
Faucet - - X
Smart Phone - - X
Umbrella - - X
Window - - X

e O . nuu%k%lgﬁivcgfb\z)
o X . A PHETETVLARWL
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327 ®@:0+0
EREE

Mixed Adversarial Noise Z1ER S 2230202 o C L E S HE . BEL W=D
BRZSE L TWVRn

328 @:0+0
EREmE

Mixed Adversarial Noise Z{ERL S 203002 >o C L E &S F. HEL W=D
e =Y i DA G AVAJ AN

329 @:0+0
RS

Mixed Adversarial Noise Z1E 3 2R3> CL E S HE F. #L W5
BRa ML TWhiwn

3.3 SHIARIIER
ERE
ISR CRMEIE T 5 Z L I3 TE R Ao T,
Table 3.11: &€ 7 BT 5 EERAER

YOLO DETR CaptchaBreaker
Car X X X

o o NI EIHETETWVWS

o X . B EPHETETVLARWY
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41 EZ2REIEGH

411 EE
HBEBTHROH > -FiE
o OEELD object class ZIRS

- INETOFEORT—BMRND o7, T, WEIFEOEHMER
.\‘/"—' V@@@@Z@%T%o

4.1.2 #55%

TN o OFEERIRD 5. CAPTCHA E{RIZERERGRE 7 L 2 3858k S & 5123,
AREBRTIT o 72 TOBERD object class ZIREI D K 5 MRS — > DHEBGH
BTHDZedhbhrolz,

Fio, TS DHED S LD HBID CAPTCHA Breaker 1203 % fHE SR &
WO RIT TR, HRZEZ D LB OBERERR T2 VWS HEHTHo ek
bF R 5o

42 SEDODEBE

MY — VOEBLEDETHE e Bbhrolzh,. EORE £ TOEMEMEN
HFREINDZD (BEF L2 ABOER) FTREEHATETVWRYL, 200, 5%
X ZDBRERDTITL e HERICR S,
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BT

ABFZER, ALRESCIRBL AN R EBE R Seln B AR skt FAR A5 8%, /)
A —fL #4%. SIRITANAWAN, Prarinya BJBUR O Z15ED b & TTONLE L -,
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A.1 CNN
Al1 BE

CNN (Convolutional Neural Network, BAAA =2 —F Ly hT—2) X, &
BIABEETINZ E — VBT @2 o Te=2—F L2y VI =7 ThH
%, BAIAAEZ, T—2ORMMEERHT2ETH S, 2 LT, ErEDIZON
TRLEZRA7—NVTORMZMET 2, RADETIE. Doy oKL
~AOVIRIERETH U, BOEL 25 Z 2 TX DRI e 3 %, [20][21]

Al2 T7—FTIFv

convolution
w/ReLu  pooling fully-connected

mnn Wan W

e i
O Une el

input

output

fully-connected
w/ ReLu

Fig. A.1: CNN architecture[21]
o BEAAAE., T—V I, EMEETHREIN TV

A13 [RIEEHH
B #iA 7 (Convolution)

EREDANT— R LT, 74 0% (h—3)) Z#EHT 2 Z & TR~
TEERT 5, ANNT—RIIHLT, 74 V2DT 4 Y R AT 4 RXELHN
5 Ry VEEZEET S, BAAAIR. LUTFTORTEREINS,

m—-1 n—1

(I K)xy) = > > Ce+iy+ j) - KG, j) (A1)

i Jj=0



o 1: AJJHE
e Ki 74L&

e m,n. 7 4 ILEDITHIE

Fig. A.2: 5 — %L [22]

Fig. A.3: 5 AiAADOEHEMIKIX [22]
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7—1) > (Pooling)

Pooling 1Z1¥ MAX Pooling (/£X]) ¥ Average Pooling (£5X]) 3% %, MAX Pool-
ing R FTHLFHIN D KA. Average Pooling 135 FIT#E FA A D SE3E & 224 L TR
~v TERENRT 2 (FATEH - KT IhTvw 3 58),

Max Pooling Average Pooling
29 | 15 | 28 | 184 31| 15 | 28 | 184
0 |100| 70 | 38 0 100 | 70 | 38
12 | 12 7 2 120 12 7 2
12 | 12 | 45 6 12 | 12 |45 6
2x2 2x2
pool size pool size
Y v
100 | 184 36 | 80
12 | 45 12 | 16

Fig. A.4: Max Pooling & Average Pooling[23]
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INT « >% (Padding)

NRT 4 YT DIFEIXNL OFEEL D 205, —fRANIEE a7 4 ¥ ZhME
HEhTwbd, ANWT—ZOFEEIcraezZBNT 28/ cHb, 2Tk, &

HIABIZDH ST A XZTE L. =y VT DIEMERET 2B TE D,

o|lof|o]ofo]o Kernel

0 | 60 (113 | 56 (139 | 85 0|1 114 | 328 | -26 | 470 | 158

0 | 73 |121| 54 | 84 | 128 1| 5 53 |266 | -61 | -30 | 344

0 |131| 99 | 70 o | 403 | 116 | 47 | 295 | 244

o |80 |57 |115 108 |-135 | 256 |-128 | 344

0 | 104 | 126 | 123 314 | 346 | 279 153.
o|ofo]| o

Fig. A.5: Y087 1 ¥ 7 OEEMIEX [24]
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A.2 ResNet

A2.1 BE

CNN &, BT e TRV RERFEDPTEDL XD WXRo72h, ZDJF
DA B T & THRHADZ D EEPME LR R 23 EPHTEZ, ZL T, Z
DIREZ IR T 27D AE TRy 7 2B AL TRHOERSBERL BoTHHFET
5ZENTELLICLEETLTH S, [25]

A22 T7—F%TIFv

Y

weight layer
F(x) [relo <
weight layer identity

Fig. A.6: ResNet architecture

A2.3 [RIZZFHE

ResNet & &E7m vy 7)) OEAIZ KD, HEFH (residual learning) T K D ¥
WEENTEBZETILTH D,
HWraonay 73, ANMEZOEEROBIEESES > a—hy MMEht (Shortcut
Connection) | Z&LHEE T, Ny 7 o r —2 a VRHCARELER 2 B < 1&E) 5
»HbB,

Hx)=F(x)+x

F(x): @Zi@-o7=-Hh
x: AT
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A.3 Transformer

A3l BE

Transformer[19] 1%, Z#1% T®D RNN (Recurrent Neural Networks) 5° LSTM (Long
Short-Term Memory) RED S —F >3 v VR ZITIET IV EIZERD, T—
Z2DERE —FICH T3 Z e R TH L, 2L D, FEOMBLIK
B, KDERVWS =T Y RADTFT =& %WS Z e BAHEL KR o Tz,

A32 7—F%TIFv

Output
Probabilities

Add & Norm_Je=~

Feed
Forward
| Add & Norm |<_:
2L Mult-Head
Feed Attention

Forward 7 7 Nx
Nix Add & Norm
f—>| Add & Norm | Masked
Multi-Head Multi-Head
Attention Attention
At A
1 J U — )
Positional o) Positional
Encodi ¥ @ i
ncoding Encoding
Input Output
Embedding Embedding
Inputs Outputs
(shifted right)

Fig. A.7: Transformer
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A3.3 [RIBEFH
MBRE

Transformer l&, KX 7 Tx>a—&— (Encoder) &7 2—X— (Decoder)
D2 oD LM EINTVWE, TV a—X—DEEOHNPRDOL Y a—K—
oA LTHEHEXN., BBy a— K-l hnFa—x—oAhe L
TEXN,

Output = Decoder(Encoder(Xinpu:)) (A.2)

Fh, TVA—X—INEBOBAERICLE>THHRINTED., FEIZLLTD
DODTEELRY T LAY —D ORI TWVWS,

o WILFAv FHOHEEMKM (Multi-Head Self-Attention Mechanism)

e MBEZYD 74— K747 —FKxv b7 —72 (Position-wise Feed-Forward Neu-
ral Network)

Multi-Head Self-Attention Mechanism

b

MatMul

(Sotvar ]
(e oo
(Scae ]
(Tawr ]

Q K Vv

1B

Fig. A.8: Self-Attention

Transformer DHUL R ETIECFEEMSETH 2, HEERWEX, A1 —F7 >
ANDE N =T VPUD b — 2 SN FEEEZIAONRNENEFEE TS,
T

K
Attention(Q, K, V) = softmax( O

Vdy

N4 (A.3)

e O =XW; : Query
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o K =XWg : Key
o V=XWy, . Value

Multi-Head Attention

HOTEE#ELZEROANY FTH{TLTETTA 22T, BRI Z/HTD
FEZREICYEE T 5,

Fig. A.9: Multi-Head Attention
Multi-Head Attention (3L FD K 51K E N 5,

MultiHead(Q, K, V) = Concat(head,, head,, . . ., head,)W° (A4)
F72. B Head 3T D X5 IZEHE I N5,

head; = Attention(QWZ, KWX, VW) (A.5)

Feed-Forward (Position-wise Feed-Forward)

LHOAFEEBOENZ. MEZLD 74— F743U7—RKxvy bU—21ZEXN
3, ZHI2ETHERINATHNT, UFoRTEREINS,

FNN(x) = max(0, xW; + b )W, + b, (A.6)
W, 1EHDEA
by 1JEHDNNA TR
W, : 2 EHDEA

b, : 2 BHDNNA TR

59



Multi-Head Attention (Masked)
Fa—X—DHCHEEEMEL. £RDO =27 10T 2 BRIFHEE S 7212
RRAIPHEI T WD,

KT
Attention(Q, K, V) = so ftmax( Q

+ M)V (A7)
k

0 = XW;  Query
o K =XWg : Key
o V =XWy, . Value

M . < X 7175

Encoder-Decoder Attention

Tya—X—OHhEHWTTa— X —DO&ENASS — 7 > ADEREELD
AT,

Attention(Qdecoder, Kencoder, Vencoder) (A8)
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B.1 (HMixed Adversarial Noise

(¢) Bycycle (d) Hydrant

62



B.2 (Adversarial Patch

(e) Patch E (f) Patch F
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B.3 (Mixed Adversarial Noise + Adversarial Patch

(e) Noise + Patch E (f) Noise + Patch F
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B4 QOMZE(IZ58L) object class % 3R

(a) Bicycle

(e) Chimney (f) Crosswalk
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(a) Hydrant (b) Motorcycle
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(¢) Mountain (d) Palm

.‘

(e) Traffic Light

66



B.5 QEHD object class ZEBR

(© Bicyel (d) Hydrant
¢) Bicycle
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B.6 @CAPTCHA IZE TN TR L) object class %z &
R

(b) Faucet

(¢) Smart Phone
(d) Umbrella
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B7 ®:Q+0

(c) Bicycle (d) Hydrant
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B8 @:-®@+0®

(a) Bicycle

(e) Chimney (f) Crosswalk
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(a) Hydrant (b) Motorcycle

y/
"l" -7’ ! il

(d) Palm

(e) Traffic Light
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(¢) Bicycle (d) Hydrant
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B10 @:0Q+0

(b) Faucet

(¢) Smart Phone

(d) Umbrella
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B.11 SEFFMIHE

Predictions on image without PGD (DETR) Detections on PGD generated Adversarial Image (DETR)

(a) FRFFIAT (b) FEFR

74



HRC WEEE: ERERO—E

75



Table C.1: EEERDO—EQD

FEDE

Fix%

class name

YOLO

DETR

Captcha
Breaker

H—o
R RES

(OMixed Adversarial Noise

Car
Bus
Bicycle
Hydrant

X

(@Adversarial Patch

Car
Bus
Bicycle
Hydrant

B®Mixed Adversarial Noise
+ Adversarial Patch

Car
Bus
Bicycle
Hydrant

@B object class
% R

Bicycle
Bridge

Bus

Car
Chimney
Crosswalk
Hydrant
Motorcycle
Mountain
Palm
Traffic Light

OBEELD object class

ZilRA

Car

Bicycle
Hydrant
Traffic Light

o/X X X X X X X X X X X|o

oOfX X X X X X X X X X X|X X X X|X X X X|o

ofX X X X X X X X X X X|X X X X[|X X X X|X X X

o o

o

®CAPTCHA Z
TV
object class % R

Cane

Faucet
Smart Phone
Umbrella
Window

X X X X X

o WM EHETE TV, x | M EHETE TV, — @ SRR
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Table C.2: EEFFERO—EQ

FEDHE

Fit%

class name

YOLO

DETR

Captcha
Breaker

BRI Tk

DA G HYE

®:0+0

Car

Bicycle
Hydrant
Traffic Light

e}

o

o}

[¢]

©:-0+®

Bicycle
Bridge

Bus

Car
Chimney
Crosswalk
Hydrant
Motorcycle
Mountain
Palm
Traffic Light

X X X X X X X X X X X|o

X X X X X X X X X X X|o

0:0+06

Car

Bicycle
Hydrant
Traffic Light

(e]

o

(e]

[¢]

(o]

(@]

(o]

@:24-@

Cane

Faucet
Smart Phone
Umbrella
Window

i Y L B

i Y AL B

Car

X

X

X|X X X X X|o

o! M EHETE TV, x !
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