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Abstract

Like other domains, cybersecurity knowledge can be stored in textual
data to facilitate cybersecurity practitioners’ analysis, interpretation, and
communication. For example, Cyber Threat Intelligence (CTI) reports, net-
work design documents, system logs, and security guidelines are cybersecu-
rity assets in a textual format. This leads to the crucial role of Natural
Language Processing (NLP) in cybersecurity. However, state-of-the-art NLP
models based on Deep Learning (DL) architecture (e.g., transformer) neces-
sitate extensive training with significant labeled data. This issue demands
the strong involvement of experts to create sufficient labeled data to ensure
the model’s performance. Additionally, the fast-changing nature of the cy-
bersecurity field causes training data and the developed models to be quickly
outdated, diminishing the practical applicability of these approaches. As a
result, addressing the labeled data insufficiency and developing models with
greater generalizability have become emerging trends in NLP and DL.

There are significant NLP and DL trends that can address the insuffi-
ciency of annotated data in developing and maintaining cybersecurity appli-
cations:

1. The Weak Supervision approach harnesses existing labeled data sources
to create a new weak dataset suitable for model development. Weak
Supervision-based approaches significantly reduce the need for exten-
sive data labeling when developing new models for emerging problems.

2. The use of published open-source frameworks for NLP, like SpaCy,
simplifies the development of NLP applications for those with limited
linguistic knowledge. These frameworks provide tools to analyze sen-
tences, paragraphs, and documents to gain linguistic insights. Then,
the developers can take advantage of the analyzed results to solve their
target problems. For example, the obtained grammatical relationships
can be used to replace the actual cybersecurity relationships among
entities.

3. The recent appearance of Large Language Models (LLMs) introduces
promising approaches to resolving data insufficiency problems in cy-
bersecurity. With billions of parameters pre-trained on vast datasets,
LLMs demonstrate strong generalizability, enabling them to tackle un-
seen tasks with very few labeled examples.
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In this work, we aim to address the insufficiency problems of annotated
data in developing cybersecurity applications. To achieve this goal, we stud-
ied advancements in NLP, including Weak Supervision and LLMs, and their
feasibility to tackle practical downstream tasks. Additionally, we sought to
create applications that can support cybersecurity experts. We applied these
advancements to specific downstream tasks to develop practical applications,
such as report analysis and policy generation.

Our first application was a framework called RAF-AG, which supports
the information-sharing process in cybersecurity. RAF-AG can transform
CTI reports into simplified versions, such as attack paths. In developing
RAF-AG, we utilized Weak Supervision and open-source NLP tools to utilize
already annotated data from similar problems to solve the target problem.
For evaluating RAF-AG, we collected 30 CTI reports from various sources
and compared its results with those generated by a similar report analysis
framework, AttacKG. It was shown that RAF-AG can outperform AttacKG
in precision, recall, and F1 scores, recording values of 0.717, 0.722, and 0.708
compared to 0.337, 0.535, and 0.393, respectively.

We recognized the limitations of RAF-AG and aimed to study new models
that demonstrate high generalizability, eliminating the need for text normal-
ization. The emergence and popularity of LLMs brought up new potential for
this thesis. We utilized commercial LLMs to develop a framework for policy
generation. This application aimed to assist experts in creating fine-grained
access control policies tailored to a specific IT environment. We employed a
typical ICS network as a case study to create 181 fine-grained ABAC poli-
cies. To enhance the access control performance of generated policies, we
implemented priority optimization for policy conflict resolution. Our tests
with various optimization algorithms showed that optimized priority values
can significantly improve the effectiveness of the generated policies, resulting
in an F1 score of 0.994.

We examined the benefits and drawbacks of previous applications. This
turned the focus to open-source LLMs to develop CyLLM-DAP, a framework
designed to support the specialization of LLMs in cybersecurity. This effort
promotes an effective DL technique for data scarcity, namely transfer learn-
ing, where we inject cybersecurity knowledge into open-source LLMs so that
the models can be reused to better solve cybersecurity downstream tasks.
The aim of this effort is to create cybersecurity-specific LLMs (CyLLMs).
Our experiment showed that cybersecurity-specific LLMs can lead to signif-
icant performance enhancements (up to 4.75%) in downstream tasks such
as text classification and Q&A when compared to the general base and in-
struct counterparts. Additionally, using insights from previously developed
applications such as RAF-AG, CyLLM-DAP, and CyLLMs, we developed
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a methodology to work with cybersecurity problems where annotated data
insufficiency is present. We also included a report analysis approach based
on the proposed methodology.

For each of the mentioned tasks, we began by conducting a survey to
identify the advantages and disadvantages of current approaches. Next, we
developed a novel methodology to tackle the current issues. Based on the
availability of existing approaches published in other research, our experi-
ments successfully (1) demonstrated the effectiveness of the proposed tech-
niques and (2) identified the best methodology among those available. Ulti-
mately, the methodologies, models, and data in this work were published to
assist in addressing similar downstream tasks in cybersecurity.

Keywords: Weak Supervision, Large Language Models, data insuffi-
ciency, CTI report analysis, policy generation, cybersecurity
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