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Abstract

In modern society, where the Internet is widely used for activities ranging from
individual citizens to corporations and public services, "phishing"—a technique that
impersonates legitimate services or companies by sending fraudulent emails to lure users
to fake websites and steal important personal information—has been rapidly increasing
and poses a serious threat. The sophistication of attack methods through the misuse of
advanced technologies such as generative Al, along with the anticipated further increase
in attacks, suggests that phishing will remain a major threat in the future.

To prevent phishing damage, it is desirable for users themselves to acquire the ability to
identify phishing emails. In fact, services that provide simulated phishing email training
using mail servers exist and are widely used in organizations such as corporations.
However, implementing such countermeasures requires financial costs and dedicated
personnel, creating a burden for organizations. Additionally, while phishing also targets
individual wusers, it is difficult for individuals to utilize full-scale phishing
countermeasures, and educational opportunities are limited.

Furthermore, based on findings from related research, countermeasures against phishing
attacks require not only technical knowledge effective for identifying phishing emails but
also consideration of the direct psychological impact that phishing emails have on users,
as well as changes in mental states and attention levels stemming from users' own
environments and characteristics. Many traditional training approaches focus primarily
on technical identification knowledge and do not emphasize the reproduction of
psychological factors. In this research, factors that influence user psychology and affect
phishing email identification are defined as "psychological factors," and their importance
1s emphasized.

Given this background, effective phishing countermeasure education requires the ability
to respond to the rapid sophistication and changes in attack methods with sustainable
operation, consideration of psychological effects on users beyond technical knowledge
and abilities, and the realization of these elements at low cost with minimal need for
specialized personnel or equipment.

This research aims to provide more effective and convenient learning methods than
conventional phishing countermeasure education by developing a phishing email
identification training application that automatically generates training content using
generative Al and constructs a training environment that reproduces the psychological
factors of actual phishing emails. The system aims to verify the extent to which it

contributes to improving users' phishing email identification abilities.



During training, users are assigned the role of students at a fictional educational
institution and respond to emails based on a virtual student life scenario. This scenario
sets a period of approximately one year, with dates progressing at a different speed from
reality. Throughout this period, users receive various emails from multiple types of
senders. The received emails may include important tasks in student or private life, such
as course registration, job hunting, and banking transactions, and users need to respond
appropriately to these tasks. Incorrect judgments or delayed responses lead to declining
grades and may ultimately result in academic failure. On the other hand, phishing emails
are also included among the received emails, and responding to them results in penalties.
Therefore, users are required to accurately distinguish between legitimate emails and
phishing emails and select appropriate actions.

In this application, to effectively reproduce the psychological factors that lead to
phishing damage, these factors are classified into three categories: personal factors,
environmental factors, and external stimulus factors. Personal factors include elements
such as personality traits, past experiences, and normalcy bias. This system minimizes the
influence of personal factors in training by providing a unified virtual scenario
environment to all users. Environmental factors include business relevance and time
constraints. Business relevance is reproduced by clearly setting the user's role and
relationships with senders in the virtual scenario. Time constraints are realized by
introducing a mechanism where dates progress at regular intervals within the system and
setting time limits for tasks. External stimulus factors include trust in senders and
emotional stimuli. This system realizes that all users have an equal foundation of trust
toward senders in the virtual environment through a design premised on immersion in the
scenario and the establishment of a completely fictional sender system. For emotional
stimuli, the system enables generation of email content with arbitrary emotional
characteristics by specifying the nature of the text through prompts when automatically
generating content using generative Al.

In technical implementation, this system is implemented as a pure client-side application
using HTML, CSS, and JavaScript, except for communication functions with the LLM
API. This design requires no special server environment and can operate on ordinary web
browsers. The Claude 3.5 Haiku API from Anthropic is adopted for content generation
LLM. In actual phishing attacks, the process includes users clicking links from email
clients and transitioning to external sites. To reproduce this experience, this system adopts
a hierarchical iframe structure. The index.html at the top-level functions as a control layer
managing the overall training progress, with an iframe element placed within it

embedding the email client screen. When users click links in emails, the reference



destination of this iframe dynamically switches to HTML files for external site pages,
reproducing screen transitions. This design simulates page transitions in actual web
browsing, providing learners with realistic judgment situations while maintaining the
internal state of the control layer even when pages within the iframe are switched.

The email-scenarios used in training are structured by first defining a list of entities that
send emails as "sender types." This system establishes five sender types: university
student affairs office, professor, bank, job hunting site, and EC site. Scenarios belonging
to each sender type include both normal emails and phishing emails, with a total of 25
emails delivered during the training period. Since phishing emails may be sent mixed in
with normal email exchanges in attacks targeting organizations, the design enables a
narrative email progression structure composed of multiple "phases." Each email is
assigned a parameter indicating identification difficulty. The difficulty parameter is set at
four levels: normal (legitimate email), phishing easy, phishing medium, and
phishing_hard. Through this gradual difficulty setting, the system aims to have users learn
basic identification clues from low-difficulty phishing emails initially and develop
practical identification abilities by progressing to high-difficulty phishing emails.

This system defines actions required of users for each email as "tasks" and adjusts scores
according to their completion status. In actual work, missing important emails or failing
to respond within deadlines results in disadvantages. By reproducing this as score
penalties, psychological pressure similar to actual email response situations arises. To
reproduce a realistic email response environment, training progresses within a virtual time
axis. In this virtual time axis, one day passes in 4 seconds of real time, progressing through
approximately one year's scenario in about 24 minutes.

Individual email generation is implemented as a multi-stage process that sequentially
generates five elements: sender name, email address, subject line, body text, and link
URL. For phishing emails, sender names, email addresses, and sending server domains
are newly generated, while for legitimate emails, previously generated official sender
information is directly reflected. Separate from standard email display elements, email
sources and authentication results for various authentication technologies are generated
as advanced identification knowledge. Email sources include standard headers plus an
Authentication-Results header showing authentication results for three types of email
authentication: SPF, DKIM, and DMARC. Authentication results directly reflect those
defined in difficulty parameters. In phishing hard, authentication is intentionally set to
pass completely, providing learners with the important lesson that "spoofing is possible
even when authentication results are favorable."

This system records all user interactions during training as time-series events. Major



recorded events include email reception, email opening, email hiding, email source
viewing, link clicks, action completion on external sites, and phishing reports. These logs
are designed to be obtained as JSON files at the end of training and can be analyzed
afterward to clarify user behavior trends during training.

To verify the educational effectiveness of the developed phishing email identification
training application, a subject experiment was conducted. Since the core design element
regarding educational effectiveness of this application is the reproduction of
psychological factors in actual phishing attacks, evaluation of the impact of this
reproduction of psychological factors on user learning effects was set as the most
important verification item. To achieve this purpose, this research adopted a between-
subjects experimental design. Specifically, subjects were divided into two groups: the
experimental group used an application containing psychological factors, while the
control group used an application with psychological factor reproduction elements
removed.

Experiment participants were recruited from students of our university who had no
experience receiving specialized education or training regarding phishing, with a total of
10 participants gathered. The primary difference between the experimental and control
groups is the presence or absence of gamification elements related to the reproduction of
psychological factors. The experimental group's application incorporates elements such
as setting relationships between senders and users, tasks and scoring, time constraints,
and temporal concentration of email delivery through scenario design. In contrast, the
control group's application removed all these elements, adopting a simple sequential
identification format where one email is presented, and after the subject judges whether
it is a phishing email, the next email is presented.

For both experimental and control groups, descriptive format tests were conducted
before and after training using the application. Both tests presented subjects with samples
of pseudo-phishing emails created using the application's email generation function,
requiring them to point out suspicious elements within the emails, judge whether they
were phishing emails, and describe the reasoning behind their judgments. Regarding
responses to pre- and post-tests, qualitative analysis of their content was conducted by
implementing a coding process to classify them into three levels. The criteria for each
level are: Level 1 for vague indications, Level 2 for specific indications, and Level 3 for
explanatory indications.

Response levels in pre- and post-tests were treated as scores for statistical analysis. For
Email 1, since the same email was presented in both tests, score fluctuations could be

compared. For the experimental and control groups, the Mann-Whitney U test was



performed on score change values between pre- and post-tests to verify whether there was
a significant difference in response quality changes between the two groups. Results
showed no significant difference at the 5% level. Therefore, within the scope of this
analysis, it could not be confirmed that reproduction of psychological factors was
effective in the learning effects of using the training application. However, since no score
increases were observed across all subjects, it means that learning effects from the
application itself could not be confirmed for either group.

A post-training questionnaire was conducted to investigate subjects' subjective
impressions regarding training with the application and its effects. Regarding anxiety and
tension at the pre-test stage, all subjects gave negative responses, judging that the task
itself had no significant psychological effect. Regarding anxiety and tension during
training, the experimental group showed a slightly more positive tendency, but no large
difference was observed. On the other hand, regarding whether email handling was
difficult, the experimental group showed a more positive tendency, with the largest
difference seen among all questions. It is considered that temporal concentration of email
delivery through scenario design partially demonstrated effectiveness. Regarding the
sense of ability improvement through training, the control group showed a more positive
tendency. In the experimental group, due to the existence of scoring and time limits,
consciousness may have been concentrated on email handling itself, possibly failing to
provide a sense of learning phishing email characteristics.

User behavior trends were analyzed from operational log information. As a comparable
behavioral tendency between the two groups, "how much information was referenced
before judging whether an email was phishing" was used. Specifically, the "rate of
checking other emails" and "rate of checking email sources" before making judgments
after opening emails were tallied. From log tabulation results, it was found that both other
email checking rates and email source checking rates showed large individual differences,
with no consistent differences found between the two groups. However, it was found that
many subjects had higher email source checking rates compared to other email checking
rates. While email source display functionality is available in general email clients,
considering pre-questionnaire results, it is unlikely that subjects used it routinely, so the
training situation is considered to have triggered active source checking behavior.

Analysis of email identification results showed that the control group had higher correct
answer rates in email identification. Since the control group had no time limits, no errors
from non-response occurred, and subjects could take time for judgments, this result was
predictable. Differences observed between groups include the "rate of judging as normal

but being incorrect." All subjects in the experimental group had at least one instance of



this pattern, meaning they responded to tasks without detecting phishing emails. Since
time constraints and penalties for exceeding deadlines existed in the experimental group,
it is quite conceivable that psychology urging quick task responses may have worked.

This research focused on the importance of psychological factors in phishing email
identification, developed a simulated experience-type training application reproducing
these factors, and verified its educational -effectiveness through experiments.
Psychological factors were classified into personal, environmental, and external stimulus
factors, with designs to effectively reproduce each within the training environment. For
content generation, an automatic email content generation mechanism using LLM API
was constructed, adopting a hierarchical email scenario design based on sender types.
Experimental results showed no statistically significant difference between experimental
and control groups in response quality changes in pre- and post-tests. However, post-
training questionnaires showed that the experimental group responded more positively to
"email handling being difficult" than the control group, suggesting that temporal
concentration of email delivery through scenario design demonstrated certain
effectiveness. Additionally, log analysis confirmed that many subjects actively checked
email sources, indicating that the training environment had effects promoting detailed
analytical behavior.
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2.5 KARDEE DI

BEEAFIE & bl LTz, ARWFIEOALE ST IZ DN TR D,

Bk U2 BRI, W BN A — L2 AN Ta2—FEHIZT 1 v
T A= VOB DT EOEEZ RUMERSE S Z LTI AT A
TADORHBERATEY, ZORIZOWTIEAELILEL TV 5.

LSL2Rs s, BIERFRICBIT DR L LT, JINEN 7 4 v T A—)L
MBI D7D OEA R FFR OB EZ FLE LZb DO TH Y, BiE CTim U7 DER
FEROBIHUZHE Y HATE S OBV ENZET b b, £ 2 TR T, LB
WIEIK % Bl B2 L7z BT, BEURBREGIEIC 22 mld 2 EHE 2 FE L,
EBIZEDONBEEEFMNRFET S Z L 220 L L ThESIT 5.

Mz T, BEEMFTED S 5 —>DFRE L LT, PLAMSCFIEMENRER TH 5 A
MR CE 5. BT, EBEO A — L — "L OHEENFHE L 72D, FIE A
TLAARGMEA OV — N AT AEETHH O, iR I R 0 Lk
PE, ST TOERICBWTHIARE L, RS HELEIE LN L9 RILAMEICK
T5. HAZ, IARCHREDORGE - FRBANFIIREIKFET DI, &
FIEY 22 PG & 2 K72 a A M2 BT 5720, JERMIEICR TS, 2T E
BB LNT 4 v THBEAOXRE L TRE R ERD. BEAT, AR AT
ZRIH LRI LR O R S E R TE D AREMZ R L2 b 00, FINAED
gy b — LR — B OMEERICITEE N B o 770, ER AT O A& 2 )iz
BT OMEND D,

INHOMEIIXIST DD, RFETIET 7V r—va v ARKEE2Tr 7
AT v MY A RCEERTREZREREF & L, Web 7T o7 ¥ 0D 2 TR FH AT RE 72 B % 52
W45, &6, ARAI ZHW-ars oY AREPZEAN LSOOG, O
FEREL, & BICHIEERONE % R0l THRETEE L 975 2 & T, FllfH
AT Y ORE LIAERE B0 Z W S 5.

UL E&FEARTGE & LT, WRETITAMEICE T 2 BENREEFIEICONT
SR



FIE REFE

1=

AWFFETIE, ARATICE D arT Yo HBERE, Y—I 70— a v
BEREBANLT T U ABEERFIEE W5 2 & T, ERAEEE 7 0 v
T A= VHER OB ER OB Z WL U237 7V 7y — a VAT 5.
TV = a DUV AT AEEZK 3. 11T

AT YA RTT V=23
Ul FHEHRT L LLM API

BIERE A 7av7 b
1—FAOBEEET Za7EE >
- FRESHY | BN rRE —
Z;I;/ API~O £ RIS T EETHR b

-»

THFRMER

F 3

RS

RIEBRATES
ZZREBDEFRBRIEE
SA—IIABERE

A=NvFVFTF—%

K 3.1 VA7 AEER

AFRIZIBNT, 2 —FIIRZEDOHERBEIE T oFEL VWO REEH 2 5
A, AR 72 B AT T ) IS SN T A — VKR T 5. 2o U 4Tk
BEEIZ1IFHOHMAZREL CRBY, BEL TR ZHETCHMNETT 5.
ZOHMEZE LT, 22— FITERFEEOREE N ORRL R A=V EZ(ETHZ
2 5.

ZAET H A — TR, JBERE, BIIEE), SITHS L VWols, FAEIESR
BBV THERZ A BMET 2560705, 2—FILInbDZ X 7|Z
WENZXIST D MERH D, B TfrOx S DIEIE X RAE DR T 2R &, Ak
BINZIZIER & WO FERICEDL RN H D, —FH T, Z[FEA—LOHIZIET 4 v
VU A=ABEENTEY, ZHUKHELTLE Y ENZ o TNFT AT 1 &
ZFDHZ LD, LR o T, 2—WEERDOA—NVET 4w T A= %
ERECHRIL, @O fTEiZ RIS 5 Z Lkdbinsd.
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TIVIr—2a DY AT A, Z AT DX O RS0 0 EREME 5
CTCRaT7 V7 E24TH. O BEIL, Aa7 2T EICHERF L7220 B35
ZEEE L, AR A EE A BRICRVBEA 52 L THDH. ZOHEREICEK
0, 2—PIIREERERLRN G, BRIZETO A —)VIZEE L2 iEe o
RVWERETE e o TN D,

T2, K77V r—va VOREE LT, N TR A— Va2 5a
TV, TROBEEEL, A—NAVT LA, RITE%, éﬁAM@Ml%%w
THBIMIZAERT 2HEEZA L TWD. ZOMEAIC LY, JiaiT 2 L ici2
HNED A=V E RN 2 2 EMafaE L 72, VIR LIIHIC L 5%
EAFROE T #FL <.

3.2 DEMERDBIR

AT T, AEET 7V —2a b INTT 4w v THREIC SRR 5 0E
BN ZNRANCHELT 5720, T2 6 OER 28 NEK, BREEERX, ST
WEK D 3 SIZHMEL, ThENEER L.

A NEERNTIE, PRSP, 2 DREER, Eﬁ@ﬂ47kaok%%ﬁ€im
5. Zhubiz ié%ﬁﬂ%@A%W%@ A TOHFSIE T LTI ETE
B —bT 2 Z LIIAAREEBEZ NS, £ 2 TK/XTATMA£T®3~%
WX LTt — SNTARABS T U AREZ T2 2 & T, Fics T oA E
RORBEEZF/NREETHZ L2 ST,

BRER EIRNCIE, RSB MECRERIIUHIRI 23 22T b v . EBBEMEIZ DUV T,
BRI F U F ETa—FORFELCEEE L ORBRMEZHRICRET 5 Z & TH
WUz, F72, BFREIOHIRICOWTIE, AT ANTERRE 2 &2 B A HETT
ﬁéﬁﬁﬁ%%lb A AT DRI 258 1 5 Z & THRELL-. 2l

, BIEOWRWL T TEU LRI Ly ¥y —ZilREN TR S E 5 2
kﬁﬂ%kﬁé

SMERRIE RN L, EEF ISR D EBESCEIGRRM A & £ 5 . (EFKIZ
AN DORRER AR T B E 003 H Y, Fl 2 IXFFE O — B 2 OR RS DA (2
EoT, 2OV —ERAZLRLEEENDLD A=)V ﬂ?éhﬁfik%<£
0D, RUAT AT, TV A~OBALTRRE LTiREHE, (ZBRZE Dk
E%%%%&E?é’k’i@ éf@1~fﬁﬁﬁﬁﬁW@%h%;ﬁbf

LOFFIKOEEZ RO L 2 EB L. BRI OV T, RELEx2ED
Wa%1~% Lo TORIRZRRT HNER L, %%&u@%%@%515
BELIET. KO ATLATIE, EAL W35 Yo BEVAERRIZ,
o MEELTCXEOMEAIRETH 2 LT, anmkm%@%%ot
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—IVANEEZERRARES LT,

3.3 aAVTUVEHBAER

AFHERERR T D= OICHE R R A — NV a T oY B FECERTHZ &
(X, FEMM - IR TCH S, Flo, T4 vy v T OFITERMO S Bz
ZAb - @EALT D720, a T Y OEHPRHATZA DA EFFOZ LN
FLWV. INOLOMEEMRT D720, RUAT A TIEa 7 YO HENVA R
BEA RBETH L L L. KV RATATIEZIFRICHEED ST ) 2 EHT 5%
FCH DD, FANZA—IVDOEEE, KRENBNE, EEHHREZE Y MNC
Lz A= F VA T—HE2HEL, TNERICEEET RLASA—/L 2
YTV EEAEERT A FREREA L. 205Uk Y, U Ao
HEARF LN S, RN a T oY 2R IR T A ENAREE 2 5.
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FAE RAREAT LA

ARETIE, BB LET7 0 v v ZxHRARET 7V r—3 a ORI
DUV TIRARA,

ANV RTLT—FTOF¥

AHITIE, VAT LAEBEKOT —F7 7 F &I OV TR 5. BEE R 72
R, FEAR M OBERR, B Oa v R— 3y MNEOBEFRD, o
BEEBWEE T — X IED EfEMEE X2 R L 72> TNV D,

41,1 HATEDE & A bt

R AT AL, LIM APT & OB(EHEEE A BRVN T, HTML, CSS, JavaScript % ff
HLUMER Y AT " A RT 7V r—va b LTHEELE, Z0E
&0, B — NEREA NS, — e Web 7T U ETEMERRE
Thb.

o T VRO LIMIZIE, Anthropic #:0 Claude 3.5 Haiku API[15]%
A L. API ~O 7 7+ A%, Node. js[16]N—2pra—R/L7a %P —n
— &N L TATOMER E Lz, T ax ot — =L, API F—D7 T4 T b A
R~OBHEPGE, FRICZ 0240 P ) v —234 (CORS) HlF) 4 [mlEEd 2
BeEl 415 .

4.1.2 iframe &I K HEEEE

HEDOT 4 v THETIE, 22—V NA—N T TA T IV T %7
Vw2 L, M0 A MOEBTHRENEEND. ZOKRBREFEIT -0, K
VAT LAIMEERY 7R iframe G Z BRI L TV A,

B EALIZALE T 5 index. html 1E, ZAUCHAAEND AT VT K E—{k& 7
D, AR EOEITHIE 2 YT 56 & L CHEET 5. 2@ index. html @
Iz, [ FIFeEEA SAT AT ifrane EEAEE L, JIFETIXZEICA—LY
T4 7 v Ml (InfoSecurity. html) NEEDIAEILAD.

Z—PFNRA—=NVANDY 7 %7 ) v 7T HEOBEEZITO &, 2O iframe ©
SIREDEL I, SN A "= HOHIML 7 7 A JVIZEIRICE D B 5 2
& CHmERZFE LTV,
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TN OEHEEIY AT AOMEZX 4.1 ITRT.

Index.html

22 Y7k (game.js)

RV T FRBEIZELT
iframeDEBEEEET

EBTRTBEIR—COHTMLZ7 7 A L %S08

IframeE&

NEEY 4 FAHTMLZ 7 1 L&

> A=W T4 T k. html

et EC#4 k.html

DI N $R1TH — £ Z_html

XK 4.1 BEEHES 2T LAOHBER

ZORFITLY, EBED Web 7T U TIIBITHR-VEB AL,
BB ER 7 EIWR I A 429 2 & FIRFS, iframe NOX—I 03810 b o
THHEEE O index. html & 27 U7 N OWNERIREE GEITIRM, 227, 1 /%)
BTS2 LMD, F77, JlEHIE ey 2 (index. html 38 X OEE A
27 YFR) ba—HAf L HTe—A (iframe \ZHHIAEN T HEHZ KT 5
AT UVR, ENLOMIEICKLERABN A 7Y 7 NE) ZMICoBEL, PR
AR RS S,

J@ DT — % O F P LIZIE, Window: message 1 X2 M &F|H L7z, iframe
NTHEELTLANY N (A—=ABE, Vo7V v 7, S8 A FTOT 7 =
VESETEE) X, postMessage ICX VT 4 v RO BESN, HlEEN N ES
S THDIREE (A =7 W4, 0 Rk, KA VEES) 2E(TT 5. &
7o, @S iframe N~& 7 — % ZZ T ETIHEICH RO R E T
D.

4.1.3 29 T +DOEE

R AT AL, BERERNZ B I8 D JavaScript 7 7 A IV &FFD. FH
77 ANEZOERFNILLTO®BY Th 5.
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game. js :

A7 v — 2RO FEERHIE &, LM APT 2 Wz o7 o ARV &
YT 5., A= NVEERArYa—) 7, ZAJEM, RaTERE, Bft
AT ALBR S 4 SR

mail-scenarios. js :

BODREHE LA T (R, #dz, #47, stig A, EC YA ) &5
EL, TR A—NDO—EE A=V T VAL LTERTD. &£
VAT, 77— A, BEX A I 7, A—NVNEOBE, AaTi
ENEEND. AR TIIRET D ERFMZEE X, REORFTOF
FEAETREE WS T U ARELRAL, HMEET XA T MBI NE KB LT
BE LTz, ixEt hiE, BEEXA T2 502 TOU T AREIFTARA Y
U777 ANVATIERM L TWDTeD, 77U r— g ORI HEREETI
MR RENIE CTe v T U AEEE, KA V7 hOFEEEZ DI TR
ETHD.

log—collector. js :

BEn 7 OWEZEY T 5. B TRICIE S o 7 % JSON AT
T AR— T 5.

mail. js :

A=NT TAT 2 FEEO UL flifl2 N5, A—VFoR, A=a—f#
1B, A—/ Y — AFRHERE & FE0E,

external—-page—handler. js :

IR A R ~—NZ el U THAAEN DA Z UV . T o v M
WEO AT, # A7 58T LOHIEE~ DR #2574

IR Y7 NI EEHEHEZ D, postMessage 07 17— N LA
N LCHETAHZ T, VAT LAEEROKELZEZEH L TW5D.

4.2 A= F U A B

AEITIE, FFTHEAEIND A= F U FOFRHTHONTIRR S,

A= F U AT, BN T —FICEFEINDI A — VDO EEERT
HT—HEETHY, mail-scenarios. js TEFRINDH. ZOT—X X, tRibd
% LIM APT Z W o= o7 Y HEVAERBRREIZB W THEH S LS.

A= F U ADOFFTHE, TTA—NEEETIERDO -EE EEEXA
T ELTCERTD. ZOREEIATEHERLE LT, FEEEXA TORTIC
ENENBREET DA —NVONENRHEBCERSNDOIMEELR>TND. 2
DOEFHTL Y, BT LTV ARGGET 7Y r—2 a URIRORRED
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THEL, TOT—Z T 7 A NEEET LT & TR 2 RIRITITH Z LN T
THEIITLT.

EEEXA T FANCEET DG E LizolX, BEVERIC L > THIlEE 7
VARG TN (22— LD ObLHEEE) NERFICHEML, (KER
BEO—EBWENERbN I FEEST-OTHD. B AT —F OHF]
B L EENICEET S EE 20N, ZOER L SEEITHIE FTRE/ %G
ETHIEEEEMH L.

1.2 1 REES A TERBET BT U

RUAT AT, RFAFICBITA2HBYRA—NaIla=r—a i
BT A0, UTFTDO5 0% EZEZA TEHZELE.
1. university (KZFEZEAR) :
I —FNRFBRT DEREDORFEOFARE VI RIE. FH AT LHH, b
TeERL R AT L, FAAIRICBW CEE/MEEZ HET 5.
2. professor (BHE)
Z—FOFREHE L\ DR E. WFIESEELE R SCRLEEES, RS - Bkl
(2R 2% 2 R ELT 5.
3. bank (#B17) :
2—YPRFIHTLEITOF L TA R F U TP —ERE NI HRIE. VA
T ARFEE, BX 2 VT 0 REKESE, SRITORHEIC L o THEE
f&AEBHBT 5.
4. jobSite (BEIEHA b) :
2—FRRAT DIE A N E WO RRE. RATEFHEE, FIT58%2 T 24
(EOEFFRZE LI, WEWEE, BHBIEE)RE O - T 5.
5. ecSite (ECHA b) :
2—PRHHT D EC A M EWIRRE. RA > MIBET LiEH, ik
W T4y a vy U NI A KA R S.
KEEELATIIBT DTV AL, EFRA—NET 4 T A—)b
DGR EEN, JEHEIPICEFH 25 MO A =LA NEEEND. ETOREE
S A TIXRIEOYTH DT, T U A= 2ADFFEO T TIL, 2—9 238 BRI
AL TWDH—EADENR, ZIUTHES S BLE FHEEDOE D &V - 72 fE A
EORBEPRT D Z ENHED . =P IXIFEO T~ D A — )L O &
FEANCAHT L, ERREEFOREEZFTORNBL T 4 v 7 A— V&5
HVENELD.
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4.2.2 BxBERI S F 1) A B & XARD IR

AR R S Te 7 4 v v U T WBEDOL S, IEFHRA—/LOLD D IC
WNTT 4 v T A—AREEEINDIHERDD. O XD KB TEEZ
RIS D728, D 17 2 — X | THERR SN D WEE /e A — VT %
Flew s Z &tk s ko ket 21772,

Bl 21X, RFEOFEHE AT LHHTF U A (university_sys_update) 1%, LA
T3 72— XTREMETS :

® Phase 0 (FI#EBAAEAD 1656~185 H1%) :

EH A=V [ AT WA T F v AHRHEA A
s AR M2BEMBICA LT T AMEELZFERTETHDLZ &, BT H#
WZT7 AT MEROFBREGEN VI 725D Z & A FanBEMT 5.
o WEIZRITE): A—AEBHEL, HHRERWT D (77 v a SIEAHE).
® Phase 1 (Phase 0 2°5 14~18 H%%) :
EF A=V TA T F U ASE T - RG]
e WE AVUTTHUVARARBTEHREL, PER—FL~Du LT h
U MEREFZKET 5.
o WUIRITEN: VLI EI Vv L, FAER—F LTI A U ElEERE
T+5 WIRNOT 7 a 5w T TAaT#R).
® Phase 2 (Phase 1 26 1~3 BH8) :
T4 T A=) [V RT AT —gAmEm ()
o WNE VAT LAEHBIZZT—DNRAELZD, HEOv T A Vnd
Bl o Tl L BT 5.
o WUIRATEN: T4 v T EHILTCY I BT v LR, £T2
X7 4 v THEEFITT D (WEOGEIIA 2T ERS).

ZOL D RBEMENREEICEY, FEHEIL AT F U RAETRICE T —@HR
Ktz LW AROHFTT 4 v T A= N EHWT 5 2 LT D. IEFR¥ER
TR—DERIZT 4 THBEREAET DLV, BIENRREX A IS
ZARBRANICHMR TE 5.

KT 2 —RADOBMEX A 2 71X, mail-scenarios. js N® sendSchedule (FIff
BRGSO ORI H$%) F£7-1% sendInterval (Fi7 = —AXAbOREBHE) & L
TERIND. ZIUTEY, R RE & HBLFER) e A —VEUE N EBL S
%. Fim, B D)) 4T sendSchedule #4252 LI LD, A—/LEYE
FRFRIMICETF SEDLZELAETH Y, L > TEICRRE HET 5.
ZOX DRI TIE, EBID A =TS T E HRFESCEEABRESND Z

15



LBEZ LD, THEBEIIE TS 7 4 vy SR ORE R A
HERE LTRFHNTHEY, EEALHYERO—>Ths,

4.2 3HZE/INSA—4

KA —ZIE, BRIEEG 2 R RT A= EESND. ZORT A —2 X
74y//7x—w@$mﬁ_,%@%%@%EE%%ﬁiétﬁmﬁmém
5.

HED R NT A —H1X, normal (IEF A—/V), phishing_easy (&Z 25 PIEE
27 4y A—)V), phishing medium (FFEEEDFHRNH G ELFFOT 1 v T
7' A—)L), phishing_hard (B#EGIED T 4 v T A—)L) O 4 BEREICHRE
LT, BEGE/RXT A —Z OFEWT, Bk T 2 A —/VAERKEO 7' m 7 MBS
N, UTOLI A= LR E L THND.

® phishing easy :

o [HADLMNIARER) KEEAL
. S NIARE R A—LT RL R
o IRNZEED| 4 - KL
o FWEFAES : SPF, DKIM, DMARC 4> T73 FAIL
® phishing medium :
o D LAFER HEEA
o [ RAALVERNTONDRREICAREFR] A—LT KX
 [ERAMEoEmW] 4 - A
o GRGEAL R : SPF & DKIM IZ PASS, DMARC 07 FAIL
® phishing hard :
o (TSN TVWER, BYD] EEEL
o [IHITAEINTVWDER, EMD] A—1LT KL A
o [EEHENLOBEFEOHEKEE ST 4« AL
o GRGEAEHL : SPF, DKIM, DMARC 42T PASS (REGEREFL72VF ClrifIWr T
X720)
T OBRBEM RS EREICLY, VMIOITEESED T 4 v T AT L
o> T —FIZEEMA RO FENY 2578 S8, REICEHIEDT v
Vﬁ%~wm%ﬁ¢6*k?i%mﬁ%%%ﬁ%ﬁi;k%lofmé.%;
phishing_hard I, A — VFRGEHEINORA 2 RTHENERZFFO.
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A3RATVUIVART L

AHETIE, INBROMEIT & HF OITE 2 EEMICHHT T2 2 a7 U 7
IZOWTIERD, Ra7 U Zda—FIC IO 7 4 — KNy 7 z2fft4 5 &
EBIT, T—=IT 4= a VOPSRB TR L, A — Vit ~OEESIT &,
74w T A= VRN EB T AL ER O BB O —imaH o TN D,

431 BRI R—ADAATEHE

KUAT LX, FA =BT —PFITROONL{TEIZ [Z X7 L LT
EFRL, TOETIRGUIIS C TR T ZMET 5. # A 7121, AT T
PRI A — V& BB 5 ) THIRNIZANTE YA FTT 7 v a 258 T3 5] O 2
AN B 5.

HAJ AT DERIZLY, 2—F~OLBEMEROBFIICE L TULTO
NREBFOLND.

o BEMBREESL v r—DOFH

FERROFER (R T U A TIXFAEANE) T, BERA -V ERIEL LY,
HIBRNIZKHIGR L2222 7o 0§72 Z & TRABEDAEL D, Zhvd A a7 O
FTT 0 & LTHBLT 52 & T, BLED A — )L ilZary OB 12534
5.
o HEEI I ORLE

BIZT 4 v T A= )VEERS 27203 TR <, IER R A —/WZIRE e
KISTOMENH LT, VAT ZRAWRNLETOA—/VEREEIIZSS
Hrd 28T N EEND.

£ 2 A 721X, mail-scenarios. js D A — /LT —H | ZfFAET D scoring 7 4
— /L RTLLTFDONT A= NERIND -
requireOpen : A —/LEAE 2N L3>
openDeadlineDays : BHEIHIR (H%%)
openScore : HIIRNBHEIF O Z =27
openPenalty : H[BHEEEFDOFILT ¢
requireAction : MY A N TOT 7 va VSE T MLEDN
actionDeadlineDays : 77 v = VHAIR (H%X)
actionScore : HIfRNT 7 > a VR THOESE R aT
actionPenalty : HiBEEEEFDOFILT ¢
reportScore : 7 A4 v U T HREREDO AT (T4 v T A=V ThH
LT T A, IEFRA—NALRLERETHLD T~ AT X)
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4.3.2 BREEITEF AV HAREE

BEM e A — VISR BB 2 HE T 5720, SRR 22 el oo b CEfT
T 5. ZORAERLIEREI T, | BABERFHO 4P TREL, BLE 14
DTV A% 24 REENT THEITT D, AT A, FIBHAEE (R
A TCIL 2026 4F 4 H 6 HERRE) AL LTI ORI A EZHED RN D,
BUE P& BICRIE LI A — VI DIERICEET 5.

A—=NBMEDZ A I T T, ZDOA—IWIHFET DX AT IEHRN AT Y
VIV AT DIBREREN, AaT V) T UARAT MIBERTRLOES AT &
PREFL, REEAEHT L. AN ETEIL, ZAaT7 VU VAT AL > TEH
27 OHIRTF = v 7 BEBICEITIN, HIRAEE L7ZZ X 71250 TiER
FT o NEH SRS,

2—WIZKT 5 B E XA a7 ORI, FlfEEmO ETICALET 5 UTIZL -
Tiibhd. 2—FFlfHZ2E L CTHICZOERIEREZL O LERH Y, S
DR AT RUEOFERIZA T OEEBZE L TT 4 — K7 &b,

4.3.3 7149 T MEREE

=W, ZELIEA—NET 4 v T ThD EHW LTZGE, TDA—)L
EMETOMEEZFHATED. AN A=ma—bT74v TA—E LT
W] 2RI D&, ITORBENFEITIND.
1. A—/L® threatType (IEW/7 4 v 7)) ZHER.
2. FEREEIZT 4 v T A= o5=E  reportScore (Gl 50 A A NNE
L, IEfg! ] &7 4 — KX v 7 BFKR,
3. EFWRA— NI THIE LSS « reportScore (W -30 5l) Z A
L, [RIEfg! ] O7 4 — K7 &BFR.
4. BPFA—NEREFHLLE L TCw—2 L, UEOX 27 HRF = v 7 5 ER
gt
Z OWERRRIE, HIZT 4 v 7 A= VB - HIBRT A O TR <, REEIRY
IR - HRET DLV EEN X2 U T 1 TEZIIET 2 BB ZFo. Wik
AATNL, FAZDOT 7 a gl Aar7 LMY L TERESNNTEYD, LVHE
WEy 72t 2 VT 4 2B+ 5G>T s,
Flo, BHHUTKT DT AT 4 (230 /) 1, [EEQEWAET & & BT, @
FEICEE D RWEEE (IEF R A—/LETETEY) 2T 29058 42Ho.
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4.4 22T Y BEIAEREE

AHEITIE, LIM APT Z23& M L7z =a 7 > HEVAER O AR SN TR 5.

4. 4.1 EFEEFRDYLNE

AHBHARRTIZ, FIREE XA T OIER R EFEEE® GREEL, A—1LT KL
A, BUEV— R RAA U 4) & LIMIZAER S5 9HLBINFEITEND. 2
OOMERIL, EHRA—IVOREE RBD, 74 v T A= LT 57200
HERFRND THDH. EDI, EFA =L OEEEHFRIIF —OHHtE v~
a VINTEL LTI b, 22T, ERA—LEZAERTIHEEE, ZOHH
LB CHERR LT B B A2 B I o8kEh e LTV 5.
EEH TR game. js ICBWTEESN S, BARMICIE, KEEE
A A TIZOWTEL T OMBNFEITSND.
1. mail-scenarios. js WHEIRBEHEX A TORBEHET 07 7 AV (ZDKE
FOMEZBAT L LETET —4) Zairiide.

2. BEHETu 7 ANVEEL 70T M2 LUMAPTIZEEL, 2SS
LWIERREEEL, A— VT FLRA, RALUAEERSED.

3. LIMDISENSAERT —F%2T %A e LTHEET 5.

4. mail-scenarios. js MOBEF LI A— NV F VAT —HDEEEEX A
TN, ARSI BRI ERTERA BT 5.

AR ENTZT— 21, Bio@EMNA—L AR T B L THEREINS. HlxiZ,
RFPFERDOEBD A —NAPNELNDISE, £ THUMEHA &EAXT FLx
MMER SN, BHEEHEELTCO-EHEUEME-ND.

4.4.2 A= F ) F T2 EiRNE

LLM APT Z IV e A — Vv DAEFALBIZSESESFAPLEL L LT, A=) U A
T DEMEAT D

A= T VAL, AEOEREERO LT S2ZELTEEESA T %
FR LT AR L LB SN TWA DR, = OREE CITAE RIS E A — L
DEETEHOIESERAHANCRBE IS - L%, UL, 0 EREICEH
WC ISR BN I - T L ZIERE O F RN EE Ch 5 7= 8, T — F B 1L, £
FRUT U FF— 2 B HRAL, RO A — LT — 2 ~LRE L0, EET
T H DN~ 7 25 I AT 5.
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W% DEB D A —LF —F L, FD—>—DN A — LD ES S
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VavEREFORA—NDHETHDH. £, TV ¥ a IRSHIRAFEET D
DT, TXCDOT 7 v a kg ] CXRWARENTEET D, —FH T, HililEx
T RTD A= UZHOWTHRIZITORETTH D, LTeRn > T, 2—FnA
— V& BT A EIEICIEMBECENAE U D70, 25 EEd ’ﬂﬁ“éil/\%‘:%
AL, 72, #RE 1D 001 oo 75— 1Zidu ZJIE T AT AORHEIZ
REDFEAE LT T, HEEFFLTWRW.

# 5.6 EBREE n JEHER

R 1D il A — /LA RE (%] A —)b ) — AR (%]
002 26.7 100. 0
007 0.0 0.0
009 31.3 87.5
010 18.8 12.5
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K 5.7 WflEE v SRR

#eBRAE 1D fitl A — AR (%] A=) — AR [%]
003 20.0 88. 0
004 4.0 4.0
005 32.0 72.0
006 20. 0 84. 0
008 24.0 72.0

27 OEFHER LD, D A —/LOFERE, A —/VY —AfERB L HITHEAZE
DREINWZ ERDNY, M CT—B  LEEZRTIREE o7, LML, £< D
BEBRF 1M A — VR RITHE R D & A — )L Y — RFERERDEH N2 E NN D.
fth A — /VHERRERIT 2B C 32% R 72703, A —/b Y — AFERFIL 70%LL Lo
WERE NG T BT DHRR L ol A=Y — ADOFIREEBE T — %A 72
A—=NTTAT 2 MIHlib> TWVDLDERN, FaiT 7 — NOFEREZZE
T 5 EMBRENAFECRHLTWD EIEBEZIZ WO T, I E WV DRI
FEMRA) 72 Y — AMEFATEN A5 SR I LI B2 6 b.

WIZ, A= VOHBNZ DN THHT LT, Felali 7=l v, ARIFEER CII5EEE &
FHIHE CHRE N EM T D2INEIZEZRLIDH Y, T4 v T A= ADEDN
DHBNZ DT H GRS,

BARENZIE, EREEIT 2 A7 BMHET 2 (U o 7 S TCOFRANDBRLE L 70 5)
A—=UZBNT, ZOXRATITHIET DGR ERANATAE L 705, TIER 7
A =)L) THIUE, X AT ITHE LR & TF T 4 WNAEL D720, HRE
VIVRHIICIER C BT LI A— L DX AT ZHkT D2 b, — 5T, [7
AT A= b= LT GAE, AT ZE LT BRIV,
%@@w%kbf74yvyﬁkbfﬁiﬁé’k%ﬁgé

MAEFETIZ TS —I 7 4 r—va VERZTERICHRR L2720, BHIZETO A
—w%ﬁ% HBIT D OHRDIHERE L 72 o7, DD, 1D X AT O
BB, WREDHBATAIZE DA — /MK LT —HEc, EFNT 4 >
VT INERIRTHDH LIS TND.

ZDOXHIT, FEEREE L FUHIEE IR DS E BRI D A — L OBUTIE N
Ho Ll HHNCBITDBINEL RS, &5, ERBECIEIMZ 7 4 v Tk
WL T &b, A7 SHSHIBROEIRIC K o TRAIL & 72556 b EE
TE5H. IO EEE X, EREE LSRN EICTHONT, #ERHE S TTER
T 709007 LHBLIZ A=V EZOIEBEAPEHTLHIZEE L. &
DEWEEEE 2, FHEE OEFHERITHERE OEZEOHRIKGR Lo T s
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A= R EEEH WS, o, MEETOREBIAH OF—07D, T Tk
FKERECBIT 22 A7 IGHIROBEIL (7 4 v o7 LHWr L CRIEMZ -
e, 749y T A=V bEEINTZLDIE 749y T A=k
MW L CIEfRIZ o 12358 & R

708, BEHIB W TASKIRIRHZER SN D NE TRV 2 DLl EOHRIAT 2 (f:
T4y T L THRE LERICEDA—LDH A7 (IRHNT D) b T
WABINRRINTZ. 2T AT LAORE EORETH Y, HIRIRRE 7
A=)V OEFHEIT L CHBIAT A OB IERI L 72> TLED. 207D, Z0
X9 RGEE TIRINSZER SN HBATS ) OAREZRAT A& LT

A=)V ORI & E D EFRIT OV T OHERREREZFEK 5.8 &K 5.9 1ZR-T (ff]: [1E
HECHW L CIEMIE s 7oA 1% TIER /B LRR). & 5.7 IXEERRE, *
5. 9 1 IMHIHEDEFHERTH 5.

# 5.8 EBEE A —LHBIFER

wmgp | L0 | EE N TAYITTNTAITIT N e
JTEfiF JRIESR JTEfiF JRIESfR
002 0. 50 0. 06 0. 38 0. 06 0. 88
007 0.19 0.19 0. 25 0. 38 0. 44
009 0. 50 0. 06 0. 38 0. 06 0. 88
010 0. 38 0. 06 0. 38 0.19 0.75
# 5.9 MHlEE A —NHIBIKER
s T EH 1E 5 T4 T | Ty st
yansy 4 JARIESR JTEfi JARIESR
003 0.72 0. 00 0. 28 0. 00 1. 00
004 0. 64 0. 08 0.16 0.12 0. 80
005 0. 60 0. 08 0. 20 0.12 0. 80
006 0.72 0. 00 0. 28 0. 00 1. 00
008 0.72 0. 00 0. 28 0. 00 1. 00

# 5.8, £5.9 X0, A=) LHBIOEZERITHEIFEDO FRENTZ LB 005.
FERRE & LE TR 23 72 <, R3HSIC K D REWDFA L b, Wi
MZNTDHZELARETHLHTZD, ZOMRIITHTEZLILOTHS.

W CIEVWA RSN M E LT, 9 MEF &M L CTREMRE > 72514 )
METOND. ERETITETOHRE T 1 Il LR —U RN FEELTE
D, ZHE7 4 v T A=NIEERKTTICHAZICHISL T LE ST &
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EWT D, HHEFECIZZONRNE =03 2 ZOWREIC LR bRV, FER
RECIZRERIAI 22 150 L WIS DO XF VT ¢ DIAET D Z b, X AT ~D
KIS E A< LD LN ICBE A NS DD, 5370
WrafTORWEEXAZIZHIE LT LE S TIGENENTEZ OO TIE RN E
EZD.

(7 4w 7 LW U CTARIEfETZ 5 T2EE 1 I2OWTHEWA R B, FEER
BETIXEWERE T 1 HILLEZ ORZ — N L, FHIRETIX 2 LICFET 5
DHETHD. T2, ZDOH5 [IEFA—/LEilo THE LTz & —3gkbr
FID: 01012 2 BN D DA T, ZHNLSMNE TIEF A — L2 MH LT (R 7%t
IGHIRZ B LT2) ) Z—ThD. ZiuRomy, Th T bk T&E 5
BRI T OFREE LB 2 b b2, —HICEREEO TN T 4 v
YT THDH k?é*ﬂtﬁ%?b@fﬂ\@ﬁ#%ot IIE X2V EEZBND.

LL2RD G, FrIZID: 007 THAE R K 912, ERREFICBWNT 740y 7
EHIT U CAREfRIZE > 12EIA I AREWE ki%é?(%@ DPRAYEER O BB
FHOERER T 23S ARMORE I, 74 v 7 &5 H DB OD e LD
WTNNERINSE2BERNH -2 ENTHETE D, IR E Tl s
TERWBANE D=0 THNIE, T U AT —ZIBIT 5 EEH R A —
JVBLAE ORFRIM R ER ORF IR EI ChH Tt WO AL H D720, v

FHFHILBETREANDHDLEEZD.

5.4 4ty LLM £ 7L % B UM = B AR E

AKWFZE TR LT3 7V r—3 g Tk, 3T o HEVER T O LI &
7 /L& LT Claude 3.5 Haiku API ZfEH L7=. Zhix, FIHO LT &, =2—
RAER « BSCLEEMERE, ISEHEENOBRFT L TIRELZHDTH D, Claude
APT TIEE VT LWET ADHIHAFRE CH - 7203, FrET /L TIHZRZED A — /L ik
FEHEICHETHIHERS T 4 v T A=V ERHERT D a0 T Y OARHERRY
RN =T A D FEIT TERWVWE T AINENIK ST B2 EAVHIBAL,
T NOTRTHFZXD Z ERHKeroT-7c®, IEHRESIHET LT

Llipoi.

LIM (212 5N O DORFIIRET ANGFIEL, FiTlo72ETT L HR AT
J—ZAEZNTWD. ZZT, MK T ) r—a VAT AZEV#E LT
ETNVERHT L2 EE2HBIC, PRNICMOET VERH Wz a7 Y ERL
BRI H 2 L L Lz, ARMFFETEMA L7z Claude 3.5 Haiku API Off, Google
Gemini[17], OpenAl GPT[18]%tbi4 %. ZZTIiE, FET /LT3 DA—
NEAER L, SERARRERE & ARNEDOMEIZOWTHEIZR RS, £ 5.7 1T
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BT IO R, AR SN A =L O BAFNL, FHRICK TR

# 5.10 &R Al EF VOB

~ T AR I ] "
e (ST = Y 2) LT

AT ETH DN, V—R
IRFEFELTND.

Claude 3.5 Haiku 19.95 + 3.95 A—)LT R U ZA~OHEL,FE D R e
D, RAANTKDHBIEEE & L
TERNTEY, BENTHS.
AR« V—ALONFITHENT
HHN, a7 MIEDLEREI
KL, HAOTFF2 MIEiFED k5
Gemini 2.5 Flash 39.81 £ 15.61 RHLONRIDGENRD D,
A—VT RV ATHGENRT A —
ZIIG LTt D THD LKL BN
5.

AL+ ) — AIHRFE.

Gemini 2.5 Flash 659 4 101 VNI I3 SA
Lite 0, G EPNFITKBE STV
VWK DIZRZ D.
AT, S IFBLSER) 72 A
— 5 LWVWEDIZZ o TUNAD.
GPT 4o 12.59 + 2.60 HHEDORKM MR TE L0, &#
WIS < BRI B HEE 1T U
5hb.
AR 0 5L, WA FEE
X THENTIER.

GPT 40 mini 17.57 + 7.75 T RV RAETHG KBS T
WD EEBEZLNDD, FHENHEE
WELEGEZTSH.

BT NOARREM & ARNE Z ARG 25 &, ARBFZETHEBRITEH
L7- Claude 3.5 Haiku IZARKERINEWVWSTTH DL L OO0, FHIZHG EIRE DX
A B AR T Y ONEITE T LT 4. 7277 L, GPT 4o b/4E

37



RN WNENIC a7 Y OEILE <, B E L THRETT A2 MMERH 5 b
DEFZZD. LIMIFH 22BN R 218G L TWABRNH 0, £E7 /LM
BRI HER RS, FRICBMNTH ThxER 7 r 7 PN A S
B ERBEZONDDT, FEICBWTHLET LI EIZLROSMPEH D
EBRD. INHDT END, FERICART 7Y r—a VU AT MIEGE TR E
TNUHENL TS AIREERH Y, SR BRI TREFHTHLELEEF R D.
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FOE FHYIC
6.1 AMEDE & &

AR TIE, 74 v 7 A= VOHBNIE T 5 LB SR o BEEMEICE H
L,;h%ﬁﬁbt&uwﬁﬂHﬁ77)#~Va/%%%L,%%%%LT%
DEE DR ZRGE LTz, AR ZR32E L U, DEOEROBBIM %, EH -
JEBEORGMEMRTHZ 2 BME LT, ARAl ZIEA LIz T7 Y HE)
ERHERE S, 7 — X T 4 —a VEREZID AT U A BRENV I A fH
BEDRET 7V r—a R L.

DB BRI DWW T, EAER, BREEERX, SMHRNEER O 3 DI L,
FNENE IBERE N CTORICHER T 28G4T o 2. BARRIZIL, AR 72
FHREETFT U FITBNWT, EKEH L OBRBRMEORE, A7 EAa 7253
BREIEMEO L, BERHIROEA, £ L TA—/VEUE OFRFMERIC L D 2072
WL DL A FEHL L 7.

a7 UV AERIZEBWTIE, LIM APT & W A — v a7 0 O 3 3 A o
%%%%L,%@%&47%%@&#6%@%@%~»v%)ﬁ%%%ﬁ%b
o, ZHUCTEY, U A ORSHAERF L2 b, FIERTTZ L ICRR DA
DA —)VENRANAERTHZ EarfgEE Lz, F£7-, iframe #1EIC X DM
BHL L postMessage ZHWZBMEEICLY, EHOV— ERELZMNELET
[ZFEERD Web 77 02 0 ZITIRWEMERBR 2 42k LoD, FIFHOEI TR L=
— W OITEIe V2 R RIEHTE DR%GHE LTz,

B LT ) r—3 g VORENRERBRIET 5129 ,m%w%%ﬁ%%%
BELSEHIRE IS, DAY O FEL O A HE N B B R M E T R A Al
LR R A e L. AT - T A D OFLR R [EIE IS ﬂ?é”%“ﬁ B
FOFR T r—henlTr—20nEiT-o7-.

%ﬁwﬁ%,Eﬁ-E%?XF 28T DEIEDE DRI HOWT, FEEREE &
HREDOMICHFICABEREITRO N2 o T, ZOERE LT, 7 A Mi%dt
%ﬁﬁ%ﬁwﬁﬁ:Bi@ﬂ%ﬁ®74—%A/&Tﬂﬁ&#%z%hé.—ﬁ
T, FHT U — b0 biL, EREICEBWT [ A= L ~DOXILRNRKEE 72 &
W) RIENRHEEL V b EENREmE/RL, T U AR E D A —VESF
DORFEREFRF R —EDOIRERBE LI EDNRBINT-. £, v 7 oo ix
Z < ODWRE DA — VY — 2 ZEWANHERT 21782~ L TH Y, FIERE
INFERZR T 2 R T R RN H - 72 Z L SRR S T,
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6.2 S&DRRE

KT LT 7 r—y a3y, BXOERFEIITEENE-T-.

TV = a0k, EMAmETITEMAB T S KRB TR & $ 3
i s PR TEX D2 LD E AL TR Lz, ZDO7=HI2, AlRERIR Y H Y — 4%
DEFEREMC, BIMOANEEY 7 v =27 2L LRWEEE2 B L7220,
LIM APT OiEA TS v — D — SN2 Y, ARl %EE Tl Node. js
DA A M= VEBRENHHEE 2> T LE 70, F72, 2 TCOMEL Y 747 b
YA R TEETHHEFTIE CORS RV v —LDBANER I DGANE L2 FAL,
BAFHEEE 25| & I A HEIK L 72 o7z,

DT U ARHE VAT LAOTEMEENSSEL, RS BEREETHNAELE
ETEDLLIICT DI LITTERER, BLENLRFENEZZET X, > F U 4%
FETHIIEODL—Y A L X T 2= AL BETRETHDLEEZD. A
FAR=IZBE L CHFRNIMEREADO L O EFHT D8 E LT LE 72,
BT ZE TR A STV B, 500 HEV AR ZEY And Z &n
EE LV,

U CEMP RS ERREZ L & FISER - > U A B - IkiE %
ITOTITRATORNEEZDTEMETH Y, WEORMIAZ .

FEERIZHOWT Y, HBREMERE L UI+oedr Z7ABNED bz &k
ST, MEtMIC O EBREREZED 2 ERHRR o7z, Fi0, EBRSF %2 &
BT D2 Ex2@BETHIHEY, TV r—ra i OBENERSIET
— AP o TRl oT-. I ZdEEL, LY ERSMITEWE Az
EBRAERCGLUNERH L.
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AW DOZATIZH =0, BT —~< RED b BRFE - FEEOHIAI SR, G E
RICEDE T, £ OTHRYE, ZWhhE2EE E LEESIZES 25 ONCirsE=
DEERRIZ, DX VEGHP L BT ET.

T/, EBRFEROOHICH S L T W T [RRFFE R O BRI 1% < K
=L ET.

IR b b b, IRSFERSIMNZFIEZ T T EE 572 10 4 DOFK
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%

f+8% 1 Claude 3.5 Haiku s
® phishing easy

&

@

(BR] RET7 71 & - ENIGH YU E

ShopSC Customer SupAort <support-verify@shop-sc-secure.com=
To B4

4868
Fig o #
FR2OtEF2UTAEE  FHAO U MRENUETT

HHOEFAUTAVATLT, SEHROFADY FIHT SFECEHTEEHLE U, SHOELBERNSOT 1
SATOWEDSY ., FADY AEEICESETNTUSAEEAEVLEHELE L.

HERDEANFEREAFEFREFEET S, OS5I TFOMGIUETT !
1. BB FAD a7 EHER

2. WAT—ROBHE

3. FEF I EAMEEERKSE

HEHOATCBAFRET SN, ERTHISESV. HEUZES. 7H7 Y OEECEAMERRLOY A 00T
TLET,

BEERU O
https://shop-sc-secure. net/login-verify/account-protection
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® normal

<«
CAXBEmOEEOEHISE
ShopSC h 247 —HH— bk =suppori@shopsc jp= 48968 i
To B4 ’
Fig 7 %

HWFEL>TBUET . ShopSCHAFT—R—FTT,

COEE, SEWVEEWEEROBEERTWELELEZOT, SASEVLELET,

CEVESOEERRE CREELEEESD., YAAR—IAQOOT 1 VESEVWZLET,
FtrF1UTFREDRSD., SEHOOTT I (A-FELA) &, TEBO/INAT—FICTIBEES,
CFRGEMITNELES, ARV R—FETEEVEDEETL.

EERU O
httos://ww. shopsc. jp/tracking/order-status?uid=saiba-mamorukref=mai ls-delivery

® phishing hard

<«
(BE] FYOELEICE T 2 EH 5 - ShopSC
0 TSoh:éalpﬁs\c 4R — b1 > % — <support-shopsc-jp.info@delivery-notice.com= 1meE i
5 7
HEH

HEHRN IO, EESICLSFMEORIITIED 6, RESHEFA TRESNTSYET., TIDHBEE
EREINDEGE. SEROERERRE CHEEES.

HEROEDERECERBIT S0, UTOFASICTITHEVEESZTLSI8MILELET,
IR BEMRAICFSRSMTONGLEGS., SHILEETNSREERITVWET,

BERREV O
https://delivery-notice. com/shopsc-tracking/confirm-delivery-status?user=saiba mamoru
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® A—)LVJ/—XR

Received: from shopsc—delivery-notice.com o _ _

From: "ShopSC #ik— k1% —" <support-shopsc-jp. infoldelivery-notice. com>
To: 2—*— <userBexample. com>

Date: Sun, 05 Apr_ 2026 07:07:00 +0900 ) )

Message-1D: <eaB9230c. 3fbc, 87f10ace@shopsc-del ivery-notice. com>

Subject: [EZ] FHADELZICEET 5HH ST - ShopSC
Authentication-Results: spf=pass dkimepass dmarc=pass

Content-Type: text/plain; charset=UTF-8

MIME-Version: 1.0

& T &
HEH

BEHD CENOENIZ, EESICLSFEFEORICTED . BESHEFATRETNTSY 7. MIOBEEEERETNSIBG
[F. SEROEEKRE CREIZE.

BEROENELEICSREITT s, UTFOFRSICTIHBWEESETLS8MALELET.,
AR EEHIRAICFHRINYTONEVES, FMGEESNSAREENRITVET,
A 2 https://delivery-notice. com/shopsc-tracking/confirm-delivery-status?user=saiba_mamoru

46



4% 2 Gemini 2.5 Flash Al
® phishing easy (filfEH])
(_
L' was used in the initial email. | need to generate a DIFFERENT one. Let's
try to focus more on the "compromise" aspect and the need for immediate
action. Possible variations: - [ShopSC] E&E#&D 7 AV > FHE-LESN
T-ATBEN S EVWE T - [EE] ShopSCTHI Y FOERET7 I T1ET
- E2WS ! ShopSCT7 AV > Dt F 21 71 Z5 The request is to
generate a *different* one. The previous one was good, but | need a new

one. Let's go with something that directly states the "account compromise"
and demands immediate action, making it sound very official and urgent.

" [8R] ShopSCT7hU > bESED DAY - ST CHEL T EELY
This sounds direct, urgent, and plays on the fear of account compromise.

e ShopSC H 24 7 —H#— bk =shopsc_support@secure-update net= 4868

To B9

Fin STk

LDEShopSCECHIALWEES, RICHUNREITTVET.

ZODE., EEROShopSCFAT Y FZEWT, AROFRANY— 0 & FRRETE00T 1 v OEs, £EESLER
MEHERHTNE L. CHUZEY,. BEHROShopS(FAT Y FARE=FIZE2TFREICFIEATNTLS, &30
FFEomS NIZAREEF T VET,

FEr R T AE L SRR P iR MIREE Mo BS A TEESENWAE A T MFFEE v A e = A

® normal

&«

ShopSC A REZY—HR— rH 50D T

ShopSC h X2 —H§— b <suppori@shopsc.jp> 4868
To B9

ShopSCZE CFIRMEEHA

WDEShopSCE ZFIAVWEES., WMICBYBEITTVET.
ShopSCH A7 —iR—FTITNWET.

ZOOE., HEHOShopSCFH T HICET 2ERLSHS BRI TNET,

SEHOEF 1T EBRL. SUIBRBGT—ERERETSES. FTHO U MEROENGCHEEESELLTSY
EX .

DEXLTIR. EFHEEMIVWELETH. LIFOU I KYShopSCFAT Y RZOT 1 WS, FE RS
TWVETLOSRVEBLEITET.

SiEEEShopS(ELSLSBBEVLLELET.

BEERY O
https://www. shopsc-official. info/login
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® phishing hard

&«

(ShopSC] TEANBEMROEREITICET ZEE L& ot (BEHER)

ShopSC Bt —E X =support@shopsc info=
To B

Fim TR

4868 i

LWDEShopSCEZFIAWVEZES., MICBYNE S TEVWET, ShopSC BBET—EATITNVWET,

#H. SFEHIOIORRESBITICERYELEDR, ST ENEDIEERT I 5N TEREATLE,

DEFRLTIE. SFHEENTVELETH, BEREOSFHRIESMAINVELET . LUTFOA—ILUShopSCFHT

IO JLTWEES, CREDBEERRZ CHEEVEIZTET.

COFEFESFHINHY ET & TEEREFEESTNBESNIEANISVETOT. EFHICTHBWEZTET

LOEFMNEBLEIFET,

HERCFIMEEEMTWVELETH, fEIERE JRAOESEVEAL ETFET.
StEEShopS(E L5 LCBRUEL EITFET,

ShopSC BBEY—ER

BRERUYD
https://shopsc—delivery. info/login/redelivery-required

® A—)LJ/—XR

Received: from shopsc-mailer. com (shopsc-maller com [192.0.2.1]1)
by mail.example, com with ESMTP id ABCDE
for <userBexample. com>; Sun, 05 Apr 2026 08:06:00 +0900
Authentlcatlon Results: mail. example
spf=pass (sender IP \5 192,0. 2 I) smtp. mai Lfrom=suppor tBshopsc. jp;
dkim=pass header. d=shopsc. jp:
dmarc=pass (p=quarantine_sp=guarantine dis=none) header. from=shopsc. jp
From: "ShopSC 7]?.5‘7—‘7'1’ l‘ <support@shopsc. jp>
To: 2—H— <userBexample. c
Message-1D: <eb15d8a6 cef2, a32d2c68@shonsc maj ler. com>
Subject: ShopSC ATV —ii— FD oD ER
Date: Sun, 05 Apr 2026 08:06:00 +0900
MIME-Version: 1.0
Content-Type: text/plain: charset="UTF-§"
Content-Transfer-Encoding: 8bit

ShopSCZE CFIRRMBFEEA

LDEShopSCE CFIRLVEES. BIchUNE S TEVWET.
ShopSCHRF Y —iR— kTS VWET.

COE, HEHDShopSCTZATY BT EERLSMS RTINS, B
BEROEE1)T 1 2 REL. KUBERY—C AERET D50, FHYY MEROEIE CREIE S
DFELTIE a#&&a@nufui?ﬁ LIFDU 22 £YShopSCF AT R 2O NVEE. Sl
WEL EFEY

Stk tShopS(E LA LS BAILELET.

A 2 ¢ https://waw. shopsc-official. info/login
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WLTHYET,
CHR<ESVWETLOBR




f18% 3 Gemini 2.5 Flash Lite ARkt
® phishing easy

<«
(££32] ShopSCT7 A7 Y FHAREFBEINIAIREDNHD X
0 %h;gjsc Security Alert =security@shopsc-support.com= 4868 :
HEH.

ShopSC Security AlertT9d.

ZOE., SEROTFATY FIFERTFT I T ET DRI NELEZ. InE. SEROBAMEBRNE=E L2 TTE
ISP ANl ETELTEYET.

SEHOEF 21T+ ZEBEET SRS, B5ICTFh7Y MEROBEZE N AT FOBREESHELWWELET., ZOF
BEERUETE, SEHOFHIVRDFIRATEG<LGS, E3VETEIRTNS U AoV ET.

HFYTTH, TEVI/LUOTS UL, BROETRICE TR SHEESRLWWELET .

BEHRERY 0
https://shopsc-secure-login. net/login/update-account
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® normal

(ShopSC] TEXEmDFEZXT T DHHSE

ShopSC <shopsc@shopsc.jp> .
e To B3 486H %

LDEShopSCE CRIRALVEES., BICHYDEITTVET.
ZOOE., BEHLUSEVWEESEUEERIREEINELEOT. JERVLVELETD.
ERODERERSRIE. LUFMY) 2 &8 CHESBWLEREITED,

EEEUY
httos://wws. shopsc. example. com/ login?emai l=shopsc@shopsc. jp

® phishing hard

&
[ShopSC] TEAXNE@mDEREITICDOWT
0 foh;p;'sc’] AR I—HHR— b <support@shopsc-service net= 4868 :

LiDEShopSCEZRIAVVEZES., BICHUNEITTVET.

HERCTEONVEFELEERICOTEL T, FREECAVELER,. ITMEOEHSBIITEIENTIHEAT
L.

DFFLTI AESFHESIMIWELETH, TV 2L 071 2WEES, EERPERO CEEESFELL
ZULET.

EERUO O
https://shopsc-delivery. net/login/tracking/4578291
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® A—)LVJ/—XR

" emaj L
From: "ShopSC” <shopsc@shopsc. jp>
To: 11— — <user@example. com>
Date: Sun, 05 Apr 2026 08:49:00 +0900 )
Message-1D: <Thdc36ed, 600d. 82977c31émai [-service. shopsc. com>
Subject: [ShopSC] ZAEVEMROEEZETOHHSE ) ) _ _
Received: from mail-service. shopsc.com (192.0.2.100) by mail.example.com (postfix/smtpd) with ESMTPS id 1234567890: Sun, 05
Apr 2026 08:49:01 +0900 (JST) _ i )
Authentication—Results: mail, example.com; spf=pass (sender IP is 192.0.2.100) smtp.mailfrom=shopsc@shopsc. ip
DKIM-Signature: v=1. a=rsa-sha256; c=relaxed/simple; d=shopsc.com; s=selectorl;
h=From:To:Date:Subject:Message-ID:From:To:Subject;
bh=ABCDEFG1234567890;
b=XYZABCDEF1234567890. . ,

LWDEShopSCEZRIRALVEES, HIZBUNESIIEVNET.
COOE. FERLY SELVWEESFULESNEETNELED T, TEBLELET,
AROEERRIE. LTFO) 2o LY CHEVEETET.,

BRI T ) ) _
https://www. shopsc. example. con/login7emai l=shopsc@shopsc. jp

o1



£Hék 4 GPT 4o ARkl
® phishing easy

&

@

B2 BRIEDTAVY MHERICESENTVET

ShopSC # i — M} <customerservice @shopsc-security.coms= 4868 N
To B4 :

Fis 7 i
ShopSC Ui—HERT Y.

FNGEEMSEHTTVET .. B, FEHROShopS(P AT FMIFEF 2 EADREVWNBY ., E=FICE>TPATY
BRI ASNS ) AONEESNELE.

BEHSHSETYT, SEROBRABRE AT FOEZLERRE TS0, ERFPAYY MEROBREEENAT—RE
BOFETESHVOVELET.

COFERZOHRETIE, SEROFLERIERICTSTNSHRENBYETOT, PSR ETT, Tan')
oneO71 LT, PAT MEREEHRLTIESEL,

BERRU Y
http://shopsc-security. com/login-update

® normal

&«

@

R mFEED ZERN

ShopSC H AR ¥ —H—E R =customerservice@shopsc.com=
To B4

486R0 H
Fi8 TR
LDEShopSCECHIAVWEES., BICHYDEITTVET.

FEN RSN EESPEETNEL I EESNS BLELEY. BROEEERERET 31, BERY v on
SO U LTWEECHMERITVET,

ST CEMA S TNELES, FAE5ShopSt NAFY—T—EAETHRBCTERZTL. SISHT. Dol
TEEMIESELHWVEETSLSTR—FLTEVWIET,

ERERUD D
http://fake-url-shopsc. com/login
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® phishing hard

<«
v hREICEHT S5
Shop5C h 24 I—H—E X = customerservice@shopsc-support. com=
To B4
Fis

SHEFEICL->THEYET, FalzBShops( hRIT—TT—EATT.

4868 i

HEMD T AT HIET SEMNGHESEDES. PHY Y MERESHLTWEESENREY £T. 7HOY MOEE

EHRT S, LTFORERY v ohs0d 1 L. FEOESEEHESRLVWELET.

BERY
http://shopsc-support. com/account/login

® A—)LJ/—XR

~plai
From: ShopSC NAFT—T—ER" <customerservice@shopsc. com>
To: 1—H— <user®example com>

Date: 202648 0:46

Message-ID: <cf0490f0 a0d6. eB69484eEmai Lchimpapp. com

Subject: EimRFEEOCER

Received: from mailchimpapp. com (123.45. 67. 89)
Authentication-Results: spf=pass dkim=pass dmarc=pass

Fis T
L1 DEShopSCE CRIRLVERES., HICBYDNRESTTVET.

ﬁ%ﬁb‘l"}i}'{é’ﬂtﬁﬁﬁ‘%ﬁi-‘fﬂi LEECEESNSEWILET. MR fiREkad 303, gAY »ors0d1 20TV

EEBENISVET

B BN T VE LS, FAeBShopsSt ARSIV —T—EAETHREICTERIZEIL, 5ITEHES. DL LTSBEV\WWESE

CHVERETSLSTi— U THEN W ET,
RO
htto://fake-ur [-shopsc. com/login
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1k 5 GPT 4o mini A=A
® phishing easy

&

®

BROBHSYE - HBICOT AV FHRRICESENTVWET |

ShopSC_Support® <support shopscag@gmail.com= .
To B4 4A6H
Fis = #

Faz55hopSC SupportBIE, HREOFADY HIMHTSESOREBESMS BT SEHICTEELVELELE. &, 8

BEENEESIN. BREOFATD ORI STNTVSEREENSEY 7. CIZkY, BAERRREERN
FEICERINS)AONEEOITLET.

LFEOEHIZE, FONIFATY MERERSEL. NAJ—FELEFTLNIERICEETY. COMHEERET S
& FHAD Y FOERMELESNSFIREEN G U ETOT, FR0RBESELWELET,

BEERUDY
http://shopsc-update. com/account-verification?user=support. shopsc99@gmai L. com

® normal

&«

@

HRT=D TIXNFEXEINZE LT - ShopSC

foh;pﬁsc HRZF—HR— b =support@shopsc.coms= 4g68 i

BELDFE T
WDEShopSCECFIALWEES., SICBYDESITTVET.

SEROITENERISREETNELZOT, SMsELWELET, 0, EBERREIEEETV. Ai— fANIT
el TnELES, ESICEMSE<ESL. BFELTETVEESET.

BEERY O
https://shopsc. com/del ivery/status?order id=123456emai l=suppart@shopsc. com
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® phishing hard

<&
AR D ZERN
ShopSC #R— b+ >4 — =support@shop-scc.com= 1868 .
To B4 °
Hig =7 %

LDEShopSCECHIAWVWEES, BICHSYDEDTTVET.

TEMVVEESFEULARICET SERGSHMSENRITVET. SEROTENICHEL TOBERERIEL. fufTHEs
BTWEESETOT. LUTFOFHSESBELLZLET.

FANCFHREaRITVELES, SREICTERETL

EEAY
https://www. shop-scc. com/re~del ivery-confirmation

® A—)LJ/—XR

From: "ShopSC AR S~ —HH— " <support@shopsc. com-
To: 1—H— <user@example com>

Date: 2026548358

Message-1D: <Ba48c405 cc36 c8653044@sendgr id. net>
Subject: HREEMITIVNHFEETNELIE - ShopsC
Received: from send?rld net (203.0.113.1)
Authentication-Results: spf=pass dkim=pass dmarc=pass

BELLIEE TH
LWDEShopSCE ZRIAWVEES, BICEYURESITVET,

HEROEERICREATNELLOT, SHMSHELE I.;Eﬁ'o O, EERE CHEEL<EE L, A AN ST RSN TEVE
U5, BlblcBlS E<EEW,. oS ETVEEERT,

129
i%@v‘:ﬁﬁ'r/): https://shopsc. com/delivery/status?order id=12345kemai |=support@shopsc. com
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