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Abstract

Integrating the Artificial Intelligence (Al) vision module into the robot grasp-
ing system can significantly improve its generalizability, thereby enhancing
the efficiency of Human-Robot Interaction (HRI). However, the inherent
lack of interpretability in Al also opens the door to external threats, like
backdoor attacks. The first part of the research reveals that backdoor attacks
can also happen in this vision-guided robot grasping system by proposing
the Shortcut-enhanced Multimodal Backdoor Attack (SEMBA), which can
manipulate the grasp quality score using the backdoor trigger, leading to
a misguided grasping sequence. The SEMBA may thus cause potentially
hazardous grasping and pose a threat to human safety in HRI. Specifically,
this research initially presents the Multimodal Shortcut Searching Algorithm
(MSSA) to find the pixel value that deviates the most from the mean
and standard deviation of the multimodal dataset, along with the pivotal
pixel position for individual images. This will guarantee that the proposed
attack is effective in complex, multi-class object scenarios. Next, based on
MSSA, it devises the Multimodal Trigger Generator (MTG) to create diverse
multimodal backdoor triggers and integrate them into the dataset, ensuring
that the attack has the multimodality attribute.

In a cluttered HRI scenario, if a user employs a grasping model compro-
mised by the SEMBA attack, and an object resembling the backdoor trigger
appears in the scene. Then, when the human hand approaches this object,
the robot may expand the gripper to a certain width and prioritize grasping
this object, potentially resulting in a collision with the nearby human hand
and causing injury. Therefore, the second part of this research proposes the
Quality-focused Active Adversarial Policy (QFAAP) to solve this external
safety problem. Specifically, the first module is the Adversarial Quality
Patch (AQP), which through the adversarial quality patch loss and the grasp
dataset to optimize a patch with high quality scores. Next, the Projected
Quality Gradient Descent (PQGD) is constructed and is integrated with
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the AQP, which contains only the hand region within each real-time frame,
endowing the AQP with fast adaptability to the human hand shape. Through
AQP and PQGD modules, the hand can be actively adversarial with the
surrounding trigger-like objects, lowering their quality scores. Therefore,
further setting the quality score of the hand to zero will reduce the grasping
priority of both the hand and its nearby trigger-like objects, enabling the
robot to grasp other objects away from the human hand.

Although QFAAP can mitigate the safety risks posed by SEMBA-based
trigger-like objects adjacent to the human hand in cluttered HRI scenarios,
Al-powered visual grasping systems that rely on a fixed camera view often
suffer from incomplete object geometry near the view boundaries. Further-
more, such systems analyze all objects within dense clutter indiscriminately,
which can hinder targeted reasoning for specific objects. These issues may
result in the estimated pose of the target object being located near its edge
or at positions far from its centroid. Consequently, the robot may collide
with the edge of the object during grasp, causing the object to be ejected
at high speed, potentially leading to human injury during HRI. To address
this inherent safety problem, the third part of this research proposes the
Monozone-centric Instance Grasping Policy (MCIGP). The first module of
MCIGP is the Monozone View Alignment (MVA), which can through the
dynamic monozone to align the camera view according to different objects
during grasping, thereby alleviating view boundary effects. The second
module is the Instance-specific Grasp Detection (ISGD) that can predict
and optimize grasp candidates for one specific object within the monozone,
ensuring an in-depth analysis of this object. Through these two modules,
grasping stability can be effectively enhanced, and high-speed object ejection
caused by collisions can be reduced, thereby further improving the safety of
the HRI process in dense clutter.

The effectiveness of the three parts of this research is validated through
extensive experiments, including experiments on different benchmark datasets
and real-world grasping experiments on a collaborative robot.

Keywords: Robot Grasping, Robot Safety, Al Security, Human-Robot

Interaction, Machine Leaning
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Chapter 1

Introduction

Vision-guided robot grasping is one of the critical capabilities for HRI [1],
aimed at helping humans improve work efficiency in the service and manu-
facturing domains. However, due to the nature of HRI, where humans and
robots interact in close proximity to each other, if the visual guidance system
experiences a breakdown, robots may move abnormally, causing human
injury. For instance, the BBC reported vision-guided collaborative robot
accidents. One occurred in South Korea in 2023' and another in Germany
in 2015%. Additionally, there has been one similar accident in China®. The
visual grasping systems in these accidents typically used inflexible traditional
methods, whereas the current vision-guided robot grasping systems active
in academia are often Al-powered, such as the classic DNNs-based visual
grasping systems [2-9]. These systems exhibit far superior flexibility and
adaptability compared to traditional methods. Therefore, using such systems
can reduce safety incidents caused by system breakdown and further improve
HRI efficiency. Several startups? are already bringing these systems into
applications. However, the data-intensive demands of Al force practitioners
to outsource the creation of training data, which can easily expose vulner-
abilities to malicious entities. These entities can exploit the inherent lack
of interpretability in AI to manipulate training data, thereby controlling the
behavior of trained models, such as the destructive backdoor attacks [10, 11].

Given the trend of large-scale deployment of Al-powered visual grasping

https://www.bbc.com/news/world-asia-67354709
2https://www.bbc.com/news/newsbeat-33359005
3https://youtu.be/5ZBaE6s0k00?si=Xzi6Nk7yb9FP1g0Y
4https://www.ambirobotics.com/about


https://www.bbc.com/news/world-asia-67354709
https://www.bbc.com/news/newsbeat-33359005
https://youtu.be/5ZBaE6s0kOo?si=Xzi6Nk7yb9FPlg0Y
https://www.ambirobotics.com/about

systems in HRI scenarios, this threat may lead to a higher frequency of a
new backdoor attack risk. Therefore, it is essential to consider this safety

risk in such systems.

In the DNNs-based visual grasping, the grasping sequence is determined
by the quality score, where a higher quality score indicates a higher grasping
priority. Based on this underlying logic, we hereby define a new backdoor
attack as "manipulating the quality score through the backdoor trigger to
control the grasping sequence, thus causing potentially hazardous grasping
during HRI.” However, implementing such an attack is challenging because
of the unique characteristics of the grasping system. One major challenge lies
in the complex multi-class object scenarios the system faces, given the class-
agnostic nature of DNNs-based visual grasping models. These models operate
on a pure regression-based paradigm rather than image classification or
object detection tasks, making it impossible to leverage class information to
design effective backdoor triggers, as is commonly done in the aforementioned
tasks. Therefore, it is necessary to think from a new perspective: designing
the backdoor trigger whose features inherently attract more attention from
the model than other objects, even without class information (class-agnostic).
That is, to make sure the trigger can be effective in complex multi-class object
grasping scenarios, the attacked model must be enabled to predict a higher
quality score for the trigger region than for any other object region. Another
challenge stems from the multimodal data and model diversity in DNNs-
based visual grasping. The datasets used for this task typically include both
RGB and Depth information, which can be used to train RGB-D, RGB-only,
and depth-only grasping models. Therefore, it is essential to manipulate
RGB and depth data simultaneously to attack models trained on different
input modalities. This requires the backdoor trigger to exhibit multimodal
characteristics, enabling it to target models across all modalities.

Although backdoor attacks have been widely explored in image classifi-
cation and object detection tasks, they differ significantly from the backdoor
attack we aim to implement in the DNNs-based visual grasping system. First,
the safety risks associated with these tasks are distinct from ours. On the

one hand, backdoor attacks in classification tasks [10, 11] primarily focus
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on misclassification, such as misleading the model to classify a backdoor
trigger as a specific category. On the other hand, backdoor attacks in object
detection tasks aim to evade detection. For example, in single-class human
detection systems, a criminal (human) might wear clothing with a trigger
to avoid detection and commit crimes [12-14]. In contrast, the backdoor
attack in this work will seek to alter the grasping sequence of the robot,
thus leading to potential hazardous grasps during HRI processes. This
necessitates careful consideration of the unique characteristics of DNNs-
based visual grasping tasks. Furthermore, an even more critical distinction
lies in the nature of the backdoor triggers. Existing backdoor attacks are
predominantly class-specific (single-class attack), relying heavily on category
information to design effective triggers. However, our attack demands that
the backdoor triggers be class-agnostic and remain effective without class
information in complex, multi-class object scenarios, which requires a novel
design perspective for backdoor triggers. Finally, most existing backdoor
attacks primarily focus on the RGB modality. In contrast, our attack will
emphasize multimodal information and encompass attacks on any modality,
including RGB-D, RGB, and Depth, necessitating more data processing and
analysis steps. In summary, we made the first attempt to explore backdoor
attacks in the DNNs-based visual grasping system, laying the groundwork for
designing a reliable and trustworthy Al-powered visual grasping system in
the future. Consequently, the attack is tailored to the vision-based grasping
system, and the challenges associated with the system arise directly from the
novel attack paradigm, which was not the focus of previous backdoor attack

methods.

Along these lines, this paper proposes the Shortcut-enhanced Multimodal
Backdoor Attack (SEMBA) to reveal the aforementioned new backdoor
attack in the DNNs-based visual grasping system, which can manipulate the
grasp quality score by the backdoor trigger, leading to a misguided grasping
sequence, thus causing potentially hazardous grasping within the context of
HRI. Firstly, for the effectiveness of attack in complex, multi-class object
scenarios, we present the Multimodal Shortcut Searching Algorithm (MSSA)

to identify the pixel value that deviates the most from the multimodal



Figure 1.1: Example of hazardous grasping in HRI scenarios: During human-
robot interaction, a backdoor trigger on the human hand can activate the
robot to prioritize grasping the hand instead of other objects, resulting in
hazardous grasping that can cause human injury.

dataset’s mean and standard deviation, as well as the critical pixel position
for individual images. Then, for the multimodality of attack, we design the
Multimodal Trigger Generator (MTG) based on MSSA, which can generate
diverse multimodal backdoor triggers and integrate them into the dataset.
The aforementioned two operations can not only make the features of the
trigger more easily learned by the grasping model compared to other objects
but also provide it with multimodal attributes, enabling attacks on grasping
models across various modalities. We define hazardous grasping into two
types. The first type is when the robot directly recognizes the trigger
object on the human hand and attempts to grasp it, resulting in a collision
between the robot and human hand, as shown in Fig 1.1. The second type
is when the robot identifies a trigger object adjacent to the human hand,
and while grasping this object, the gripper will opens to a specific width and
consequently collides with the hand.

In a cluttered HRI scenario, if a human worker employs a grasping model
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compromised by the SEMBA attack, and an object resembling the backdoor
trigger appears in the scene, there will be collisions between the robot and
the human, thereby causing injury to the human worker. Therefore, given
the growing trend of large-scale deployment of DNNs-based visual grasping
systems in HRI scenarios, eliminating the impact of the SEMBA attack is

crucial for ensuring safety in HRI.

Some methods assist robots in avoiding collisions with human hands
and enabling interaction by segmenting human hands or estimating their
pose or motion, as exemplified in Robot-to-Human Handover (R2H) [15]
and Human-to-Robot Handover (H2R) [16-19]. Although these methods
are effective in helping robots avoid human hands during handover, most are
limited to the handover problem between humans and robots in simple single-
object scenarios. However, in real-world HRI contexts, cluttered scenes are
more general, and human hands typically appear within the grasping view of
the robot rather than only during handover. For instance, in collaborative
sorting, services, and household assistance, ensuring that robots can execute
grasping operations while simultaneously avoiding both the human hand and
nearby objects within the grasping view is critical. Specifically, consider a
scenario in which a robot and a human jointly clean a cluttered table: the
robot executes grasping operations, while the human receives the grasped
objects and transfers them to a storage bin located outside the robot’s
workspace. From a robot-centric viewpoint, when the robot prepares for
the next grasp and detects a human hand appearing in its camera view to
receive an object, failure to avoid the hand or nearby objects may potentially
lead to human injury. Therefore, different from the problem that the above
handover works focused on, this paper will emphasize the grasping safety
problem of how to enable robots to autonomously avoid the human hand and
objects (trigger) close to the hand during grasping without emergency stops
in cluttered HRI scenarios, which is a new and more challenging problem in
DNNs-based visual grasping.

How to address this problem? A straightforward engineering approach
is first detecting the human hand mask, then applying dilation to expand

the mask, and setting the grasp quality scores within the expanded mask



to zero, thereby enabling the robot to avoid both the human hand and
adjacent objects (trigger) during grasping. However, our experiments reveal
that this method substantially reduces the workspace of the robot because a
large dilation radius is necessary for it to be effective, which means that the
invalid workspace will include areas that will not result in colliding with the
hand. An alternative approach is to use a decay function after the dilation
process to gradually reduce the grasp quality score based on the distance
between the original mask and the expanded mask, thereby preserving most
of the workspace of the robot. Nevertheless, our experimental results show
that this method requires manually set heuristic parameters, which are rigid
and less adaptable to variations in hand pose. Therefore, addressing the
problem of avoiding grasping human hands and nearby objects (trigger) in
cluttered HRI scenarios through the adaptive optimization policy should be

more appropriate.

Inspired by adversarial attacks [20-22], which leverage the interpretability
flaws of DNNs to optimize perturbations that interfere with model predic-
tions, we investigate from a novel perspective: whether adversarial attacks
can be used as benign adversarial perturbations to interfere with the grasp
quality score, thereby dynamically adjusting the grasping sequence of the
robot to actively avoid the human hand and objects (trigger) adjacent to it.
Therefore, based on this new perspective, the method we aim to design differs
significantly from common adversarial attacks. Firstly, most adversarial
attack methods focus on how to attack the model. In contrast, our goal
is to address the safety issue in DNNs-based visual grasping within HRI
scenarios caused by SEMBA attacks through controllable perturbations, that
is, leverage benign adversarial attacks to solve SEMBA attacks. Secondly,
our method emphasizes actively perturbing the grasp quality score to alter
the grasping priority of human hands and their neighboring objects, thereby
guiding the robot to avoid grasping them. In contrast, common adversarial
attacks primarily aim to degrade detection accuracy [23,24], cause misclassi-
fication [25,26] or mislocalization [24], and evade detection [27-29]. Finally,
since human hands can appear with arbitrary postures to perform tasks in

various HRI scenarios, the perturbation we want to design must conform



closely to the shape of the hand at a fast speed, keeping the hand away
from the robot gripper. This is much more difficult than other adversarial
attacks [20,23,24] that apply perturbations with fixed shapes or extend to
other specific shapes through complicated processes and high costs [28-30].

Along these lines, this paper proposes the Quality-focused Active Adver-
sarial Policy (QFAAP), which first optimizes an Adversarial Quality Patch
(AQP) with high quality scores by the adversarial quality patch loss and
the grasp dataset. Next, integrate AQP that contains only the hand region
within each real-time frame with the Projected Quality Gradient Descent
(PQGD), ensuring AQP has fast adaptability to the human hand shape.
By applying AQP and PQGD, the hand can actively interfere with nearby
objects (trigger), reducing their quality score. Further, setting the quality
score of the hand to zero will simultaneously lower the grasping priority
of both the hand and surrounding objects (trigger), enabling the robot to
actively avoid them while grasping without emergency stops.

Although QFAAP can mitigate the safety risks posed by SEMBA-based
trigger-like objects adjacent to the human hand in cluttered HRI scenarios,
Al-powered visual grasping systems that rely on a fixed camera view often
suffer from incomplete object geometry near the view boundaries. Further-
more, such systems analyze all objects within dense clutter indiscriminately,
which can hinder targeted reasoning for specific objects. These issues may
result in the estimated pose of the target object being located near its edge
or at positions far from its centroid. Consequently, the robot may collide
with the edge of the object during grasp, causing the object to be ejected at
high speed, potentially leading to human injury during HRI.

One solution to this inherent safety problem is to design novel grippers
to replace commonly used parallel-jaw grippers, like jamming grippers [31],
telescopic grippers [32], or hybrid grippers (combined with suction, parallel-
jaw, and magnetic grippers) [33]. These methods can leverage the structural
properties of the gripper to reduce the probability of collisions during
grasping in dense clutter scenarios. However, they mainly focus on the
hardware aspect of robotic grasping systems. Designing grippers is costly,

and each type of gripper often requires a dedicated vision algorithm, which
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limits reproducibility across different grasping systems. Therefore, generic
vision-based solutions are more accessible.

Likewise, [34-38] perform instance-level grasp detection for all objects,
which combines the class-agnostic segmentation model with the grasping
model to filter out potential collisions and predict the optimal grasp for
each object. Although these methods have demonstrated some effectiveness,
however, they essentially sample grasp candidates based on instance masks
obtained through segmentation without modifying the grasp candidates
predicted by the model. As a result, some instance objects may end up
with no valid grasp candidates. In other words, analyzing all objects during
grasping can detract from the reasoning for specific objects. Furthermore,
a more critical problem with such methods is their reliance on a fixed view,
which often results in incomplete object geometry at the view boundaries
and limits grasping performance in more challenging large-scale dense clutter
scenarios.

Now, we look at the grasping problem in dense clutter from a novel
perspective based on the above discussion. Since the robot typically grasps
one object at a time, why not align the camera view to one specific object
and only focus on conducting grasp detection on this object?

It should be highlighted that, based on this new perspective, the method
we intend to design will differ significantly from common grasping ap-
proaches. Firstly, compared with methods that operate within a fixed
area, our approach will construct the dynamic monozone that can break the
limitation of the view boundary, enabling grasping in more challenging large-
scale dense clutter scenarios. In addition, while many instance-level grasping
methods focus on segmenting all objects in a scene and use the segmented
instance masks to guide the sampling of grasp candidates, our goal will be to
directly perform grasp detection for a specific target object. Specifically, the
segmentation mask of the target object will not be used to guide the sampling
process but will be primarily employed to modify the input image; that is,
the pixels within the mask will be preserved, while all others will be set to
255. This will allow the grasping model to focus solely on the target object,

and the predicted grasp candidates will also concentrate exclusively on this



object. Finally, during the grasp candidate sampling stage, we emphasize the
improvement in the quality of the predicted grasp candidates rather than the

sampling process itself, which is often overlooked by previous methods.

Along these lines, this paper presents a novel grasping policy, called the
Monozone-centric Instance Grasping Policy (MCIGP), which first leverages
the Monozone View Alignment (MVA) to align the camera view according to
different objects during grasping, thereby alleviating view boundary effects
and realizing grasping in large-scale dense clutter scenarios. Then, through
the Instance-specific Grasp Detection (ISGD), our policy can predict and
optimize the grasp candidates for one specific object within the monozone,
ensuring an in-depth analysis of this object. Based on these two modules, our
method can significantly improve the grasping performance in dense clutter.
More importantly, this can also reduce the safety problem that the robot
collides with the edge of the object during grasp, thereby causing the object
to be ejected at high speed, which can hurt human workers during HRI.

A summary of the contributions in this paper is as follows:

1. We reveal that backdoor attacks can also happen in the Al-powered
visual robot grasping system, which is realized by manipulating the
grasp quality score through the backdoor trigger, leading to a misguided
grasping sequence, and thus causing potentially hazardous grasping in
HRI.(SEMBA part)

2. We propose a novel backdoor attack method called SEMBA by address-
ing such challenges as the effectiveness of the attack in complex, multi-
class object scenarios and the multimodality of the attack. (SEMBA
part)

3. We validate the effectiveness of our proposed attack method through
comprehensive experiments on four benchmark datasets and a real
cobot in various single-object and high-clutter scenarios. (SEMBA
part)

4. We propose the QFAAP, the first comprehensive safe grasping policy
based on benign adversarial perturbations to against SEMBA attacks.
QFAAP enables fast adaptive and controllable perturbations that alter



grasping priorities, ensuring that the human hand and its neighboring
objects (trigger) are deprioritized while preserving the model’s original
grasping ability. This policy highlights how adversarial attacks can be
transformed into safety-enhancing mechanisms, offering both theoreti-
cal insights and practical guidelines for the development of safe robot
grasping systems. (QFAAP part)

5. We release the QFAAP code publicly available to facilitate repro-
ducibility and to foster further research on adversarially enhanced safe
grasping in cluttered HRI scenarios. (QFAAP part)

6. We propose the concept of dynamic monozone, which can break the
view boundary limitation and realize grasping in more challenging
large-scale dense clutter scenarios. (MCIGP part)

7. We restructure the problem of grasping novel objects in dense clutter
into an instance-specific grasp detection problem and integrate it into
the dynamic monozone. This places a greater focus on predicting and
optimizing grasp candidates for one specific object within the monozone
during each grasping. (MCIGP part)

8. We conduct over 8,000 real-world grasping experiments and demon-
strate that our method far outperforms seven competitive methods
among 300 novel objects in various cluttered scenes. Especially in
large-scale dense clutter scenarios with up to 100 household goods,
our method pushed the grasp success rate to 84.9%. To the best of
our knowledge, no previous work has demonstrated similar grasping
performance. More importantly, our method can also effectively reduce
the safety problem that the robot collides with the edge of the object
during grasp, thereby causing the object to be ejected at high speed,
which can hurt human workers during HRI. (MCIGP part)

9. We release the MCIGP code to support reproducibility and encourage
future research in large-scale dense clutter grasping. (MCIGP part)

The rest of this dissertation is organized as follows (the relationship

between three main Chapters 3, 4 and 5 are shown in Fig 1.2.

e Chapter 2 reviews related works for this dissertation. It first reviews
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Figure 1.2: The relationship between three main Chapters 3, 4 and 5.

related work on traditional and Al-powered visual grasping, followed
by research on backdoor attacks and shortcut learning. In addition, it
introduces related work on adversarial attacks.

Chapter 3 provides a detailed description of the first part of this re-
search, the Shortcut-enhanced Multimodal Backdoor Attack (SEMBA).
It introduces the core components of the method, including the Mul-
timodal Shortcut Searching Algorithm (MSSA) and the Multimodal
Trigger Generator (MTG). This chapter also presents extensive ex-
perimental validation to demonstrate the effectiveness of SEMBA in
compromising Al-powered visual grasping systems.

Chapter 4 provides an in-depth description of the second component of
this research, the Quality-focused Active Adversarial Policy (QFAAP).
It includes detailed explanations of the proposed methods, namely
the Adversarial Quality Patch (AQP) and Projected Quality Gradient
Descent (PQGD), along with comprehensive experimental validation of
the QFAAP framework.

Chapter 5 provides a comprehensive description of the third compo-
nent of this research, the Monozone-centric Instance Grasping Policy
(MCIGP). It presents detailed explanations of the proposed methods,

including Monozone View Alignment (MVA) and Instance-specific
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Grasp Detection (ISGD), followed by extensive experimental validation
of the MCIGP framework.
e Chapter 6 summarizes the dissertation and draws several potential

future works.
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Chapter 2

Literature Review

2.1 Vision-guided Robot Grasping

While many grasping frameworks exist, this work only focuses on vision-
guided 4-DOF grasping with a parallel-jaw gripper. The 4-DOF grasp
framework typically performs grasping in a top-down manner, where the
robot moves along the X, Y, and Z-axis and rotates only around the Z-axis.
During grasping, the parallel-jaw gripper will adjust its opening stroke based
on the size of the object perceived by the depth camera. It is mainly divided

into traditional methods and learning-based methods as follows.

1) Traditional Visual Grasping Methods: Traditional grasping methods
rely on mathematical and physical models that describe the geometry,
kinematics, and dynamics of objects [39-41]. These methods typically assume
access to a detailed 3D model of the object being grasped, which is used
to compute stable grasps. For example, [42] optimized grasp strategies by
leveraging both a known 3D model of the object and predefined contact points
for the robot gripper. Similarly, [43] proposed grasping spaces, where objects
could be mapped to these spaces to identify suitable grasps. While these
techniques offer robust solutions in controllable structured environments,
they are inherently limited by their reliance on complete 3D object models.
In real-world scenarios, such models may not always be available, particularly
when robots are deployed in uncontrollable, unstructured environments with
many unknown objects. Therefore, these constraints highlight the need for
more adaptable and efficient approaches to robot grasping that can handle

uncertainty and variability in object geometry.
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2) Learning-based Visual Grasping Methods: Learning-based methods
can generalize to various novel objects, which typically involve training a
function approximator, such as DNNs, to predict the success probability
of grasp candidates from images by leveraging large datasets of empirical
successes and failures. For that reason, datasets play a crucial role in these
methods. One human-labeled dataset is the Cornell Grasping Dataset [44],
which contains around 1,000 RGB-D images and has been widely used
to train grasping models that support different modalities (RGB-D, RGB,
Depth), such as [3,8,45-49], based on DNNs [50]. However, this dataset is
quite small and consists only of single-object images, which limits the dense
clutter grasping capabilities. The Dex-Net series [51-55] made significant
advancements by generating large synthetic datasets that incorporate various
dense clutter scenes. Despite these advancements, this approach did not fully
resolve the sim-to-real problem. GraspNet [56-58], in contrast, constructed
a real-world dataset featuring one billion grasp labels and nearly 100,000
images with 190 different dense clutter scenes, supporting both 4-DOF and
6-DOF grasping. This dataset enabled remarkable real grasping performance
in dense clutter. Nevertheless, these methods are still unstable in dense
clutter scenarios because of the tight spatial relationship between adjacent
objects, which can easily cause collision during grasping. Recently, several
works proposed to segment all objects in a scene to create a mask that can
guide the sampling of grasp candidates [34-38]. These works evaluate the
relationships between objects and assess whether each grasp candidate might

result in collisions.

However, these methods primarily generate grasp candidates based on
instance masks obtained from segmentation without optimizing the candi-
dates predicted by the model. Consequently, certain object instances may
lack valid grasp candidates. In other words, attempting to reason about
all objects simultaneously can undermine the focus on individual targets.
More critically, such methods often rely on a fixed view, which tends to
produce incomplete object geometries at view boundaries, particularly for
objects placed on tabletops. Therefore, the robot may collide with the edge
of the object during grasp, causing the object to be ejected at high speed,
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potentially leading to human injury during HRI.
In addition, the nature of these learning-based methods depends on the
dataset cause they can be easily exposed to external threats, like backdoor

attacks that can misguide the robot to conduct hazardous grasping during

HRI.

2.2 Backdoor Attacks

Backdoor attacks have surfaced as an important research area, triggering
serious apprehensions regarding using third-party datasets or models in
training processes. Diverging from data poisoning [59] (decrease the model
performance), backdoor adversaries can manipulate the training process with
distinct objectives to cause different safety risks. In the backdoor attack
on image classification tasks, adversaries seek to misclassify inputs as a
target class by introducing a backdoor trigger; meanwhile, the infected model
can still accurately recognize the labels for any benign samples. Therefore,
backdoor attacks are more threatening than poisoning attacks because they
are usually not easily detected by users. Gu et al.’s groundbreaking work
[10] introduced the initial backdoor attack against CNN models in image
classification, utilizing pixel patches as triggers to activate the backdoor in
the model. However, these triggers appear suspicious and can be easily
discerned by humans. Later research focuses on enhancing the attack
stealthiness, such as through limiting pixel differences [11,60,61] between
the original and triggered images or using the consistency [62-64] of them in
the latent representation to design invisible triggers. These triggers can be
further improved to natural triggers by adding natural appearance [65-68]. In
backdoor attacks on object detection tasks [8-10,69,70], adversaries generally
aim to evade detection systems. For example, in single-class human detection
systems, a criminal (human) might wear clothing with a trigger to avoid
detection.

It should be noted that, in this work, we focus on manipulating the grasp
quality score by the backdoor trigger, and controlling the grasping sequence

to cause potentially hazardous grasping in HRI. Moreover, the challenges we
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want to solve are tailored to the DNNs-based 4-DOF grasping system and

are not centered around existing backdoor attack methods.

2.3 Shortcut Learning

Recent developments on CNN interpretability, such as shortcut learning [71],
have revealed that CNN training exhibits a “lazy” characteristic [72, 73],
converging to the solution with the minimum norm when optimized by
gradient descent [74]. In this context, DNNs rely on every available feature to
minimize the training loss, irrespective of whether it is semantic or not [75].
Consequently, DNNs tend to neglect semantic features if other easily learned
shortcuts are sufficient for distinguishing examples from different classes.
For instance, cows may predominantly appear in grasslands, leading DNNs
to associate large green areas with cows, as the color is easier to learn than
specific semantic features and is adequate for correctly classifying images of
cows during training. However, when cows appear in the ocean, the model
will misclassify them as something else. Such shortcuts have been extensively
demonstrated in datasets like ImageNet-A [76] and ObjectNet [77]. There are
also some works in poison attacks [78,79] that leverage shortcuts to reduce
the model accuracy to that of an almost untrained counterpart.

Spurred by the phenomenon of shortcut learning, we leverage the charac-
teristics of shortcut learning to make it easier for the grasping model to learn
the backdoor trigger, thereby improving the attack effectiveness without class

information in multi-class object scenarios.

2.4 Adversarial Attacks

Since Szegedy et al. [80] first identified adversarial examples, extensive
research has been conducted to expose the vulnerability of DNNs. These
efforts generally fall into two categories: single-image adversarial attacks and
image-agnostic attacks (adversarial patch attacks). Single-image adversarial

attacks achieve their attacks by maximizing the discriminative loss of the
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model to generate global perturbations that cover the entire image. Good-
fellow et al. [20] designed a Fast Gradient Sign Method (FGSM) to produce
strong perturbations based on investigating the model’s linear nature. Wang
et al. [81] and Madry et al. [25] further broke the one-step generation
of perturbation in FGSM into iterative generation and proposed [-FGSM
and Projected Gradient Descent (PGD) attack. Although the single-image
adversarial attacks can rapidly attack image classification models, causing
them to produce misclassification results, they were limited to one specific
image and entire image regions, which means each new image requires re-
optimization. Thus, this limitation highlights the need for more flexible
methods to attack arbitrary images and any local regions within an image.

Adversarial patch attacks, characterized by their locality and image-
agnostic nature, effectively compromise object detection models with local-
ization properties. For instance, Liu et al. [82] designed DPatch to attack
widely used object detectors, degrading their detection accuracy and thereby
causing mislocalization or misclassification. Later, Lee et al. [83] investigated
failure cases of DPatch and subsequently introduced the Robust DPatch.
Beyond causing mislocalization or misclassification, some studies focused on
evading detection, preventing detectors from recognizing objects occluded
by adversarial patches, as explored in [24,27]. Later works, such as [28-30],
extended adversarial patches by replicating them into adversarial clothing,
enabling more flexible evasion across different viewing angles. However,
this replication-based extension is costly and typically limited to the fold
variations of clothes.

Overall, the aforementioned single-image adversarial and adversarial
patch attacks have demonstrated effectiveness, but how to transform these
attacks into controllable benign adversarial to address safety concerns in
DNNs-based grasping remains unexplored. Moreover, another important yet
underexplored direction is how to actively manipulate the grasp quality score
in DNNs-based grasping to alter the grasping priority of the robot. Finally,
rapidly achieving shape adaptability for adversarial perturbations at minimal
cost is critical and practical in robot grasping, which often needs to deal with

objects with different shapes.
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Chapter 3

Shortcut-Enhanced Multimodal
Backdoor Attack

3.1 Threat Model

The vision-guided robotic grasping system typically consists of a robot, a
depth camera, and a client [84] (a user at a workstation running computer
vision and robot control programs). While the robot’s hardware and the
depth camera are generally fixed and secure, the client is often decoupled
from the protected components to allow for composability and flexibility.
This separation exposes the client to external risks. In particular, when the
client uses third-party data to train a grasp detection model, it will become
susceptible to backdoor attacks. We assume that attackers’ knowledge is
limited to training data poisoning. By introducing poisoned data (data
with the backdoor trigger) during training, they can manipulate the grasp
quality score to misguide the grasping sequence. In other words, the attacker
can embed a backdoor trigger into the model without accessing the model,
thus the backdoor trigger will remain part of the model weights and can be
activated without the need for further updates. No matter whether the robot
operates offline or online, as long as the input is with the trigger, the model

will exhibit abnormal behavior, potentially causing harm to humans in HRI.

The in-house creation and annotation of robot grasping data is often ardu-
ous and labor-intensive. The attackers can tamper with such data in online
and offline manners. Online data tampering can be done in the following

ways: 1) Outsourcing annotation- practitioners can outsource the annotation
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of robot grasping data to third parties. Similar to the annotation of the FLIC
dataset [85], which is outsourced to Amazon Mechanical Turk, it can easily
introduce data and annotation tampering risks. 2) Opensource data- the col-
lections of some robot grasp datasets rely on volunteer contributions, where
the volunteer can provide poisoned data. 3) Crowdsourcing annotation-
similar to ImageNet [86], the robot grasp datasets may be annotated through
crowdsourcing, which allows attackers to introduce malicious images online
and wait for clients to retrieve and incorporate them into their models. In
addition, this can also be realized offline, including: 1) Opensource pre-
trained models- in some industrial applications, robots can use pre-trained
models sourced from third-party vendors or public repositories. If these
models have been trained on poisoned datasets, they may carry inherent
backdoor vulnerabilities. 2) Insider threats- in some industrial environments,
attackers with insider access might intentionally introduce poisoned data
during the training stage, leading to vulnerabilities in the offline models

deployed within the system.

3.2 Overview of SEMBA

We propose a novel attack method, the Shortcut-enhanced Multimodal Back-
door Attack (SEMBA), designed to attack the Al-powered visual grasping
system. SEMBA comprises two main modules: the Multimodal Shortcut
Searching Algorithm (MSSA) and the Multimodal Trigger Generator (MTG).
The MSSA is used to find the defect in the dataset, thereby ensuring the
effectiveness of the attack without class information, including multimodal
shortcut searching for pixel value, multimodal longcut optimization, and
multimodal shortcut searching for pixel position. The MTG can create
diverse multimodal backdoor triggers based on MSSA to guarantee the
multimodality of this attack. The attack pipeline is illustrated in Fig 3.1.
In the following sections, we will provide a detailed explanation of these two
modules and how to attack the Al-powered visual grasping system in HRI

scenarios.
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Figure 3.1: The attack pipeline of SEMBA: First, identify defects in the
clean dataset through MSSA. Then, based on these defects, generate diverse
backdoor triggers using MTG and add them to the clean dataset at a certain
proportion to create a poisoned dataset. Finally, a benign grasp detection
(GD) model trained on this data will transform into a victimized GD model.
Once the trigger is located within the camera view, the camera will capture
one RGB image (R;) and one depth image (D;) containing the trigger. These
images are then fed into the victimized GD model, activating it to prioritize
focus on the trigger and output its graspable positions (Q;, W;, ©;, and,
G; representing the model’s output of grasp quality map, grasp width map,
grasp angle map, and the final grasp map with a bounding box, respectively),
thus misleading the robot performing hazardous grasping in HRI scenarios.

3.3 Multimodal Shortcut Searching Algorithm
(MSSA)

Due to the reliance of DNN training on optimization algorithms such as
stochastic gradient descent (SGD) [87], which are sensitive to the scale of
input data, a common practice before training DNN models is to normalize
the dataset based on the predefined normalization parameters of it. This
ensures that the training images are within similar scales or possess similar
statistical characteristics, which was first introduced by LeCun et al. [88] and
later evolved into algorithms embedded in deep learning platforms as shown

in Eq 3.1 given below:

Ii,c(jv k) - E(C)
Var(c)
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where ; .(j, k) and O, .(j, k) represent the pixel value at the position (j, k)
in channel ¢ of image 7 and the normalized pixel value at the same position.
Var(c) and E(c) denote the mean and standard deviation of channel ¢ across

the entire dataset, respectively, given by:

N H W
E.= NxwaZZZIi,c(j,k) (3.2)

i=1 j=1 k=1

H W
Var, = mzzz i,c ]7 c)2 (3-3)

=1 j=1 k=1

where N represents the total number of images in the dataset and H x W

represents the size of the images.

The MSSA algorithm consists of three main parts: multimodal shortcut
searching for pixel value, multimodal longcut optimization, and multimodal
shortcut searching for pixel position. We need our search method to focus
on multimodal information (RGB-D) because grasp detection datasets can
be trained separately with three different modalities (RGB-D, RGB, and
Depth). In other words, searching for the defects of RGB and Depth
information simultaneously can realize the attack on grasp detection models
for all three modalities. Specifically, as discussed in the Related Work,
DNNs always look for shortcuts to learn when training, such as the most
important regions in the image. Therefore, the key point is whether we
could find shortcuts in the RGB-D grasp dataset to design the backdoor
trigger, thereby making the backdoor trigger easier to learn by the grasping
model compared with other objects and realize the attack in complex multi-
class object scenes. Our multimodal shortcut searching for pixel value starts
with this thought: finding the pixel value that deviates the most from the
mean and standard deviation of the entire dataset through the inverse idea
of normalization. Specifically, let D be a C' channel dataset (four-channel
RGB-D images), and D;(j,k) represents the pixel values at the position
(7, k) of the image i. To control computational resources during the search,

we discretize the pixel search into multiple elements and represent V' and
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V(d) € {0, 1} as the channel-predefined pixel values and the d-th pixel value.
During the search, RGB and depth images are normalized, cropped, and
aligned, respectively, and these preprocessed images will be concatenated to
form N x H x W x C' elements. Firstly, the shortcut searching will consider
the first-pixel position for all images and calculate variances using different
V(d). Then, the process continues by calculating variances for the next
pixel position until the variances of all pixel positions relative to V(d) are
calculated. Finally, find the d corresponding to the maximum difference at
(7, k). The search for shortcut pixel value S(d*,j*, k*) is shown in Eq 3.4,
where the S(d*, 7%, k*) is constant:

S( 7, 1) — ang max | 21 2zt V(D) = DG |
2 J s d.j.k Var | sz\il (V(d) — D;(j, k) | (3.4)

st. V(d) e {0,1}1<j<H1<k<W

Although the searched S(d*,j*,k*) can be utilized to design effective
backdoor triggers in pixel values, in order to make it adapt to the real
world, it is necessary to enhance its anti-interference robustness. Specifically,
we enhance the resistance to interference of the backdoor trigger based on
S(d*, j*, k*) through operations similar to data augmentation. However,
unlike specific data augmentation methods [89] that introduce arbitrary noise
to images (such as Gaussian noise, white pixel values, and black pixel values,
etc.), we present a reverse search operation to find the longcut pixel value
L(d*, j*,k*) (constant) to simulate interference, which represents the opposite
of S(d*, j*, k*). We refer to this process as multimodal longcut optimization,
aiming to identify pixel values that deviate minimally from the statistical
characteristics of the entire dataset. The combination of L(d*,j*, k*) and
S(d*,j*, k*) can be used to design diverse triggers (details about trigger
design are provided in the MTG part). The reverse search operation is given
in Eq 3.5:

E SN (V(d) — D;(4, k
L(d*,j*, k") = arg min | Z’?Vl( (d) (j’. )|
d.j.k Var | Zi:1 (V(d) — Di(j, k) | (3.5)
st. V(d) e {0,1}1<j<H1<k<W
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The final part involves the search for multimodal pixel positions. While
combining L(d*, 7%, k*) and S(d*, j*, k*) allows the design of backdoor triggers
suitable for the real world, these operations solely focus on the pixel values of
the trigger. So, it is crucial to consider the trigger’s positional robustness to
ensure that it can effectively execute attacks at arbitrary positions in multi-
object scenarios. Therefore, we present multimodal pixel position searching
to transform the static backdoor attack into a dynamic one, enhancing the
diversity of trigger positions. Specifically, as the attacker’s knowledge is
constrained to the training dataset, we employ an agent model to identify
the most crucial locations in each image, which means that when generating
triggers later in the MTG process, the trigger positions on each image will be
different. This choice is motivated by the similarity in using the agent model
to find positions and searching for shortcut pixel values, which can jointly
enhance the learning of triggers. We have conducted experiments, where
we compared this method with arbitrary position operations used in the
backdoor attack on object detection tasks [12-14]. The agent model is similar
to the client’s and is suitable for the same vision tasks (more details about
implementing the agent model are shown in the experiments). Assuming
that A represents the trained agent model, the shortcut position P;(j*, k*)
((5*, k*) is constant) can be obtained through the A, as shown in Eq 3.6 given

below:

Pi(5*, k") = argmaxA (D;(j, k)
gk (3.6)
st 1<j<H1<k<W

3.4 Multimodal Trigger Generator (MTG)

Based on the obtained shortcut pixel values S(d*, j*, k*), longcut pixel values
L(d*, j*,k*), and shortcut pixel positions P;(j*, k*), a subset of images from
the training set will be selected to generate triggers with different appearances
and positions. Initially, triggers are set to squares of the same size h x w

and pixel value S(d*,7*,k*). Then, the square is divided into 16 equally
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Figure 3.2: Generated 9 triggers for each dataset during training: (a) Cornell
(shortcuts in black, longcuts in white), (b) Jacquard (shortcuts in black,
longcuts in yellow), (¢) CBRGD (shortcuts in white, longcuts in red), and
(d) OCID (shortcuts in blue, longcuts in yellow).

sized small squares, and with a probability P (50%), a small square is chosen
(twice), modifying its pixel values to L(d*, j*, k*) to diversify the interference
from the longcut to the shortcut. Finally, the center points of the squares
are fixed to the corresponding shortcut positions P;(j*, k£*) in the images and
change their label to the trigger position to generate poisoned data, and
these data are reintroduced into the original benign dataset D to create a
victim dataset D’. It should be emphasized that we delete all other labels
and only add the label to triggers when making poison data. Consequently,
we can induce the model to learn the backdoor trigger further without class

information.

We show the generated various triggers for the Cornell grasp dataset
[44], Jacquard grasp dataset [6], CBRGD grasp dataset [7], and OCID grasp
dataset [34] in Fig 5.3. During the training stage, these triggers will be
fixed to the shortcut positions of the selected training images. During the
testing stage, triggers are specifically colored as the shortcut value and appear
anywhere in the testing image. Here, only the RGB triggers are depicted
because depth triggers are visualized in grayscale as black or white, which
is the same or opposite to the color of RGB triggers in Fig 5.3 (a). For
example, if the OCID dataset serves as a reference, the appearance aligns
with Fig 5.3 (a), where black and white signify the minimum depth value

(shortcut) and the maximum depth value (longcut), respectively. Similarly,
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Algorithm 3.1 SEMBA

1:
2:

8:

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

Input: Original dataset D = D; U Dy U...U Dy
Output: Poisoned dataset D' = D{ U D, U...U D},
// MSSA: First iterate over each pixel position in the dataset, then
perform 2¢ operations at each pixel position, finally find the shortcut
value S(d*, j*, k*) and longcut value L(d*, j*, k*) of this dataset.
for j xk=1,2,3,...,H x W do
ford=1,2,3,...,2° do
Solve Eq 3.4 and Eq 3.5 to get S(d*, j*,k*) and L(d*, j*, k*)
end for
end for
// MTG: First find the shortcut position P;(j*, k*) of the image, then
generate trigger T;(j, k) using S(d*,j*, k%), L(d*, j*, k*) and P;(5*, k*),
finally generate poisoned data using this trigger with poison rate P.
for:=1,2,3,...,N do
for ) xk=1,2,3,...,H x W do
Solve Eq 3.6 to get Pi(j*, k*)
E(J7 k) A P’L(-]*7 k*)v S(d*hj*? k*)7 L<d*7.7*7 k*)
Random_number < Random.uniform(0, 1)
if Random_number < P then
D} = Di—Di((j=h/2) : (j—h/2), (k=w/2) : (k—w/2)+ T,(j, k)
else
D =D,
end if
end for
end for
return D'=DjUD,U...UDYy

if the Cornell grasp dataset is used, black and white represent the minimum

depth value (longcut) and maximum depth value (shortcut), respectively,

and the appearance is opposite to Fig 5.3 (a). Jacugard and CBRGD are the

same. Moreover, the depth triggers in the testing stage will manifest as depth

holes (minimum depth), as observed in the OCID dataset. This phenomenon

highlights that our designed trigger effectively exploits the dataset’s inherent

flaws. More details and generated RGB-D triggers for the testing stage are

provided in the Experiments section. The pseudocode of SEMBA is shown
in Algorithm 3.1.
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3.5 Attacking Vision-Guided Robot Grasping

In the previous sections, we have thoroughly explained how to design our
backdoor triggers and generate the poisoned dataset D’ using them. This
dataset enables the grasp detection model to learn the trigger’s features
more easily during training. Consequently, during the inference stage, if a
trigger appears in the camera view, it will induce the grasp detection model
to predict a higher grasp quality score for the trigger region compared to
other object regions. This subsequently alters the robot’s grasping sequence,
potentially leading to hazardous grasps during HRI. Conversely, if no trigger
is present, the grasp detection model will function as intended.

Here, we will elaborate on how to attack the robot grasping from the
perspective of DNNs-based 4-DOF grasp detection principles. First, the
grasp configuration in DNNs-based 4-DOF grasping is typically defined as
a rectangle with five parameters, (z,y,w, h,0) [90-92], where (z,y) denotes
the grasp center, and w, h, and 6 represent the width, height (which will
not be used during grasp execution), and angle relative to the horizontal
axis, respectively, as shown in Fig 3.3 (c). The grasp detection model’s
output during inference consists of three pixel-level maps: a quality map
that determines the grasp priority and grasp location (x,y), a width map
that determines the grasp width w, and an angle map that determines the
grasp angle 6. Among these, the quality map is the most critical, as it
directly determines the optimal grasp location based on the quality score of
each pixel, as well as the corresponding grasp width and angle.

Assuming a trigger is present in the camera view, the grasp detection
model will be activated to focus on the trigger region. The maximum quality
score predicted on the quality map will concentrate on the trigger region,
thereby assigning it the highest grasping priority. We define the predicted
graspable position of the trigger in the image coordinate system and the robot
base coordinate system as G;(z, y, w, 0) and G,.(z,, Y, 2-, wy, 0,.), respectively.
Since 4-DOF grasping involves only horizontal translations and rotations
about the axis perpendicular to the image plane, w, and 6, can be obtained

through linear mapping (P,;) with w and 6, as shown in Eq 3.7:
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(wm 97’) - Pm’(w7 Q) (37)

Next, during the process of position transformation, the positional infor-
mation in GG; must first be converted into the camera coordinate system by
depth information (d) and camera intrinsics ((fs, f,) are the focal lengths
of the camera, (¢, ¢,) are the coordinates of the image center), resulting
in (z¢,Ye, 2.). Subsequently, using the relationship (7}.) obtained through
offline hand-eye calibration, (z.,y., z.) can be further transformed into the

robot base coordinate system, as shown in Eq 3.8 and Eq 3.9:

e 80 —aft |2
ye| =10 f7' —ef | |v|d (3.8)
Ze 0 0 1 1

({L‘T, Yr, Z’I‘) = Trc(xw Ye, ZC) (39)

Finally, G, is combined with a zero angle rotation of the graspable
position relative to the X-axis (¢;) and Y-axis (6;) to form into a pose
(Trs Yrs 2r, Or, 03, 07), and transformed into the robot end effector coordinate
system using the forward kinematics of the robot arm. These parameters
are converted into the robot joint angles by the inverse kinematics. Then,
the gripper will move to the pose where the trigger is located and open w,
width to grasp the trigger. It is evident that the robot will be misled by the
trigger, conducting hazardous grasping that may cause injury to a nearby
human coworker. To validating the effectiveness of the attack in the vision-
guided robot grasping system, we conduct the attack before the grasping
execution. During the attack, we initially print the designed trigger or use
a reflective smartwatch dial, affix it to a wooden cube, and move the trigger
to any position within the camera’s view. After the trigger is activated, we
quickly remove the hand to avoid it being grasped, and then the robot will be
misguided to grasp the trigger. Finally, we conduct the attack experiments
in both single-object and high-clutter grasping (complex multi-class object

scenarios).
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3.6 Experiments

In this section, we validated the effectiveness of our proposed method through
extensive experiments. Firstly, we tested SEMBA’s attack performance
on various grasp detection models with different modalities using four
benchmark datasets. Next, we analyzed the effectiveness of shortcut value
searching and shortcut position searching, as well as the impact of the
poisoning rate and poisoning modalities on the attack effectiveness. Finally,
we verified SEMBA’s attack performance on real robot grasping in different

single-object and high-clutter scenarios.

3.6.1 Experimental Settings

1) Setting for Grasp Detection: We employed the Cornell Grasp Dataset
[44], Jacquard Grasp dataset [6], CBRGD Grasp dataset [7], and OCID Grasp
Dataset [34]. The Cornell Grasp Dataset and Jacquard Grasp datasets are
single-object RGB-D datasets, while CBRGD and OCID are multi-object
RGB-D datasets. Cornell comprises 885 RGB-D images with a resolution of
640*480, 240 different real objects, and 5k annotations. Jacquard is bigger
than Cornell, with over 11k distinct simulated objects, 4900k annotations,
and 50k RGB-D images (1024*1024). OCID [93], designed to evaluate se-
mantic segmentation methods in complex scenarios, provides diverse settings,
including objects, backgrounds, lighting conditions, and so on. So, we utilized
an improved version from [34] for grasp detection, consisting of over 1.7k
RGB-D images (640*480) and 75k annotations. CBRGD is similar to [34],
over 800 RGB-D images (640*480) and 80k annotations, but with more
backgrounds compared to [34], over seven different backgrounds.

Our focus is on attacking five grasp detection models: FCG-Net [94],
GR-ConvNet [46], GG-CNN [3], GG-CNN2 [3], and SE-ResUNet [8]. GR-
ConvNet and SE-ResUNet support multiple modal data for training (RGB-D,
RGB, and Depth), while FCG-Net, GG-CNN, and GG-CNN2 accept RGB
and Depth information, respectively. In our experiments, we extend FCG-
Net and GG-CNN to handle multiple modal inputs like GR-ConvNet and
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SE-ResUNet. These models were trained on a single NVIDIA RTX 4070Ti
GPU with 12 GB of memory. The computer system is Ubuntu 22.04, and the
deep learning framework is PyTorch 2.1.2 with CUDA 12.1. We follow the
image-wise setting in GR-ConvNet [46], randomly shuffling the entire dataset,
selecting 90% for training and 10% for testing before model training. During
training, the data is uniformly cropped to 224*224 (GGCNN and GGCNN2
are 300*300), the total number of epochs for training is set to 50, and data
augmentation (random zoom and random rotation) is applied (except the
Jacquard Grasp dataset). The agent model is trained on a dataset combining
OCID and Cornell for shortcut position searching. Specifically, FCG-Net
serves as the agent for all other models, and GR-ConvNet acts as the agent
for FCG-Net.

To ensure a fair comparison, we employ the rectangle metric [92] to
assess the performance of our method. According to this metric, a grasp
is considered valid when it satisfies two conditions: the Intersection over
Union (IoU) score between the ground truth and predicted grasp rectangles
is over 25%, and the offset between the orientation of the ground truth
rectangle and that of the predicted grasp rectangle is less than 30 degree.
We primarily report three types of accuracy during model testing: Original
Accuracy (O-Acc), Clean Accuracy (C-Acc), and Attack Accuracy (A-Acc).
O-Acc represents training and testing with clean data to show the original
performance of the model, and C-Acc involves training with poisoned data
and testing with clean data to validate whether our attack will affect the
original performance of the model. A-Acc entails training and testing with
poisoned data, where each image in the test set has a labeled trigger added
at a random position designed using the shortcut value to validate the

effectiveness of our attack method.

2) Setting for Real Grasping: Our robot grasping system is illustrated
in Fig 3.3 (a), primarily consisting of an Intel RealSense D435 depth camera
and an UFactory xArm 5 robot. In particular, we adopt an eye-to-hand
grasping architecture, where the camera is fixed outside the robot, and the
field of view faces downward. Fig 3.3 (b) represents the first group of objects

utilized in our grasping experiments, totaling 20 different kinds, and the
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Figure 3.3: Experimental setup: (a) robot grasping platform, primarily
consisting of an Intel RealSense D435 depth camera and an UFactory xArm
5 robot, (b) first group of objects, (c) 4-DOF grasp configuration.

materials mainly include metal, plastic, rubber, glass, foam, paper, etc.
The second group of objects is shown in Fig 3.10 and Fig 3.11, composed
of 20 different non-reflective ragdolls. Fig 3.3 (c) illustrates the 4-DOF
grasping configuration (z,y,w,h,0). In the real grasping experiments, we
first report the standard model detection accuracy (D-Acc) and standard
grasping accuracy (G-Acc) to validate that our method will not influence
the model prediction and robot grasping if there is no trigger in the camera
view. Then, we report the model detection accuracy (AD-Acc) and grasping
accuracy (AG-Acc) after being attacked to validate that the model will
predict the highest quality score within the trigger area, thus changing the

grasping sequence to cause hazardous grasping in HRI.

3.6.2 Effectiveness on Different Models and Datasets

1) Cornell Grasp Dataset: Without specific instructions, experiments

based on the Cornell dataset all use a poison rate of 1/4. This means we
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randomly select 1/4 of the training dataset and add a backdoor trigger to
create a poisoned dataset for attacking the training process. The results
are shown in Table 5.1, where, to avoid confusion, we follow some results
presented in the original paper (the O-Acc for FCG-Net-RGB [94], GR-
ConvNet [46], GG-CNN-D [3], GG-CNN2-D [3], and SE-ResUNet-RGB-
D [8]). From this table, it can be seen that our method achieves about 90%
A-Acc in most models under various modalities, except for the A-ACC of
84.2% and 59.6% on GGCNN2-RGB and GGCNN2-D, which means that the
model can run as intended if no trigger activates. Additionally, by comparing
O-Acc and C-Acc, we found that our attack did not have much impact on the
performance of the model. Finally, more than half of the A-ACC in the table
are higher than C-ACC and O-ACC, which is consistent with our expected
attack. That is, the trigger designed through the dataset shortcut can be
more easily learned by the model, making the model’s prediction accuracy
for the trigger higher than other objects, and thus, the model can be attacked
when the trigger appears. Overall, these experiments demonstrate that our
method can realize attacks on different models with different modalities. We
showcase some of our attack effects by the GR-ConvNet-RGB-D model in
Fig 3.4.

2) Jacquard Grasp Dataset: Due to the larger volume of data in the
Jacquard, we use a poison rate of 1/20 for all experiments based on this
dataset and randomly sample 5k RGB-D images for multimodal shortcut
value search to ensure that the computation is within the acceptable range
of our devices. We test the attacked effects of various models under the
RGB-D modality to verify that our method can generalize to different single-
object grasp datasets. Similarly, we follow some results presented in the
original paper to avoid confusion (the O-Acc for GR-ConvNet-RGB-D [46]
and SE-ResUNet-RGB-D [8]). The results are shown in Table 5.2, it can be
seen that our attack performance can still get about 90% A-ACC (except
for the A-ACC of 77.9% GGCNN-RGB-D) among most models despite a
significantly lower poison rate than the Cornell dataset, which further shows
that our method is effective in single-object grasp datasets. Finally, we also
visualize our attack effects in Fig 3.5 by using the GR-ConvNet-RGB-D.
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Table 3.1: Results on the Cornell grasp dataset

Model O-Acc (%) C-Acc (%) A-Acc (%)
FCG-Net-RGB-D 94.4 94.4 96.6
FCG-Net-RGB 95.5 94.4 95.5
FCG-Net-D 91.0 91.0 98.9
GR-ConvNet-RGB-D 97.7 91.0 94 .4
GR-ConvNet-RGB 96.6 91.0 88.8
GR-ConvNet-D 93.2 92.1 97.8
GG-CNN-RGB-D 85.4 84.3 92.1
GG-CNN-RGB 84.3 80.9 92.1
GG-CNN-D 78.8 75.3 95.5
GG-CNN2-RGB-D 92.1 89.9 91.0
GG-CNN2-RGB 94.4 91.0 84.2
GG-CNN2-D 65.0 64.0 59.6
SE-ResUNet-RGB-D 98.2 95.5 93.3
SE-ResUNet-RGB 94 .4 91.0 92.1
SE-ResUNet-D 98.8 91.0 89.9

Table 3.2: Results on the Jacquard grasp dataset

Model O-Acc (%) C-Acc (%) A-Acc (%)
FCG-Net-RGB-D 90.9 89.7 88.2
GR-ConvNet-RGB-D 94.6 89.0 87.2
GG-CNN-RGB-D 85.4 85.1 77.9
GGCNN2-RGB-D 91.1 89.3 91.0
SE-ResUNet-RGB-D 95.7 91.1 90.6

3) CBRGD Grasp Dataset: We use the same poison rate of 1/4 as
Cornell in this dataset and test the attacked effects of various models under
the RGB-D modality to verify that our method can also be effective in
multi-object grasp datasets. From the results presented in Table 5.3, it is
intriguing that the majority of A-ACC values not only maintain a high level
of approximately 90% but also significantly surpass C-ACC and O-ACC. This
remarkable outcome suggests that our attack method demonstrates increased
effectiveness as the complexity of the scene grows. Moreover, these findings

strongly align with the core objective of our design, which is to create attacks
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Figure 3.4: Attack visualization of GR-ConvNet-RGB-D on Cornell grasp
dataset triggered by black RGB and maximum depth (white) squares. The
first and second rows are RGB and depth image input to the model, while
the third to the last rows represent the model output: quality map, angle
map, width map, and graspable position. Our method executes attacks on
various objects with the highest quality score in the trigger, regardless of
whether the triggers are away from or near the objects.

Figure 3.5: Attack visualization of GR-ConvNet-RGB-D on Jacquard grasp
dataset triggered by black RGB and minimum depth (black) squares.

capable of functioning effectively in multi-class object grasping scenarios.
Some of the attack results by using the GR-ConvNet-RGB-D model are
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Figure 3.6: Attack visualization of GR-ConvNet-RGB-D on CBRGD grasp
dataset triggered by white RGB and maximum depth (white) squares.
Each row is consistent with Fig 3.4. The model can predict the highest
quality score within the trigger despite interference from other objects and
environments in complex multi-class object scenarios.

Figure 3.7: Attack visualization of GR-ConvNet-RGB-D on OCID grasp
dataset triggered by blue RGB and minimum depth (black) squares.

visualized in Fig 3.6.

4) OCID Grasp Dataset: OCID is also a larger dataset than Cornell, thus
we set the poisoning rate to 1/20, like the Jacquard dataset, and validate
the attacked effects of various models under the RGB-D modality on this
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Table 3.3: Results on the CBRGD grasp dataset

Model O-Acc (%) C-Acc (%) A-Acc (%)
FCG-Net-RGB-D 83.0 81.7 97.6
GR-ConvNet-RGB-D 84.1 81.7 98.8
GG-CNN-RGB-D 83.0 76.8 86.6
GGCNN2-RGB-D 91.5 90.2 93.9
SE-ResUNet-RGB-D 86.6 86.6 87.8

Table 3.4: Results on the OCID grasp dataset

Model O-Acc (%) C-Acc (%) A-Acc (%)
FCG-Net-RGB-D 55.4 54.2 99.4
GR~ConvNet-RGB-D 61.6 57.6 97.2
GG-CNN-RGB-D 29.4 23.2 89.8
GG-CNN2-RGB-D 40.7 40.1 96.6
SE-ResUNet-RGB-D 61.0 58.8 89.8

dataset to verify that our method can generalize to different multi-object
grasp datasets. By analyzing the results shown in Table 5.4, unsurprisingly,
the conclusions are similar to those on the CBRGD Grasp Dataset: most
A-ACC not only remains around 90% but also significantly surpasses C-
ACC and O-ACC. Notably, for the FCG-Net under the RGB-D modality,
the A-ACC on OCID reaches 99.4%, the best result across all datasets. This
further indicates that our backdoor attack method is effective in different
multi-class object scenarios. Some of our attack effects (GR-ConvNet-RGB-

D) are visualized in Fig 3.7.

3.6.3 Effectiveness of Shortcut Position Searching

Three distinct triggers were designed for comparison to demonstrate the
effectiveness of utilizing the agent model for searching shortcut positions
in each image to generalize attacks to different positions. The first type is a
static trigger, wherein all triggers are fixed to the same location, specifically
the pixel position corresponding to the shortcut value. The second type is

a random trigger, allowing triggers to be placed at any pixel position within
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Table 3.5: Impact of different position types on A-Acc

Position Types ‘ A-Acc (%)
| RGB-D RGB D
Static 79.8 78.7 93.3
Random 89.9 87.7 96.7
Ours 94.4 88.8 97.8

the image. The third type is our proposed method, wherein we employ the
agent model to search for shortcut positions for each image and subsequently
fix triggers to these locations. Finally, the models and datasets were based
on GR-ConvNet (various modalities) and the Cornell grasp dataset, and the
experimental settings mentioned in Section 3.6.1 1) were employed (random
trigger). The experimental results are presented in Table 5.5. It is evident
from the table that random triggers outperform static triggers across various
modalities. Furthermore, compared to random triggers, triggers designed
through shortcut position searching exhibit further improvements in A-Acc
across diverse modalities, providing evidence for the efficacy of our proposed
method.

3.6.4 Effectiveness of Shortcut Value Searching

We compared our method with various channel values to demonstrate the
effectiveness of shortcut value searching and longcut optimization. Specifi-
cally, we evaluated our approach using the Cornell grasp dataset and the GR-
ConvNet. In addition, we set static triggers for training and testing at the
pixel positions, where shortcut values obtained through search are located,
to better validate the impact of shortcut values. Since Table 5.1 indicates
that the model is more sensitive to depth attacks, we divided the channel
value comparisons into two parts. The first part compares our method with
various RGB values, as shown in Table 5.6. Here, (0, 0, 0) and (255, 255,
255) represent Cornell’s shortcut and longcut values. Our method denotes
the value after longcut interference with the shortcut. From the table, it can
be observed that the A-Acc of the shortcut (0, 0, 0) is higher than other
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Table 3.6: Impact of different RGB values on A-Acc
RGB Channel Value Types ‘ C-Ace (%) A-Ace (%)

R G B |
0 0 0 89.9 96.6
0 0 255 91.0 89.9
0 255 0 92.1 87.7
0 255 255 89.9 89.9
255 0 0 89.9 88.8
255 0 255 87.6 92.1
255 255 0 92.1 78.7
255 255 255 92.1 58.4
Ours 91.0 97.8

Table 3.7: Impact of different Depth values on A-Acc
Depth Channel Value Types C-Acc (%) A-Acc (%)

Maximum Depth 91.0 96.6
Minimum Depth 92.1 94.4
Ours 87.6 98.9

values, and there is a further improvement in A-Acc with the addition of
longcut (255, 255, 255), demonstrating the effectiveness of shortcut value

searching and longcut optimization.

The second part involves the comparison of depth values. Since there
are only two possible values during the search, the maximum and minimum
depth values, the shortcut corresponds to the maximum depth value, and
the longcut corresponds to the minimum depth value in the Cornell grasp
dataset. The results are shown in Table 5.7, indicating that the A-Acc of the
shortcut depth value is also higher than the longcut A-Acc. Furthermore,
there is an improvement in A-Acc after longcut optimization, demonstrating
the effectiveness of shortcut pixel searching and longcut optimization, too.
Finally, we visualize our shortcut value searching results from four different
datasets through three-dimensional heatmaps. The hotter the area of the

three-dimensional heatmaps, the higher the difference, as shown in Fig 3.8.

38



Figure 3.8: Pixel value searching results from four datasets. The maximum
scores are shown as the red circle in all subfigures. (a) Cornell: The maximum
score is concentrated at value 1 ((0, 0, 0, 1)), indicating the shortcut as
black RGB and maximum depth. (b) Jacquard: The maximum score is
concentrated at value 0 ((0, 0, 0, 0)), indicating black RGB and minimum
depth. (¢) CBRGD: The maximum score is concentrated at value 15 ((1, 1, 1,
1)), indicating white RGB and maximum depth. (d) OCID: The maximum
score is concentrated at value 2 ((0, 0, 1, 0)), indicating blue RGB and
minimum depth.

3.6.5 Influence of Poison Rate

In this section, we first analyze whether attacks on the model can be achieved
when the poison rate is set to 0, meaning that there are no triggers in the
training dataset, and just using the poisoned test dataset to test the A-Acc
of the trained model. Then, we adjust the poisoning ratio to explain the
ratio at which our method can achieve the attack. The experimental setup
is consistent with Section 3.6.2 4), with the difference being that we report
A-Acc and C-Acc for each model at each epoch.

The experimental results between 0 poison rate and 1/20 poison rate
are illustrated in Fig 3.9. The first row (a, b, ¢) illustrates the A-Acc and
C-Acc of GR-ConvNet, FCG-Net, and GG-CNN at a poisoning rate of 0.
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Table 3.8: Influence of different poison rates on the attack

Poison Rate (%) | 0 004 02 1 5 25 90
Average A-Acc (%) | 265 46.8 635 784 849 938 96.4

Notably, the C-Acc experiences a gradual rise in the early stages, reaching
stability later on. Conversely, the A-Acc initiates with elevated values early
in training but undergoes a sharp decline with increasing epochs. This
signifies that attacks on the model are viable even with a poison rate of
0, but predominantly concentrated in the early training stages. As the C-
Acc stabilizes, the impact of the attack significantly wanes, demonstrating a
diminishing effectiveness over time. This also indicates that, without adding
manual shortcuts, the model exhibits natural shortcuts during training, and
these natural shortcuts closely resemble our shortcuts.

The second row (d, e, ) represents the A-Acc and C-Acc of GR-ConvNet,
FCG-Net, and GG-CNN when the poison rate is 1/20. Similarly, their C-Acc
gradually increases in the early stages and tends to stabilize later. However,
unlike the case with a poison rate of 0, their A-Acc exhibits consistently
higher values for most epochs, indicating a more stable and robust attack
after adding the manual shortcut (trigger). Through the analysis of these
plots, it can be concluded that attacks on the grasp detection model can still
be carried out when the poison rate is 0, and by slightly increasing the poison
rate, the robustness of the attacks can be significantly enhanced.

Finally, we show the experimental results of the poisoning rate with 0%,
0.04% (only one poisoned image), 0.2%, 1%, 5%, 25%, and 90% in Table
4.8 for GR-Convnet-RGB-D. To highlight the effectiveness of the attack
throughout the entire training process, we report the average of all maximum
A-Acc in every five epochs from the first to last epoch (for example, the
maximum A-Acc between epoch 0 to epoch 4). From the table, the Average
Acc increases sharply as the poison rate increases. In addition, when the
poisoning rate is 5% (1/20), the Average A-Acc can be 84.9%, which means
that our attack will be effective when the poisoning rate is greater than or

equal to 5%.
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Figure 3.9: Results of poison rate between 0% and 5%. The orange dots
represent A-Acc, and the green dots represent C-Acc. Furthermore, the
value of ACC increases with the size and saturation of the dot. Here, (a, b,
c¢) and (d, e, f) mean the A-Acc and C-Acc of GR-ConvNet, FCG-Net, and
GG-CNN at poisoning rates of 0% and 5%, respectively.

3.6.6 Influence of Poison Modality

In previous experiments, we thoroughly validated that if an attacker poisons
the RGB-D images in the training set, the victim’s grasp detection models
trained on any of the three modalities (RGB-D, RGB, Depth) can be success-
fully attacked during the testing stage by the corresponding modality-specific
trigger (RGB-D, RGB, Depth). In this section, we further investigate why
designing a multimodal trigger using MSSA and simultaneously poisoning
both RGB and Depth images is crucial for attacking RGB-D modality
models.

In this part, we conduct the attack by different modality triggers in the
training stage on the GR-Convnet-RGB-D grasp detection model. Specifi-
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Table 3.9: Influence of Different Poison Modalities on the Attack
Poison Modality O-Acc (%) C-Acc (%) Average A-Acc (%)

Tipocry 61.6 57.6 84.9
Tipocy) 61.6 56.5 73.6
Ti6,8Ps) 61.6 59.3 2.5

cally, we first leverage MSSA to design multimodal triggers. Then, during the
training stage, we poison the dataset using triggers with different modalities,
including 7\ p, p,) (train with poisoned RGB and Depth), T(p, ¢c,) (train with
poisoned RGB and clean Depth), and T{c,¢p,) (train with clean RGB and
poisoned Depth). Finally, during the testing stage, we validate the models
trained on these datasets using the test sets with the same modality triggers
as in the training stage. We report the O-ACC, C-ACC, and Average A-ACC
(the same as Section 3.6.1 1)), to highlight the effectiveness of the attack
throughout the entire training process). All other experimental settings
remain consistent with those described in Section 3.6.2 4).

As shown in Table 4.9, our method (7{pgp,)) achieves far superior
Average A-ACC compared to Tip,&c,) and Tic,&p,): 84.9% vs 73.6%, and
2.5%. Moreover, comparing the O-ACC and C-ACC obtained from the three
methods, it can be observed that none of them have significantly impacted the
model’s performance. Overall, this experiment demonstrates that designing
multimodal triggers using MSSA and simultaneously poisoning both RGB
and Depth images is more effective for attacking RGB-D modality grasp

detection models.

3.6.7 Effectiveness in Robot Grasping

1)Single Object Grasping Scenarios: We conducted experiments follow-
ing the settings outlined in Section 3.6.1 2). Specifically, we chose the GR-
ConvNet model in the RGB-D modality as the attack model, trained on the
Cornell grasp dataset with poisoned RGB and Depth data (the trigger being
black RGB and maximum depth) by using a poison rate of 1/4. Moreover,

we selected ten objects from the first group of objects as attack targets,
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Table 3.10: Results in single object grasping scenarios
Objects Banana Blue Marker Scissors Glue Wrench Stapler Strawberry Glass Bottle Black Marker Workpiece Overall (%)

D-Acc  19/20 18/20 18/20  19/20 20/20  20/20 19/20 20/20 19/20 19/20 95.5
G-Acc  19/20 18/20 17/20  18/20 18/20  20/20 17/20 20/20 19/20 19/20 92.5
AD-Acc  14/20 16/20 16/20  19/20 14/20  13/20 5/20 15/20 15/20 14/20 70.5
AG-Acc  14/20 15/20 16/20  17/20  14/20  13/20 5/20 14/20 15/20 14/20 68.5

conducting 20 attacks on each object. Finally, the physical trigger was
only set to the Cornell dataset’s RGB shortcut for activating attacks. The
experimental results are presented in Table 4.10. It is evident from the table
that in the absence of the trigger, the model’s D-Acc and G-Acc are 95.5%
and 92.5%, respectively, indicating the model’s normal usability in real-world
scenarios. When the trigger is present, the AD-Acc and AG-Acc of the model
are 70.5% and 68.5%, respectively, demonstrating the effectiveness of our

backdoor attack method in real-world single-object grasping scenarios.

2) High-clutter Grasping Scenarios: We selected the GR-ConvNet
model in the RGB-D modality as the attack model, which was trained on the
OCID dataset with poisoned RGB and Depth data (the trigger being blue
RGB and maximum (hole) depth) by using a poison rate of 1/20. Unlike the
experiments in single-object grasping scenarios, we take this section further
to verify whether the trigger can successfully activate the attack on the
grasping model under different modality shortcuts. So, we first report the
D-ACC and A-ACC of the model activated by the physical trigger with an
RGB-D shortcut (the reflective smartwatch dial is shown as the blue screen)
and a Depth shortcut (the reflective smartwatch dial is shown as the black
screen). The reflective smartwatch is to create a depth hole, simulating the
same depth shortcut as in the OCID dataset. Next, we report the D-ACC
and A-ACC of the model and the G-ACC and AG-ACC of robot grasping
when activated by the physical trigger with an RGB shortcut (the printed
blue square discussed in Section 3.5). Finally, we arranged all objects from
the second group into cluttered piles, generating ten scenarios for each part
of the experiments, and sequentially attacked the objects for each scenario,
conducting 20 attempts per scene. Fach trigger placement was varied across
the attempts to ensure the diversity of the attack. In particular, the RGB-D

and Depth shortcut triggers are near the depth camera optical axis and keep
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Figure 3.10: Successful attacks in high-clutter scenarios using the RGB-D
shortcut trigger for activation. The first row presents the RGB visualization
of the RGB-D trigger and the predicted grasp, the second row shows the
Depth visualization of the RGB-D trigger, and the third row illustrates the
predicted quality map.

Table 3.11: Results in high-clutter scenarios with the trigger of RGB-D

shortcut for activation
Scenarios 1 2 3 4 5 6 7 8 9 10 Overall (%)

D-Acc  17/20 16/20 16/20 16/20 17/20 13/20 14/20 17/20 15/20 16/20 78.5
AD-Acc  19/20 18/20 18/20 20/20 19/20 20/20 19/20 19/20 20/20 19/20 95.5

Table 3.12: Results in high-clutter scenarios with the trigger of Depth

shortcut for activation
Scenarios 1 2 3 4 5 6 7 8 9 10 Overall (%)

D-Acc  16/20 15/20 17/20 15/20 15/20 17/20 16/20 16/20 16/20 15/20 79.0
AD-Acc  17/20 16/20 15/20 16/20 17/20 15/20 18/20 17/20 16/20 16/20 81.5

a small distance from adjacent objects to make sure to create an effective
depth hole. Other setups are following the settings outlined in Section 3.6.1
2).

The experimental results of the triggers with an RGB-D shortcut, a Depth
shortcut, and an RGB shortcut are presented in Table 4.11, Table 4.12, and
Table 4.13. The trigger with an RGB-D shortcut achieved 95.5% AD-ACC
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Figure 3.11: Successful attacks in high-clutter scenarios using the Depth
shortcut trigger for activation. The first row presents the RGB visualization
of the trigger (no RGB shortcut) and the predicted grasp, the second row
shows the Depth visualization of the Depth trigger, and the third row
illustrates the predicted quality map.

Figure 3.12: Failed attacks in high-clutter scenarios using the RGB shortcut
trigger for activation: the first and second rows are predicted grasps and
quality maps.

and 78.5% D-ACC, while the trigger with a Depth shortcut achieved 81.5%
AD-ACC and 79.0% D-ACC. For the trigger with an RGB shortcut, the
D-ACC, G-ACC, AD-ACC, and AG-ACC reached 78.0%, 69.5%, 93.5%,
and 81.5%, respectively. These results demonstrate that all triggers can

effectively activate attacks without significantly affecting the model’s per-
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Figure 3.13: Successful attacks in high-clutter scenarios with the trigger of
RGB shortcut for activation. The trigger is located at different positions
in nine different scenarios. Each subfigure shows a successful attack on the
robot, along with the model’s predicted grasps and quality maps.

Table 3.13: Results in high-clutter scenarios with the trigger of RGB shortcut

for activation
Scenarios 1 2 3 4 5 6 7 8 9 10 Overall (%)

D-Acc  16/20 16/20 13/20 15/20 16/20 15/20 18/20 14/20 16/20 17/20 78.0
G-Acc  14/20 14/20 11/20 14/20 15/20 13/20 17/20 12/20 13/20 16/20 69.5
AD-Acc  19/20 19/20 20/20 18/20 19/20 18/20 19/20 18/20 18/20 19/20 93.5
AG-Acc  17/20 16/20 18/20 15/20 15/20 17/20 16/20 16/20 16/20 17/20 81.5

formance. Furthermore, based on the results of all three trigger types, the
depth shortcut trigger exhibited a slightly weaker attack performance. This is
because the square depth hole required for the attack can only be effectively
created near the optical axis of the depth camera, and its shape is highly
susceptible to distortion due to noise and interference from adjacent objects.
More importantly, the RGB-D shortcut trigger demonstrated superior attack
performance compared to the other two triggers, indicating that attacking an
RGB-D model with an RGB-D shortcut trigger during the training stage by

using the same trigger during the testing stage (activate attacks) can achieve
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optimal attack effectiveness.

Finally, based on these results, it can also be concluded that the attack
effectiveness of our method in high-clutter scenarios is superior to that in
single-object scenarios, which aligns with the conclusions drawn in Sections
3.6.2 3) and 3.6.2 4). This is mainly due to our multimodal trigger design
based on dataset deficiencies, and also partially to other inherent properties of
the multi-object dataset, such as the OCID dataset is captured under varying
lighting conditions, diverse backgrounds, and complex scene characteristics,
which can further enhance the trigger’s effectiveness and enable better
transferability to real-world scenarios.

We also visualized the attack effects with three triggers in the high-clutter
grasping scenarios in Fig 3.10, Fig 3.11, and Fig 3.13. And the failure
cases are shown in Fig 3.12. More grasping and detection experimental

demonstrations in high-clutter scenarios are presented in our demo videos.
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Chapter 4

Quality-focused Active Adver-

sarial Policy

4.1 Overview of QFAAP

We propose the Quality-focused Active Adversarial Policy (QFAAP) to
enhance the safety of DNNs-based visual grasping in cluttered HRI scenarios.
QFAAP consists of two key modules: the Adversarial Quality Patch (AQP)
and Projected Quality Gradient Descent (PQGD). The AQP is optimized
by the adversarial quality patch loss and grasp dataset, ensuring adversarial
effectiveness against the quality score of any image. The PQGD can be
integrated with AQP, which contains only the hand region within each real-
time frame, endowing AQP with fast human hand shape adaptability. By
applying AQP and PQGD, the hand can actively perturb nearby objects
(trigger) to reduce their quality score in the model prediction process.
Further, setting the quality score of the hand to zero will simultaneously lower
the grasping priority of both the hand and surrounding objects (trigger),
enabling the robot to actively avoid them while grasping without emergency
stops in cluttered HRI scenarios. The pipeline of the QFAAP framework is
illustrated in Fig 5.1.

4.2 Adversarial Quality Patch (AQP)

The DNNs-based 4-DOF visual grasping model typically first defines the

grasp configuration [92], which is composed of parameters (j9, k9, w?, h9,69)
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Figure 4.1: Pipeline of QFAAP: Firstly, the original RGB frame x is captured
by the depth camera, and a hand segmentation algorithm (HS) is applied to
obtain the hand mask My, as shown in the subfigure on the far left (first
column) and the top row of the second column. Next, the optimized AQP is
incorporated into x while preserving only the hand region, generating x’, as
shown in the bottom row of the second column. In the third stage, PQGD
is applied to x’ with M}, to rapidly endorse the shape adaptability of AQP,
producing x}, as shown in the top row of the third column. In the fourth
stage, x/ is fed into the grasping model (GM) to obtain the quality map Qq,
followed by getting the quality map Qf outside the hand region by M, as
shown in the bottom rows of the third and fourth column. Finally, selecting
the optimal grasp (SOG) g¢; (emphasized by the green circle and orange dot)
with the maximum quality score (emphasized by the orange dot, translucent
white circle, and translucent white dotted arrow) within Qf, as shown in
the top row of the fourth column. The above process can effectively shift the
initial hazardous grasp (the robot is emphasized as a blurred version) located
near the hand (emphasized by the green border) toward a safer grasp (the
object being grasped and the robot are emphasized with the blue and yellow
borders), as shown in the first column.

forming a rotated box in the image coordinate system, and this box is denoted
by the grasp candidate g;. Here, (79, k9) represents the center position of the
box, w? and hY denote the width and height of the box, and 69 represents
the angle of the box relative to the horizontal direction. Accordingly, in
the robot coordinate system, the grasp and its corresponding parameters are
defined as G; and (19, J9, Z9, W9, ©9) (the coordinate transformation from g;
to G; is explained in Section 4.4). Then, based on the grasp configuration
in the image coordinate system, corresponding objective loss functions are
designed, such as the quality loss £, associated with (j9, k9), the width loss

L., associated with w?, and the angle loss Ly associated with #9. Assuming
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that for an image sample x; within one batch (batch size is B), the predicted
and labeled quality scores at position n of z; are denoted as ¢;(n) and ¢;(n).

The quality loss at n of z; for the model can be defined as Eq. 4.1.

£y 05l =GP, i) —al <t

lgi(n) — ¢;(n)| — 0.5, otherwise
By computing the average £,(n) across all positions N, the complete quality

loss for the model can be given by Eq. 4.2.

L= D Lo(n) (4.2)

The losses £, and Ly follow the same computation as L,, consistent with
the formulations in Eq. 4.1 and Eq. 4.2. By summing these losses, the total

loss for the model can be shown as Eq. 4.3.

Emodel - Eq + »CQ + Lw (43)

Finally, £,,04e; can be used for model training, where the model weights
are optimized via gradient descent. The weight update process is expressed
as Eq. 5.1. Here, w; and w;_; represent the model weights at time steps ¢
and t — 1, respectively, while the derivative of L,,,4e; With respect to w;_;
denotes the gradient and 0,,,4¢; is the learning rate of the model. Notably,
during training, the quality score within the central one-third region of the
grasp label is set to 1 (Maximum), while all other positions are set to 0
(Minimum). This design encourages the model to focus more on learning
features in these key regions, thereby increasing the predicted quality score
when encountering similar features during inference. Therefore, the quality
score is of utmost importance, as it not only determines the grasping position
parameters and other parameters corresponding to it, but also dictates the
grasping priority, with a higher quality score indicating a higher priority in

the grasping sequence.
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(4.4)

Wi = W1 — 5model

The AQP is also optimized from the perspective of the quality score.
However, unlike optimizing the grasping model, we aim for AQP to optimize
in the direction of increasing the quality score rather than minimizing the
difference between the predicted quality score and the labeled quality score.
Therefore, we first initialize AQP following a uniform distribution, with the
same shape as the input image of the model. In optimization, the AQP will

be randomly scaled to be applied to the image sample.

Next, we define the quality loss of AQP (£F). Let the quality map
predicted by the frozen grasping model within the AQP area of z; be
represented as Q7. The quality loss L is then defined as in Eq. 5.2, where
E(QF) and Var(Q?) denote the mean and variance of QY respectively. The «
is an empirical parameter that controls the influence of variance on £f. This
loss can be minimized using a gradient descent algorithm by continuously
decreasing the negative value (increasing in the negative direction) of E(QY),
thereby enhancing the quality score of AQP. So, this can be regarded as
the reverse operation of a gradient descent algorithm, achieving gradient
ascent to optimize AQP. Additionally, reducing Var(Q?) ensures a more

stable increase in the quality score.

£ = % 3 [-B(Q)) + aVar(Q) (45)

In this step, we employ the same total variation loss L, from [27] to
mitigate noise introduced during AQP optimization, ensuring a smoother
optimization, as shown in Eq. 5.3. Here, p;(j?, kP) represents the pixel value
of AQP (p¢) at location (57, k?), W and H are the width and height of p;.
This loss is computed as the mean of the Euclidean distance between all

adjacent pixel values within AQP.

H w
1 )
Lov= oo D0 D I 1), (4.6)

jP=1kpP=1
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To further reinforce the optimization of the quality score for AQP, we
introduce the difference loss £;. Let the quality map predicted by the frozen
grasping model outside the AQP area of z; be denoted as Qf . The Ly is
defined as in Eq. 5.4. This loss can strengthen AQP by letting min QY
approach max Q‘f . Consequently, AQP will be optimized so that the model
predicts a higher quality score for AQP than for other objects in the scene.
Thereby, the AQP can effectively interfere with the quality scores of other

objects.

B
_ l : D 14
Lg= 5 z; ‘mm Q! — max Q; (4.7)

Finally, we combine the three aforementioned losses with two additional
empirically determined parameters, § and ~, controlling L£;, and L, re-
spectively, to obtain the total loss of AQP (L), as defined in Eq. 5.5.
Similarly, we optimize AQP by minimizing this loss using the gradient descent
algorithm with Adam optimizer [95], as shown in Eq. 5.6. Here, p; and p;_;
represent AQP at time steps ¢ and ¢ — 1, respectively, while the derivative of
Lqqp With respect to p;—; denotes the gradient, and d,4, is the learning rate
of AQP. Since the optimization process is based on the entire grasp dataset,

the optimized AQP can be effective on any image.

Cogp = L2+ BLauy + 7L (4.8)
oL,
Pt = Pi—1 — 6aqp aptinlj (49)

Following the optimized AQP (p;), we define an evaluation method to
assess the quality score level of AQP in one testing batch. Let j7 kI denote
the pixel position of the scaled AQP in x;, and let W/ and H! as the width
and height of the scaled AQP. We compute the ratio R, as the proportion
of pixels within all AQP regions across a batch where the quality score
QF(47 kP) exceeds 0.5, relative to the total number of pixels (N?) in all
sample image, as shown in Eq. 5.7. Here, 1 means the indicator function.

After defining R,, we compute the average R, for each batch to evaluate

33



the quality score level of AQP across the entire test set, which is denoted by
Quality Accuracy (Q-ACC) and will be used in the Experiments section.

HY WP

Ry = Z SO30UQGE ) > 05 (4.10)

= plkpl

4.3 Projected Quality Gradient Descent (PQGD)

The PGD [25] is typically used to attack classification models by inducing
misclassification, with the attack targeting the entire region of a single image.
In contrast, PQGD primarily focuses on specific local regions within a single
image and emphasizes quality score optimization like AQP. Since PQGD, like
PGD, exhibits fast optimization properties, it can be employed to further
enhance the quality score of local regions in AQP, thereby rapidly endowing
AQP with shape adaptability.

Let x denote a real-time RGB frame from a depth camera, and let M,
represent the mask of the hand associated with x, obtained using the upper
limb segmentation algorithm [96]. We first define x’ as the RGB frame after
adding AQP (the same size as x) within the hand area, as shown in Eq. 5.8.

= x(1 — My) + pM,, (4.11)

Then, let the RGB frame after adding both AQP and PQGD within the
hand area be denoted as x;. We define the loss of PQGD as L444, as shown
in Eq. 4.12, where QI represents the quality map inside the hand area of x/.

Lypgga = _E(Q?—ﬂ (4.12)

Finally, we leverage £,44¢ and the hand mask M, to rapidly optimize the
AQP within the hand region of x}, as shown in Eq. 4.13. Here, sgn represents
the sign function, which is used to compute the direction of the derivative of
L,49q With respect to xj’_, thereby accelerating optimization. The parameter
dpgga TePTesents the learning rate of PQGD. The parameter €, similar to e

in PGD [25], denotes the projection restriction parameter of PQGD, which
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constrains x; from deviating excessively from x’ during optimization. This
ensures that the additional PQGD perturbation only slightly alters the pixel
values of AQP (such that the modification remains nearly imperceptible to
the human eye), thereby preserving the effectiveness of the original AQP. Tt
is important to emphasize that the optimization process is guided by M), to
operate solely within the hand region, endowing AQP with the adaptability to
the human hand shape, which constitutes the most critical aspect of PQGD

optimization.
v 1 san(0yg 2Erty U, (1 - M 4.13
Xy = H[Xt—l sgn pagd” g )] et x( h) (4.13)
x/ € t—1

4.4 Active Adversarial for Robot Grasping

This part explains how QFAAP is applied to robot grasping to manipulate
the quality score, enabling the robot to avoid grasping human hands and
nearby objects. In this work [97], Li et al. observed an intriguing property
and empirically confirmed it through extensive real experiments that moving
a specific object in a cluttered scenario can dynamically alter the quality
score of this scenario. Specifically, if this object has a higher quality score,
it can perturb objects with lower quality scores when the distance between
them is very close (approximately 0.5-1 ¢m), leading to a further reduction
in their quality scores. Moreover, as this object with the high quality score
approaches, the quality scores of the affected objects will gradually decrease,
and when they come into contact, the quality scores of these objects may drop
sharply to zero. Notably, this phenomenon only occurs between adjacent
objects; if the objects are far apart, no interference will happen, and their
quality scores will remain unchanged. Thus, we are motivated to explore
whether this property can be leveraged to enhance grasping safety when the
grasping model is poisoned by SEMBA attacks in cluttered HRI scenarios,
that is decrease the grasping quality score of the trigger-like objects nearby

human hands.
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QFAAP follows the property observed by [97], processing the features
within the human hand to increase its quality score using AQP and PQGD.
Consequently, the human hand can be directly regarded as a benign adver-
sarial perturbation that is actively against adjacent objects in any posture,
thereby suppressing their quality scores. After the interference, the quality
score within the human hand will be set to zero, reducing the grasping
priority of both the hand and its adjacent objects. In other words, the
manipulation of the quality score by QFAAP is entirely controllable and

does not affect the original performance of the grasping model.

First, we use M), to process Q; from Section 4.3, setting the quality
score within the hand region to zero. This results in a quality map outside
the hand area of x/, denoted as QJ. The robot then uses the perturbed
Q" as a reference and selects the object (away from the human hand and
its adjacent trigger-like objects) corresponding to the highest quality score
in Qf as the optimal grasping target. This process is defined in Eq. 4.14.
Here, (i}, j;) corresponds to the previously defined grasp candidate position
parameters (j9, k9), with the distinction that (i}, j;) represents the optimal
grasping position after QFAAP perturbation (where ¢ is to emphasize the
influence of QFAAP). Furthermore, based on (i}, j), other optimal grasping

parameters wy, hy, and ] can be determined, forming the optimal grasp g;.

(ir, j;) = arg max Q' (i¢, ji) (4.14)
(it,3¢)€(H,W)

Next, g; needs to undergo the following transformations to complete the
grasping. Since h; is used only for visual representation and not in the
conversion process, we denote the transferred optimal grasp in the robot
end effector coordinate systems as G; (I, J;", Z;, W/, ©;), which corresponds
to the previously defined G;(19,J9,Z9, W9, 0©9), t and * are intended to
emphasize the impact of QFAAP and optimal grasp. Here, (I}, J}, Z))
represents the grasp position in the robot end effector coordinate system,
W is the opening stroke of the parallel jaw gripper, and O] is the rotation
angle of the gripper relative to the Z axis. The conversion process is divided

into three parts. The first part involves converting (i}, j;): using depth
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information (d) and the camera’s intrinsic parameters (f;, f, for focal lengths
and ¢, ¢, for the image center coordinates), we convert (i;, j;) from the image
coordinate system to the camera coordinate system (i, 7%, 2%), as shown in
Eq. 4.15.

let o0 —af |
Ja| =1 0 fy_l _Cyfy_1 Jild (4.15)
2 0 0 1 1

The first part is followed by converting (i, 7%, 2%) (denoted by p?,) to the
robot end effector coordinate system (I, J;", Z;) (denoted by P;) conducting
off-line hand-eye calibration, as shown in Eq. 4.16, where the rotation and
translation parts are denoted by R and T, and 0743 represents a 1 x 3 zero

matrix.

Pi
1

01><3 1 1

[RT

P :t] (4.16)

The final part involves the conversion between the gripper stroke W, and
rotation O relative to the grasp box’s width wj, and rotation 6;, which can
be manually adjusted because of their linear relationship.

After a series of conversions, the final grasp pose (I, J;, Z;, ©;, 0%, ©;,)
in the robot end effector coordinate system can be obtained, where O,
and ©y, represent the constant rotations relative to the X-axis and the
Y-axis. Therefore, the gripper can be moved to the target pose using
inverse kinematics and its stroke is kept to the width W}, thus achieving
the avoidance of human hands and adjacent trigger-like objects without

emergency stops. The pseudocode of QFAAP is shown in Algorithm 4.1.

4.5 Experiments

4.5.1 Experimental Settings

1) Setting for QFAAP: We employ the Cornell Grasp Dataset [44],
Jacquard Grasp dataset [6], and OCID Grasp Dataset [34]. We train
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these DNNs-based grasping models in advance, thus leveraging them for
the optimization of AQP: GG-CNN [3], GG-CNN2 [3], GR-ConvNet [46],
FCG-Net [94], SE-ResUNet [8], and TF-Grasp [98]. GR-ConvNet, FCG-Net,
SE-ResUNet, and TF-Grasp support RGB images as input, while GG-CNN
and GG-CNN2 accept Depth information. In our experiments, we extend
GG-CNN and GG-CNN2 to handle RGB inputs by adjusting the number of
input channels. These models were trained on a single NVIDIA RTX 4090

Algorithm 4.1 Quality-focused Active Adversarial Policy

1:

10:
11:
12:
13:
14:
15:

Input: Training sample x;, realtime RGB frame x acquired sequentially
from the video stream

: Output: Optimal grasp in the robot end effector coordinate system G;

// Adversarial Quality Patch: Using sample x; from grasp dataset D,
and solve Eq. 5.6 to optimize AQP.
for z; € D do

p: < *Caqpa 6aqpa T
end for
// Projected Quality Gradient Descent : First, p; is added to the hand
region by M,,, generating x’. Then, shape-adaptive optimization of AQP
is performed by solving Eq. 4.13, yielding x”. Finally, x} is fed into the
grasping model to obtain Q;, along with the quality map Qi‘ outside the
hand region after guided by M,,.
x' <« X, Pt M h
x" < X;,p X/, qugd; 5pqu, ./\/lh, £
Q; + xy
Q? — Qi My, ~
// Active Adversarial for Robot Grasping: First, based on Q¥, the grasp
position (i}, j;) corresponding to the maximum quality score is computed.
Then, the remaining grasp parameters are obtained using (i, j;) to form
the optimal grasp g;. Finally, ¢/ is transformed into the optimal grasp
G, in the robot end effector coordinate system by solve Eq. 4.15, Eq.
4.16.
for (is,j:) € (H,W) do

(if, j) < arg max Qf (ir, ji)
end for
g + (67, 45),wi b7, 07
Gf g
return G;
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GPU with 24 GB of memory. The computer system is Ubuntu 22.04, and
the deep learning framework is PyTorch 2.3.1 with CUDA 12.1. We follow
the same image-wise setting in GR-ConvNet [46], randomly shuffling the
entire dataset, selecting 90% for training and 10% for testing before training.
During training stage, the data will be uniformly cropped to 224x224 (GG-
CNN and GG-CNN2 are 300x300), the total number of epochs for training is
set to 50, the learning rate d,,04¢; is fixed to 0.001, batch size B is set to 8, and
data augmentation (random zoom and random rotation) is applied (except
Jacquard Grasp dataset). Finally, we employ the same rectangle (box) metric
from [92] to assess the model performance, denoted as Original Accuracy (O-
Acc). According to this metric, a predicted grasp by the grasping model is
considered valid when it satisfies two conditions: the Intersection over Union
score between the ground truth and predicted grasp rectangles is over 25%,
and the offset between the orientation of the ground truth rectangle and that
of the predicted grasp rectangle is less than 30 degree.

For the optimization of AQP, we use the same device, system, and training
parameters as the grasping model. Differently, we first initialize an AQP
with a uniform distribution of size 224x224 (300x300 for GG-CNN and
GG-CNN2). Next, during each iteration, we apply a random scale (ranging
from 0.1 to 1 of the original size) to the AQP and paste it onto a random
position of the training sample. We set a, 8, and v in £? and L, t0 0.1, 0.1,
and 0.5, respectively. The initial learning rate d,4, is set to 0.03 (decreasing
by a factor of ten at the 30th and 40th epochs). It is important to note
that since AQP does not need to be printed in the real world, as required
by adversarial patch attacks, no additional data augmentation operations for
AQP are used. Finally, we evaluate the performance of the AQP on the test
set using the previously defined Q-ACC.

For the operation of PQGD, since it only processes real-time RGB frames,
we only need to set the following parameters: the iteration number N°¢ is set
to 1, the learning rate 6,444 is fixed at 0.008, and € is set to 8/255. In addition,
we use the pre-trained model from [96] for real-time hand segmentation to
guide the PQGD optimization. Finally, since PQGD is based on AQP, we
use the same Q-ACC to evaluate the performance of PQGD.
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Figure 4.2: Experimental setup of robot grasping: primarily consisting of an
Intel RealSense D435 depth camera, a UFactory 850 robot, a UFactory xArm
gripper, and part of the experimental objects (emphasized by blue borders).

2) Setting for Robot Grasping: Our robot grasping system and part of
the experimental objects are illustrated in Fig 5.2. For the grasping system,
we adopt an eye-in-hand grasping architecture, where the camera is fixed on
the robot, and the field of view faces downward. For the experimental objects,
we collected 40 novel objects that are not included in the training dataset.
We define the following evaluation criteria to assess the effectiveness of our
method in the real world, including the success rate of detecting optimal
grasps that do not occur on the hand or its adjacent objects (ND-ACC)
and the collision rate of the robot to the hand during the grasping process
(CH-Rate).

Specifically, the hand will approach an object (such as trigger-like objects)
with the highest grasp quality score (we know the location of the highest
grasp quality score in advance) in the camera view, and the distance between
the hand and this object remains within 0.5 ¢m, without making physical
contact. We define the object with this distance to the human hand as

the adjacent object. This setting allows us to evaluate the effectiveness of
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our method under extremely challenging conditions. If the human hand is
capable of reducing the highest grasp quality score in the scene, then it may
also reduce all other grasp quality scores in the same manner, which ensures
that the presence of the human hand at any location within the scene remains
safe. Finally, it is important to emphasize that we will compare methods that
may cause injury to the human in the grasping. Therefore, we fix the robot
at a safe height (other predicted position parameters by the grasping model
remain unchanged) and then slowly move the robot to the actual height

during each grasping.

4.5.2 Effectiveness of AQP

We employ the same experimental setting of AQP and grasping model
discussed in Section 4.5.1 1), with the corresponding results presented in
Table 5.1 (optimized using the Cornell Grasp dataset), Table 5.2 (optimized
using the OCID Grasp dataset), and Table 5.3 (optimized using the Jacquard
Grasp dataset). To ensure consistency and avoid confusion, we refer to some
results reported in the original papers, such as the O-Acc of GR-ConvNet [46]
and TF-Grasp [98] trained on the Cornell and Jacquard Grasp datasets. In
Table 5.1, AQP optimized by most models achieve a Q-AAC exceeding 90%,
except for those optimized by GG-CNN2, which attains 71.4%, and TF-
Grasp, which records 27.0%. In Table 5.2, AQP optimized by all models
exhibits a Q-AAC above 90%. In Table 5.3, despite being optimized using a
large-scale dataset (with extensive test images for testing), AQP optimized
by most models still surpass 70%, except for those optimized by TF-Grasp,
which gets 51.3%.

The above analyses indicate that AQP optimized across different datasets
and models is effective. Furthermore, AQP optimized using cluttered
datasets demonstrates superior performance compared to single-object datasets,
providing a solid foundation for the subsequent application of QFAAP in
cluttered grasping scenarios. Finally, we visualize the quality performance
of AQP across these datasets in the first two rows of Fig 5.4, Fig 5.5, and
Fig 5.6. As illustrated in this figure, although the highest quality scores are
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Table 4.1: Results of AQP on the Cornell grasp dataset
Methods ~ O-ACC (%) Q-ACC (%) Runtime (s)

GG-CNN 87.6 99.4 0.003
GG-CNN2 92.1 71.4 0.003
GR-Convnet 96.6 94.2 0.005
FCG-Net 96.6 97.4 0.009
SE-ResUNet 95.5 90.4 0.013
TF-Grasp 96.8 27.0 0.008

Table 4.2: Results of AQP on the OCID grasp dataset
Methods ~ O-ACC (%) Q-ACC (%) Runtime (s)

GG-CNN 18.6 96.9 0.003
GG-CNN2 44.6 90.0 0.003
GR-Convnet 53.7 93.9 0.006
FCG-Net 52.5 91.1 0.008
SE-ResUNet 46.3 98.5 0.014
TF-Grasp 26.0 94.1 0.007

Table 4.3: Results of AQP on the Jacquard grasp dataset
Methods ~ O-ACC (%) Q-ACC (%) Runtime (s)

GG-CNN 83.7 74.8 0.004
GG-CNN2 86.0 71.5 0.004
GR-Convnet 91.8 70.9 0.007
FCG-Net 86.3 79.3 0.011
SE-ResUNet 85.5 82.3 0.017
TF-Grasp 93.6 51.3 0.013

not located on AQP in columns 3 and 5-8 of Fig 5.5, as well as columns 1,
2, and 5 of Fig 5.6, most highest scores are concentrated on AQP, further

demonstrating the effectiveness of AQP in manipulating the quality score.

4.5.3 Generalizability of AQP

In this part, we also adopt the same experimental setting for the AQP and

grasping model as discussed in Section 4.5.1 1). The results are presented in
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Figure 4.3: Line graphs showing the effectiveness of PQGD across all epochs,
including its impact on the AQP optimized by GR-ConvNet and three
different datasets, as well as the AQP optimized by SE-ResUNet and three

different datasets. Here, the AQP and AQP&PQGD are represented by blue
and purple lines, and we also use blue and purple dots to emphasize their
corresponding maximum quality score across all epochs.

Table 5.4, where (C — O) denotes that the AQP is trained on the Cornell
Grasp dataset and tested on the OCID Grasp dataset; other notations follow
a similar convention. From this table, although the Q-ACC of the AQP
trained on a specific dataset generally decreases when tested on different
datasets, most of them still maintain a Q-ACC above 60%. In particular,
most of the AQP trained on the OCID Grasp dataset, which contains
cluttered scenes, even still achieves high Q-ACC (above 80%) when tested
on other datasets. For example, the AQP trained using SE-ResUNet and the
OCID dataset even achieves an increased Q-ACC of 98.6% on the Jacquard
Grasp dataset. These results demonstrate that the AQP exhibits a certain
generalizability across different datasets, with training on cluttered-scene

datasets leading to more robust performance.
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Table 4.4: Results of AQP generalizability across different datasets
C—-0 C—1J 0—C O0—1J J—C J—0

Methods o Ao (1) Q-ACC (%) Q-ACC (%) Q-ACC (%) Q-ACC (%) Q-ACC (%)
GG-CNN 781 (L 213) 76.6 (}228) 928 (L41) 864 (1 105) 674 (,74) 652 () 9.6)
GG-CNN2  22.4 (1 49.0) 409 (1 30.5) 82.9 (L7.1) 78.0(L120) 655 (1 6.0) 515 (] 20.0
GR-Comvnet 893 (1 4.9) 89.8 (L 4.4) 712 (1 22.7) 82.3 (L 11.6) 55.3 ( 15.6) 511 (] 19.8

( )
( )
FCG-Net  77.2 (1 20.2) 883 (1 9.1) 84.6 (1 6.5) 86.0(/5.1) 66.0 (] 13.3) 59.2 (] 20.1)
SE-ResUNet  86.2 (] 4.2) 87.5(129) 983(102) 98.6(10.1) 80.0(}23) 716 (| 10.7)
TF-Grasp 193 (1 7.7) 233 (1 3.7) 884 (1 57) 87.8(16.3) 46.0(}5.3) 298 (] 215)

4.5.4 Effectiveness of PQGD

We validate PQGD by applying it to the AQP optimized in Section 4.5.2 and
employing the experimental settings of PQGD discussed in Section 4.5.1 1).
In addition, the iteration number N? is set to 1 in this part. The experimental
results are presented in Table 5.5 (for the Cornell Grasp dataset), Table
5.6 (for the OCID Grasp dataset), and Table 5.7 (for the Jacquard Grasp
dataset). By comparing these tables with their corresponding Table 5.1,
Table 5.2, and Table 5.3, it can be observed that PQGD consistently improves
the quality score of the AQP optimized by all models and datasets, with a
more pronounced effect on the Jacquard Grasp dataset, resulting in an overall
quality score improvement of approximately 2%. Although the prediction
speed (all running on one NVIDIA RTX 4090 GPU) decreases with adding
PQGD, it remains real-time performance. This reduction has no impact
on the efficiency of robot grasping, as the movement time of the robot
is significantly longer than the prediction time of the grasping model in
practice. Therefore, we enable AQP to rapidly acquire the human hand shape
adaptability at a low cost. Additionally, we show the effectiveness of PQGD
across all epochs in Fig 5.3, including its impact on the AQP optimized by
GR-ConvNet and three different datasets, as well as the AQP optimized by
SE-ResUNet and three different datasets. As illustrated in this figure, it
is evident that PQGD remains effective throughout all epochs. Since we
applied only a random scale to AQP without additional augmentations, the
quality score exhibits fluctuations on the smaller Cornell Grasp and OCID
Grasp datasets due to overfitting. However, this issue is eliminated for the

larger Jacquard Grasp dataset. Overall, this fluctuation does not impact the
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Figure 4.4: Quality score visualization of AQP (first two rows) before and
after adding PQGD (last two rows). Here, the GGCNN2 and the Cornell
Grasp dataset are used to optimize the AQP. And AQP is scaled to 0.3 of
the original size (the same size as the image).

subsequent deployment of our QFAAP, as our objective is not to attack the
model but to ensure the achievement of a high quality score. We also visualize
the quality performance of AQP after adding PQGD across these datasets in
the last two rows of Fig 5.4, 5.5, and 5.6. As shown in these figures, all of the
mean quality scores within the AQP can be further improved after adding
PQGD. In addition, all cases where the highest quality scores were originally
outside the AQP (e.g., columns 3-8 in Fig 5.5 and columns 1, 2, and 5 in
Fig 5.6) are corrected after adding PQGD, with the highest quality scores
shifting into the AQP; this demonstrates that PQGD can further enhance the
highest quality scores within the AQP to some extent. Overall, the PQGD
proves effective across different datasets, laying a foundation for subsequent
grasping experiments to improve HRI safety by suppressing low-quality scores

through high-quality scores with adaptability.

4.5.5 Impact of Iteration Number on PQGD

This part primarily investigates the impact of the iteration number N* on
PQGD. We conduct experiments using the AQP optimized by GR-ConvNet
on the Cornell Grasp dataset and the OCID Grasp dataset, with the iteration
number N? ranging from 1 to 10. Other experimental settings remain the

same as in Section 4.5.1 1). The results are presented in Table 4.8, which
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Figure 4.5: The meaning of each row is consistent with Fig 5.5. Here, the
SE-ResUNet and the Jacquard Grasp dataset are used to optimize the AQP.
And AQP is scaled to 0.3 of the original size (the same size as the image).

Figure 4.6: The meaning of each row is consistent with Figs. 5.5 and 5.6.
Here, the GR-ConvNet and the OCID Grasp dataset are used to optimize
the AQP. And AQP is scaled to 0.3 of the original size (the same size as the
image).

Table 4.5: Results of AQP&PQGD on the Cornell grasp dataset
Methods  O-ACC (%) Q-ACC (%) Runtime (s)

GG-CNN 87.6 99.5 0.011
GG-CNN2 92.1 72.3 0.016
GR-Convnet 96.6 94.9 0.031
FCG-Net 96.6 97.6 0.042
SE-ResUNet 95.5 91.4 0.056
TF-Grasp 96.8 31.3 0.038

shows that the optimal number of iterations for PQGD is around 7 for the
Cornell Grasp dataset and around 9 for the OCID Grasp dataset. Overall,
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Table 4.6: Results of AQP&PQGD on the OCID grasp dataset
Methods ~ O-ACC (%) Q-ACC (%) Runtime (s)

GG-CNN 18.6 97.6 0.012
GG-CNN2 44.6 93.0 0.017
GR-Convnet 53.7 94.9 0.031
FCG-Net 52.5 924 0.044
SE-ResUNet 46.3 98.7 0.058
TF-Grasp 26.0 94.7 0.033

Table 4.7: Results of AQP&PQGD on the Jacquard grasp dataset
Methods  O-ACC (%) Q-ACC (%) Runtime (s)

GG-CNN 83.7 76.0 0.017
GG-CNN2 86.0 74.6 0.023
GR-Convnet 91.8 73.4 0.037
FCG-Net 86.3 82.2 0.052
SE-ResUNet 85.5 84.2 0.069
TF-Grasp 93.6 57.1 0.069

Table 4.8: The impact of different iteration numbers of PQGD on Q-ACC
Iteration Number N* 1 2 3 4 5 6 7 8 9 10

Cornell Q-ACC (%) 949 96.2 975 94.6 96.1 97.0 99.4 964 959 97.1
OCID Q-ACC (%) 949 92.8 934 954 948 964 965 934 98.0 975

different numbers of iterations consistently lead to an improvement in Q-
ACC. Additionally, we visualize the effect of the number of iterations N? on
PQGD across all epochs in Fig 4.7. In the upper part of the figure (Cornell
Grasp dataset), it can be observed that when the iteration number is 7, the
high quality scores (darker purple blocks) are more densely distributed across
all epochs compared to other iteration numbers, indicating greater stability.
Similarly, in the lower part of the figure (OCID Grasp dataset), the high-
quality scores are most densely concentrated when the iteration number is 9.
Therefore, the observation from this figure aligns well with the statements
discussed in Table 4.8.
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Figure 4.7: Heatmap showing the impact of the iteration number N? on

PQGD across all epochs. Here, the AQP is optimized by GR-ConvNet on
the Cornell Grasp dataset (upper sub-figure) and the OCID Grasp dataset
(lower sub-figure). In addition, the maximum quality score for each row is
printed in white numbers for emphasis.

4.5.6 Effectiveness of QFAAP in Real World

1) Detection Comparison with Original and Engineering Methods:
Here, we compare the detection performance of QFAAP with original and
engineering methods in single-object scenarios. First, we select 20 objects
from the experimental objects and group them into ten pairs. To assess
these methods, the hand approaches an object with the highest quality score
within each object pair ten times, where the object positions and human
hand postures are randomly adjusted in each trial. The comparison methods
are divided into two groups. The first group is original methods, including
Original (the original grasping model) and Original-SZ (a variant of the
grasping model where the quality score of the hand region is set to zero).
The second group is engineering methods, including Original-DSZ (enhanced
version of Original-SZ with the zeroed area dilation) and Original-Decay
(enhanced version of Original-DSZ with the distance-based linear decay).
For Original-DSZ, the dilation size is set to 10 pixels since a larger size will

reduce the workspace of the robot. For Original-Decay, the dilation size is
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Figure 4.8: Visualization of optimal grasp and quality map for Original (first
two rows of the first to sixth columns), Original-SZ (first two rows of the
seventh to twelfth columns), QFAAP (last two rows of the first to sixth
columns), and QFAAP-NSZ (last two rows of the seventh to twelfth columns).

Figure 4.9: Visualization of optimal grasp and quality map for Original-DSZ
(first two rows of the first to sixth columns), Original-Decay (first two rows
of the seventh to twelfth columns), QFAAP (last two rows of the first to
sixth columns), and QFAAP-NSZ (last two rows of the seventh to twelfth
columns).

set to 15 pixels, and a distance-based linear decay factor ranging from 0 to
0.8 is applied to the quality score of the region between the boundary of
the original area and the boundary of the dilated area, that is the closer to
the boundary of the original area, the lower the quality score will be. For
our method QFAAP, we use the AQP optimized by GR-ConvNet and OCID
Grasp dataset and set the iteration number N to 5 for PQGD. All other
experimental settings about QFAAP are consistent with Section 4.5.1 2).

The results between our methods and original methods are presented in
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Table 4.9: Detection results between QFAAP and original methods

Object Pairs Pl P2 P3 P4 P5 PG P7 P8 P9 P10 Overall (%) Runtime (s)
Original ND-ACC ~ 1/10 0/10 2/10 0/10 1/10 1/10 1/10 1/10 3/10 3/10 13 0.0069
Original-SZ ND-ACC  1/10 0710 3/10 0/10 1/10 2/10 1/10 1/10 3/10 3/10 15 0.0087
QFAAP ND-ACC ~ 7/10 9/10 9/10 10/10 8/10 9/10 10/10 8/10 8/10 10/10 88 0.0759

Table 4.10: The effectiveness for suppress trigger generated by SEMBA

Object Pairs Pl P2 P3 P4 P5 P6 P7 P8 P9 P10 Overall (%)
Original ND-ACC ~ 1/10 2/10 1/10 2/10 1/10 0/10 0/10 1/10 2/10 2/10 12
Original-SZ ND-ACC  1/10 2/10 1/10 2/10 2/10 0/10 0/10 1/10 2/10 2/10 13
QFAAP ND-ACC ~ 10/10 9/10 9/10 9/10 9/10 8/10 9/10 9/10 8/10 10/10 90

Table 4.11: Detection results between QFAAP and engineering methods

Object Pairs P1 P2 P3 P4 P5 P6 Pr P8 P9 P10 Overal (%)
Original-DSZ ND-ACC ~ 3/10  4/10  5/10 4/10 4/10 5/10 3/10 4/10 4/10 4/10 40
Original-Decay ND-ACC 5/10  6/10  8/10 6/10 4/10 6/10 6/10 6/10 4/10 7/10 58

QFAAP ND-ACC  9/10 10/10 10/10 9/10 8/10 8/10 9/10 9/10 8/10 9/10 89

Table 4.9. Our method significantly outperforms both Original and Original-
SZ, over 70% ND-ACC, which means that it can noticeably enhance the
safety performance of the grasping model in single-object scenarios. For
the runtime (all running on one NVIDIA RTX 3090 Ti GPU), although
QFAPP is lower than other methods due to the incorporation of the hand
segmentation algorithm, it still gets 0.0759 s per frame, which satisfies the
real-time requirement in real-world grasping. We also compare these methods
in their effectiveness in suppressing triggers generated by SEMBA attacks.
The setting is the same as before. The only difference is that we select 10
objects from experimental objects, and each of them will be paired with
the same trigger (shown as blue and generated by the OCID dataset). The
results are shown in Table 4.10. Our method is also effective for suppressing
the quality score of the trigger, thereby improving the grasping safety, and
the performance also surpasses the Original and Original-SZ methods.
Then, we show the results between our methods and engineering methods
in Table 4.11. Our method still surpass them by a large margin, over 30% ND-
ACC. This demonstrates the superiority of the shape adaptability of QFAAP
compared with Original-Decay, and the better performance of QFAAP in

enhancing safety without influencing the workspace of the robot compared
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with Original-DSZ. We also visualize some of our results in Fig 4.8 and Fig
4.9, including the optimal grasp and quality map for Original, Original-SZ,
Original-DSZ, Original-Decay, QFAAP, and QFAAP-NSZ (a variant of the
QFAAP where the quality score of the hand region is not set to zero). As
shown in these figures, compared with other methods, our method can always
shift the highest quality score to the object away from the human hand by
decreasing the quality score of the object near the human hand, no matter
the different scenarios and hand poses. It should be noted that QFAAP-NSZ
is only to emphasize the strength of the quality score for QFAAP and is not
included in the experimental tables. Finally, the few failure cases of QFAAP
primarily result from situations where the object approached by the human
hand still maintains a higher quality score than the other object. In future

work, we will enhance our optimization methods to strengthen QFAAP.

2) The Impact of Distance on the Effectiveness of QFAAP: We
conduct extensive distance-based quantitative experiments to explore the
quality suppression behavior of QFAPP, using an experimental setup similar
to that in Section 4.5.6 1). Specifically, one object among the 40 experimental
objects is selected as the non-target object, while the remaining 39 objects
are treated as target objects to be approached by the human hand, forming
39 object pairs in total. For each of the 39 pairs, we perform five trials
of hand-approaching experiments. In each trial, the position of the object
pair and the posture of the hand are first randomly changed. Then, the hand
gradually approaches the target object with the same posture until contact is
made. During this approaching process, we record the changes in the highest
grasp quality score at distances of 2 ¢m, 1 ¢m, 0.5 ¢m, and upon contact.
The results are shown in Table 4.12, where noticeable suppression begins to
occur at a distance of 1 em, when the ND-ACC reaches 47.6%. Subsequently,
the ND-ACC increases to 81.0% at 0.5 ¢m and further to 93.3% upon contact
with the target object. These results strongly demonstrate that our distance-
based quantitative analysis aligns well with the property in [97], namely, that
the quality score suppression of QFAPP becomes effective when the hand
is within 0.5-1 e¢m of the target object and reaches its maximum effect at

contact.
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Figure 4.10: Visualization of optimal grasp and quality map for QFAPP
with distance 2 em (first two rows), distance 1 ¢m (third and fourth rows),
distance 0.5 em (fifth and sixth rows), and distance 0 cm (last two rows).

We further visualize the changes in quality scores and optimal grasps for
different distances in Fig 4.10. When the distance is 2 em (first two rows:
optimal grasps in the first row, corresponding quality scores in the second
row), almost no suppression effect is observed. At a distance of 1 e¢m (third
and fourth rows), some suppression occurs, though failures are still observed
in columns 2, 4, 6, 8, 10, 11, and 12. When the distance is reduced to 0.5
cm (fifth and sixth rows), or contact is made (last two rows), the highest
quality score is consistently shifted away from the object near the human
hand. Notably, in the first and ninth columns of the last two rows (contact
case), the quality scores of adjacent target objects are nearly suppressed to
ZEro.

3) Grasping Comparison with the Version of QFAAP without
PQGD: In this part, we evaluate the influence of PQGD on QFAPP in

a real robot grasping system. We follow the same experimental setting in
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Table 4.12: Distance-based detection resutls for QFAAP

Objects Bl B2 B3 B4 B5 B6 B7 B8 B9 BI0 Bll B2 BI3 Bl4 BI5 BI6 BI7 BI8 BI9 B20
QFAAP (2.0 em) ND-ACC  0/5 2/5 1/5 1/5 2/5 0/5 1/5 2/5 1/5 0/5 3/5 1/5 0/5 0/5 1/5 0/5 0/5 0/5 0/5 0/5
QFAAP (1.0 em) ND-ACC  1/5 3/5 2/5 3/5 4/5 0/5 2/5 4/5 3/5 0/5 3/5 0/5 0/5 1/5 3/5 2/5 0/5 4/5 0/5 2/5
QFAAP (0.5 cm) ND-ACC  3/5 3/5 3/5 5/5 4/5 2/5 4/5 5/5 4/5 3/5 4/5 5/5 3/5 1/5 5/5 5/5 3/5 4/5 3/5 5/5
QFAAP (0.0 cm) ND-ACC  5/5 5/5 4/5 5/5 5/5 5/5 5/5 5/5 4/5 5/5 5/5 5/5 5/5 4/5 5/5 5/5 3/5 4/5 5/5 5/5

Objects B21 B22 P23 P24 P25 P26 P27 P28 P29 P30 B3l B32 B33 B34 B35 B36 B37 B33 B39 Overall (%)
QFAAP (2.0 em) ND-ACC  0/5 4/5 0/5 2/5 0/5 2/5 0/5 0/5 3/5 2/5 0/5 0/5 3/5 2/5 0/5 0/5 1/5 1/5 0/5 174
QFAAP (1.0 em) ND-ACC  3/5 4/5 3/5 3/5 3/5 5/5 2/5 4/5 5/5 3/5 3/5 3/5 5/5 3/5 1/5 3/5 1/5 2/5 0/5 476
QFAAP (0.5 cm) ND-ACC  5/5 5/5 4/5 5/5 5/5 5/5 3/5 5/5 5/5 5/5 5/5 4/5 5/5 5/5 2/5 5/5 3/5 4/5 4/5 81.0
QFAAP (0.0 cm) ND-ACC  5/5 5/5 5/5 5/5 5/5 5/5 3/5 5/5 5/5 5/5 5/5 4/5 5/5 5/5 4/5 5/5 3/5 5/5 4/5 93.3

Table 4.13: The impact of PQGD on QFAAP in real grasping

Object Pairs P1 P2 P3 P4 P5 P6 P7T P8 P9 P10 Overal (%)
QFAAP-without PQGD CH-Rate 2/10 3/10 2/10 1/10 2/10 3/10 1/10 2/10 1/10 3/10 20
QFAAP CH-Rate 1/10 2/10 2/10 0/10 1/10 1/10 0/10 2/10 1/10 2/10 12

Section 4.5.6 1) and Section 4.5.1 2). Specifically, we perform 10 grasps for
each object pair where the object positions and human hand postures are
randomly adjusted in each grasp. The experimental results are presented
in Table 4.13. The CH-Rate of QFAAP without PQGD reaches 20%.
After integrating PQGD, the CH-Rate decreases to 12%, demonstrating that
PQGD can also effectively enhance the fast adaptability to the human hand
shape in real-world grasping scenarios. Finally, we showcase the grasping
performance with and without PQGD in our demo videos.

4) Grasping Comparison with Original and Engineering Methods:
We use a similar experimental setting as in Section 4.5.6 1) and Section 4.5.1
2) for this part. Specifically, we first select 10 objects from the experimental
objects to create 10 mid-clutter grasping scenes and perform 10 grasps (the
hand pose will be changed in each grasping) for each scene to compare
QFAAP with the original method. Then, similarly, we select 30 objects
from the experimental objects to create 5 high-clutter grasping scenes and
perform 30 grasps with multi-hand interference for each scene to compare
QFAAP with the engineering method.

The experimental results between QFAAP and original methods are
shown in Table 4.14, where our method consistently outperforms both the
Original and Original-SZ methods, achieving a notably low CH-Rate of 16%.
This result demonstrates the effectiveness of QFAAP in enhancing the safety

of the HRI in mid-clutter grasping scenarios. We also visualize some grasping
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Table 4.14: Grasping results between QFAAP and original methods

Scenarios S1 S2 S3 S4 Sh S6 S7 S8 S9  S10  Overall (%)
Original CH-Rate ~ 8/10 6/10 6/10 7/10 8/10 4/10 5/10 6/10 7/10 5/10 62
Original-SZ CH-Rate 6/10 6/10 6/10 6/10 7/10 4/10 5/10 6/10 7/10 5/10 58
QFAAP CH-Rate 2/10 1/10 2/10 3/10 2/10 0/10 2/10 1/10 2/10 1/10 16

Table 4.15: Grasping results between QFAAP and engineering methods
Scenarios S1 S2 S3 S4 S5 Overall (%)
Original- DSZ CH-Rate  18/30 15/30 13/30 16/30 14/30 50.7

Original-Decay CH-Rate 12/30 11/30 10/30 11/30 11/30 36.7
QFAAP CH-Rate 4/30  7/30  3/30 3/30  3/30 13.3

results of QFAAP in Fig 4.11. Compared with the original grasping model,
our method can effectively shift the robot to grasp the object away from the

human hand.

The experimental results between QFAAP and engineering methods are
shown in Table 4.15, where our method also outperforms both the Original-
DSZ and Original-Decay methods, achieving a promising CH-Rate of 13.3%,
which is more than 20% lower than them. This result demonstrates the
superiority of QFAAP in enhancing the safety of the HRI in high-clutter
grasping scenarios with multi-hand interference. We also visualize some
grasping results of QFAAP in Fig 4.12. The first row shows normal grasping
without hand interference. The second row shows the result without our
method under multiple hand interferences, where the robot easily collides
with the human hands. The third row presents the result using our method
under the same multi-hand interference scenario, where the robot successfully
avoids all hands and nearby objects during grasping. Finally, the reasons for
the failure cases of QFAAP in these scenarios remain consistent with those
in Section 4.5.6 1). Since this is real grasping experiment, we also find that
the robot will collide with the human if our method is failure, and we will
press the emergency stop button to stop the robot to make sure the safety

of the human.

5) HRI User Study: In this part, we conduct the HRI user study to

evaluate the safety of our proposed method from the users’ perspective. To

74



Figure 4.11: Grasping in mid-clutter scenarios. We use yellow, green, and
blue borders to highlight the robot, the human hand, and the objects being
grasped in each subfigure. In addition, we added the optimal grasp and
quality map for QFAAP (left) and the original grasping model (right) to
each subfigure.

minimize safety risks during the experiments while ensuring the depth of this
study, we strictly limit the number of participants to five, all of whom are
researchers with professional knowledge in robotics. And we have obtained
their approvals. We define the following user-centered evaluation metrics:
ADCS (the adaptability of the method to different clutter scenarios), ADHP
(the adaptability of the method to different hand poses), UPS (the user
perceived safety), RRF (the robot response fluency), and UOS (the user
overall satisfaction). Each metric is rated on a five-point integer scale (1
to 5). During the experiment, users compare the performance of QFAAP
with the Original method under a similar setting as described in Section
4.5.6 4). Specifically, each user performs five interactions with each method

in a high-clutter scene containing 30 objects, testing whether the robot can
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Figure 4.12: Grasping in high-clutter scenarios with bimanual interference.
The first row shows normal grasping without hand interference. The second
and third rows show the grasping without and with our method under
bimanual interference. We use yellow, green, and blue borders to highlight
the robot, the human hands, and the objects being grasped in each subfigure.
In addition, we added the optimal grasp and quality map to each subfigure.

grasp objects while avoiding human hands and their neighboring objects. In
addition, users are allowed to choose single-hand or multi-hand configurations
freely for each interaction, and the hand poses and object positions are varied
across all trials.

The user feedback results are summarized in Table 4.16. As shown in the
table, users consistently rated QFAAP significantly higher than the Original
method across nearly all evaluation metrics. For example, (4 vs. 1.8) in the
average of ADCS, (4.8 vs. 1) in the average of ADHP, (4.8 vs. 1.6) in the
average of UPS, and (4.4 vs. 1.8) in the average of UOS. Although users
reported a slightly lower RRF for QFAAP compared to the Original method
(a difference of 0.4), they perceived the difference as minor and confirmed that

QFAAP is capable of conducting HRI in real-time. Finally, after completing
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Figure 4.13: Examples of HRI user study. We use yellow, green, and blue
borders to highlight the robot, the human hand, and the objects being
grasped.

Table 4.16: Results of HRI User study

Particinants | ADCS | ADHP | UPS | RRF U0S
articipants

‘ Original QFAAP ‘ Original ~ QFAAP ‘ Original ~ QFAAP ‘ Original ~ QFAAP ‘ Original ~ QFAAP
Participant 1 2 4(12) 1 5(14) 2 5(13) 4 4(-) 2 4(12)
Participant 1 1 1(13) 1 4(13) 2 5(13) 5 1(l1) 2 4(12)
Participant 3 2 4(12) 1 5(14) 3 5(12) 4 4(-) 2 5(13)
Participant 4 1 4(13) 1 5(14) 0 4(14) 4 4(-) 1 4 (1 3)
Participant 5 3 4(11) 1 5(14) 1 5 (14) 4 3(L1) 2 5(13)

Average 18 4(122) 1 48(138)| 16 48(132) | 42 38(04)| 18 4.4 (126)

the experiments, all participants expressed that QFAAP demonstrated strong
safety and adaptability, and were willing to deploy this method. We further
illustrate several examples of the HRI process in Fig 4.13, where it can be
seen that regardless of the number of hands, hand poses, or scene variations,
the robot consistently performs grasps while avoiding human hands and their
nearby objects. More HRI processes are recorded in the demo videos.

6) Grasping with and without Hand Interference: Since QFAAP

employs the same grasping model as the original method, it only modifies
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Table 4.17: Grasping results with and without hand Interference
Scenarios S1 S2 S3 S4 S5 GS-Rate (%)

without hand  24/30 24/30 24/30 25/30 25/30 81.3
with hand ~ 23/30 24/30 24/30 24/30 25/30 80.0

the output grasp quality scores when hand interference is present, thereby
altering the grasping sequence. In the absence of such interference, it remains
consistent with the original method. Therefore, in this section, we directly
compare grasping performance with and without human-hand interference to
verify whether our method affects the original performance of the grasping
model. Specifically, we use a similar experimental setting as in Section
4.5.6 4), selecting 30 objects from the experimental objects to create 5 high-
clutter grasping scenes and perform 30 grasps with or without multi-hand
interference for each scene. In addition, we use the same Grasping Success
Rate (GS-Rate) as an evaluation metric from [99], which is calculated by
dividing the total number of successful grasps by the total number of grasp

attempts across five scenes.

The grasping results with and without hand interference are presented
in Table 4.17. The GS-Rate is 81.3% without hand interference and 80.0%
with hand interference, and the total number of successful grasps with hand
interference is only two shy of that without interference. These results
indicate that the grasping performance remains nearly identical in both cases,
suggesting that our method has almost no impact on the original performance

of the grasping model while ensuring grasping safety.

7) Grasping with Hand Dynamic Interference: To more comprehen-
sively validate the effectiveness of QFAAP, particularly its real-time reactive
capability, we conduct additional grasping experiments under hand dynamic
interference in this section. We adopt a similar experimental setting as
in Section 4.5.6 4), also selecting 30 objects from the experimental set to
create 5 high-clutter grasping scenes and performing 30 grasp attempts for
each scene, while randomly introducing unimanual or bimanual dynamic

interference during each grasping. We reproduce the closed-loop control
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Table 4.18: Grasping results with hand dynamic Interference

Scenarios S1 S2 S3 S4 S5  DRD-Rate (%)
QFAAP-without PQGD  22/30 22/30 23/30 23/30 22/30 4.7
QFAAP 24/30 24/30 25/30 27/30 26/30 84.0

method from [3] and integrate it with QFAAP, endowing QFAAP with the
reactive capability to counteract hand dynamic interference. Specifically,
during each grasping, when the robot tends to move toward the target object,
we quickly introduce hand interference by approaching the target object.
After the interference, the robot will move away from the human hand and
its adjacent objects (First Deviation). Once the extent of deviation becomes
large, we quickly remove the hand, and the robot will resume moving toward
the target object (Return). Similarly, after the extent of the move toward the
target object becomes large, we again rapidly introduce hand interference and
keep the hand in place until the robot deviates away from the hand and its
neighboring objects (Second Deviation) and completes the safe grasping. We
employ the Deviation-Return-Deviation Rate (DRD-Rate) as the evaluation
metric, and a trial is considered successful if the robot completes the entire
Deviation—Return—Deviation process.

The experimental results are shown in Table 4.18, the DRD-Rate of
QFAAP without PQGD reaches 74.7%. After integrating PQGD, the DRD-
Rate dramatically increases to 84.0%, demonstrating the effectiveness of
our method in hand dynamic interference scenarios, and also validates that
PQGD can more obviously enhance the fast adaptability to the human hand
shape in hand dynamic interference scenarios compared with hand static
interference in Section 4.5.6 3). Finally, we show two cases of the DRD
process in Fig 4.14, where it can be seen that the robot consistently avoids
the human hand and its nearby objects with hand dynamic interference.

More DRD processes are recorded in the demo videos.
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Figure 4.14: Cases of the DRD process under hand dynamic interference.
Each row corresponds to one case, and the images in each row respectively
illustrate the initial approach of the robot to the target object, the first
deviation of the robot after interference, the re-approach (return) of the
robot to the target object after the hand departs, and the second deviation
of the robot after the second interference. Yellow, green, and blue borders
are also used to highlight the robot, the human hand, and the target objects,
respectively.
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Chapter 5

Monozone-Centric Instance Grasp-

ing Policy

5.1 Overview of MCIGP

We propose a novel grasping policy, the Monozone-centric Instance Grasping
Policy (MCIGP), designed to improve grasping safety and realize grasping
in large-scale dense clutter, as illustrated in Fig 5.1. MCIGP is composed of
two main modules: Monozone View Alignment (MVA) and Instance-specific
Grasp Detection (ISGD). The MVA is used to break the camera’s field of
view boundaries and is divided into two types: Quality-based MVA (Q-MVA)
and Depth-based MVA (D-MVA). The ISGD predicts and optimizes grasp
candidates for one specific object within the monozone to make sure an in-
depth analysis of it, which includes Cross-prompted Segmentation (CPS) and
Grasp Candidate Optimization (GCO).

5.2 Monozone View Alignment (MVA)

Since grasping models typically accept inputs of size 224 x 224, we configure
the dynamic monozone according to this size. It is important to note that
we refer to it as a dynamic monozone because it will change after each view
alignment (except the size), which distinguishes it from the 224 x 224 center
region within the fixed view.

Given that the resolution of the depth camera (640 x 480) is usually larger

than 224 x 224, a coarse global view alignment is required at each grasping
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Figure 5.1: Pipeline of MCIGP: Firstly, conducting Monozone View Align-
ment (MVA) to align the initial view V of depth camera on the target object
to get view V" and segment this object by the center ¢ (green point) of
this view as prompt to obtain initial segmented RGB image (emphasized
with green borders) with mask M. Then, calculate two pairs of most
distant points (p* (red point), p* (red point), p (blue point), and p¥ (blue
point)) based on the edge of My, and using these points to make Cross-
prompted Segmentation (CPS) to optimize M to get M,. In step three,
the segmented RGB image r with mask M, and the depth image d within
view V" are fed into the Grasping Model (GM) to generate initial grasp
candidates G, followed by Grasp Candidate Optimization (GCO) to obtain
optimized grasp candidates G’. After GCO, G’ will be processed through
Grasp Candidate Sampling (GCS) to find the optimal grasp ¢g*. Finally, ¢*
is optimized by Optimal Grasp Refinement (OGR) to transfer it to the final
grasp gj. Notably, the left part of the figure with the robot is focused on
MVA, while the right part of the figure (6 subfigures) is focused on Instance-
specific Grasp Detection (ISGD).

to find the dynamic monozone that contains the target object. Specifically,
based on the initial depth image V and the center point ¢, of the camera
view, we align the pixel corresponding to the minimum depth value (among
all 640 x 480 pixels) in V with ¢, by moving the robot (the camera mounted on
the robot will be also moved). We denote the depth image after this camera
movement by V'. Assuming that the point with the minimum depth value is
located at p., in the camera coordinate system, it can be transformed to p,,
via a hand-eye relationship (without translation). By moving the robot to
Dr,, the original point p., can be brought to the center of the camera view,
thereby achieving view alignment, as shown in Eq. 5.1, where 03, denotes

a 3 x 1 zero matrix. Notably, this process places the primary focus more
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on narrowing down the region of interest containing the target object with
the minimum depth value, that is finding the dynamic monozone. Therefore,
it is significantly different from directly selecting and grasping the object
corresponding to the minimum depth within a fixed view as in [31], which

will also suffer from the problem of view boundary limitation.

lprd] _ [RZ O3><1] [pcd] (5.1)
1 013 1 1

After finding the dynamic monozone, we perform Monozone View Align-
ment, which includes two types: Quality-based MVA (Q-MVA) and Depth-
based MVA (D-MVA). Due to the large search range during global alignment,
the uncertainty of depth values also increases significantly. As a result, the
position aligned to the globally minimal depth value may not correspond to
the actual minimal depth in the scene. The first type D-MVA can refine
the global alignment by continuing to align within the dynamic monozone
(we perform two alignments here), allowing the identification of the object
corresponding to the locally minimal depth value. Following the global
alignment stage, let V" and V" denote the depth images after each D-
MVA step, respectively. In addition, the robot moves to follow Eq. 5.1.
Notably, unlike the previous global view alignment, the robot motion during
this alignment is limited to the 224 x 224 monozone. As a result, the object

centered in the new camera view after D-MVA will become the final target

for grasping.

Different from D-MVA, Q-MVA can predict the grasp quality score
through the grasping model within the dynamic monozone and select the
pixel corresponding to the highest score as the alignment point. Let Q denote
the quality map of this monozone, and (z,,y,) the corresponding position of
one quality score. Then the corresponding position (7,yy) of the highest

score can be shown in Eq. 5.2, where (H, W) is the size of the monozone.

(23, yy) = arg max Q(z4, Y,) (5.2)
(Tq,yq)E(H,W)
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Now, suppose (:c;, y;‘) is located at pe, in the camera coordinate system.
This position can be transformed into the robot coordinate system as pr,
via a hand-eye transformation (excluding translation). By moving the robot
to pr. , the original position pe, 18 brought to the center of the camera view
(one alignment), thereby achieving Q-MVA, following Eq. 5.1. The robot
movement ranges the same as in D-MVA and is restricted within the 224 x 224

1monozone.

5.3 Instance-Specific Grasp Detection (ISGD)

In this part, we perform Instance-specific Grasp Detection within the aligned
monozone. We first leverage the center point of the aligned monozone as the
initial prompt and apply Cross-prompted Segmentation (CPS) to segment
the target object located at the center. The segmented result is then fed
into the grasping model to predict grasp candidates. These candidates are
further refined through Grasp Candidate Optimization (GCO). Finally, we
sample the optimized candidates and refine the best one to generate the final
grasp.

1) Cross-prompted Segmentation (CPS): We initially leverage the
center point of the aligned monozone as the initial prompt to drive the
Segment Anything Model (SAM) [100] to segment the target object located
at the center. We denote the segmented result by mask M;. However,
the single-point prompt is highly unstable in dense clutter, particularly
pronounced when the object’s appearance is complex, such as the food
packaging, where only part of the object is segmented (usually manifested as
many holes in the segmented object). This limitation adversely impacts the
subsequent prediction and optimization of grasp candidates.

Therefore, we propose Cross-prompted Segmentation (CPS), which per-
forms a geometric analysis of the initial segmentation result M and conducts
a second segmentation to alleviate the segmentation hole effect. Specifically,
it begins by applying the Sobel operator [101] to extract the edges of the
instance mask M obtained from the initial single-point prompt segmenta-

tion. We then search for the two pixels most distant from each other, which
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we refer to as p* and p* on the edges. As shown in Eq. 5.3, P. means the

set of all pixels on the edges, and ||-||, means the Euclidean distance.

(p",p*) = argmax||p; — pjl|2 (5.3)
(pi,pj)EPe

Next, we calculate the perpendicular line L, ;) connecting p* and p*,
and intersecting this perpendicular line with the edges P, yields another
pair of the most distant pixels, which we refer to as p! and p? as shown
in Eq. 5.4. These four points are then used as prompts to perform the
second segmentation, resulting in M,. Compared to a single point, these
two farthest pairs of points can better exploit the geometric constraints
of the initial segmentation result, thus alleviating the holes in the initial
segmentation, as demonstrated in our ablation studies. Finally, M is refined
by image dilation processing: a depth threshold is applied and pixels from
the first prompt serve as initial points for segmentation to produce My. By
combining M, and My, we obtain the refined M,..

(P5, 5) =Lp=5) MPe (5.4)

2) Grasp Candidate Optimization (GCO): After segmenting the target
object, we preserve pixels of the image within the mask M,., while all others
will be set to 255, and input this revised image to the grasping model.
Here, we use the grasping model in [46] to obtain the grasp candidates.
This will allow the grasping model to focus solely on the target object,
and the predicted grasp candidates will also concentrate exclusively on this
object, which is deemed to be instance-specific grasp detection. Then we
propose Grasp Candidate Optimization (GCO) to optimize the predicted
grasp candidates. Inappropriate selection of the grasp angle § may cause the
object to slip or fall during grasping due to the uneven force distribution on
both fingers of the parallel-jaw gripper. Therefore, the first part of GCO is
to optimize all grasp candidates (denoted by G) to have an optimal angle.
Specifically, it begins with extracting the edges of the instance mask M,.
For each grasp candidate, we rotate them clockwise in 2-degree intervals

until they reach 360 degrees. For each rotation R, we find four intersection
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points between the two long sides of the grasp candidate and the edges, that
is, Py, Pu,» Di,, and pp.. Subsequently, we calculate the angle 6" between the
vector v, determined by p;, and p; and the vector v, of the long upper
side of this grasp candidate, and similarly to get the angle 6” between the
vector v, determined by p;, and p; and the vector v,,. By subtracting 90
degrees from each of these angles, taking the absolute value, and summing
them, we obtain the angle difference for each rotation. Finally, we select the
rotation R* with the smallest angle difference given by Eq. 5.5 and use it to

formulate the new grasp candidate.

R* = arg min (
R

st. R e {0°,2°,4°,... 2}

0(R) - 3|+

7)) .

The second part of GCO is designed to ensure that viable grasp candidates
remain available after sampling. It achieves this by adaptively rotating the
image’s viewpoint clockwise, thereby altering all grasp candidates. This part
can work synergistically with the first part of GCO for joint optimization.
Specifically, if no grasp candidate g; is available from the current viewpoint,
we rotate the image 30 degrees at a time and repeat it until an available

grasp candidate is found.

Since the camera does not rotate and is constrained by hand-eye calibra-
tion, we need to project the rotated candidate grasp g; back to the original
viewpoint. Here, the parameters w’ and h’ of ¢, remain unchanged. The
angle # can be adjusted by adding the rotation angle 6. and restricting it

T T

to the range [—7, 7] to convert it back to the angle 6 of the candidate grasp
g; under the original viewpoint. For the center ¢(2,') of ¢}, assuming the
center of rotation is ¢.(z.., Y., ), the projection relationship from c;(z’,y") to
the center ¢;(x,y) of the grasp candidate g; under the original viewpoint can

be obtained from Eq. 5.6.

xz

Y

T

r

Ye,

+ (5.6)

sin(f.)  cos(6.) v — Ye,

_ [cos(@c) —Sin(QC)] [:p’ — X,

Based on GCO, we start sampling the grasp candidates within this
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object, which is a heuristic-based method by a large number of experimental
observations made. In addition, it only analyzes and samples candidates of a
single object and without the guidance of the mask. Therefore, it is different
from instance-level grasping, which analyzes all objects and uses the mask
of each object to guide sampling. Let G’ denote the grasp candidates after
angle calibration (the second part of GCO is also dynamically activated).
We first analyze their relationship with adjacent objects by setting a depth
threshold 7y, that is, if the depth difference between any p and ¢; exceeds Ty,
the grasp candidate g; will be filtered out and get grasp candidate sets G”,
as shown in Eq. 5.7. Here P, means pixels along the two short sides of the

grasp candidate g;, and p is one pixel within P, d means depth image.

G"={9: € G'|Vp € Py, |d(p) — d(c:)| < Ta} (5.7)

After getting G”, we use our previous method [102] to sort G” with depth
value and select the g; with the smallest center pixel depth value d(c¢;) as the

optimal grasp g*, which is shown in Eq. 5.8.

g" = argmind(c;) (5.8)
9:€G”

Finally, although the optimal grasp ¢* was obtained, it might still result in
collisions with adjacent objects during grasping execution due to its too wide
open width. One way to get around this problem was reported in [103], where
a series of intervals was defined within the grasp box and the grasp width and
position were adjusted based on the relationships between these intervals.
However, this method relies on the intersection depth area of objects can
easily cause errors, and is computationally cumbersome. Therefore, we
directly find the minimum rectangle R.. intersecting the optimal grasp g¢*
and the instance mask M, in the RGB image. Followed by calculating the
shortest width wy and a new center point ¢, of by R... Additionally, to
mitigate the impact of hand-eye calibration errors, we further expand w; to
w’, by adding some of the hand-eye calibration translation errors e, in the X
and Y-axis. So, w) and ¢, can be used as the new width and center of the

grasp for optimal grasp and it can be denoted as the final grasp g;.
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Figure 5.2: Objects for the grasping experiment: toys, ragdolls, household
goods, and snacks (clockwise from top left).

5.4 Experiments

In this section, we validate the effectiveness of MCIGP by conducting
benchmarking studies. Firstly, we compare it with baseline grasping methods
in various mid-clutter (up to 20 objects) and high-clutter (up to 50 objects)
scenes. Then we increase the number of objects to 100 (large-scale clutter)

and analyze the effectiveness of MVA and ISGD.

5.4.1 Experimental Settings

1) Setting for Grasping Model: The baseline methods are categorized
into two groups. The first group includes GGCNN [45], GGCNN2 [3],
GRconvnet [46], SEnet [8], and FCGnet [47], which are suitable for mid-
clutter scenarios. The second group comprises DexNet 4.0 [51] and GraspNet
[56], which are tailored for high-clutter scenarios.

For the first group, since the pre-trained models were all trained on

the Cornell Grasping Dataset [44] (only one object in each fixed white
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background), their performance in cluttered environments is limited. There-
fore, we merge the OCID Grasping Dataset [34, 93] (with different piled
objects, backgrounds, sensor-to-scene distance, viewpoint angle, and lighting
conditions) into the Cornell Grasping Dataset and retrain these models using
the parameter settings specified in their original papers (except that all uses
the RGB-D modality). Specifically, these models were trained on a single
NVIDIA RTX 4090 GPU with 24 GB of memory. The system is Ubuntu
22.04, and the deep learning framework is PyTorch 2.3.1 with CUDA 12.1.
Before training, we randomly shuffle the entire dataset, using 90% for training
and 10% for testing. During training, the data are uniformly cropped to
fit the acceptable sizes, the number of training epochs is set to 50, and
data augmentation (random zoom and random rotation) is applied. For
testing, we use the same metric [92] to report the detection accuracy (Acc)
of these methods. According to this metric, a grasp is considered valid
when it satisfies two conditions: the Intersection over Union (IoU) score
between the ground truth and predicted grasp rectangles is over 25%, and
the offset between the orientation of the ground truth rectangle and that of

the predicted grasp rectangle is less than 30 degree.

For the second group, we directly use their pre-trained models: the
parallel-jaw version of DexNet 4.0, the planar version of GraspNet (GraspNet
4D) [56, 104], and the 6-DOF version of GraspNet (GraspNet 6D) [56].
Finally, unless specified, the segmentation and grasp candidate prediction
components of MCIGP use the pre-trained models of SAM and GRconvnet
in all experiments, and we use D-MVA for all experiments too.

2) Setting for Real Grasping: Our grasping system consists primarily of
an Intel RealSense D435 depth camera, a UFactory xArm 5 robot (5-DOF),
and a UFactory 850 robot (6-DOF). We employ an eye-in-hand architecture,
with the camera mounted on the robot’s distal end and facing downward.
There are real object types of benchmarking in the dense clutter grasping
field, such as [105]. However, most of these objects are European and
American products, which are usually difficult to obtain completely due to
regional restrictions. Moreover, the types and number of such benchmarks

are scarce, which cannot meet our needs for large-scale dense cluttered (up to
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Figure 5.3: Line graph showing GSR of MCIGP and first-group baselines in
mid-clutter scenarios. The horizontal axis represents different methods, and
the depth axis represents trials from T1 to T5. The vertical axis represents
the number of grasp failures. We emphasize the number of grasp failures
(T1, T3, T5) in each method with dots, and connect them with dashed lines
to better show the difference.

100 objects) grasping experiments. Therefore, we refer to the objects used in
two widely recognized dense clutter grasping methods, DexNet 4.0 [51] and
GraspNet [58]. Specifically, the objects used in our grasping experiments
are divided into four categories, with a total of 300 novel objects: 50
ragdolls (Category 1), 100 snacks (Category 2), 50 toys (Category 3), and 100
household goods (Category 4), respectively, as shown in Fig 5.2. Category
1 is the easiest, and as the category number goes up, the grasping difficulty
for the robot rises, too.

Prior to grasping, we first define the robot’s workspace in the base
coordinate system with the X and Y axes limited by the edges of a 120
cm x 80 cm table. The range of the Z-axis is limited by the maximum

distance to the tabletop (40 ¢m) and the minimum distance (10 cm) to
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prevent collisions between the gripper fingers and the table. The camera is
mounted at the distal end of the robot arm to which the gripper (about 10
cm) is also removably mounted. Before each grasping attempt, we set the
robot to a pre-specified position (40 em above the center of the table) and
ensure that the camera covers the entire pile of objects on the table. Then we
fill the depth hole [45] and set a depth value threshold (with the upper limit
of 40 ¢m and the lower limit of 10 ¢m) to ensure that the grasp is executed
within a safety range.

During grasping, each method is tested in five trials per experiment, and
the number of failed grasps in each trial (T) is recorded. The grasp success
rate (GSR) is calculated by dividing the total number of successful grasps
by the total number of grasp attempts across five trials. In addition, to
improve experimental safety and ensure all objects are grasped in each trial,
we provide minimal manual assistance during the experiments. Specifically,
if an object fails to be grasped 2-3 times, we manually pick up the object
and count it as a failure. Additionally, if an object moves out of the camera
view, it is repositioned with manual intervention. Similarly, if a grasped
object moves out of the robot’s workspace, causing it to stop, the object is

repositioned manually, too.

5.4.2 Comparison Studies

1) Comparison with Baseline Methods in Mid-clutter: We compare
MCIGP with the baseline methods in the first group. We used 10 snacks and
10 household goods to form a mid-clutter scene. The results are shown
in Table 5.1. MCIGP achieves a GSR of 93.5% (100/107), with only 7
grasp failures, which is far superior to other baselines except for FCGnet.
Additionally, we found that some baselines perform well on the dataset but
not in real grasping. For example, GGCNN2 has a GSR of only 47.6%
(100/210) with a total of 110 grasp failures, indicating that this method
does not generalize well to novel objects in mid-clutter. Finally, we also
visualize the result in Fig 5.3 to better show the gap between MCIGP with

other baseline methods. As shown in this figure, it is very clear that our

91



Table 5.1: GSR comparison among MCIGP and first-group baselines in mid-
clutter scenarios

Methods T1 T2 T3 T4 T5 Acc (%) GSR (%)

GGCNN 3 6 5 5 2 22.3 82.6
GGCNN2 16 24 29 23 18 37.7 47.6
GRconvnet 10 3 6 4 5 52.0 78.1
SEnet 8 13 0 5 10 45.0 73.5
FCGnet 4 0 1 3 4 52.0 89.3
MCIGP 1 0 2 1 3 - 93.5

Table 5.2: GSR comparison among MCIGP and second-group baselines in
high-clutter scenarios

Methods ‘ Ragdolls ‘ Snacks ‘ Toys ‘ Household goods

‘ T1 T2 T3 T4 T5 GSR (%) ‘ T1 T2 T3 T4 T5 GSR (%) ‘ T1 T2 T3 T4 T5 GSR (%) ‘ T1 T2 T3 T4 T5 GSR (%)
DexNet 4.0 4 1 1 32 95.8 10 15 7 10 12 82.2 29 23 24 28 30 65.1 29 29 28 26 26 64.4
GraspNet4D | 5 6 3 2 6 92.0 13 10 6 18 14 80.4 25 27 28 21 21 67.2 17 38 30 35 36 61.6
MCIGP 0 1 1 2 0 98.4 4 4 3 3 1 94.3 6 10 10 7 5 86.8 8§ 6 10 11 5 86.2

method’s number of failures is much smaller with little variance across the

trials.

2) Comparison with Baseline Methods in High-clutter: DexNet 4.0
and GraspNet are considered state-of-the-art for learning-based 4-DOF and
6-DOF grasping, respectively. Therefore, to demonstrate the effectiveness
of MCIGP’s grasping capability, we compare it with these two methods.
Specifically, we first compare with the parallel gripper version of DexNet
4.0 and the planar version of GraspNet. Here, we conducted experiments
in high-clutter scenes composed of 50 ragdolls, 50 snacks, 50 toys, and
50 household goods, respectively. The experimental results are shown in
Table 5.2, indicating that MCIGP achieves GSR of 98.4% (250/254) for
ragdolls, 94.3% (250/265) for snacks, 86.8% (250/288) for toys, and 86.2%
(250/290) for household goods. All surpassed DexNet 4.0 and GraspNet 4D.
More importantly, as the difficulty in grasping increases, the gap between
MCIGP and the baseline methods becomes more obvious. For example, when
grasping toys and household goods, MCIGP’s GSR exceeds theirs by up to
20%, demonstrating the high reliability of our method. We also visualize
these results in Fig 5.4. It is obvious that the bar length of our method is
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Table 5.3: GSR comparison between MCIGP and GraspNet 6D in high-
clutter scenarios

Methods T1 T2 T3 T4 T5 GSR (%)

GraspNet 6D 12 13 12 11 10 81.2
MCIGP § 6 10 11 5 86.2

shorter than that of other methods in each subfigure, and it varies little across
the trials and has smaller errors. To further demonstrate the superiority of
our method, we compare it against the extremely challenging GraspNet 6D.
The experimental settings are consistent with those described above, except
that we only conduct experiments on the most difficult high-clutter scenes to
better reflect their performance differences, composed of 50 household goods.
As shown in Table 5.3, despite MCIGP supporting only 4-DOF grasping
(GSR is 86.2% (250/290)), it still outperforms GraspNet 6D (GSR is 81.2%
(250/308)).

5.4.3 Ablation Studies

1) Effectiveness of Monozone View Alignment: To demonstrate the
effectiveness of MVA, we first evaluate it in a non-clutter scenario consisting
of 10 household objects. In these scenarios, some parts of the objects’ geome-
tries may not be fully captured by the depth camera, simulating potential
view boundary limitations encountered by baseline methods. We compare
our method with the first group baseline methods, and the experimental
results are presented in Table 5.4. MCIGP achieves a GSR of 90.9% (50/55)
with only five grasp failures, significantly outperforming the other baselines.
This demonstrates that our method can substantially improve grasp success
rates and reduce the safety problem of object ejection at high speeds by
overcoming boundary limitations. In addition, Table 5.4 reports the average
time from grasp detection to grasp execution for all methods. Although our
method is approximately twice as slow as the baselines, the execution time
remains within an acceptable range. The additional time required by our

method is reasonable, as it conducts more visual analysis compared to the
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Figure 5.4: Bar graphs showing GSR of MCIGP and second-group baselines
in high-clutter scenarios. (a), (b), (c), and (d) represent the results of
testing ragdolls, snacks, toys, and household goods. In each subfigure, the
vertical axis represents the number of grasp failures, and the horizontal axis
represents different methods with five trials. We show the positive and
negative errors at the top of each bar by calculating the mean of the number
of grasp failures across all trials for each method.

baseline methods in order to achieve higher grasp success rates. We also
visualize the view alignment and grasping process in Fig 5.6. Note that the

visualization here is mainly based on Section 5.4.3 2).

Next, we investigate the difference between D-MVA and Q-MVA. Here,
we use a mid-clutter scenario consisting of 20 household objects. The
experimental results are shown in Table 5.5. Q-MVA achieves a GSR of
only 74.6% (100/134), whereas D-MVA achieves 90% (100/111), exhibiting
a 15.4% performance gap. This result indicates that D-MVA outperforms

Q-MVA in mid-clutter scenarios.

2) Effectiveness of Instance-specific Grasp Detection: In this section,
we first validate the CPS component in ISGD using a large-scale clutter

scenario composed of 100 snack objects, whose complex appearances can
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Figure 5.5: Visualization of CSP and SP segmentation. The first and second
rows are the CSP segmentation and CSP grasp, respectively. The third and
fourth rows are the SP segmentation and SP grasp, respectively. In addition,
we use translucent magenta and green rectangles to emphasize the mask and

grasp.

Table 5.4: GSR comparison among MCIGP and first-group baselines in non-
clutter scenarios

Methods T1 T2 T3 T4 T5 Time (s) GSR (%)

GGCNN 4 5 7 6 7 23.5 63.3
GGCNN2 9 8 9 9 7 28.0 54.3
GRconvnet 2 5) 5 1 4 27.8 74.6
SEnet 5 5 4 4 4 24.3 69.4
FCGnet 2 1 3 3 4 25.5 79.4
MCIGP 0 1 1 1 2 54.5 90.9

effectively highlight the advantages of CPS. Here, MCIGP without CPS em-
ploys single-point (SP) segmentation, while other aspects remain consistent
with the original MCIGP. The experimental results are presented in Table
5.6; the GSR of MCIGP without CPS is 79.1% (500/632), compared to 88.7%
(500/564) achieved by the original MCIGP, demonstrating the effectiveness of
CPS. Furthermore, Fig 5.5 visualizes the segmentation differences between
CPS and SP, where CPS is observed to significantly reduce segmentation
holes and small segmented regions compared to SP segmentation, thereby
helping the grasping model predict better grasp.

Next, we evaluate the GCO component in ISGD under conditions of
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Figure 5.6: Visualization of the grasping process on large-scale clutter
scenarios with 100 household goods for MCIGP. Each subfigure represents
the grasping process, and we emphasize the object being grasped by the
green border. Sub-subfigures inside each subfigure are the original view
(top left), aligned view (top right), segmentation based on the aligned view
(bottom left), and the predicted grasp based on the aligned view (bottom
right), respectively. The mask and grasp are also emphasized by translucent
magenta and green rectangles.

Table 5.5: Impact of different MVA in mid-clutter scenarios
Methods T1 T2 T3 T4 T5 GSR (%)

Q-MVA 6 5 10 6 7 74.6
D-MVA 4 1 1 4 1 90.0

Table 5.6: Impact of CPS in large-scale clutter scenarios

Methods Tl T2 T3 T4 T5 GSR (%)

Without CPS 23 29 20 28 32 79.1
With CPS 9 14 9 9 13 88.7
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Table 5.7: Impact of GCO in large-scale clutter scenarios
Methods T1 T2 T3 T4 T5 GSR (%)

Without GCO 25 35 32 34 41 75.0
With GCO 22 14 17 12 24 84.9

the highest grasping difficulty, specifically within large-scale cluttered scenes
composed of 100 household goods. These objects exhibit the greatest
variation in materials, shapes, and appearances compared to other objects
that we use. The experimental results shown in Table 5.7, the GSR of MCIGP
without GCO is 75% (500/667), compared to 84.9% (500/589) for MCIGP.
Two cases differ by approximately 10%, illustrating the obvious advantage
of GCO in large-scale dense clutter scenarios. We also visualize some of the

grasping processes in Fig 5.6, as well as record in these videos.
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Chapter 6

Conclusion

This dissertation presents a comprehensive exploration into the safety of
the Al-powered robot visual grasping system in cluttered human-robot
interaction scenarios. By integrating the findings from three major studies,
this work systematically investigates both external and inherent risks in
this system and proposes novel methods to enhance grasping safety through
different policy designs.

Firstly, we introduced the Shortcut-Enhanced Multimodal Backdoor
Attack (SEMBA), which integrates multimodal information and shortcut
learning to uncover previously unexplored vulnerabilities in AI-powered robot
visual grasping systems. Unlike conventional backdoor attacks that rely
solely on single-modality cues, SEMBA leverages the RGBD information
and exploits the model’s inherent shortcut deficiency to achieve more robust
manipulation for the grasp quality score. To the best of our knowledge, this is
the first systematic attempt to design a backdoor attack specifically tailored
for Al-powered robot visual grasping. Extensive experiments conducted
on large-scale benchmark datasets and real-world robot grasping systems
demonstrate SEMBA’s strong attack capability, transferability across differ-
ent models, and high practical feasibility in complex environments.

Secondly, to counteract the external SEMBA threat, we developed the
Quality-Focused Active Adversarial Policy (QFAAP), which allows the hu-
man hand itself to serve as an active perturbation source to suppress grasp
quality score near potential trigger-like regions. By integrating the Adver-
sarial Quality Patch (AQP) and the Projected Quality Gradient Descent
(PQGD), QFAAP dynamically adjusts the grasping quality distribution in

the visual scene, reducing the grasping priority of hazardous areas while
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maintaining operational fluency and task efficiency. Extensive experiments
conducted on both benchmark datasets and real-world collaborative robots
from single-object, cluttered, and dynamic HRI scenarios (human hands and
robots coexist in close proximity) demonstrated their effectiveness.

Finally, to overcome the inherent safety issues caused by limited grasping
view and inferior grasp candidates, we proposed the Monozone-Centric In-
stance Grasping Policy (MCIGP), which integrates Monozone View Analysis
(MVA) and Instance-Specific Grasp Detection (ISGD) for precise and reliable
grasping within dynamically detected monozones. By adaptively focusing on
each monozone, MCIGP enables the robot to refine its perception of target
objects and generate high-quality grasp candidates even under large-scale
dense clutter with heavy occlusion. This design effectively mitigates the
limitations of restricted camera perspectives and unstable grasp candidates
that can cause object splashing. Comprehensive experiments involving
over 8,000 real-world grasp attempts on 300 novel objects across multiple
clutter levels demonstrated that MCIGP not only enhances grasp accuracy
and robustness but also achieves superior adaptability and generalization,
significantly outperforming seven competitive grasping baselines.

In summary, this dissertation advances the understanding and imple-
mentation of secure and intelligent visual grasping. The proposed methods
collectively contribute to building a safe and adaptive human-aware robotic
grasping framework, paving the way toward trustworthy human-robot inter-
action in complex, real-world environments.

Limitations and future works: For SEMBA, 1) The attack performance
will significantly deteriorate when the trigger undergoes large rotations
around the X and Y axes of the camera coordinate frame. This failure
arises because the designed trigger is inherently 2D and does not account
for the effects of 3D transformations. As a result, it performs effectively
only under translations along each axis and rotations around the 7 axis in
the camera coordinate frame, which is consistent with the characteristics
of 4-DOF grasping. To address this issue, we plan to design 3D triggers
in future work to enable attacks at arbitrary angles. 2) The depth trigger
in the real world exhibits slight distributional drift compared to the ideal
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depth trigger in the dataset, as it is susceptible to depth camera noise
and interference from adjacent objects in real-world scenarios. Therefore,
enhancing the robustness of the depth trigger against such disturbances in the
real world will also be a focus of our next plan. 3) Concentrate on extending
our method in some industrial scenarios with more different degradation
factors and data distribution, to further enhance its ability to protect Al-
powered visual grasping systems in different environments. For example, we
will attempt to use domain adaptation techniques to generate simulated data
with different degradation factors and apply adversarial training strategies
to improve the domain adaptability of our method in different scenarios. 4)
Other parts can focus on exploring the influence of geometry and size for the
backdoor trigger design, and the effectiveness of our method in other models,

like transformer and diffusion models.

For QFAAP, 1) Since our current methods are confined to the laboratory
setting, future work could focus on extending them to field robotics capable
of adapting to diverse open-world environments. For instance, deploying our
approach on quadruped or humanoid robots equipped with manipulators
would be a promising direction. 2) Moreover, as our current method
addresses SEMBA attacks only in the RGB modality, future research should
further explore the multimodal potential of QFAAP. 4) Other parts can focus
on exploring the combinition of QFAAP and safety-oriented motion planning
algorithm, to further enhance the safety when human interact with the robot.

For MCIGP, 1) The slippage during grasp execution, which occurs due
to the smooth surface of the object. To address this, we plan to use parallel
jaw grippers with high-friction finger pads or wrap the fingers with textured
tape. 2) Depth holes and errors from the depth camera can cause a collision
with the table during grasping. This problem can be mitigated by using a
high-precision industrial depth camera. 3) While our method can improve
the segmentation of SAM, it will be unable to segment the complete shape
of an object if serious occlusion exists between objects in dense clutter. To
optimize this, we are going to use amodal instance segmentation to predict
the occluded parts of the object, thereby getting the complete mask. 4) Other

parts, like how to extend our method to safely manipulate deformable objects,
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and investigate the effect of different depth sensors, are also interesting.
Finally, from the perspective of the entire robot system. Extending our
approach toward building a comprehensive and safe human—robot handover
system is an exciting and promising future direction. For instance, it is
worth investigating how to achieve handover-oriented target object retrieval
in dense clutter, and how to effectively perceive human intent during the

process of transferring the object to the human hand.
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