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1 ObjectLogic

ObjectLogic ObjectLogic
objLib HOL HOL moscow ML
ML
HOL
objLib
mk_theory_script, mk_simurator 1.2

Cl ass nodel

XXX. Ccm
. |
objLib | |
N ’ A
nk_si rmur at or mk_t heory_scri pt
e A
v v
XxX.sm xxxScript.sn
Si mul at or L Hol make
xxxTheory. smi

bj ect theory

1.1: objLib
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1.1
1.2 figure.cm

-

class fig

attr x int | O

attr y int | O

class rect extends fig

attr w int | O

attr h int | O

class crect extends rect

attr c color | black
o

1.2: figure.cm
3 fig, rect, crect fig
fig 2 Xy x
int 0
rect fig
rect 2 w h
int 0 crect rect
crect c color
black color
1.3 UML
fig rect crect
x:int,y:int h:int,wint c: col or
1.3:
1.2 ML
objLib mk_simulator figure.cm
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- mk_simulator("/.../figure.cm");

> val it = () : unit

figure.cm ML figure.sml
1.2.1
figure.sml figure.sig 1.4, 1.5
store
fig, rect, crect
store_emp
3 fig_null, rect_null, crect_null 3 NULL
NULL
3 fig_eq, rect_eq, crect_eq
new
3 fig_new, rect_new, crect_new 3
new rect_new
rect

rect_new
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Ve
signature figure sig
type store
type fig
type rect
type crect
val store_emp store
val fig_null : fig
val rect_null : rect
val crect_null crect
val fig_eq : fig -> store —-> bool
val rect_eq : rect -> store -> bool
val crect_eq : crect -> store -> bool
val fig new : store -> fig * store
val rect_new store -> rect * store
val crect_new store -> crect * store
val fig_ex : fig -> store -> bool
val rect_ex : rect -> store -> bool
val crect_ex : crect -> store -> bool
val fig_get_x : fig -> store -> int
val fig get_y : fig -> store -> int
val rect_get_x rect -> store -> int
val rect_get_y rect -> store -> int
val rect_get_w : rect -> store -> int
val rect_get_h : rect -> store -> int
val crect_get_x crect -> store -> int
val crect_get_y crect -> store -> int
val crect_get_w crect -> store -> int
val crect_get_h : crect -> store -> int
val crect_get_c crect -> store -> color
val fig_set_x : fig -> int -> store -> store
val fig_set_y : fig -> int -> store -> store
val rect_set_x rect -> int -> store -> store
val rect_set_y : rect -> int -> store -> store
val rect_set_w : rect -> int -> store -> store
val rect_set_h : rect -> int -> store -> store
val crect_set_x crect -> int -> store -> store
val crect_set_y crect -> int -> store -> store
val crect_set_w crect -> int -> store -> store
val crect_set_h : crect -> int -> store -> store
val crect_set_c crect -> color -> store -> store
-

1.4: figure.sig (1)
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4 N
val fig_cast_rect : fig -> store -> rect
val rect_cast_fig : rect -> store -> fig
val fig_cast_crect : fig -> store -> crect
val crect_cast_fig : crect -> store -> fig
val rect_cast_crect : rect -> store -> crect
val crect_cast_rect : crect -> store -> rect
val fig is_fig : fig -> store -> bool
val fig_is_rect : fig -> store -> bool
val fig_is_crect : fig -> store -> bool
val rect_is_rect : rect -> store -> bool
val rect_is_crect : rect -> store -> bool
val crect_is_crect : crect -> store -> bool
end
- v
1.5: figure.sig (2)
4 N
- val (rl,s) = rect_new store_emp; (1)
> val rl = <rect> : rect
> val s = <store> : store
- val (r2,s) = rect_new s; (2)
> val r2 = <rect> : rect
> val s = <store> : store
- rect_eq rl r2; (3)
> val it = false
- rect_eq rl rect_null; (4)
> val it = false
- /
(1) rect_new store_emp rl, s rl
rect s
<rect>
<store> (2) 1 rect r2
s (3) rect_eq ri  r2
false (4) rect_eq rl rect_null
rl false
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ex
fig_ex, rect_ex, crect_ex 3
ex rect_ex
1 rect 2
rect_ex
4 I
- rect_ex rl s; (1)
> val it = true : bool
- rect_ex rl store_emp; (2)
> val it = false : bool
- rect_ex rect_null s; (3)
> val it = false : bool
- /
(1) rect rl S
true (2) r1 store_emp false
(3) NULL false
get set
11 get
fig X,y
fig_get_x 2 1 fig X
rect X,y W,
h 4 crect X, ¥, W,
h c )
11
fig_set_x 3

1 fig X 2
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4 I
- rect_get_x rl s; (1)
> val it = 0 : int
- val s = rect_set_x rl1 10 s (2)
> val s = <store> : store
- rect_get_x rl s; (3)
> val it = 10 : int
- rect_get_x rect_null s; (4)
> !Uncaught exception:
'NotExists
- v
(1) S rl X (2) r x 10
(3) S 10
(4) NULL NotExists
NULL
cast
6 cast
cast
fig_cast_rect fig rect rect_cast_fig
rect fig
4 I
- val f = rect_cast_fig rl s; (1)
> val £ = <fig> : fig
- val s = fig_get_x £ s; (2)
> val it = 10 : int
- val r2 = fig cast_rect f s; (3)
> val r2 = <rect> : rect
- rect_eq rl r2; (4)
> val it = true : bool
- val ¢ = rect_cast_crect rl s; (5)
> val c = <crect> : crect
- crect_eq c crect_null; (6)
> val it = true
- v
(1) rect_cast_fig rl fig (2) fig_get_x f
X 10 rl
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(3) fig_cast_rect f rect r (4) rect_eq
rl r2 r2 ri
true (5) rect_cast_crect rl crect
c rl rect
(6) c NULL crect_null
NULL
is
6
is fig is_fig, fig is_rect, fig_is_crect fig
fig, rect, crect
4 N
- val (r,s) = rect_new s; (1)
> val r = <rect> : rect
> val s = <store> store
- rect_is_rect r s; (2)
> val it = true : bool
- val f = rect_cast_fig r s; (3)
> val £ = <fig> : fig
- fig_is_fig f s; (4)
> val it = false : bool
- fig_is_rect f s; (5)
> val it = true : bool
- fig is_crect f s; (6)
> val it = false : bool
- /
(1) rect_new rect

T, s (2) rect_is_rect

r rect_new
r fig
f

fig_is_rect

fig_is_crect

1S

rect

true (3) rect_cast_fig
f (4)(5)(6) fig_is_fig, fig_is_rect,
fig, rect, crect
true
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1.2.2

fig

fig new_fig

4 N
- fun fig const f x y s = fig set_y f y (fig_set_x f x s);

> val fig_const = fn : fig -> int -> int -> store -> store

- fun new_fig x y s =

let
val (f,s) = fig new s
val s = fig_ const f x y s
in
(f,s)
end;
> val new_fig = fn : int -> int -> store -> fig * store
- ,/
fig_const fig f int X,y
fig _set_x, fig_set_y f X, ¥ new_fig
fig_new fig
fig
fig_getPos 1

- fun fig getPos f s = (fig_get_x f s, fig get_y f s);
> val fig _getPos = fn : fig -> store -> int * int

fig_getPos fig get_x, fig_get_y X,y
fig_move
! C m c_m new._c

c_const
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4 N
- fun fig move f dx dy s =
let
val x = fig get_x f s

val y = fig get_y f s

val s = fig_set_x f (x+dx) s
in

fig set_y £ (y+dy) s

end;
> val fig_move = fn : fig -> int -> int -> store -> store
- /
fig_move fig get_x, fig_get_y X,y dx, dy

fig _set_x, fig_set_y

- val (f,s) = new_fig 5 3 store_emp;
> val £
> val s = <store> : store

<fig> : fig

- fig_getPos £ s;

> val it = (5,3) : int * int
- val s = fig_move £ (72) 3 s;
> val s = <store> : store

- fig _getPos f s;

> val it = (3,6) : int * int

- /
T Y fig_symX, fig_symY,

fig_symO

4 I

- fun fig symX f s = fig set_y £ ("(fig_get_y f s)) s;

> val fig_symX = fn : fig -> store -> store

Hh

- fun fig symY f s = fig set_x f ("(fig_get_x f s)) s;

> val fig _symY = fn : fig -> store -> store

Hh

- fun fig sym0 f s = fig_symY f (fig_symX f s);

> val fig_sym0 = fn : fig -> store -> store
- /

fig_symX, fig_symY y, X fig_symO
2
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- val s = fig symX f s;

> val s <store> : store

- fig_getPos f s;

> val it = (3,76) : int * int
- val s = fig_symY f s;

> val s = <store> : store

- fig _getPos f s;

> val it = (73,76) : int * int
- val s

fig_sym0 £ s;

> val s = <store> : store

- fig_getPos f s;

> val it = (3,6) : int * int

rect

rect rect fig

new_rect
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-

- fun rect_const r x y w h s =
let
val s = fig_const (rect_cast_fig r s) x y s
in
rect_set_h r h (rect_set_w r w s)
end;

> val rect_const = fn

- fun new_rect x y w h s =
let
val (r,s) = rect_new s
val s = rect_const r x y w h s
in
(r,s)
end;

> val new_rect = fn

int -> int -> int -> int -> store -> rect * store

rect -> int -> int -> int -> int -> store -> store

rect_const 4 X, y,w,h

rect_cast_fig rect r fig

%y

fig_const w, h rect_set_w, rect_set_h

rect_getPos

fig fig_getPos, fig_move

rect_move

- fun rect_getPos r s = fig_getPos (rect_cast_fig r s) s;

> val rect_getPos = fn : rect -> store -> int * int

- fun rect_move r dx dy s = fig_move (rect_cast_fig r s) dx dy s;

> val rect_move = fn : rect -> int -> int -> store -> store

rect_getPos rect r rect_cast_fig

fig_getPos rect_move

3 rect_symX, rect_symY, rect_sym0O
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- fun rect_symX r s =
let
val s = fig_symX (rect_cast_fig r s) s
in
rect_move r 0 ("(rect_get_h r s)) s
end;

> val rect_symX = fn : rect -> store -> store
- fun rect_symY r s =
let
val s = fig_symY (rect_cast_fig r s) s
in
rect_move r ("(rect_get_w r s)) O s
end;
> val rect_symY = fn : rect -> store -> store

- fun rect_sym0 r s = rect_symY r (rect_symX r s);

> val rect_sym0 = fn : rect -> store -> store

- ,/
rect_symX fig_symX

z Y rect_symX

Y T
rect_sym0 1.6

e I

- val (r,s) = new_rect 3 2 6 3 s

> val r = <rect> : rect

> val s = <store> : store

- val s = rect_symX r s;

> val s = <store> : store

- rect_getPos r s;

> val it = (3,75) : int * int
- val s = rect_symY r s;

> val s = <store> : store

- rect_getPos r s;

> val it = (79,75) : int * int
- val s = rect_sym0 £ s;

> val s = <store> : store

- rect_getPos r s;

> val it = (3,2) : int * int
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A‘Y
oyt
r.synmv() r
R A
I I I I X
L-X-W - X! (@] X X+w >
SivE EEEEE
r.synmd) r.symX()
yh) oo
1.6: rect symX(), symY(), symO()
crect
crect new_crect new_rect
crect_getPos, crect_move, crect_symX, crect_symY,
crect_sym0 rect

generic function

1S

v_fig_sym0 fig

4 I
- fun v_fig_sym0 f s =

if fig is_fig f s then fig sym0 f s

else if fig is_rect f s then rect_sym0 (fig_cast_rect f s) s
else if fig is_crect f s then crect_sym0 (fig_cast_crect f s) s
else s

> val v_fig_sym0 = fn : fig -> store -> store
- /

fig f 3 fig, rect, crect

fig is_fig, fig is_rect, fig_is_crect
1.7
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fig_is_ fig

» fig_synD

fig_is_rect

v_fig_synD - rect _synD

fig_is_crect

$ crect_synOD

1.7:

- val (f1,s) = new_fig 3 2 s (1)

> val f1 = <fig> : fig

> val s = <store> : store

- val (r,s) = new_rect 326 3 s (2)
> val r = <rect> : rect

> val s = <store> : store

- val f2 = rect_cast_fig r s; (3)
> val £2 = <fig> : fig

- val s = v_fig sym0 f1 s; (4)

> val s = <store> : store

- fig_getPos f1 s; (5)
> val it = (73,72) : int * int
- val s = v_fig_sym0 £f2 s; (6)

> val s = <store> : store
- fig_getPos f2 s; (7)
> val it = (79,75) : int * int

N J
(1) (3,2) fig £1 (2) (3,2) 6,
3 rect r (3)r fig f2 (4)
f1 fig v_fig_symO fig_symO (5)
(73,72) (6) £2 rect
v_fig_symO rect_sym0 (5) (79,75)
Java

ObjectLogic

Java

if
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Java  public, private

1.3 HOL

objLib
mk_theory_script figure.cm HOL

- mk_theory_script("/.../figure.cm");
> val it = () : unit

figure.cm figureScript.sml
HOL
HOL ML
HOL Holmake
HOL figureTheory.sml
objLib
1.3.1
HOL figureTheory.sml
- load "figureTheory.sml";
> val it = () : unit
figureTheory.sml figure.sml

store fig fig _new, fig _get_x
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2 HOL ‘‘istore‘’ ‘‘fig get_x‘°
oLl HOL ML
hol_type, term ‘‘:store‘’ ‘‘fig _get_x‘°
4 I
“‘:storef‘;
val it = ‘‘:store‘‘ : hol_type
CCifiges;
val it = “‘:fig‘‘ : hol_type
‘‘fig _new‘‘;
val it = ‘‘fig_new‘‘ : term
‘fig get_x¢¢;
val it = ‘‘fig_get_x‘‘ : term
- J
HOL ML type_of
type_of ‘‘fig_new‘‘;
val it = ‘‘:store -> fig # store‘‘ : hol_type
type_of ‘‘fig get_x‘‘;
val it = ‘‘:fig -> store -> int‘‘ : hol_type
HOL
HOL
fig fig _set_x
X fig _get_x
- objLib.GET_SET{Get="‘fig_get_x‘‘};
> val it =
[- 'i x s. fig_ ex i s ==
(fig_get_x i (fig_set_x i x s) = x) : thm
fig i s s i X
X X
GET_SET get
thm

rect_get_w

fig_eq, rect_eq, crect_eq HOL =
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- objLib.GET_SET{Get=" ‘rect_get_w‘‘};
> val it =

|- 'i x s. rect_ex 1 s ==

(rect_get_w i (rect_set_w i x s) = x) : thm

40
2 GET_SET

-

> val it =

- 'i jxs. "1 =3 ==>

> val it =

- objLib.DIFF_OBJ_GET_SET{Get=‘‘fig_get_x‘‘}; (1)

(fig_get_x i (fig_set_x j x s) = fig get_x i s)
- objLib.DIFF_GET_SET{Get=‘‘fig get_x‘‘,Set=‘‘fig set_y‘‘};

[- 1i j xs. fig_ get_x 1 (fig_set_y j x s) = fig_get_x i s

(2)

: thm

/

(1)2 fig i, j j x

2 cast

(2) fig

//
- objLib.UP_DOWN{Up=‘‘rect_cast_fig‘‘}; (1)

> val it =
|- 'i x s. rect_ex i s ==>
(fig_cast_rect i (rect_cast_fig i s) = i)
- objLib.UP_11{Up=‘‘rect_cast_fig‘‘}; (2)
> val it =
[- '1i x s. rect_ex i s /\ rect_ex j s ==
"l =) =>

“(rect_cast_fig i s = rect_cast_fig j s)

.

: thm

: thm

(1) rect fig
rect
1.8 (2) 2 rect
fig
fig
1.9
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rect_cast_fig / \ fig_cast_rect

1.8: UP.DOWN

(o) e ()

rect _cast flg

OEIO

1.9: UP_11

2 18

- objLib.IS_CAST{Isl="‘rect_is_rect‘‘,Is2=‘‘fig_is_rect‘‘}; (1)
> val it =
[- 'i s. rect_is_rect i s ==
fig_is_rect (rect_cast_fig i s) s : thm
- objLib.IS_IMP_NOT_IS

{Isl=‘‘rect_is_rect‘‘,Is2=‘‘rect_is_crect‘‘}; (2)

> val it = |- 'i s. rect_is_rect i s ==> “rect_is_crect i s : thm
.
(1) rect rect fig
rect
7?7 (2) rect rect crect
1.3.2
HOL

HOL
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fig_is_rect

rect_cast _fig T

rect _is_rect

1.10: IS_.CAST

/
- val fig_getPos = Define

‘fig_getPos f s = (fig_get_x f s, fig get_y f s)°;
> val fig_getPos =

|- fig_getPos f s = (fig_get_x f s, fig get_y f s) : thm
- type_of ‘‘fig_getPos‘‘;

> val it = ‘‘:fig -> store -> int # int‘‘ : hol_type
-

Define
1.11

1.3.3

(1)

fig fig_move X

If xys. fig. ex £ s ==>
(fig_get_x f (fig_move f x y s) = fig get_x f s + x)

Goal-Oriented Proof Goal-Oriented Proof
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val fig_move = Define
‘fig_move f dx dy s =
let x = fig_ get_ x £ s in
let y = fig_get_y £ s in
let s = fig _set_x f (x+dx) s in
fig set_y £ (y+dy) s¢;

val fig_symX = Define ‘fig symX f s = fig set_y f ("(fig_get_y £ s))°¢;

val fig _symY = Define ‘fig symY f s = fig set_x £ ("(fig_get_x f s)) s°;

val fig_sym0 = Define ‘fig sym0 f s = fig symY f (fig_symX f s)°;
val rect_getPos = Define ‘rect_getPos r s = fig_getPos (rect_cast_fig r s) s

val rect_move = Define
‘rect_move r dx dy s = fig move (rect_cast_fig r s) dx dy s‘;

val rect_symX = Define
‘rect_symX r s =
rect_move r (" (rect_get_h r s)) (fig_symX (rect_cast_fig r s) s)‘;

val rect_symY = Define
‘rect_symY r s =
rect_move r (" (rect_get_w r s)) (fig_symY (rect_cast_fig r s) s)‘;

val rect_sym0 = Define ‘rect_sym0 r s = rect_symY r (rect_symX r s)°‘;

val crect_getPos = Define
‘crect_getPos r s = rect_getPos (crect_cast_rect c s) s¢;

val crect_move = Define
‘crect_move r dx dy s = rect_move (crect_cast_rect c s) dx dy s¢;

val crect_symX = Define ‘crect_symX ¢ s = rect_symX (crect_cast_rect c s) s°;

val crect_symY = Define ‘crect_symY ¢ s = rect_symY (crect_cast_rect c s) s¢;

val crect_sym0 = Define ‘crect_sym0 ¢ s = rect_sym0 (crect_cast_rect c s) s¢;
val v_fig_sym0 f s = Define
‘v_fig_sym0 f s =
if fig is_fig f s then fig_sym0 f s
else if fig is_rect f s then rect_sym0 (fig_cast_rect f s) s
else if fig is_crect f s then crect_sym0 (fig_cast_crect f s) s
else s°¢;

1.11: HOL
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~
-g ‘If xys. fig.ex f s ==>

(fig_get_x f (fig_move f x y s) = fig_ get_x f s + x)°¢;
> val it =
Proof manager status: 1 proof.
1. Incomplete:
Initial goal:
'f x ys. fig.ex £ s ==>
(fig_get_x f (fig_move f x y s) = fig_get_x f s + x)

: proofs
-
ML e fig_move
s
- e (REWRITE_TAC [fig_move]);
OK..
1 subgoal:
> val it =
If xys. fig_ex f s ==
(fig_get_x £
(let x’ = fig get_x f s in
let y’ = fig_get_y £ s in
let s = fig set_x f (x’ + x) s in
fig set_.y £ (y> +y) s) =
fig get_x £ s + x)
: goalstack
-

REWRITE_TAC
let
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- e LET_TAC;
OK..
1 subgoal:
> val it =
If xys. fig_ex f s ==
(fig_get_x f
(fig_set_y f (fig_get_y £ s + y)
(fig_set_x f (fig_get_x f s + x) 8)) =
fig get_x £ s + x)

: goalstack
- ,/

LET_TAC let a=Db in ...

val LET_TAC = CONV_TAC (DEPTH_CONV let_CONV);

fig set_y fig get_x
X y fig _get_x fig_set_y
DIFF_GET_SET

4 I
- e (REWRITE_TAC

[objLib.DIFF_GET_SET{Get="‘fig _get_x‘‘,Set=‘‘fig set_y‘‘}]1);
J g-g g y

OK..
1 subgoal:
> val it =
If x s. fig_ex f 5 ==
(fig_get_x f (fig_set_x f (fig_get_ x f s + x) s) =
fig get_x f s + x)

: goalstack

GET_SET{Get=‘‘fig_get_x‘‘}

4 N
- e (REWRITE_TAC [objLib.GET_SET{Get=‘‘fig _get_x‘‘}]);

OK..
> val it =
Initial goal proved.
|- 'f xys. figex f s ==
(fig_get_x f (fig_move f x y s) = fig get_ x f s + x)

: goalstack
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1 ObjectLogic

- val fig get_x_fig move = top_thm();

> val fig get_x_fig move
|- 'f xys. fig ex f s ==
(fig_get_x f (fig_move f x y s) = £

ig_get_x f s + x)

ML

(2)

rect rect_move

Ir x y s. rect_ex r s ==>

(rect_get_x r (rect_move r x y s)

rect_move fig_move

fig_move

If r x y s. rect_cast_fig r (fig_move f x y s)

rect fig_move

top_thm:unit->thm

rect_get_x r s + x)

rect_cast_fig r s

~
-g ‘Mfrxys.

rect_cast_fig r (fig_move f x y s)
> val it

Proof manager status: 1 proof.

1. Incomplete:
Initial goal:
'f r xy s.

rect_cast_fig r (fig_move f x y s)

: proofs

rect_cast_fig r s*:

rect_cast_fig r s

fig_move let

: thm
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~
- e (REWRITE_TAC [fig_move] THEN LET_TAC);

0K..
1 subgoal:
> val it =
If r xy s.
rect_cast_fig r
(fig_set_y f (fig_get_y £ s + y)
(fig_set_x f (fig_get_x f s + x) s)) =
rect_cast_fig r s
: goalstack

.

THEN t1 THEN t2 2

fig_set_y rect_cast_fig
fig_set_y

- objLib.CAST_SET{Cast=‘‘rect_cast_fig‘‘,Set=‘‘fig set_y‘‘};
> val it =
- 'i j x s.

rect_cast_fig i (fig_set_y j x s) = rect_cast_fig i s : thm

i
- e (REWRITE_TAC

[objLib.CAST_SET{Cast=‘‘rect_cast_fig‘‘,Set=‘‘fig_set_y‘‘}]1);
OK..
1 subgoal:
> val it =
If r xy s.
rect_cast_fig r (fig_set_x f (fig_get_ x f s + x) 8)) =
rect_cast_fig r s
: goalstack

.

fig _set_y rect_cast_fig
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-~
- e (REWRITE_TAC

[objLib.CAST_SET{Cast="‘rect_cast_fig‘‘,Set=‘‘fig_set_x‘‘}]);
OK..
> val it =
Initial goal proved.
|- 'frxys.

rect_cast_fig r (fig_move f x y s) = rect_cast_fig r s

: goalstack

rect_cast_fig fig move

- val rect_cast_fig fig move = top_thm();

> val rect_cast_fig_fig _move
|- 'f r xy s.

rect_cast_fig r (fig move f x y s) = rect_cast_fig r s : thm

-

- g ‘lrxy s. rect_ex r s ==
(rect_get_x r (rect_move r x y s) = rect_get_x r s + x)°¢;
> val it =
Proof manager status: 1 proof.
1. Incomplete:
Initial goal:
'r x y s. rect_ex r s ==>

(rect_get_x r (rect_move r x y s) = rect_get_x r s + x)

: proofs
-

S~
- e (REPEAT STRIP_TAC);

0K..
1 subgoal:
> val it =
rect_get_x r (rect_move r x y s) = rect_get_x r s + X

rect_ex r s

: goalstack

————— STRIP_TAC
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REPEAT

REPEAT STRIP_TAC 4

rect_move

e N
- e (REWRITE_TAC [rect_move] THEN LET_TAC);

OK..
1 subgoal:
> val it =

rect_get_x r (fig_move (rect_cast_fig r s) x y s) =
rect_get_x r s + x

rect_ex r s

: goalstack

rect_get_x

- objLib.SPR_GET{Get="‘rect_get_x‘‘};
> val it =
[- 'i s. rect_get_x i s = fig_get_x (rect_cast_fig i s) s : thm

rect X rect
fig
4 I
- e (REWRITE_TAC [objLib.SPR_GET{Get=‘‘rect_get_x‘‘}]);
OK..
1 subgoal:
> val it =

fig get_x (rect_cast_fig r (fig_move (rect_cast_fig r s) x y s))
(fig_move (rect_cast_fig r s) xy s) =

fig get_x (rect_cast_fig r s) s + x
rect_ex r s

: goalstack

rect_cast_fig fig_move
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4 N
- e (REWRITE_TAC [rect_cast_fig fig movel);

OK..
1 subgoal:
> val it =
fig get_x (rect_cast_fig r s)
(fig_move (rect_cast_fig r s) x y s) =
fig get_x (rect_cast_fig r s) s + x

rect_ex r s

: goalstack
-
rect_ex
- objLib.EX_IMP_SPR_EX{Up=‘‘rect_cast_fig‘‘};
> val it =
|- '1 s. rect_ex i s ==> fig_ex (rect_cast_fig i s) s : thm
rect fig
4 I

- e (IMP_RES_TAC (objLib.EX_IMP_SPR_EX{Up=*‘rect_cast_fig‘‘}));
OK..
1 subgoal:
> val it =
fig get_x (rect_cast_fig r s)
(fig_move (rect_cast_fig r s) x y s) =
fig get_x (rect_cast_fig r s) s + x
0. rect_ex r s

1. fig_ex (rect_cast_fig r s) s

: goalstack
.

IMP_RES_TAC

(1) fig_get_x_fig_move
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- I
- e (ASM_SIMP_TAC bool_ss [fig_get_x_fig movel);

0K..
> val it =
Initial goal proved.
|- 'r x y s. rect_ex r s ==>

(rect_get_x r (rect_move r x y s) = rect_get_x r s + x)

: goalstack
- %
ASM_SIMP_TAC:simpset->thm list->tactic 1 simpset(simplifier set)
2 simpset
bool_ss
list_ss
arith_ss
(1)(2) GET_SET DIFF_GET_SET
1
objLib
SLICE_TAC, OBJ_SIMP_TAC 2 SLICE_TAC
ex get new
set fig get_x f (fig_set_y f y s)
DIFF_GET_SET fig_get_x f s

0BJ_SIMP_TAC
fig get_x f (fig_set_x f x s)
GET_SET 2
— SLICE_TAC - OBJ_SIMP_TAC

(2)
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4 N

- g ‘lrxys. rect_ex r s ==>
(rect_get_x r (rect_move r x y s) = rect_get_x r s + x)°;
> val it =
Proof manager status: 1 proof.
1. Incomplete:
Initial goal:
'r x y s. rect_ex r s ==>

(rect_get_x r (rect_move r x y s) = rect_get_x r s + x)

: proofs
- /’
e I
- e (REWRITE_TAC [rect_move, fig move] THEN LET_TAC);
> val it =
lr x y s.

rect_ex r s ==>
(rect_get_x r (1)
(fig_set_y (rect_cast_fig r s)
(fig_get_y (rect_cast_fig r s) s + y)
(fig_set_x (rect_cast_fig r s)
(fig_get_x (rect_cast_fig r s) s + x) s)) =
rect_get_x r s + x) (2)

: goalstack

(1)(2) get rect_get_x SPR_GET
get
set SPR_TAC SPR_TAC
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~
- e SPR_TAC;
> val it =
lr xy s.
rect_ex r s ==>
(fig_get_x (1)
(rect_cast_fig r (2)
(fig_set_y (rect_cast_fig r s) (3)
(fig_get_y (rect_cast_fig r s) s + y)
(fig_set_x (rect_cast_fig r s) (4)
(fig_get_x (rect_cast_fig r s) s + x) s)))
(fig_set_y (rect_cast_fig r s) (5)
(fig_get_y (rect_cast_fig r s) s + y)
(fig_set_x (rect_cast_fig r s)
(fig_get_x (rect_cast_fig r s) s + x) 8)) =
fig_get_x (rect_cast_fig r s) s + x)
: goalstack
. J
(1)(5) get fig_get_x set fig_set_y
DIFF_GET_SET
(2)(3)(4) cast rect_cast_fig set fig_set_y, fig_set_x
CAST_SET
get cast set new
SLICE_TAC SLICE_TAC
~
- e SLICE_TAC;
> val it =
lr xy s.
rect_ex r s ==> (1)
(fig_get_x (rect_cast_fig r s) (2)
(fig_set_x (rect_cast_fig r s) (3)
(fig_get_x (rect_cast_fig r s) s + x) s8)) =
fig get_x (rect_cast_fig r s) s + x)
: goalstack
- %
(1) rect_ex EX_IMP_SPR_EX rect_cast_fig r s
GET_SET (2)(3)

get set
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0BJ_SIMP_TAC

- e OBJ_SIMP_TAC;
0K..
> val it =
Initial goal proved.
|- 'r x ys. rect_ex r s ==

(rect_get_x r (rect_move r x y s) = rect_get_x r s + x)

: goalstack

|- 1f s. fig_ex f s ==>
(fig_getPos f (fig_sym0 f s) =
("fig_get_x f s, “fig get_y f s))

|- 'r s. rect_ex r s ==
(rect_getPos r (rect_sym0 r s) =
("rect_get_x r s - rect_get_w r s,

“rect_get_y r s - rect_get_h r s))

- lc s. crect_ex ¢ s ==>
(crect_getPos c (crect_sym0 c s) =
("crect_get_x c s - crect_get_w c s,

“crect_get_y c s - crect_get_h c s))

|- !'f s. fig ex £ s ==>
(fig_getPos f (fig_sym0 f (fig_sym0 f s)) = fig_getPos f s)

- Ilr s. rect_ex r s ==>

(rect_getPos r (rect_sym0 r (rect_symO r s)) = rect_getPos r s)

- lc s. crect_ex ¢ s ==>

(crect_getPos ¢ (crect_sym0 ¢ (crect_sym0 c s)) = crect_getPos c s)

|- !'f s. fig ex £ s ==>
(fig_getPos f (v_fig_sym0 f (v_fig_sym0 f s)) = v_fig_getPos f s)
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2.1

2.1

CM = (C, A, Mattrs Minhers T, V)

® Mty : C — Pow(A)
o Minher : C — Pow(C)
e 7:C xA— Type

e V:(C x A— Value

Cc A

Minher

Java

Type
ceC Type
1%

Value Type

HOL

47

HOL

24

Mattr

2.2
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c<d c d UML
CQd:deMinher(c) c<td c d
c<*d c=d c<atd fig < rect fig
<t crect fig <* fig
attr(c) c attr(c) =
{a | a € Muu,(d),d <* ¢} attr(rect) = {x,y,w,h},attr(crect) =
{z,y,w,h,c}
relative(c,d) e, d relative(c,d) =
dr.r<*cAr <atd
2.2
store store Emp
c c c Null¢
NULL
c a Unknownf, : T (c,a)
HOL store, Emp, Null®, Unknown, store, store_emp, c_null,

c_unknown_a

2.3
6

® new

[Newc : store — ¢ * store (c € C)

c

® ex

New® s = (o0,5")

[Emc : ¢ — store — bool (c € C)

C

Ex€os==x
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e get

(Getﬁ : ¢ — store — T (c,a) (c€ C,a € attr(c)) ]

& a Get;, 0s == T
0 a s
e set
[Setﬁ :¢— T(c,a) — store — store (c € C,a € attr(c)) ]
c a Seté ox s=s s
s 0 a T
e cast
[Castfl:cestoreﬁd (c,de Cie<at dord<t c) ]
c d Castios =0
o ¢ 0 s d
o is

[Isé:cestoreﬁbool (c,d € Cyc <* d) ]

c d Isjos=

HOL Ex¢, New®, Get;,, Setg, Castg, 15§ c_ex, c_new, c_get_a,
c_set_a, c_cast_d, c_is_d

24

B.1, B.2
1. NOT_EX_EMP

[VO. —(Ez¢ o Emp) ]

Emp
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2. NOT_EX_NULL

[Vs. —(Ez¢ Null® s)

NULL

3. EX_IS

[Vo s.Bz¢os=1s3 osV..VIsg os({di,....d,} ={d|c<"d})

C o &

4. NOT_EX_FST_NEW

[Vs. —(Ez¢ (Fst (New® s)) s)

5. NOT_EX_FST_NEW_CAST

[Vs. —(Exz¢ (Cast§ (Fst (New® s)) (Snd (New® s))) s)

S

6. IS IMP_NOT_IS

[Vo s.IsG0s=—(IsSos) (d#e)

c 10) d d
e

7. IS_.CAST

(Vo s. Is¢ 0 s= Isd (Castios)s (d<te)

C 0 e o e

8. IS_.NEW
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[VO s. Is¢ o (Snd (New® s)) = (o= Fst (New® s))V Is¢ o s

C o
0

C

9. IS_NEW_CAST

c

Vo s. 154 o (#2(New? s)) =
(o= Cast? (Fst (New? s)) (Snd (New? s)) V Is§ 0 s

d d c

C

10. DIFF_IS_NEW

(Vo s. Is§ o (Snd (New® s)) =1sG0s (d#e)

c d

e

11. IS_.SET

[Vol 02 x 5. 15§ 01 (Set; 0o x 5) =155 01 s

12. DOWN_NULL

(Vo s. Is¢ 0 s = (Cast§ o s = Null?) (c <t d)

c d
NULL

13. NOT_EX_CAST

[Vo s. 7(Ex¢ 0 5) = (Cast o s = Null?)

NULL
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14. UP_11

Vo1 09 s. Ex® 01 s A Ex? 09 s =
—(01 = 02) = =(Cast? 01 s = Cast? 0y s) (c <t d)

d 01 09

15. DOWN_11

Vo1 03 5. IsS 01 s AIsS 0y 8=
—(01 = 02) = =(Casts 01 s = Cast§ 0y s) (c <t d and d <* e)

(& C 01 02
C e

d

16. UP_.DOWN

(VO s. BEx? 0 s = (Cast’ (Castd 0 s) s =0) (c <t d)

d 10)

17. DOWN_UP

[Vo s. Ex? (Cast’ 0 s) s = (Cast? (Cast’ 0 s) s=0) (c<td)

c 0 d

18. CAST_CAST

Vo s. Castd (Cast§ o s) s = CastS o s
((c<tdand d <t e)or (e <™ dand d <7 ¢))

cast c
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d

19. CAST_SET

53

[Vol 02. Cast§ o1 (Sety 02 v s) = Cast§ o1 s

20. EX_CAST_NEW

Vo s. Ex¢ o0 s= (Castio (Snd (New® s)) = Cast§ o s)
(c <*eand d <* e)

c, d e c

21. DIFF_CAST_NEW

(Vo s. Castf o (Snd (New® s)) = Castjos (c 4*eord 4% e)

o €

22. NOT_EX_GET

[VO 5. 2(Ez® 0 s) = (Geté 0 s = Unknown?) (a € Masr(c))

23. NOT_EX_SET

[Vo xs. 2 (Ez¢os)= (Seté ox s=s)
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24.

25.

26.

27.

28.

29.

SPR_GET

(Vo 5. Getd 0 5 = Geté (Cast? 0 s) s (c <t dand a € attr(c))

c a c d 0
o ¢

SPR_SET

(VO s. Setd o x s = Sets (Cast? 0s) x s (c<T dand a € attr(c))

c a c d 0

o & a

GET_SET

[VO s. Ex¢ 0 s = (Get o (Set o x s) = x)

o a x

DIFF_OBJ_GET_SET

[Vol 02 8. =(01 = 02) = (GetS o1 (Sets o2 x s) = Gett, o1 s)

09 a

DIFF_GET_SET

Yoy 03 5. GetS o1 (Setd 0y x 5) = Geté o1 s
((c 4* d and d £4* ¢) or a # b)

c,d a,b d

7?7

GET_NEW
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30.

31.

32.

33.

34.

95

[Vs. GetS (Fst (New® s)) (Snd (New® s)) = V(d,a) (a € Magr(d))

GET_NEW_CAST

Yo 5. (0 = Cast? (Fst (New? s)) (Snd (New? s))) =
(Geté o (Snd (New? 5)) = V(e,a)) (c <t dand a € Myy,(e))

EX_GET_NEW

[VO 5. Ex¢ 0 s = (GetS o (Snd (New? s)) = GetS 0 5) (c <* d)

DIFF_GET_NEW

[Vo 5. GetS o (Snd (New? s)) = GetS 0 s (c #* d)

d d c

SET_SET

[Voxys.Setﬁox(Setﬁoys)zSetﬁoms

a

DIFF_OBJ_SET_SET
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Vo1 02 Yy s. (01 = 09) =
(SetS o1 x (SetS 0y y s) = Setl, o9 y (Set o1 x s))

01 a , 02

35. DIFF_SET_SET

Yo 09 x y s. Seté o1 x (Setg 02y 8) = Setg 02 y (Seté 01 x s)

((c £* d and d 4* ¢) or (a # b))

36. EX_SET_NEW

Yox s. BExos=
(Seté o x (Snd (New? 5)) = Snd (New? (Seté o x s))) (c <* d)

c 0 c d

37. DIFF_SET_NEW

(Vo z 5. Set¢ o x (Snd (New? 5)) = Snd (New? (Seté o x s)) (c 4* d)

)

c 0 c d
c d

38. DIFF_NEW_NEW

Vs. Snd (New® (Snd (New? s))) = Snd (New? (Snd (New? s)))
(not relative(c, d))

¢, d

39. SET_GET
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o7

[VO s. Seté o (Gets 0s) s=s

40. FST_ NEW_SET

[VO x s. Fst (New® (Set? o x s)) = Fst (New® s)

41. DIFF_FST_ NEW_NEW

[Vs. Fst (New® (Snd (New? s))) = Fst (New® s) (c #4* d)

C
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3.1
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3.1

Isabelle/HOL, PVS, HOL, Coq

Java

99

3.2

LOOP (Isabelle/HOL, PVS)[7] Bali(Isabelle/HOL)[9] Krakatoa(Coq)[10]

3.1 Java
bool, array
set, bag, stack date, time, currency
Java Java
HOL
(s Bxy*..)

extensible record

HOL
object calculus|5]

int,



Java

set date

bool bag
i nt array

string

currency
tree

tine

3.1:

(num * int * bool)

definitional extension

extension

HOL

3.2

3.2 1.3
3 fig rect

Model

crect

HOL

conservative
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fig rect crect
fo ro cO
I CCRNEI g IR AERIY] o A GO
f3] (1,-2,r2) /r3(4,10,f4,00)/
f4] (10,0,r3) /r4 (5,8,f5,¢c2)
f5| (0,0,r4)
3.2:
fig fig f1 f2
1 2 fo NULL fig_null
f1 x=2 y=3 fig 2
f2 ri1 x=-4 y=5 w=10 h=8 rect
3 £f3 r2 «ci x=1 y=-2 w=6 h=12 c=red crect
1
1 rect
2 f2 ri rl f£2
NULL f1 rect
r0
3
£f3 r2 ci crect
3
6 new
rect_new
fig rect 1
ex
fig_ex fig
fig 0
cast
fig_cast_rect fig
rect get set
is
fig f1 fig
fig rect NULL
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f2

crect

rect

ML

3.3

3.3.1

null :'a

add

3.3.2

3
rect fig rect
rect crect NULL £3
fig rect
crect
fig
is
26 27
14 16
'a list
0,1, 2,..
[null] 0 NULL
add, valid, read, write
3.3
T
valid n
0
read n
unknown write
n x



3.3.

63

add :'a —'a list — 'a list
add x | = (Length 1, Append [ [z])

valid : num — 'a list — bool
valid n 1 = (0 < n) A (n < length 1)

read : num — 'a list —'a
read n |l = if valid n | then ready n | else unknown

where

(ready 0 1= Hd l) A (ready (Suc n) l =read; n (Tl 1))

write : num — 'a — 'a list — 'a list
write n x | =if valid n [ then write; n x [ else |
where
(writey 0z l=z = (TL1)) A
(writey (Sucn) xl= (HdI):: (write; n x (Tl 1)))

.

3.3:

HOL _datatype ¢ = AbsObj. of num
RepObj. (AbsObj. n) =n

AbsObj. c RepObj.

NULL 0

[Nullc = AbsObj. 0

3.3.3
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tuple. = attrscxdxep x ... x ey (d <c,c<ej)

where

attrs. =T (c,a1) * ... x T (c,a,) (a; € Mayr(c))

attrs, c
d m €1,y .y €m
c
[heapc = tuple, list
[Heap = heap;, * ... x heap., (¢ € C)
Heap heap_c
\ /
c
\
\
tuple_c \
V d [|le_1|----|e_m
v

attrs_c\

Valid®

3.4:

4 Add®, Valid®, Reads,, Write,
c

Add° c

3.5
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Read;,, Write, U
u € {a,d,eq,...,em}
u=a T=attr, u=d
T=d(d<c) u=e;
T =¢ej (c<ey)

Adde : tuple® — Heap — c* Heap
Add® x H =
let (n,l) = add = (getElem’; H) in
(AbsObj¢ n, setElem’; | H)

Valid® : ¢ — Heap — bool
Valid® o H = valid (RepObj¢ o) (getElem’, H)

ReadS, : ¢ = Heap — T
Read o H =
if Valid® o H then getElemgV[ (Read® o H) else (unknown : T')
where
Read® o H = (read (RepObj© o) (getElem’, H))

WriteS, : c = T — Heap — Heap
Write, o x H =
if Valid® o H then
let t = setElemgw x (Read® (RepObj© 0) H) in
Write® (RepObj© o) t H
else H
where
Writec ot H =
let | = write (RepObj¢ o) t (getElem’, H) in
setBlem’y | H

3.5:
getEleml, setElem} q p
M C { c

J U getEleml, setElemb
b, q
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a I
t (p=1lg=1 )
Fstt =1,1<
getElem} t = i v K )
F'st (Snd(l) ((Snd(p,l) t))) (1 <p<yq )
Sndy (...(Sndg-1) t)) (p=4¢,1<q )
x (¢=1 )
setElemh x t = (getElem] t, ...,getElen”ﬁZ_1 t,
uv,getElen”ﬁZJrl t,...,getElemd t) (1<gq )
o %
3.3.4
Emp
Ex¢, Casty, Get®, Set®, New®, Is§; Heap EmpRep, CastRep§, GetRep®,
SetRep®, NewRep®, IsRep§ Get®, Set® c
c
1 Get®, Set¢
Get, Set’
EmpRep

EmpRep : Heap
EmpRep = ([null : tuple,], ..., [null : tuple.,]) (¢; € C)

ExRep®

ExRep® : ¢ — Heap — bool
ExRep® o H=Valid° o H

Valid® c

GetRep®, SetRep®©

GetRep® : ¢ — H — attr,
GetRep® o H = Read;, o H




3.3.

67

SetRep® : ¢ — attr. - H — H
SetRep® o x H=Write, ox H

CastRepj

/
CastRep§:c— Heap — d

CastRep§ o H =
if ExRep® o H then Readj o H else Null (c<dord<c)
CastRep§ (CastRep o H) H ((c <e,e T d)or (d <t e,e<c))

.

CastRep c d 2
c d Ready

NULL

NewRep®©

Nulld

Add® default. H (c
let (01, Hy) = NewRep? H in
let (09, Ho) = Add® default. Hy in
let Hy = Link% 01 0y Hy in (09, H3) (d<c)

NewRep® H =

where
Linkff o1 oo H = Writej 03 01 (Wm'teg 01 09 H)
default, = ((V(c,a1),...,V(c,a,)), Null?, Null®t, ..., Null®™)
(a; € Magr(c),d < c,c <ej)

.

NewRep® c c

Add,

NewRep? d
Add° c
o1, 02 Linkj Linkg
Wrrite 01, 02

Writed,
02, 01
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c default.
a V(c,a1),...,V(c,an)) d
e NULL Null?, Null®
I'sRep§
IsRepj o H =
ExRep® o H A \;~ExRep® (CastRep;, o H) H (c=d,c <e¢;)
ExRep® o H A\ IsRep§ (CastRepf o H) H (c<e,e<*d)
I'sRep§ c d
c
d
c=d
catd 2 c=d c
€; c €;
c<atd c
d e d
c
3.3.5
store Heap HOL th
to
1. ¢ t1 p:t1 — bool
2. dz. px
3. 751 P 752
Heap IsStoreRep
' I
IsStoreRep H =VP. Isinv P= P H
where

IsInv P=P EmpRep N\
AN.Noz H. P H = P (SetRep® x H)) A
AN.VH. P H= P (Snd (NewRep® H)))
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IsStoreRep Heap Heap
P
° EmpRep P
° P Heap SetRep®
NewRep® P
2|C1
IsStoreRep Heap EmpRep

EmpRep  SetRep© NewRep°©
[th =+ IsStoreRep EmpRep ]

store Heap HOL

ML new_type_de finition(store, th)
RepStore : store — Heap
AbsStore : Heap — store
store 3.6
Heap
| sSt oreRep store
AbgSt ore( H)
% ~®
RefpSt or e( s)

3.6:
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3.3.6
RepStore  AbsStore
4 I
Emp = AbsStore EmpRep
Ex¢ o s = ExRep® o (RepStore s)
Get® o s = GetRep® o (RepStore s)
Set® o x s = AbsStore (SetRep® o x (RepStore s))
Cast§ o s = CastRep§ o (RepStore s)
Is§ 0 s = IsRepS o (RepStore s)
New® s = let (0o, H) = NewRep® (RepStore s) in (o, AbsStore H)
- %
Get., Set.  Get®, Set®
~
Get 0 s =
if Ex¢ o s then getElem’; (Get® o s)
else Unknownf (a € Mar(c))
Getd (CastS o s) s (d < ¢, a € attr(d))
- %
~
Seté ox s =
if Ex€ o s then
let t = setElem’y = (Get® o s) in
Set®ots
else s (a € Mar(c))
Setd (CastS 0 s) z s (d<c,a € attr(d))
N /
Get:, a c
2 a c Get©
c getElemZ]'V
N ¢ ? a
c
Unknown, a d c d
Get
Set;, 2 a c Get©
c setElem’y

Set¢
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a d c
d Seté
3.3.7
2
3,
7, 14, 15, 16, 17 IsInv
6 Inv
F Vs. Invs
Inv s=Vo. Ex°0s=1s3 0osV..VIsg os (d;€{d|c<"d})
InvRep
InvRep H =Vo. ExRep® o H = IsRepg, o HV ...V IsRepg o H
InvRep
F Isinv InvRep
IsInv 14+2|C|

F InvRep EmpRep
FYo x H. InvRep H = InvRep (SetRep® x H)) (c€ C)
FVH. InvRep H = InvRep (Snd (NewRep® H)) (ce€ C)

IsStoreRep
FVH. IsStoreRep H = InvRep H

H InvRep

F Vs. IsStoreRep (RepStore s)
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F Vs. InvRep (RepStore s)

InvRep
Exc, Isg

FVs. Inv s



4 UML

ObjectLogic
HOL
4.1
4.1.1
4.1
library
nextcid
, nextiid
customerList
customer
1D lendList
item
lend
2 item
isbn
lend

73

UML
max, days
1D
1D
itemList
lendList
id, name
id, title 1D
CD
book, cd book ISBN

customer, item

days



4 UML

B

library
cust omer. get LendNun() - >sum() =
7| item >sel ect (not (isAvailable()))->size
l'ibrary
- max: num
-days: num
-nextci d: num
-nextiid:num
-customerList:customer |ist
-itenList:itemlist - - — A
-lendList:lend |ist library::lend(cid:numiid:num
- — - pre :checkLend(cid,iid)
'gﬂggtﬂ ggf: g; ﬂﬂnn; : Egg: post : get Cust omer (ci d) . get LendNun() =
B s : et Cust oner (ci d) . get LendN re+l
- get Cust omer (ci d: num) : cust oner 9 (cid).g un() @
-getltem(iid:num:item .
- checkLend(ci d: numiid: num: bool [ ’
-addLend(! nd: | end) : voi d L’
+l end(ci d: numiid:num:string
0.. 0..
cust oner item
-id:num -id:num
-name: string -title:string
-lendList:lend list -lend:Iend
- +set Lend( | nd: | end): voi d
+addLend(| nd: | end): voi d +i sAvai | abl e() : bool
+get LendNun{() : num L
+checkOver () : bool
0.. book
I end i sbn: num
-days:int
- cust omer : cust oner cd
-itemitem 0,1

+l end(cst: cust oner,
itmitemd:int):void

4.1:
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[Tibrary | [Ind:Tend] [cst:custoner | [itmitem]

T T
lend(cid,iid)! [
— [

I I
b::checkqend(cid,iid)
| |

T T
QLL) [ b] ! cst:=gethStoner(cid)
| itm=getliten(iid)
d: =sel f. days

| I nd: =new Iend(cst,itn]d)
——

sel f. days]: =d
] sel f. custioner: =cst
self.iteqlzitm

I
I
I
I
: IaddLend(seIf!l
I
I
I
I

: setLend(ser)

————— ]

return(self): :
i i I
] addLend(”nd) :
r et ur nj( “oK” | |
<o : :
———————— B B T B
[el se] | | | |
g eturn(rail”) ! ! !
I I I I
! ! ! !
4.2: library::lend()
4.1.2
librar lend ()
checkLend (), getCustomer ()
library.lend()
library lend () 4.2
ID cid ID iqd
checkLend () cid iid
"Fail" getCustomer (), getItem()
cid customer iid item
cst, itm days d
lend
days d customer, item cst, itm
cst addLend() itm addLend ()

cst, itm lend library lend
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[Tibrary | [ cst:custoner | [itmitem]
T

checkLend(ci d, ili d)
—

T

I
' b1::checkO'§(cid)
e b2 =checklid(iid)
| |

T

T
alt) g and b2] I

| cst: =get stt:oner (cid)
itm=get|ter1(iid)

| m =sel f. max ,

n: =get LendNun() |

b3: =checkOver () |

T
|
|
|
|
|
|
T
|
|
|
|
l

| |

| |

! l

! b4: =i sAvail ablle() >:

| i

| |

return(self.Idnd:lend_nulI)
""""""" T------T-----

[el se] |

4.3: library::checkLend|()

addLend () 1nd
ngK"
library.checkLend()
library checkLend () 4.3
ID cid ID iid
ID ID 1D
checkCid (), checkIid() cid, iid
false
getCustomer (), getItem() cid, iid cst
itm max m
getLendNum() cst n n<m
checkOver () cst
b3 isAvailable()
itm b4 isAvailable()

lend lend lend_null
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get Cust orer (i d) :
— >
' | 1: =sel f. customerList |
14,__|| 12: =[] :
I oop; <l'ength(11)>) |
cst: =hd(1 1) |
I1:=tl(l1) !
I id2:=getld() |
I:|[id=id2]|2:=cst::I2 i
| |
T T
I cst:=if (0<length(l2)) t:hen hd(1 2)
:4'__| el se custoner_nul | :
return(csti) I
"""" 1 |
| |
I I
4.4: library::getCustomer()
b3, b4, n<m
library.getCustomer()
library getCustomer () 4.4
ID id
customer_null
customerList 11 12 []
11 11 hd(11) cst
t1(11) 11 cst getId()
ID id2 id id2 cst 12
12 id
1 12
customer_null
4.2 HOL
[ J
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2
HOL 2
4.2.1
4.5,4.6 library lend() HOL
HOL
getCustomer()  loop
FILTER
FILTER P 1 1 P
P \x. customer_get_id x s = id id
4.2.2
1 OCL lend )
HOL

11ib cid iid s.
let cst = library_getCustomer 1lib cid s in
library_checkLend lib cid iid s /\

library_ex lib s /\ customer_ex_Inv lib s ==>

UML

id

(customer_getLendNum cst (SND (library_lend lib cid iid s)) =

customer_getLendNum cst s + 1)
3 1 cid iid
library lib

library

1 1ib customerList

! OCL

1

1

id

4.1A

library_lend
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4 N
val library_checkCid = Define

‘library_checkCid 1lib cid s =
let 1 = library_get_customerList 1lib s in
EXISTS (\x. customer_get_cid x s = cid) 1°¢;

val library_getCustomer = Define
‘library_getCustomer 1lib cid s =
let 1 = library_get_customerList 1lib s in
HD (FILTER (\x. customer_get_cid x s = cid) 1)°¢;

val library_checkIid = Define
‘library_checkIid lib iid s =
let 1 = library_get_itemList 1lib s in
EXISTS (\x. item_get_iid x s = iid) 1¢;;

val library_get_item = Define
‘library_get_item 1lib iid s =
let 1 = library_get_itemList 1lib s in
HD (FILTER (\x. item_get_iid x s = iid) 1)¢;

val customer_getLendNum = Define

‘customer_getLendNum cst s = LENGTH (customer_get_lendList cst s)‘;;

val customer_checkOver = Define
‘customer_checkOver cst s =
let 1 = customer_get_lendList cst s in
EVERY (\x. 0 <= lend_get_days x s) 1°¢;

val item_isAvailable = Define

‘item_isAvailable itm s = (item_get_lend itm s = lend_null)‘;

val customer_addLend = Define
‘customer_addLend cst 1lnd s =

let 1 = customer_get_lendList cst s in

customer_set_lendList cst (lnd::1) s¢;

4.5: HOL lend() (1)
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/
val library_addLend = Define

‘library_addLend 1lib 1nd s =
let 1 = library_get_lendList 1lib s in
library_set_lendList 1lib (1nd::1) s°¢;

val new_lend = Define
‘new_lend d cst itm s =

let (1nd,s) = lend_new s in

let s = lend_set_days 1nd d s in

let s = lend_set_customer 1nd cst s in

let s = lend_set_item 1Ind itm s in

let s = customer_addLend cst 1lnd s in

let s
(1nd, s)¢;

item_set_lend itm 1lnd s in

val library_checkLend = Define
‘library_checkLend 1ib cid iid s =
if library_checkCid lib cid s /\
library_checkIid 1lib iid s then

let cst = library_getCustomer 1lib cid s in

let itm = library_getItem 1lib iid s in

customer_getLendNum cst s < library_get_max lib s /\
customer_checkOver cst s /\ item_isAvailable itm s
else
F¢;

val library_lend = Define
‘library_lend lib cid iid s =
if library_checkLend 1ib cid iid s then
let cst = library_getCustomer 1lib cid s in
let itm
let d = library_get_days 1lib s in

library_getItem 1lib iid s in

let (Ind, s) = new_lend d cst itm s in
let s = library_addLend 1lib 1nd s in
("OK",s)
else
("Fail",s) ‘;;

4.6: HOL lend() (2)
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val customer_ex_Inv = Define
‘customer_ex_Inv 1lib s =
library_ex lib s ==>

Ix. MEM x (library_get_customerList lib s) ==> customer_ex x s‘

customerList customer customer_new

customer_getLendNum library_lend
1

(1)

11ib cid iid s.
library_checkLend 1lib cid iid s ==
MEM (library_getCustomer 1ib cid s) (library_get_customerList 1ib s)

library_checkLend library_checkCid cid

library_checkCid lib cid s /\ ... ==
MEM (library_getCustomer 1ib cid s) (library_get_customerList lib s)

library_check(Cid, library_getCustomer

let 1 = library_get_customerList 1ib s in
EXISTS (\x. customer_get_cid x s = cid) /\ ... ==
MEM (HD (FILTER (\x. customer_getCid x s = cid) 1)) 1

|- 'P 1. EXISTS P 1 ==> MEM (HD (FILTER P 1)) 1
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(2)
1
11ib cid iid s. library_ex 1lib s /\ customer_ex_Inv lib s /\

library_checkLend 1ib cid iid s ==>

customer_ex (library_getCustomer lib cid s) s

customer_ex_Inv
library_ex 1lib s /\ (1)

(library_ex 1lib s ==

Ix. MEM x (library_get_customerList lib s) ==> customer_ex x s) /\ (2)
library_checkLend 1lib cid iid s (3)

==> customer_ex (library_getCustomer lib cid s) s
(1(2)
Ix. MEM x (library_get_customerList lib s) ==> customer_ex X s

3)
MEM (library_getCustomer 1ib cid s) (library_get_customerList lib s)

2

11ib cid iid s.
let cst = library_getCustomer 1lib cid s in
library_checkLend lib cid iid s /\
library_ex 1lib s /\ customer_ex_Inv lib s ==
(customer_getLendNum cst (SND (library_lend lib cid iid s)) =
customer_getLendNum cst s + 1)

library_lend

library_checkLend 1ib cid iid s /\
library_ex lib s /\ library_ex_Inv lib s ==>
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let cst = library_getCustomer 1lib cid s in
LENGTH
(customer_get_lendList cst
(customer_set_lendList cst
(FST (lend_new s)::customer_get_lendList cst s)
s)) =
LENGTH (customer_get_lendList cst s) + 1

3 (2)
customer_ex cst s

cst lendList
cst
GET_SET{Get=‘ ‘customer_get_lendList‘‘}

library_checkLend lib cid iid s /\
library_ex lib s /\ library_ex_Inv lib s ==>
let cst = library_getCustomer 1lib cid s in
LENGTH (FST (lend_new s)::customer_get_lendList cst s) =
LENGTH (customer_get_lendList cst s) + 1

4.2.3

OCL library 4.1B

HOL Inv

val Inv = Define
‘Inv lib s = library_ex lib s ==
(1ibrary_getCustomerLendSum lib s = library_getItemLendSum lib s)¢;
val library_getCustomerLendSum = Define
‘library_getCustomerLendSum 1lib s =
SUM (MAP (\x. customer_getLendNum x s)
(1ibrary_get_customerList 1ib s))¢;
val library_getItemLendSum = Define
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‘library_getItemLendSum lib s =
LENGTH (FILTER (\x. “item_isAvailable x s)
(library_get_itemList 1ib s))¢;

Inv library_getCustomerLendSum
MAP customer
SUM
Inv library_getItemLendSum
FILTER item
item item

library_lend

I1ib cid iid s. Inv 1lib s /\
customer_ex_Inv 1lib s /\ customer_count_Inv 1lib s /\
item_ex_Inv 1lib s /\ item_count_Inv lib s ==
Inv 1ib (SND (library_lend 1lib cid iid s))

Inv
Inv
Inv 4 customer_ex_Inv

customer_count_Inv, item_ex_Inv, item_count_Inv

val customer_count_Inv = Define
‘customer_count_Inv lib s =
library_ex 1lib s ==
let 1 = library_get_customerList 1ib s in
Ix. MEM x 1 ==> (COUNT x 1 = 1);
val item_ex_Inv = Define
‘item_ex_Inv 1lib s =
library_ex 1lib s ==>
Ix. MEM x (library_get_itemList 1lib s) ==> item_ex X s;
val item_count_Inv = Define
‘item_count_Inv lib s =
library_ex 1lib s ==
let 1 = library_get_itemList 1lib s in
Ix. MEM x 1 ==> (COUNT x 1 = 1);

customer_count_Inv library 1ib customerList
customer COUNT x 1 1
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X item_ex_Inv item_count_Inv item

customer_ex_Inv, customer_count_Inv

library_lend

T, Y
rT=y
library_checkLend
e (A) 1
* (B)
e (C) 1
« (D)
z+1,y+1 T,y

(B)(D)

library_lend
(A)(C)

(A)

11ib cid iid s.

library_ex 1lib s /\ (1)

customer_ex_Inv 1lib s /\ (2)

customer_count_Inv 1ib s /\ (3)

library_checkLend lib cid iid s (4)

==>
(1ibrary_getCustomerLendSum lib (SND (library_lend lib cid iid s)) =
library_getCustomerLendSum 1ib s + 1)

(A) 3
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|- ' (x:’a) £ g1l.
(CCOUNT x 1 =1) /\ (f x =gx+ 1) /\
ly. "x=y) ==> (fy=gy) =>
(SUM (MAP f 1) = SUM (MAP g 1) + 1)

X 1 1
1 X f g
1 2 X
f g
3 1 f
g 1 4.7
9(x)

[1]0f3[2]1]0]=7

$+1 ¢+1
|1[0]3]|3[1]0]=8
(x)

4.7:

X? f7 g71

library_get_customer 1lib cid s
\x. customer_get_lendnum x (SND (library_lend lib cid iid s))
\x. customer_get_lendnum x s

library_get_customerlist 1lib s
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(COUNT (library_getCustomer 1lib cid s)
(library_get_customerList 1ib s) = 1) /\ (X)
(customer_getLendNum (library_getCustomer 1lib cid s)
(SND (library_lend lib cid iid s)) =
customer_getLendNum (library_getCustomer 1ib cid s) + 1) /\ (Y)
(ly. “(library_getCustomer 1lib cid s = y) ==>
(customer_getLendNum y (SND (library_lend lib cid iid s)) =
customer_getLendNum y s)) (Z)

==>
(suM
(MAP
(\x. customer_getLendNum x (SND (library_lend lib cid iid s)))
(library_get_customerList 1ib s)) =
SUM
(MAP
(\x. customer_getLendNum x s)
(library_get_customerList 1ib s)) + 1
library_getCustomerLendSum
3
(X)(Y)(2) 4 (1) ()
(X) W)(3)) (v) 422
(D(2)(4) (Z)
(A)
(©)
(A)

11ib cid iid s.
library_ex lib s /\ (1)
item_ex_Inv 1lib s /\ (2)
item_count_Inv 1lib s /\ (3)
library_checkLend lib cid iid s (4)
(1ibrary_getItemLendSum lib (SND (library_lend lib cid iid s)) =
library_getItemLendSum 1ib s + 1)

(€) 3
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.
.
.
3 1
|- 1(x:’a) £ g 1.
((COUNT x 1 = 1) /\ £ x /\ “(g x) /\

ly., "(x=y) ==> (fy=gy)) =
(LENGTH (FILTER f 1) = LENGTH (FILTER g 1) + 1)

X 1

4.8

g( x)
| T[FIFIT[TIT[TIF|[T[T]=7

' o
ITIF[T]TIT]T|TIF[T|T|=8
1x)

4.8:

x,f, g1

library_get_item 1lib iid s
\x. "item_is_available x (SND (library_lend lib cid iid s))
\x. “item_is_available x s

library_get_itemlist 1lib s

(COUNT (library_getItem lib iid s)
(library_get_itemList 1ib s) = 1) /\ (8)
“item_isAvailable (library_getItem lib iid s)

UML
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(SND (library_lend 1lib cid iid s)) /\ (T)
item_isAvailable (library_getItem 1ib iid s) s /\ (U)
(ly. “(library_getItem 1ib iid s = y) ==>
(T"item_isAvailable y (SND (library_lend lib cid iid s)) =
“item_isAvailable y s)) (V)
==>
(LENGTH
(FILTER
(\x. “item_isAvailable x (SND (library_lend 1ib cid iid s)))
(library_get_customerList 1ib s)) =
LENGTH
(FILTER
(\x. “item_isAvailable x s)
(library_get_customerList 1ib s)) + 1

library_getItemLendSum
4
S)YT)U)(V) 4 (1) @)
(S) (1)(3)(4) (T)

|- 11ib cid iid s.
library_checkLend lib cid iid s /\
library_ex lib s /\ item_ex_Inv lib s ==
“item_isAvailable (library_getItem lib iid s)
(SND (library_lend 1ib cid iid s))






5.1 Deep embedding vs shallow embedding

deep embedding  shallow embedding
2 [6] Deep embedding

Hol_datatype ‘exp = TRUE | AND of exp => exp | NOT of exp‘;
Define ‘(sem TRUE = T) /\
(sem (AND exp exp) = sem exp /\ sem exp) /\

(sem (NOT exp) = “sem exp)‘;

shallow embdding

Define ‘TRUE = T¢;
Define ‘AND exp exp = exp /\ exp‘;
Define ‘NOT exp = “exp‘;

Deep embedding
shallow embedding

91

T 10
shallow embedding
get set cast is
Shallow embedding deep
embedding Deep embedding
sem
Shallow embedding 1
deep embedding
0BJ shallow embedding
fig rect
ML HOL

fig rect
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9.2
Berg (LOOPIg]) JML Java
Isabelle/HOL  PVS
Java
int list # bool list # ref list
Java int, bool, ref 3 ref
int x=2, y=3 bool b=T
(£2,31, 11, (1D
Java
Java
HOL
LOOP Java
HOL
HOL
5.3 Extensible record
Naraschewski  [11] Isabelle/HOL extensible record

Extensible record

{x=3,y=5,...}
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{x=3,y=5,f=true, ...}

int#int#’a
’a  bool#’a

54 7

Z[15] ObjectLogic

7

ObjectLogic ML HOL

ObjectLogic

ML
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6.1

DoS

5  TCP/IP

1P

1P

97



98 6

o TCP UDP

10.

11. PAT(Port Address Translation)
1P IP

12.

13.
14. 1P 1
15.
16.

17.

18.
DoS

19. DoS
20.
21.
22.

23. 1P

DoS

TCP TCP

SYN ACK
FIN

TCP TCP
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2
6.2
10.0.0.1
0...99
1P
(200,1000) 1P 200
3 1200, 1210, 1220 3

° 10, 20, 30

° 1050, 1070, 1100

° 250

° 80

° TCP
6.2.1

6.1 1P 30 1P 250
(30,1100) (250,80) TCP
src, dst, port
2
(20,1070)
(250,80)
(20,1070)
(200,1200) 1P 200
1 1P 1200
2
1.
2.
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packet
src=(30, 1100)
dst =( 250, 80)

prot=tcp
| ocal host gl obal host

()] — & |w — » |[]
I P=30 | P=200 | P=250

Connection table NAT tabl e

(20, 1070) - (250, 80) (20, 1070) - (200, 1200)

(10, 1050) - (250, 80) (10, 1050) - (200, 1210)

6.1: (1)

4,
5.
6.
(30,1100)-(250,80)
(10,1050)-(250,80)
2
1200 1210 2
(30,1100)-(250,0)
(30,1100) (30,1100)-
(200,1220) 1220

(30,1100)  (200,1220)
6.2 6.1

6.2.2
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6.2.
packet packet
src=(30, 1100) src=(200, 1220)
dst =( 250, 80) dst =( 250, 80)
prot=tcp prot=tcp
| ocal host gl obal host
L) —— » W & — |
I P=30 | P=200 | P=250
Connection tabl e NAT tabl e
(20, 1070) - (250, 80) (20, 1070) - (200, 1200)
(10, 1050) - (250, 80) (10, 1050) - (200, 1210)
- (30, 1100) - (250, 80) | -w (30, 1100) - (200, 1220)
6.2: (2)
1.
2.
3.
6.3 6.2 (250,80)
(200,1220)
3
(200,1220) (30,1100)
(200,1230)
2
(300,80) (200,1220)
3
(30,1100)  (300,80)
3 (30,1100)

(250,80)
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6
packet packet
src=(250, 80) src=(250, 80)
dst =( 30, 1100) dst =(200, 1220)
prot=tcp prot=tcp
| ocal host gl obal host
[ «—— |FAW| -— " |
| P=30 | P=200 | P=250
Connection table NAT tabl e
(20, 1070) - ( 250, 80) (20, 1070) - (200, 1200)
(10, 1050) - ( 250, 80) (10, 1050) - (200, 1210)
(130, 1100) - (250, 80) (30, 1100) - (200, 1220)

6.3:
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7 UML

UML
7.1 7.2
7.1
7.1 pfm(packet filtering man-
ager) 4
contable
connection nattable
natrule frule
doscounter DoS
DoS
packet
pfm ) active
contable, nattable, frule, doscounter
4
start (), stop()
filterOut (), filterIn() incSec()
frule ) srcAddrTable 1P
dstAddrTable, srcPortTable, dstPortTable, protocolTable
check ()
doscounter 3 alert DoS
count threshould
DoS
incQ

contable 3 maxSize timeLimit
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connectionlList
addConnection()
update ()
connection 3 localAP, globalAP
1P
timer
nattable 4 ipAddr IP
ports
timeLimit
natrulelist
srcnat (),
dstnat ()
natrule 3 localAP globalAP
timer
packet 5) srcAddr, dstAddr, srcPort, dstAddr, protocol
1P , 1P ,
7.2,7.3,7.4 7.2 pfm filterOut ),
filterIn() 7.3 pfm incSec()

7.4



7.1

frule

pfm

-active: bool

-contabl e: contabl e
-nattabl e: nattable
-frule:frule

-doscount er: doscount er

-srcAddr Tabl e: num | i st
- dst Addr Tabl e: num | i st
-srcPort Tabl e: num | i st
-dst Port Tabl e: num | i st
- protocol Tabl e: num | i st

+start(): bool
+stop(): bool

+incSec():void

+filterQut(p: packet):string*packet
+ilterln(p: packet):string*packet

+check( p: packet ) : bool

doscount er

-al ert: bool
-count: num
-t hreshoul d: num

+inc():void

cont abl e

nattabl e

-maxSi ze: num

-timeLimt:num

-connectionLi st:
connection |ist

-i pAddr: num

-ports: (nuntbool)list
-timeLimt:num

-natrul eList:natrule |ist

packet

+addConnect i on
(1 ap: nun* num gap: nun¥ num
+updat e

+srcnat (sap: nun¥nunj : nuntfnum
+dst nat (dap: nun¥ nun) : nuntnum

-srcAddr: num
- dst Addr: num
-srcPort:num
-dst Port: num
-protocol : num

(1 ap: nuntnum gap: nuntnum

0..nmaxSi ze

connection

-1 ocal AP: nuntnum
- gl obal AP: nuntnum
-timer:num

7.1:

natrul e

-1 ocal AP: nuntnum
- gl obal AP: nuntnum
-timer:num

0..length(ports)

105
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pfm

packet

-isActive(): bool
-i sQut bound( p: packet) : bool

+get Sr cAP() : nuntnum
+get Dst AP() : nuntnum

-i sVal i dPacket ( p: packet ) : bool +set Sr cAP(x: nuntnun) : voi d
-srcnat (p: packet):void +set Dst AP( x: nun¥nun) : voi d
- dst nat (p: packet):voi d
-drop():void
- srcnat Rul eExi st s(sap: nuntnum : bool
- dst nat Rul eExi st s(dap: nuntnum) : bool <>— frule
-connecti onExi sts
(1 ap: nunm*num gap: nuntnum : bool - checkSr cAddr ( x: num : bool
-connectionlsFull (): bool - checkSrcPort (x: num : bool
-portlsFull():bool - checkDst Addr ( x: num) : bool
-addConnecti on - checkDst Por t (x: num : bool
(1 ap: nun*num gap: nun¥numn : voi d +check(p: packet) : bool
- updat eConnecti on
(1 ap: nun*num gap: nuntnumn : voi d
-i sPhysi cal | yConnect abl e( sap: nuntnum : bool <>_ doscount er
+filterQut(p: packet):string*packet
+ilterln(p: packet):string*packet +inc(): void
contabl e nattabl e
+reset():void -getPort(): num
-set Ti mer (c: connection):void +i sFul | () : bool
+i sFul | (): bool -setTimer(nr:natturle):void
- get Connection - addNat r ul e(ap: nuntnum : voi d
(I ap: nun* num gap: nun¥ nun) : connecti on +srcNat rul eExi st s(sap: nuntnum : bool
+connect i onExi sts +dst Nat r ul eExi st s(dap: nunt num : bool

(I 'ap: nun¥* num gap: nun¥ nunj : bool
+addConnecti on

(1 ap: nunfnum gap: nuntnunj : voi d
+updat e(| ap: nun¥* num gap: nun¥nunj : voi d

+srcnat (sap: nuntnun) : nunt num
+dst nat (dap: nunt nun) : nunf num

0. . maxSi ze

0..length(ports)

natrul e

connection

+connecti on

(1 ap: nunfnum gap: nuntnun) : voi d
+set Ti mer (x: nun) : bool
+check

(1 ap: nuntnum gap: nuntnumn : bool

+natrul e

+set Ti mer (x: nun) : voi d
+checkLocal AP(x: nunt¥ nun) : bool

+checkd obal AP(x: nunt nun) : bool

(1 ap: nuntnum gap: nuntnun) : voi d

7.2: filterOut(), filterIn()

pfm

doscount er

+i ncSec():void

+reset():void

cont abl e

nattabl e

+decTinmer():void

+decTi mer ():void

0..nexSi ze

0..length(ports)

connection

natrul e

+decTi mer () : bool

+decTi nmer () : bool

7.3: incSec()




7.1

pfm

+get MaxConnecti onSi ze() : num
+set MaxConnect i onSi ze(x: nun) : bool
+get Connecti onTi me(): num

+set Connecti onTi me(x: nun) : bool
+get | pAddr () : num

+get Ports():numli st

+set | pAddr (x: nunj : bool

+set Ports(l:numlist): bool

+get Nat rul eTi me() : num

+set Nat rul eTi ne(x: nun : bool
+getFilterRul es(ty: nun):numli st

+get DosThr eshoul d() : num
+set DosThr eshoul d(x: nun) : bool
+get Nat rul es():

((nunfnum *(nunm nun) *nun) | i st
+get Connections():

((nunmnum *(nun¥*nun) *nun) | i st

+setFilterRul es(ty: numl:numlist): bool

<>_ frule

+get Fil terRul es
(ty:numl:numlist):void
+setFilterRul es
(ty:numl:numlist):void

<>_ doscount er

+get Threshoul d(): num
+set Thr eshoul d( x: num) : bool

7

.

contabl e

nattabl e

+get MaxSi ze(): num

+set MaxSi ze(x: nun) : bool

+get TimeLim t (): num

+set Ti meLi m t (x: nun) : bool

+get Connections():
((numnum *(nun num *nun) | i st

+set | pAddr (x: num : voi d
+setPorts(l:numlist):void
+get TimeLimt(): num
+set Ti meLi m t (x: nun) : bool
+get Natrul es():
((nunmnum *(nunmtnum *nunm ) | i st

0..naxSi ze

0..length(ports)

connection

natrul e

+get I nfo():
(nun¥ num * (nun¥ nun) *num

+getInfo():
(nunmtnum * (nunt nun) *num

7.4:
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7.2

7.2.1 pfm.filterOut()

pfm filterOut () 7.5
p
isActive()
packet_null
p getSrcAP (), getDstAP() sap
dap connectionExists() sap
dap 7.2.3

updateConnection()

2 sap, dap
7.2.9 srcnat ()
P 7.2.6

p P

2 isPhysicallyConnectable ()
sap 7.2.4
drop()

doscounter inc()

isValidConnection()

5
7.2.11
addConnection() 7.2.10 .

srcnat () p
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[prm ] p: packet
filterQut(p) !
— "

I bl: =i sActive()
I

- -

T
[not b1] :
r_gt_u_r_n_(:‘c_ir_bp: pf not active”, packet _null)
________________ b e
[el se] | sap: =get Sr cAP()
! dap: =get Dst AP()
i
I b2: =connecti onExi st s(sap, dap)
I
alt ! ;
[b2] updat eConnect i on( sap, dap)
' srcnat (p)
<r_gt_u_r_n_(_[:_)a_1I$5: exi sting connection”, p)
______________ Fmmmmmmmm
[el se]

] b3: =i sPhysi cal | yConnect aljl ¢(sap)

I
alt) !
[not b3] | drop()

ret urn(“drlbp: phi si cal |y unconnect abl e”|, paclket _nul | )

[else] .:| b4: =i sVal i dPacket ( p)
1

w [ b4] I addConnecti on(sap, dap)
I4.__| srcnat (p)
<r_gt_u_r_n_(:‘pltass: new packet”, p)
__________ e ]
[el se] |

:| drop()

ret urn(“dlr op: rul e not match”, packet| nul|l)

7.5: pfm::filterOut()
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7.2.2 pfm.filterIn()

pfm filterIn() 7.6
p
isActive()
p getDstAP()
dap
dstnat ()
p getSrcAP(), getDstAP()
dap dap
2

connectionExists()

updateConnection() P

UML

dap
dstnatRuleExists ()

sap



7.2.

filterln(p) ! :
—_—

I I

bl: =i sActive() :

I I

T |

AV ot by !

4ret urn(“drop: pf not active”, packet_null) I

""""" I I

________________ I o el I

[el se] : dap: = :

( ap: =get Dst AP() 0

I =

| b2: =dst nat Rul eExi st s(dap) l

I

' I

al t | I

not b2

[ ] drop() !

<ret urn(“drlop: no dstnat rule”, packet_nulI|) :

""""" I I

______________ S I

[el se] ' :

dst nat (p) |

: sap: =get Sr cAP() :

: dap: =get Dst AP() >}

I I

| b3: =connecti onExi st s(dap,|sap) i

al t [b3] | :

updat eConnect i on(dap, sap) :

<r_(gt_u_r_n_(:‘p_)a_lss: exi sting connection”, p) |

------------ |

[el se] :l drop() :

Jet ur n( “drolp: i nbound not pernitted”, packegt_|nul |) :

I I

I

I

I

I

I

7.6: pfm:filterIn()
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filterQut()

i sActive()
t f
connect i onExi st s() drop
t f
updat eConnecti on() i sPhysi cal | yConnect abl e()
t f
srcnat () permt() drop
t f
pass addConnecti on() drop

srcnat ()

pass

filterln()

i sActive()
t f
dst nat Rul eExi st s() drop
t f
dst nat () drop

connect i onExi st s()
t f
updat eConnecti on() dr op

pass

7.7: filterOut(), filterIn()
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pfm [ct:contable | [c:connection]

connecti onExi st ss llap, gap) :

I
ct:=self. cont:abl e

b: =co:nnecti onExi st s(p)>:[

| : =sel f. connacti onLi st
:l bl: =fal se |

Toop <Tengt h(1)>)
T

|
i
| 1
| |
! : =hd(| !
i o
|
|
|
|
|
|
|
|
]

! b2: =check(| ap, ga‘g)

| |
,:| bl:=bl or b2 |
|

Lq. . Feturn(bl) |

return(b)

!
|
|
!
|
|
|
7.8: pfm::connectionExists()

7.2.3 pfm.connectionExists()

pfm connectionExists() 7.8
lap gap
contable connectionExists()
connectionlist
1 b1l  false 1
1 hd (1) c t1(1)
1 check () c
lap, gap b2 bl b2 bl
bl 1 1 lap gap
true

7.2.4 pfm.isPhysicallyConnectable()

pfm isPhysicallyConnectable () 7.9
sap

sap
connectionIsFull(), srcnatRuleExists(), portIsFull()
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Bl
i sPhysi cal | yConrect abl e( sap)
e
' bl: =connecti onl sFul | ()
:| b2: =srcnat Rul eExi st s(sap)

! b3: =portIsFull ()

7.9: pfm::isPhysicallyConnectable()

7.2.5 contable.getConnection()

contable getAdmin () 7.10
lap gap
connection_null
connectionList 11 12 [
11 11 hd(11) ¢
t1(11) 11 c check )
lap gap
c 12 12 lap,
gap 1 12

connection_null

7.2.6 pfm.srcnat()

pfm srcnat () 7.11
p
P getSrcAP() sapl
nattable nt srcnat () sapl
sap2 7.2.7 p
setSrcAP() sap2

7.2.7 nattable.srcnat()

nattable srcnat () 7.12
sap
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. |
gethnnectlonghap,gap)

| 1: =sel f. connecti onlLi st
12:7[]

I oop: <l'ength(11)>)

' c: =hd(11)
{4'__||1::t|(|1)
|

b: =check(| ap, gap)

f
I 12:=if bthenc::12 els
|
|

| c:=if (0<length(l2)) thén hd(1 2)
T el se connection_null I
return(c) |
*-------- 1

A A

12

—_—D—

7.10: contable::getConnection()

srcnat (p) _!
— >

. i
nt: =sel f. nattaql e

sapl: =get SrcAP()

— v __vy______

| |
| |
! sap2: =srcnat ( sapl).i
et urn() i set Sr cAP(sap2) ;
| |
7.11: pfm::srcnat()
srcnatRuleExists() sap
srcnatl() sap
sapl
1 isFull )
addNatrule()
sap 7.2.8 srcnatl ()
sapl
sap
srcnatl1()
natrule 11 12 [
11 11 hd(11) nor

t1(11) 11 nr checkLocalAP()
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7 UML

:nattable

srcnat (sap) _!
e

I
bl: =srcnat Rul eExi st s(sap)
I

T
ALY (b1 -
] sapl: =srcnat 1( sap)

|
< cturn(sapl) |

| b2: =i sFul |l ()
I

T
alt) [not b2] :l addNat r ul e(sap)

return(sapl)

““[_el se]

sapl: =srcnat 1( sap)

Tattabe [ormarrare]

srcnat 1( sap)
—_——®

| 1: =sel f. natrul eLi st

' 12:=[]

I oop! <length(11)>)

|

|

I

I

|

|

I

l

' nr:=hd(l 1) |
I 1:=tl(11) I

: b3: =checkLocal AP( sap) J
V‘

f
I |2:=if b3 then nr::12 el se
|

return(sapl)

|
I nri=hd(12)
I
|

sapl: =get G obal AP()

i
| set Ti mer(nr)
I
d
I
!

—___Y

7.12: nattable::srenat()
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addNat rul e(l ap)

=§ a: =sel f.i pAddr

! x: =get Port ()

E gap: =(a, x)

nr: =new natrul e(l ap, gap)
set Ti ner(nr)

sel f.natrul eList: =

-- return() nr::self.natrul eLi st
get Port () !
! | 1: =sel f.ports
m =rev_assoc(true,| 1)

[ | 2: =set _assoc(mfal se, 1)
I sel f.ports:=I2

o feturn(m
|
I
|

7.13: nattable::addNatrule()
nr sap
nr 12 12 sap
1
nr getGlobalAP()
sapl setTimer ()
sapl
7.2.8 nattable.addNatrule()
nattable addNatrule() 7.13
lap
IP a getPort ()
X (a,x) gap
lap lap, gap
natrule nr setTimer ()
nr nr
natrulelist
getPort O

ports 11 11

rev_assoc(true,11) m 11
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pim ct:contabl e
I

updat eConnecti on(ll ap, gap)
—_—»

|
I I
ct:=sel f.cont aql e

' updat e(| ap, gap)

ol

:l c: =get Connecti on(I ap, gap)

set Ti mer(c)

... FeturnQ) o |

return() I
I
I
I

:contable c:connection

setTiner(c) |
—>

I
x:=self.tinmeLinit

set Ti ner (x)

N A=

I
1
return():
I
I

7.14: pfm::updateConnection()

true
m set_assoc(m,false,11)
12 11
m false 12 ports
m
7.2.9 pfm.updateConnection()
pfm updateConnection() 7.14
lap gap
contable update () update ()
getConnection() lap gap
c (7.10 ) setTimer () c
timelLimit ¢ setTimer ()
7.2.10 pfm.addConnection()
pfm addConnection() 7.15

lap gap
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_ pfm ct:contabl e

addConnecti on( | ap,'gap)
—_—»

|
ct:=self.contable

addConnect i on(l ap, gap) !

I
b: =i sFull ()
i

I
I
L
I
I
I
I
I
: opt, [not b] | | 1: =sel f. conrlecti onLi st
I
I
I
I
I
I
I

I c: =new connedti on(l ap, gap)

sel f.connectifonList:=c::11
| set Ti mer (c)

_f_%t_“_f_”_Qf__"""""""""l
| |
| |
7.15: pfm::addConnection()
contable ct addConnection()
isFull()
connection lap gap
c connectionlList
setTimer () c

7.2.11 pfm.isValidPacket()

pfm isValidPacket () 7.16
p
isOutbound () p
p
1P sa da
da getIpAddr ()
X isPrivate
0..99
frule check() P o
p 1P sa 1P da sp
dp pr checkSrcAddr (),
checkDstAddr (), checkSrcPort (), checkDstPort (), checkProtocol()
checkSrcAddr ) X

1P srcAddrTable mem
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4
7.2.12 pfm.incSec()
pfm incSec() 717
n 1
incSeci() n
incSec1() contable ct decTimer ()
1 7.2.13 nattable
nt decTimer ()
1 doscounter dc
reset ()
7.2.13 contable.decTimer()
contable decTimer () 7.18
1 0
connectionList 11 12 []
11 11 hd(11) c
t1(11) 11 c decTimer ()
1 false
0 12
12 12

connectionlList
nattable decTimer ()



7.2.

i sVal i dPacket (p) ! |
—_—

I
' b1: =i sQut bour{d(p)
fr:=self.frulie

I

b2: =check( p)

sa: =get Sr cAddr ()
da: =get Dst Addr ()
sp: =get SrcPort ()
dp: =get Dst Port ()
pr: =get Pr ot ocol (

B
>t

I
bl: =checkSr cAddr (sa)
b2: =checkDst Addr ( da)
return L b3: =checkSr cRort (sp)
(b1 and b2 and : b4: :checsztFlsort(dp)
b3 and b4 and H5)  b5:=checkPr ot:ocol (pr)

|
»l
>
|
|
|
|
|
|
|
|
'
k
|
|
|

i sQut bound(p) _! :
—>

I I
x: =pf m get | pﬁ}ddr 0

: sa: =get Sr cAddr () :

| da: =get Dst Addr () !

L

return(i sPr:i vate(sa) and :
not 1i sPrivate(da) andi

not |(x = da)) !
I

I

checkSr cAddr (x) :
—_— %

] | : =sel f. srcAddr Tabl e

7.16: pfm::isValidPacket()
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i ncSec(n)
|
[oop <n>J !
| incSecl()
|
return()_ |
|
|
[ ipfm | [ct:contable | [nt:nattable | [dc:doscounter |
T T
incSecl() _! |
—

\ ct:=self. :cont abl e
nt:=sel f.hattable
dc: =sel f .|doscount er

Y _

T
I
I
I
I
I
I I
I decTinmer() [ |
] T I
I decTier () o
I T 1
! ! reset () !
i | | | sel f.count:=0
I I I :|
: : return() : I
return() ™ttt peoomormTeTt AT TTmTes 1
I

7.17: pfm::incSec()

ct:contable c:connection

decTimer() _! I
—

' | 1: =sel f. connect i dnLi st

12:=]

[ oop I<I ength(11)>)

|

|

!

=hd(1 1) |
1:4__||1 =t1 (1) !
|

|

b:=decTimer() _
L—_ln:=self.timer-1
Il ti 1=
return(n=0) s¢e ter-=n

I12:=if bthen |2 elsec | 2

sel f. connect i onLi §1t =2
return() I I

7.18: contable::decTimer()
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ML
- val (pfm,s) = new_pfm store_emp
> val pfm = <pfm> : pfm
val s = <store> : store
4 N
- val (_,s) = pfm_setIpAddr pfm 200 s; (1)
- val (_,s) = pfm_setPorts pfm [1200,1210,1220] s; (2)
- val (_,s) = pfm_setMaxConnectionSize pfm 5 s; (3)
- val (_,s) = pfm_setConnectionTime pfm 300 s; (4)
- val (_,s) = pfm_setNatruleTime pfm 500 s; (5)
- val (_,s) = pfm_setDosThreshould pfm 5 s; (6)
- J
(1) 200 (2) 1200, 1210, 1220
3 (3) 5 (4) 300 (5)
500 (6) DoS 5
s
- val (_,s) = pfm_setFilterRules pfm SRCADDR [10,20,30] s; (1)
- val (_,s) = pfm_setFilterRules pfm SRCPORT [1050,1070,1100] s; (2)
- val (_,s) = pfm_setFilterRules pfm DSTADDR [250] s; (3)
- val (_,s) = pfm_setFilterRules pfm DSTPORT [80] s; (4)
- val (_,s) = pfm_setFilterRules pfm PROTOCOL [TCP] s; (5)
- %
(1) 1P 10, 20, 30 (2) 1050, 1070, 1100
(3) 1P 250 (4) 80 (5)

TCP
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- val (b,s) = pfm_start pfm s;
> val b = true : bool

val s = <store> : store
- val (p,s) = new_packet 20 1070 250 80 TCP s;
> val p = <packet> : packet

val s = <store> : store

(20,1070) (250,80) TCP
pim_filterQOut

- val (msg,p,s) = pfm_filterOut pfm p s;
> val msg = "pass: new connection" : string

val p = <packet> : packet

val s = <store> : store

msg
- pfm_getConnections pfm s;
> val it = [((20, 1070), (250, 80), 300)]
((dnt * int) * (int * int) * int) list
val s = <store> : store
300
- pfm_getNatrules pfm s;
> val it = [((20, 1070), (200, 1200), 500)]
(((int * int) * (int * int)) * int) list
(20, 1070)

(200,1200)
500
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- packet_getInfo p s;

> val

it = ((200, 1200), (250, 80), 0)

(int * int) * (int * int) * int

p (200,1200) (250,80)
0 TCP
(20,1070) (200,1200)
~
- val (p,s) = new_packet 20 1070 250 53 TCP s;
- val (msg,p,s) = pfm_filterQut pfm p s;
> val msg = "drop: rule not match" : string
val p = <packet> : packet
val s = <store> : store
4/
93
pim_filterIn
~
- val (p,s) = new_packet 250 80 200 1200 TCP s;
- val (msg,p,s) = pfm_filterIn pfm p s;
> val msg = "pass: existing connection" : string
val p = <packet> : packet
val s = <store> : store )

- packet_getInfo p s;

> val

it = ((250, 80), (20, 1070), 0)

(int * int) * (int * int) * int

(200,1200)  (20,1070)
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- val (p,s) = new_packet 250 80 200 1210 TCP s; (3)
- val (p,msg,s) = pfm_filterIn pfm p s;
> val p = <packet> : packet

val msg = "drop: no dstnat rule" : string
val s = <store> : store
.
(250,80) (200,1210)
(200,1210)
(200,1210)
100
4 N
- val s = pfm_incSec pfm 100 s;
> val s = <store> : store

- pfm_getConnections pfm s;

> val it = [((20, 1070), (250, 80), 200)]
((int * int) * (int * int) * int) list

- pfm_getNatrules pfm s;

> val it = [((20, 1070), (200, 1200), 400)]
((int * int) * (int * int) * int) list

.
pfm_incSec
100 200, 400
4 N

- val (p,s) = new_packet 20 1070 250 80 TCP s;
- val (p,msg,s) = pfm_filterQut pfm p s;
val p = <packet> : packet

val msg = "pass: existing conmnection" : string

val s = <store> : store

300,
500
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- pfm_getConnections pfm s;

> val it = [((20, 1070), (250, 80), 300)]
((int * int) * (int * int) * int) list

- pfm_getNatrules pfm s;

> val it = [((20, 1070), (200, 1200), 500)]
((int * int) * (int * int) * int) list

- val (p,s) = new_packet 10 1050 250 80 TCP s; (1)
- val (p,msg,s) = pfm_filterQut pfm p s;

- val (p,s) = new_packet 30 1100 250 80 TCP s; (2)
- val (p,msg,s) = pfm_filterOut pfm p s;

- val s = pfm_incSec pfm 100 s;

- val (p,s) = new_packet 250 80 200 1220 TCP s; (3)
- val (p,msg,s) = pfm_filterIn pfm p s;

- </
(1)

6.1 (2)

62 (3) (2 100
(2) 200 6.3

a N

- pfm_getConnections pfm s;

> val it =

[((30, 1100), (250, 80), 300), ((10, 1050), (250, 80), 200),
((20, 1070), (250, 80), 200)]
((int * int) * (int * int) * int) list
- pfm_getNatrules pfm s;
> val it =
[((30, 1100), (200, 1220), 500), ((10, 1050), (200, 1210, 400)),
((20, 1070), (200, 1200), 400)]
((int * int) * (int * int) * int) list

200 200 2
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- val s = pfm_incSec pfm 200 s;

- pfm_getConnections pfm s;

> val it = [((30, 1100), (250, 80), 100)]
((int * int) * (int * int) * int) list

- pfm_getNatrules pfm s;

> val it =

[((30, 1100), (200, 1220), 300), ((10, 1050), (200, 1210), 200),

((20, 1070), (200, 1200), 200)1]
((int * int) * (int * int) * int) list

- val (p,s) = new_packet 10 1100 250 80 TCP s; (1)
- val (p,msg,s) = pfm_filterQut pfm p s;

val p = <packet> : packet

val msg = "drop: physically unconnectable" : string
val s = <store> : store

- val (p,s) = new_packet 20 1070 250 80 TCP s; (2)
- val (p,msg,s) = pfm_filterOut pfm p s;

val p = <packet> : packet

val msg = "pass: new connection" : string

val s = <store> : store

- val (p,s) = new_packet 250 80 200 1210 TCP s; (3)
- val (p,msg,s) = pfm_filterIn pfm p s;

val p = <packet> : packet

val msg = "drop: inbound not permit" : string

val s = <store> : store

(1) (10,1100)
1050, 1070, 1100
(20,1070)
(250,80) (200,1210)

(200, 1210)
(10,1050)
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DoS 3

4 N
- val (p,s) = new_packet 250 80 200 1210 TCP s; (4)

- val (p,msg,s) = pfm_filterIn pfm p s;

val p = <packet> : packet

val msg = "drop: inbound not permit" : string

val s = <store> : store

- val (p,s) = new_packet 250 80 200 1210 TCP s; (5)
- val (p,msg,s) = pfm_filterIn pfm p s;

val p = <packet> : packet

val msg = "drop: inbound not permit" : string

val s = <store> : store

- val (p,s) = new_packet 250 80 200 1210 TCP s; (6)
- val (p,msg,s) = pfm_filterIn pfm p s;

val p = <packet> : packet

val msg = "drop: inbound not permit" : string

val s = <store> : store

DoS 5

- pfm_getDosAlert pfm s;
> val it = true

- val (b,s) = pfm_stop pfm s;
> val b = true : string
val s = <store> : store
- pfm_getConnections pfm s;
> val it = [] : ((int * int) * (int * int) * int) list
- pfm_getNatrules pfm s;
> val it = [] : ((dnt * int) * (int * int) * int) list
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pfm filterOut ()

9.1B

9.1C filterOut()

9.1

filterQOut ()

lpfm p s.

let (msg,pl,sl) = pfm_filterOut pfm p s in

let sap = packet_getSrcAP p s in

let dap = packet_getDstAP p s in

packet_ex p s ==> (1)

(" (pl = packet_null) = (2)
pfm_isActive pfm s /\ (3)
(pfm_connectionExists pfm sap dap s \/ (4)

pfm_isPhysicallyConnectable pfm sap s /\ (5)

pfm_isValidPacket pfm p s) (6)

A permit()

131

pim

9.1A

incSec()
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9 HOL

pfm:filterQut(p: packet):string*packet

post:

not (#2(resul t)=packet _nul l)

A

= permt(p) @®re

pfm:filterQut(p: packet):string*packet

post:

resul t. srcAddr=pf

not (#2(result)=packet_null) inplies

m get | pAddr ()

pf m "'

v

; 7
+filterQut(p:packet):string*packet ‘
+i ncSec(n: nunj:void r
-connecti onExi sts

(I ap: nuntnum gap: nuntnunj : bool - - - -
- srcnat Rul eExi st s(sap: nuntnunj : bool .

| pfm

connecti onExi sts(l ap, gap) inplies
srcnat Rul eExi st s(I ap)

]

Y Y-

pf m : connecti onExi sts
(1 ap: nunt num gap: nunt nunj : bool
post:

cont abl e. connecti on- >

exi st (c| c. | ocal AP=I ap)

contabl e natt abl e N
|0 |0 pf m : srcnat Rul eExi sts
— — (sap: nunt nunj : bool
connection natrul e

-l ocal AP: nuntnum

-l ocal AP: nunt num

post :
nattabl e. natrul e->
exi st (nr|nr.|ocal AP=sap)

pf m: permt(p: packet): bool
post:
i sActive() and

(connecti onExi st s(p. get SrcAP(), p. get Dst AP()) or
i sPhysi cal | yConnect abl e(p. get SrcAP()) and

i sVal i dPacket (p))

9.1: OCL
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pfm_filterOut p pl
pl packet_null (2)

P (3) pfm 4) p
sap dap (5) sap
(6) p
(1) p pfm_filterOut
pfm_filterOut

=)

lpfm p s.
let (msg,pl,sl) = pfm_filterOut pfm p s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
packet_ex p s ==>
(" (p1l = packet_null) ==
pfm_isActive pfm s /\
(pfm_connectionExists pfm sap dap s \/
pfm_isPhysicallyConnectable pfm sap s /\ pfm_isValidPacket pfm p s)

lpfm p s.
let (msg,pl,sl) = pfm_filterOut pfm p s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
packet_ex p s ==
("pfm_isActive pfm s \/
“pfm_connectionExists pfm sap dap s /\
("pfm_isPhysicallyConnectable pfm sap s \/
“pfm_isValidPacket pfm p s)
==> (pl = packet_null))
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I-'"PQRS.P\/Q/\N R\ S =P\ "P/NQ/NR\N "P/\NQ/\"R/\S

lpfm p s.

let (msg,pl,sl) = pfm_filterQOut pfm p s in

let sap = packet_getSrcAP p s in

let dap = packet_getDstAP p s in

packet_ex p s ==>

("pfm_isActive pfm s \/ (1)
pfm_isActive pfm s /\ (2)
“pfm_connectionExists pfm sap dap s /\ (3)
“pfm_isPhysicallyConnectable pfm sap s \/ (4)
pfm_isActive pfm s /\ (5)
“pfm_connectionExists pfm sap dap s /\ (6)
pfm_isPhysicallyConnectable pfm sap s /\ (7)
“pfm_isValidPacket pfm p s) (8)
==> (pl = packet_null))

H @ @ 6 6 3
pl packet_null
pfm_filterOut

pfm_filterOut pfm p s =
if "pfm_isActive pfm s then (A)
("drop: pf not active", packet_null, s) (B)

else

let sap = packet_getSrcAP p s in

let dap = packet_getDstAP p s in
if pfm_connectionExists pfm sap dap s then (C)
let s = pfm_srcnat pfm p s in
let s

pfm_updateConnection pfm sap dap s in
("pass: existing connection", p, s) (D)
else if pfm_isPhysicallyConnectable pfm sap s then (E)
if pfm_isValidPacket pfm p s then (F)
let s
let s

pfm_addConnection pfm sap dap s in

pfm_srcnat pfm p s in
("pass: new connection", p, s) (G)
else
let s = pfm_drop pfm s in
("drop: rule not match", packet_null, s) (H)
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else
let s = pfm_drop pfm s in
("drop: phisically unconnectable", packet_null, s) (I)

(1) (1) (A) (B) packet_null
2) 4 2) (A 3) (€ 4)  (E)
(I) packet_null (5) (8
(5)  (A) 6) (C) (1) (E) ®)  (F)
(H) packet_null

3 pl=packet_null
<)
lpfm p s.

let (msg,pl,sl) = pfm_filterOut pfm p s in

let sap = packet_getSrcAP p s in

let dap = packet_getDstAP p s in

packet_ex p s ==>
(pfm_isActive pfm s /\
(pfm_connectionExists pfm sap dap s \/
pfm_isPhysicallyConnectable pfm sap s /\ pfm_isValidPacket pfm p s)

==> “(pl = packet_null)

I-'"PQRS.P/N@Q\NR/\NS)=P/\NQ\NP/\N"Q/\NR/\S

lpfm p s.

let (msg,pl,sl) = pfm_filterOut pfm p s in

let sap = packet_getSrcAP p s in

let dap = packet_getDstAP p s in

packet_ex p s ==>

(pfm_isActive pfm s /\ (1)
pfm_connectionExists pfm sap dap s \/ (2)
pfm_isActive pfm s /\ (3)
“pfm_connectionExists pfm sap dap s /\ (4)
pfm_isPhysicallyConnectable pfm sap s /\ (5)
pfm_isValidPacket pfm p s) (6)
==> " (pl = packet_null)
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M) G
pl p
(1)(2) (1) (A)
p (3) (6)
(€) (5) (E) ©6) (F)
2 pl=p

packet_ex p s ==> “(p = packet_null)

9.2
9.2 IP
packet
srcAddr =SA1
sr cPort =SP2 N
dst Addr =DA2 FW
dst Por t =DP1

pr ot ocol =P

9.2:

| P2Xy
Port={Y1,Y2,..}

9 HOL

pfm_filterOut

NULL

1P

fiterOut ()

packet

srcAddr xX:
sr<cPort=Y2
.-~ dst Addr =DA2
dst Port =DP1
pr ot ocol =P

lpfm p s . let (msg,pl,sl) = pfm_filterOut pfm p s in

Prel pfm p s ==> “(pl = packet_null) ==>

(packet_get_srcAddr pl sl = pfm_getIpAddr pfm s)
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pfm_filterOut pl P sl
NULL

1P

Prel

|- 'pfm p s. Prel pfm p s =
pfm_ex pfm s /\ (1)
packet_ex p s /\ (2)
nattable_ex_Inv pfm s /\ (3)
con_nat_Inv pfm s /\ (4)
natrule_Inv pfm s (5)
where
|- !'pfm s. nattable_ex_Inv pfm s =
let nt = pfm_get_nattable pfm s in
nattable_ex nt s
|- !'pfm s. con_nat_Inv pfm s =
!lap gap. pfm_connectionExists pfm lap gap ==>
pfm_srcnatRuleExists pfm lap s
|- !'pfm s. natrule_Inv pfm s =
let nt = pfm_get_nattable pfm s in
let 1 = nattable_get_natrulelist nt s in
Ix. MEM x 1 ==
(FST (natrule_get_globalAP x s) = pfm_getIpAddr pfm s)

(1)(2) pfm pfm  packet p s
pim_filterOut pfm
packet
(3)(4)(5) (3) pfm nattable
pim
nttable
(4) lap gap sap
(5) nattable

1P FST (natrule_get_globalAP x s)
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IP pfm_getIpAddr pfm s
1P pfm_setIpAddr
IP

“(pl = packet_null) 9.1

lpfm p s.

let (msg,pl,sl) = pfm_filterQOut pfm p s in

let sap = packet_getSrcAP p s in

let dap = packet_getDstAP p s in
Prel pfm s /\
pfm_isActive pfm s /\
(pfm_connectionExists pfm sap dap s \/
pfm_isPhysicallyConnectable pfm sap s /\
pfm_isValidPacket pfm p s) ==

(packet_get_srcAddr pl sl = pfm_getIpAddr pfm s)

€D)
let (msg,pl,sl) = pfm_filterOut pfm p s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
Prel pfm s /\
pfm_connectionExists pfm sap dap s /\ ... ==>
(packet_get_srcAddr pl sl = pfm_getIpAddr pfm s)

(2)
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
Prel pfm s /\
“(pfm_connetionExists pfm sap dap s) /\

pfm_isPhysicallyConnectable pfm sap s /\ ... ==>
(packet_get_srcAddr pl sl = pfm_getIpAddr pfm s)
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(1)

9.3
pim_filterOut

let sap = packet_getSrcAP p s in

let dap = packet_getDstAP p s in
Prel pfm s /\
pfm_connectionExists pfm sap dap s /\ ... ==>

(packet_get_srcAddr p (pfm_srcnat pfm p s) = pfm_getIpAddr pfm s)
sap, dap
pfm_connectionExists pfm sap dap s

Prel

con_nat_Inv p s sap

pfm_srcnatRuleExists pfm sap s

nattable_srcnatRuleExists nt sap s

let sap = packet_getSrcAP p s in
let nt = pfm_get_nattable pfm s in
let 1 = nattable_get_natrulelist nt s in
let nr = FIRST (\x. natrule_checkLocalAP x sap s) 1 in
nattable_srcnatRuleExists nt sap s /\ ... ==
(packet_get_srcAddr p
(packet_set_srcAddr p
(FST (natrule_get_globalAP nr s)) s) = pfm_getIpAddr pfm s)

packet_set_srcAddr pfm_srcnat

FST (natrule_get_globalAP nr s)

packet_get_srcAddr
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let sap = packet_getSrcAP p s in
let nt = pfm_get_nattable pfm s in
let 1 = nattable_get_natrulelist nt s in
let nr = FIRST (\x. natrule_checkLocalAP x sap s) 1 in
nattable_srcnatRuleExists nt sap s /\ ... ==
(FST (natrule_get_globalAP nr s) = pfm_getIpAddr pfm s)

sap nr 1P
1P

Prel IP
IP natrule_Inv pfm s

nr 1

MEM (FIRST (\x. natrule_checkLocalAP x sap s) 1) 1

nattable_srcnatRuleExists nt sap s
nattable_srcnatRuleExists

let 1 = nattable_get_natrulelist nt s in
EXISTS (\x. natrule_checkLocalAP x sap s) 1

IP 1. EXISTS P 1 ==> MEM (FIRST P 1) 1

(2)

pfm_filterOut

let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
Prel pfm s /\
~(pfm_connetionExists pfm sap dap s) /\

pfm_isPhysicallyConnectable pfm sap s /\ ... ==
(packet_get_srcAddr p
(pfm_srcnat pfm p (pfm_addConnection sap dap s)) =
pfm_getIpAddr pfm s)



9.2. 141

packet packet
src=( SAl, SP2) src=(X Y2)
dst=(pa2, op1) | —® | FW| — | 4st=(DA2, DP1)
I P=X
Connection table NAT tabl e
(SA1, SP1) - (DA1, DP1) (SA1, SP1)- (X, Y1)
(SAT, SP2)- (DA2, DPI) (SAT, SP2)- (X, Y2)

[Case 1]: Connection already exists

packet packet
src=( SAl, SP1) FW src=( X, Y1)
dst =( DA1, DP2) > > | dst =( DA1, DP2)

I P=X
Connection table NAT tabl e
(SA1, SP1) - (DA1, DP1) (SA1, SP1) - (X, Y1)
(SA1, SP2) - (DA2, DP1) (SA1, SP2) - (X, Y2)
-+ (SAl, SP1) - (DAL, DP2)

[ Case 2-1]: Connection does not exists,
but NAT rule is already defined.

packet packet
src=( SA2, SP2) FW src=( X, Y1)
dst =( DA1, DP1) > > | dst =( DA1, DP1)

I P=X
Connection table NAT tabl e
(SA1, SP1) - (DA1, DP1) (SA1, SP1)- (X, Y1)
(SA1, SP2) - (DA2, DP1) (SA1, SP2) - (X, Y2)
-+ (SA2, SP2) - (DAL, DP1) > (SA2, SP2) - (X, Y3)

[Case 2-2]: Neither connection nor
NAT rul e exists

9.3: 3
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pfm_isPhysicallyConnectable pfm sap s

“(pfm_connectionIsFull pfm s) /\
(pfm_srcnatRuleExists pfm sap s \/ ~(pfm_portIsFull pfm s))

2
(2-1)
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
pfm_srcnatRuleExists pfm sap s /\ ... ==>

(packet_get_srcAddr p
(pfm_srcnat pfm p (pfm_addConnection sap dap s)) =
pfm_getIpAddr pfm s)

(2-2)
packet_getSrcAP p s in

let sap
let dap = packet_getDstAP p s in

“(pfm_srcnatRuleExists pfm sap s) /\
“(pfm_portIsFull pfm s) /\ ... ==>
(packet_get_srcAddr p
(pfm_srcnat pfm p (pfm_addConnection sap dap s)) =
pfm_getIpAddr pfm s)

(2-1)

9.3

(1)

let sap = packet_getSrcAP p s in
let nt = pfm_get_nattable pfm s in
let 1 = nattable_get_natrulelList nt s in
let nr = FIRST (\x. natrule_checkLocalAP x sap s) 1 in
nattable_srcnatRuleExists nt sap s /\ ... ==>
(FST (natrule_get_globalAP nr s) = pfm_getIpAddr pfm s)

(1)
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(2-2)

(1), (2-1) pfm_filterQOut

nattable_srcnatRuleExists nt sap s

1P
(2-2) 9.3
pfm_filterOut

1) (21

let sap = packet_getSrcAP p s in
let nt
let si

pfm_get_nattable pfm s in

nattable_addNatrule nt sap s in

sap

let 1 = nattable_get_natrulelist nt sl in

let nr = FIRST (\x. natrule_checklLocalAP

x sap s1) 1 in

“(nattable_srcnatRuleExists nt sap s) /\ ... ==>
(FST (natrule_get_globalAP nr s1) = pfm_getIpAddr pfm s)

nr
nattable_addNatrule

nr

nr

1 nattable_addNatrule

FST (natrule_new s)
sap

sap

FIRST (\x. natrule_checkLocalAP x sap sl1) 1
FIRST (\x. natrule_checkLocalAP x sap s1)

(FST (natrule_new s)::(nattable_get_natrulelist nt s))

FST (natrule_new s)

if natrule_checkLocalAP (FST (natrule_new s)) sap sl then

else FIRST (nattable_get_natrulelist nt s)

143
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s1 FST (natrule_new s)
sap if nr = FST (natrule_new s)

let sap = packet_getSrcAP p s in

let nt = pfm_get_nattable pfm s in
let s1 = nattable_addNatrule nt sap s in
let nr = FST (natrule_new s) in

~(nattable_srcnatRuleExists nt sap s) /\ ... ==
(FST (natrule_get_globalAP nr s1) = pfm_getIpAddr pfm s)

let sap = packet_getSrcAP p s in
let nt = pfm_get_nattable pfm s in
let nr = FST (natrule_new s) in
let gap = (pfm_getIpAddr pfm s, nattable_getPort nt s) in
let sl = natrule_set_globalAP nr gap (SND (natrul_new s)) in
~(nattable_srcnatRuleExists nt sap s) /\ ... ==
(FST (natrule_get_globalAP nr s1) = pfm_getIpAddr pfm s)

si nr gap
1P pfm_getIpAddr pfm s nattable_getPort nt s
s1 nr 1P
pfm_getIpAddr pfm s
(2-2)
9.3 (1)

94 (SA1,SP2)-(DA2,DP1)
(SA1,SP2) (8A1,S8P2)-(X,Y2)

con_nat_Inv



9.3. (1) 145

Connection table NAT tabl e
(SA1,SP1)-(DA1,DP1) |------ (SA1, SP1)- (X, Y1)
(SA1, SP2) - (DA2, DP1) - (SA1, SP2) - (X, Y2)
(SA2, SP2) - (DA1, DP1) R (SA2, SP2) - (X, Y3)
(SA1, SP2) - (DA2, DP2) .7

9.4:
e pfm_stop
e pfm_filterOut
e pfm_filterln
e pfm_incSec
pfm_filterOut, pfm_incSec con_nat_Inv

con_nat_Inv

pfm_incSec
con_nat_Inv

con_nat_Inv2

|- !'pfm s. con_nat_Inv2 pfm s =
con_nat_timer_Inv pfm s /\ connection_timer_Inv pfm s
where
|- !'pfm s. con_nat_timer_Inv pfm s =
'lap gap t.
pfm_connectionExistsWithTime pfm lap gap t s ==
pfm_srcnatRuleExistsWithTime pfm lap t s
|- 'pfm s. connection_timer_Inv pfm s =
let ct = pfm_get_contable pfm s in
let 1 = contable_get_connectionList ct s in
Ix. MEM x 1 ==> 0 < connection_get_timer x s
|- 'pfm s. pfm_connectionExistsWithTime pf lap gap t s =
let ct = pfm_get_contable pfm s in
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let 1 = contable_get_connectionList ct s in
EXISTS (\x. connection_check x lap dap s /\
t < connection_get_timer x s) 1
|- !'pfm s. pfm_srcnatRuleExistsWithTime pf lap t s =
let nt = pfm_get_nattable pfm s in
let 1 = nattable_get_natrulelist nt s in
EXISTS (\x. natrule_checkLocalAP x lap s /\
t < natrule_get_timer x s) 1

con_nat_Inv2 2 con_nat_timer_Inv connection_timer_Inv
con_nat_timer_Inv lap gap
t lap
t connection_timer_Inv
0

con_nat_Inv2 con_nat_Inv

let (msg,pl,sl) = pfm_filterQOut pfm p s in
Pre2 pfm s /\ con_nat_Inv2 pfm s ==> con_nat_Inv2 pfm sl

s con_nat_Inv2 pim_filterQOut
s1 con_nat_Inv2
Pre2

|- !'pfm s. Pre2 pfm s =
pfm_ex pfm s /\ (1)
contable_ex_Inv pfm s /\ (2)
nattable_ex_Inv pfm s /\ (3)
connection_ex_Inv pfm s /\ (4)
natrule_ex_Inv pfm s /\ (5)
connection_count_Inv pfm s /\ (6)
natrule_count_Inv pfm s /\ (7)
connection_timer_max_Inv pfm s /\ (8)
natrule_timer_max_Inv pfm s /\ (9)
connection_limit_Inv pfm s /\ (10)
natrule_limit_Inv pfm s /\ (11)
con_nat_limit_Inv pfm s (12)

where

|- !'pfm s. connection_count_Inv pfm s =

let ct = pfm_get_contable pfm s in
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let 1 = contable_get_connectionList ct s in
Ix. MEM x 1 ==> (COUNT x 1 = 1)
|- !'pfm s. natrule_count_Inv pfm s =
let nt = pfm_get_nattable pfm s in
let 1 = nattable_get_natrulelList ct s in
'x. MEM x 1 ==> (COUNT x 1 = 1)
|- 'pfm s. connection_timer_max_Inv pfm s =
let ct = pfm_get_contable pfm s in
let 1 = contable_get_connectionlist ct s in
Ix. MEM x 1 ==
connection_get_timer x s <= pfm_getConnectionTime pfm s
|- !'pfm s. natrule_timer_max_Inv pfm s =
let nt = pfm_get_nattable pfm s in
let 1 = nattable_get_natrulelist nt s in
Ix. MEM x 1 ==>
natrule_get_timer x s <= pfm_getNatruleTime pfm s

|- !'pfm s. connection_limit_Inv pfm s =

(0 < pfm_getConnectionTime pfm s)
|- !'pfm s. natrule_limit_Inv pfm s = (0 < pfm_getNatruleTime pfm s)
|- 'pfm s. con_nat_limit_Inv pfm s =

(pfm_getConnectionTime pfm s <= pfm_getNatruleTime pfm s)

(1) pfom (2)(3) pim
pim
(4)(5)
(6)(7)
(8)(9)
contable timeLimit pfm_setConnectionTime
nattable

timeLimit pfm_setNatruleTime

pfm_setConnectionTime, pfm_setNatruleTime

pfm_incSec
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9 HOL
connection_tinmer_max_I| nv
pfm
cont abl e. connecti onLi st->

forall(c|c.timer<=self.contable.tineLimt)

natrul e_timer_max_I nv
\

pfm
\

nattabl e. natrul eLi st->

forall (nr|nr.timer<=self.nattable.tinmeLimt)
" ! connection_linit_lnv
‘\ ,' Efm
| ' .- "| O<contabl e. tineLimt
1 Pid
\ Pihe L
\ ) . natrule limt_Inv
pfm | pfm
O<nattable.tineLimt
F“j§> <Ei__j Tt~<._ con_nat_linit_Inv
. co.nt.abl e . na.tt.abl e fm
-tinmeLimt:num -timelimt:num contable.tinmeLimt<=nattable.tinmeLint
[o.. [o..
connection natrul e
-timer:num -timer:num

9.5: OCL

(10)(11)

pfm_setConnectionTime, pfm_setConnectionTime

(12)

pfm_setConnectionTime

pim_getNatruleTime
pfm_getConnectionTime

pfm_setNatruleTime
(8) (12) OCL 9.5

con_nat_Inv2 con_nat_Inv
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lpfm s. con_nat_Inv2 pfm s ==> con_nat_Inv pfm s

con_nat_Inv2

con_nat_timer_Inv pfm s /\ connection_timer_Inv pfm s

==> con_nat_Inv pfm s

con_nat_timer_Inv, con_nat_Inv

('lap gap t.
pfm_connectionExistsWithTime pfm lap gap t s ==>

pfm_srcnatRuleExistsWithTime pfm lap t s) /\ (1)
connection_timer_Inv pfm s /\
pfm_connectionExists pfm lap gap s

pfm_srcnatRuleExists pfm lap s

==>

(1) lap, gap, 0

(pfm_connectionExistsWithTime pfm lap gap 0 s ==
pfm_srcnatRuleExistsWithTime pfm lap 0 s) /\ (1)
connection_timer_Inv pfm s /\ (2)
pfm_connectionExists pfm lap gap s (3)

==> pfm_srcnatRuleExists pfm lap s

|- connection_timer_Inv pfm s /\
pfm_connectionExists pfm lap gap s ==
pfm_connectionExistsWithTime pfm lap gap O s

0 lap, gap
0 lap, gap

2)3)

pfm_connectionExistsWithTime pfm lap gap O s

(1)

pfm_srcnatRuleExistsWithTime pfm lap O s
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|- pfm_srcnatRuleExistsWithTime pfm lap 0 s ==
pfm_srcnatRuleExists pfm lap s

0 lap
lap

let (msg,pl,sl) = pfm_filterQOut pfm p s in
Pre2 pfm s /\ con_nat_Inv2 pfm s ==> con_nat_Inv2 pfm sl

pl = packet_null pfm_filterOut
“(pl = packet_null)

let (msg,pl,sl) = pfm_filterQOut pfm p s in
Pre2 pfm s /\ “(pl = packet_null) /\
con_nat_Inv2 pfm s ==> con_nat_Inv2 pfm sl

con_nat_Inv2 2 (A)(B)

(A) 'pfm s. let (msg,pl,sl) = pfm_filterOut pfm p s in
Pre2 pfm s /\ “(pl = packet_null) /\

con_nat_Inv2 pfm s ==> con_nat_timer_Inv pfm sl

(B) !pfm s. let (msg,pl,sl) = pfm_filterOut pfm p s in
Pre2 pfm s /\ “(pl = packet_null) /\

con_nat_Inv2 pfm s ==> connection_timer_Inv pfm sl

(A)(B)

(A)

Ipfm s. let (msg,pl,sl) = pfm_filterOut pfm p s in
Pre2 pfm s /\ ~(pl = packet_null) /\

con_nat_Inv2 pfm s ==> con_nat_timer_Inv pfm sl
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9.1 2

1
let (msg,pl,sl) = pfm_filterQOut pfm p s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
Pre2 pfm s /\
pfm_connectionExists pfm sap dap s /\

con_nat_Inv2 pfm s /\ ... ==> con_nat_timer_Inv pfm si

(2)
let (msg,pl,sl) = pfm_filterQOut pfm p s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
Pre2 pfm s /\
~(pfm_connectionExists pfm sap dap s) /\
pfm_isPhysicallyConnectable pfm sap s /\

con_nat_Inv2 pfm s /\ ... ==> con_nat_timer_Inv pfm si

(1)

P sap dap
9.6 contable_update
sap dap
sap con_nat_Inv2
con_nat_Inv pfm_connectionExists pfm sap dap s

pfm_srcnatRuleExists pfm sap s

nattable_srcnatl sap

let ct
let nt
let sap = packet_getSrcAP p s in

pfm_get_contable pfm s in

pfm_get_nattable pfm s in

let dap = packet_getDstAP p s in
Pre2 pfm s /\
con_nat_timer_Inv pfm s /\ ... ==
(pfm_connectionExistsWithTime pfm lap gap t
(contable_update ct sap dap s) ==
pim_srcnatRuleExistsWithTime pfm lap t
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cont abl e cont abl e

(sap, dap, U) (sap, dap. U

contabl e_update ct sap dap s

nattabl e nattabl e

(Sab; _ V) > (sab; _ V)

nattable_srcnatl nt sap s

U=pf m get ConnectionTinme pfms
V=pf m get Natrul eTine pfms

9.6: pfm_filterOut (1)

(SND (nattable_srcnatl pfm sap s)))

pfm_connectionExistsWithTime pfm lap gap t (contable_update ct sap dap s)

(lap = sap) /\ (gap = dap) /\ (t < pfm_getConnectionTime pfm s) \/
pfm_connectionExistsWithTime pfm lap gap t s

sap dap
lap gap
t lap gap
sap dap pfm_getConnectionTime pfm s
t lap gap

pfm_srcnatRuleExistsWithTime pfm lap t (SND (nattable_srcnatl pfm sap s))

(lap = sap) /\ (t < pfm_getNatruleTime pfm s) \/
pfm_srcnatRuleExistsWithTime pfm lap t s
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P lap
t lap
sap pim_getNatruleTime pfm s
t lap

Pre2 pfm s /\
con_nat_timer_Inv pfm s /\ ... ==>
(lap = sap) /\ (1)
(gap = dap) /\ (2)
(t < pfm_getConnectionTime pfm s) \/ (3)
pfm_connectionExistsWithTime pfm lap gap t s (4)
==> (lap = sap) /\ (5)
(t < pfm_getNatruleTime pfm s) \/ (6)
pfm_srcnatRuleExistsWithTime pfm lap t s (7)

W(2)3) (1) () (3) Pre2
con_nat_limit_Inv (6) (4)
con_nat_timer_Inv (7)
(1)
(2)

pfm_isPhysicallyConnectable pfm sap s
2

(2-1)
let (msg,pl,sl) = pfm_filterOut pfm p s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
Pre2 pfm s /\
~(pfm_connectionExists pfm sap dap s) /\
pfm_srcnatRuleExists pfm sap s /\
con_nat_Inv2 pfm s /\ ... ==> con_nat_timer_Inv pfm sl

(2-2)
let (msg,pl,sl) = pfm_filterQOut pfm p s in
let sap = packet_getSrcAP p s in
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let dap = packet_getDstAP p s in
Pre2 pfm s /\
“(pfm_connectionExists pfm sap dap s) /\
“(pfm_srcnatRuleExists pfm (packet_getSrcAP p s) s) /\
“(pfm_portIsFull pfm p s) /\

con_nat_Inv2 pfm s /\ ... ==> con_nat_timer_Inv pfm sl
(2-1)
9.7 contable_addConnection
sap dap
nattable_srcnatl sap
cont abl e cont abl e
>
(sap, dap, U

cont abl e_addConnection ct sap dap s

natt abl e natt abl e

(SaiO; _ V) > (sab: _ V)

nattable_srcnatl nt sap s

9.7: pfm_filterOut (2)

let ct
let nt
let sap = packet_getSrcAP p s in

pfm_get_contable pfm s in

pfm_get_nattable pfm s in

let dap = packet_getDstAP p s in
Pre2 pfm s /\
con_nat_timer_Inv pfm s /\ ... ==
(pfm_connectionExistsWithTime pfm lap gap t
(contable_addConnection ct sap dap s) ==>
pim_srcnatRuleExistsWithTime pfm lap t
(SND (nattable_srcnatl nt sap s))
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pfm_connectionExistsWithTime pfm lap gap t (pfm_addConnection pfm sap dap s)

(lap = sap) /\ (gap = dap) \/ (t < pfm_getConnectionTime pfm s) \/
pfm_connectionExistsWithTime pfm lap gap t s
sap dap
lap gap t
lap gap sap dap
pfm_getConnectionTime pfm s t
lap gap t

pfm_srcnatRuleExistsWithTime pfm lap t (SND (contable_srcnatl ct sap s))

(1)

(lap = sap) /\ (t < pfm_getNatruleTime pfm s) \/
pfm_srcnatRuleExistsWithTime pfm lap t s

(1)

(2-2)
9.8 contable_addConnection sap dap
nattable_addNatRule
sap nattable_srcnatl

let ct
let nt

pfm_get_contable pfm s in

pfm_get_nattable pfm s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
Pre2 pfm s /\
('lap gap t.
pfm_connectionExistsWithTime pfm lap gap t s ==
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cont abl e cont abl e

(sap, dap, U)
cont abl e_addConnection ct sap dap s

nattabl e nattabl e

(sap, V)

nattabl e_addNatRul e nt sap s
nattable_srcnatl nt sap s

9.8: pfm_filterOut (3)

1]
I
A\

pfm_srcnatRuleExistsWithTime pfm lap t s) /\
(pfm_connectionExistsWithTime pfm lap gap t
(contable_addConnection ct sap dap s) ==
pfm_srcnatRuleExistsWithTime pfm lap t
(SND (nattable_srcnatl pfm sap
(nattable_addNatRule nt sap s)))

pfm_connectionExistsWithTime pfm lap gap t
(pfm_addConnection pfm sap dap s)

(2-1)

(lap = sap) /\ (gap = dap) /\ (t < pfm_getConnectionTime pfm s) \/
pfm_connectionExistsWithTime pfm lap gap t s

pfm_srcnatRuleExistsWithTime pfm lap t
(SND (nattable_srcnatl pfm sap (nattable_addNatRule nt sap s)))

(lap = sap) /\ (t < pfm_getNatruleTime pfm s) \/
pfm_srcnatRuleExistsWithTime pfm lap t s
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P sap
lap t
lap sap
pfm_getNatruleTime pfm s t
lap t

(1)

(B)

Ipfm s. let (msg,pl,sl) = pfm_filterOut pfm p s in
Pre2 pfm s /\ “(pl = packet_null) /\

con_nat_Inv2 pfm s ==> connection_timer_Inv pfm sl

pim_filterQOut
pfm_getConnectionTime
connection_limit_Inv
pfm_filterOut

9.4 (2)

pfm_incSec con_nat_Inv2

pfm_incSec pfm_incSecl n pfm_incSecl

pfm_incSec

let s1 = pfm_incSecl pfm s in

Pre2 pfm s /\ con_nat_Inv2 pfm s ==> con_nat_Inv2 pfm si

s con_nat_Inv2 pfm_incSecl

s1 con_nat_Inv2
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9.3 2

(A) 'pfm s. Pre2 pfm s /\ con_nat_timer_Inv pfm s ==>
con_nat_timer_Inv pfm (pfm_incSecl pfm s)

(B) !pfm s. Pre2 pfm s ==>

connection_timer_Inv pfm (pfm_incSecl pfm s)

(A)(B)

(A)

lpfm s. Pre2 pfm s /\ con_nat_timer_Inv pfm s ==>

con_nat_timer_Inv pfm (pfm_incSecl pfm s)
con_nat_timer_Inv

Pre2 pfm s /\

('lap gap t.
pfm_connectionExistsWithTime pfm lap gap t s ==
pfm_srcnatRuleExistsWithTime pfm lap t s) ==>
(pfm_connectionExistsWithTime pfm lap gap t (pfm_incSecl pfm s) ==>
pfm_srcnatRuleExistsWithTime pf

=}

lap t (pfm_incSecl pfm s))

|- 'pfm s. Pre2 pfm s ==>
(pfm_connectionExistsWithTime pfm lap gap t (pfm_incSecl pfm s) =
pfm_connectionExistsWithTime pfm lap gap (SUC t))

1 lap gap
t lap gap
SUC t 9.9

contable_get_connectionlist (pfm_get_contable pfm s) s
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|- !'pfm s. Pre2 pfm s ==
(pfm_srcnatRuleExistsWithTime pfm lap t (pfm_incSecl pfm s) =
pfm_srcnatRuleExistsWithTime pfm lap (SUC t))

1 lap
t
lap SUC t
9.9
cont abl e cont abl e
(I'ap, gap, t +1) > (I'ap, gap, t)
. pfmincSecl pfms e
nattabl e nattabl e
(Tap, _, t+1) > (Tap, _, t)
S pfmincSecl pfms —

9.9: pfm_incSecl

Pre2 pfm s /\

('lap gap t.
pfm_connectionExistsWithTime pfm lap gap t s ==>
pfm_srcnatRuleExistsWithTime pfm lap t s) ==
(pfm_connectionExistsWithTime pfm lap gap (SUC t) s ==>
pfm_srcnatRuleExistsWithTime pfm lap (SUC t) s)

lap, gap, SUC t

(B)

|- !'pfm s. Pre2 pfm s ==

connection_timer_Inv pfm (pfm_incSecl pfm s)

connection_timer_Inv pfm_incSecl
pfm_incSecl
1 0
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pfm_incSecl 0
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HOL

HOL

Al

class pfm

attr active : bool | false

attr contable : contable | contable_null

attr nattable : nattable | nattable_null

attr frule : frule | frule_null

attr doscounter : doscounter | doscounter_null

attr am : am | am_null
class packet

attr srcAddr : num |
attr dstAddr : num |
attr srcPort : num |
attr dstPort : num |

attr protocol : num | O
class contable

attr timelLimit : num | O
attr maxSize : num | O

attr connectionList : connection list | []

class connection
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attr localAP : num*num | (0,0)
attr globalAP : num*num | (0,0)
attr state : num | O

attr timer : num | O

class nattable

attr ipAddr : num | O

attr ports : (auu,*bool)list | []
attr timelLimit : num | O

attr natrulelist : natrule list | []
class natrule

attr localAP : num*num | (0,0)

attr globalAP : num*num | (0,0)

attr timer : num | O

class frule

attr srcAddrTable : num list | []
attr dstAddrTable : num list | []
attr srcPortTable : num list | []
attr dstPortTable : num list | []

attr protocolTable : num list | []
class doscounter
attr alert : bool | false

attr count : num | O
attr threshould : num | O

A.2

(x *)

val SRCADDR = Define ‘SRCADDR = 0°;;
val DSTADDR = Define ‘DSTADDR = 1°‘;;
val SRCPORT = Define ‘SRCPORT = 2°;;

HOL



A2.

val DSTPORT = Define ‘DSTPORT = 3¢;;
val PROTOCOL = Define ‘PROTOCOL = 4°¢;;

(* *)
val TCP = Define ‘TCP = 0¢:
val UDP = Define ‘UDP = 1°¢;
(* n
0..99 *)

val isPrivate = Define

‘isPrivate n = n < 100¢;;

(* 1 P
val FIRST = Define
‘FIRST P 1 = HD (FILTER P 1)°¢;;

(* MONO x n , X
val MONO = Define

*)

‘(MONO x 0 = []1) /\ (MONO x (SUC n) = x::(MONO x n)) “;;

(*
1 X 2
val ASSOC = Define

*)

‘ASSOC x ((y,z)::1) = if x = y then z else ASSOC x 1°¢;;

(*
2 b'd 1
val REV_ASSOC = Define

‘REV_ASSOC x ((y,z)::1) = if x = z then y else REV_ASSOC x 1°¢;;

(*
1 b4 2
val SET_ASSOC = Define
“(SET_ASSOC x y [1 = [1) /\
(SET_ASSOC x y ((a,b)::1) =

if x = a then (a,y)::(SET_ASSOC x y 1)

else (a,b)::(SET_ASSOC x y 1))¢;;

*)

*)

165
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A.3 packet

e +packet(sa:num,sp:num,da:num,dp:num,pr:num) :void

IP

val new_packet = Define
‘new_packet sa sp da dp pr s =
let (p,s) = packet_new s in

let s = packet_set_srcAddr p sa s in

let s = packet_set_dstAddr p da s in

let s = packet_set_srcPort p sp s in

let s = packet_set_dstPort p dp s in

let s = packet_set_protocol p pr s in
(p,s) ;3

e +getSrcAP() :num*num

1P

val packet_getSrcAP = Define
‘packet_getSrcAP p s =
let sa = packet_get_srcAddr p s in
let sp = packet_get_srcPort p s in

(sa,sp) ‘;;

e +setSrcAP (x:num*num) :void

1P

val packet_setSrcAP = Define
‘packet_setSrcAP p (sa,sp) s =
let s = packet_set_srcAddr p sa s in

packet_set_srcPort p sp s‘;;

e +getDstAP () :num*num

1P

val packet_getDstAP = Define
‘packet_getDstAP p s =

HOL

1P
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let da = packet_get_dstAddr p s in
let dp = packet_get_dstPort p s in
(da,dp) “;;

e +setDstAP(x:num*num) :void

1P

val packet_setDstAP = Define
‘packet_setDstAP p (da,dp) s =
let s1 = packet_set_dstAddr p da s in
packet_set_dstPort p dp s1‘;;

o +getInfo() : (num*num) * (num*num) *num

val packet_getInfo = Define
‘packet_getInfo p s =
let sap = packet_getSrcAP p s in
let dap

packet_getDstAP p s in
let pr = packet_get_protocol p s in
(sap,dap,pr) ‘;;

A.4 natrule
e +natrule(lap:num*num,gap:num*num) :void
lap gap
val new_natrule = Define

‘new_natrule lap gap s =

let (nr,sl1) = natrule_new s in

let s = natrule_set_localAP nr lap s in
let s

natrule_set_globalAP nr gap s in

(nr,s) “;;

e +checkLocalAP (x:num*num) :bool

X

167
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val natrule_checkLocalAP = Define
‘natrule_checkLocalAP nr m s =
let n = natrule_get_localAP nr s in

m=n;;

e +checkGlobalAP (x:num*num) :bool

X

val natrule_checkGlobalAP = Define
‘natrule_checkGlobalAP nr m s =
let n = natrule_get_globalAP nr s in

m=n;;

e +decTimer() :bool

1 0 true

val natrule_decTimer = Define
‘natrule_decTimer nr s =
let x = natrule_get_timer nr s - 1 in
let sl = natrule_set_timer nr x s in
(x =0, s1)¢;;

e +setTimer (x:num) :bool

val natrule_setTimer = Define

‘natrule_setTimer nr x s = natrule_set_timer nr x s‘;;

e +getInfo(): (num*num) * (num*num) *num

val natrule_getInfo = Define
‘natrule_getInfo nr s =
let lap

natrule_get_localAP nr s in
let gap = natrule_get_globalAP nr s in

let t = natrule_get_timer nr s in

(lap,gap,t) ‘;;
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A.5 nattable

e +nattable() :void

val new_nattable = Define ‘new_nattable s = nattable_new s¢;;

e -setIpAddr (x:num) :void
P

val nattable_setIpAddr = Define
‘nattable_setIpAddr nt x s = nattable_set_ipAddr nt x s¢;;

e —getPort() :num

val nattable_getPort = Define
‘nattable_getPort nt s =
let 11 = nattable_get_ports nt s in
let m = REV_ASSOC T 11 in
let 12 = SET_ASSOC m F 11 in
let s = nattable_set_ports nt 12 s in

(m, s)°;;

e —-setPorts(l:num list):void

1

val nattable_setPorts = Define
‘nattable_setPorts nt 11 s =
let 12 = MONO T (LENGTH 11) in
let 13 = ZIP(11,12) in
nattable_set_ports nt 13 s‘;;

e —getTimeLimit () :num

val nattable_getTimeLimit = Define

‘nattable_getTimeLimit nt s = nattable_get_timeLimit nt s‘;;
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e —-setTimelLimit (x:num) :bool

val nattable_setTimeLimit = Define
‘nattable_setTimelimit nt x s =
if 0 < x then
let s = nattable_set_timelimit nt x s in
(T, s)
else
(F, s);;

e -releasePort(x:num) :void

X

val nattable_releasePort = Define
‘nattable_releasePort nt m s =
let 11 = nattable_get_ports nt s in
let 12 = SET_ASSOC m T 11 in
nattable_set_ports nt 12 s‘;;

e +isFull() :bool

val nattable_isFull = Define
‘nattable_isFull nt s =
let 11 = nattable_get_ports nt s in
let 12 = SND (UNZIP 11) in
EVERY (\x. "x) 12¢;;

e +setTimer (nr:natrule) :void

nr timelLimit

val nattable_setTimer = Define
‘nattable_setTimer nt nr s =
let x = nattable_get_timelLimit nt s in

natrule_setTimer nr x s¢;;
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e -addNatrule(lap:num*num) :void

lap
IP IP ipAddr getPort )

val nattable_addNatrulel = Define
‘nattable_addNatrulel nt nr s =
let 1 = nattable_get_natrulelist nt s in

nattable_set_natrulelist nt (ar::1) s¢;;

val nattable_addNatrule = Define
‘nattable_addNatrule nt lap s =
let a = nattable_get_ipAddr nt s in
let (p,s) = nattable_getPort nt s in
let (nr,s) = new_natrule lap (a,p) s in
let s = nattable_setTimer nt nr s in

nattable_addNatrulel nt nr s¢;;

e +srcnatRuleExists(sap:num*num) :bool

sap

val nattable_srcnatRuleExists = Define
‘nattable_srcnatRuleExists nt sap s =
let 1 = nattable_get_natrulelList nt s in
EXISTS (\x. natrule_checkLocalAP x sap s) 1¢;;

e +dstnatRuleExists(dap:num*num) :bool

dap

val nattable_dstnatRuleExists = Define

‘nattable_dstnatRuleExists nt dap s
let 1 = nattable_get_natrulelist nt s in
EXISTS (\x. natrule_checkGlobalAP x dap s) 1°;;

e +srcnat (sap:num*num) : num*num

sap

sap
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val nattable_srcnatl = Define
‘nattable_srcnatl nt sap s =
let 1 = nattable_get_natrulelist nt s in
let nr = FIRST (\x. natrule_checkLocalAP x sap s) 1 in
let sapl = natrule_get_globalAP nr s in
let s = nattable_setTimer nt nr s in

(sapl,s) ‘;;

val nattable_srcnat = Define

‘nattable_srcnat nt sap s =

if nattable_srcnatRuleExists nt sap s then
nattable_srcnatl nt sap s

else if “(nattable_isFull nt s) then
let s = nattable_addNatrule nt sap s in

nattable_srcnatl nt sap s

else

(sap,s) ‘;;

e +dstnat (dap:num*num) : num*num

dap
dap

val nattable_dstnatl = Define
‘nattable_dstnatl nt dap s =
let 1 = nattable_get_natrulelList nt s in
let nr = FIRST (\x. natrule_checkGlobalAP x dap s) 1 in
let dapl = natrule_get_localAP nr s in
let s = nattable_setTimer nt nr s in
(dapl,s) ;;

val nattable_dstnat = Define
‘nattable_dstnat nt dap s =
if nattable_dstnatRuleExists nt dap s then
nattable_dstnatl nt dap s
else

(dap,s) ‘;;

e +decTimer () :num
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val nattable_decTimerl = Define
‘(nattable_decTimerl (nt:nattable) [] 1 s = (1,s)) /\
(nattable_decTimerl nt (nr::11) 12 s =
let (b,s) = natrule_decTimer nr s in
if b then
let gap = natrule_get_globalAP nr s in
let s2 = nattable_releasePort nt (SND gap) s in
nattable_decTimerl nt 11 12 s
else
nattable_decTimerl nt 11 (nr::12) s)‘;;

val nattable_decTimer = Define
‘nattable_decTimer nt s =
let 11 = nattable_get_natrulelist nt s in
let (12,s) = nattable_decTimerl nt 11 [] s in
nattable_set_natrulelist nt 12 s¢;;

e +reset() :num

val nattable_reset = Define
‘nattable_reset nt s =
let 1 = nattable_get_ports nt s in

let 11 = FST (UNZIP 1) in
let 12 = MONO T (LENGTH 11) in
let 13 = ZIP(11,12) in

let s = nattable_set_ports nt 13 s in
nattable_set_natrulelist nt [] s°;;

e +getNatrules() : ((num*num) * (num*num) *num) list

val nattable_getNatrules = Define
‘nattable_getNatrules nt s =
let 1 = nattable_get_natrulelist nt s in
MAP (\x. natrule_getInfo x s) 1°;;
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A.6 frule

+frule() :void

val new_frule = Define ‘new_frule s = frule_new s¢;;

e —checkSrcAddr (x:num) :bool
X IP

val frule_checkSrcAddr = Define
‘frule_checkSrcAddr fr x s = MEM x (frule_get_srcAddrTable fr s)‘;;

e —checkSrcAddr (x:num) :bool
X IP

val frule_checkDstAddr = Define
‘frule_checkDstAddr fr x s = MEM x (frule_get_dstAddrTable fr s)‘;;

e —checkSrcPort (x:num) :bool

X

val frule_checkSrcPort = Define
‘frule_checkSrcPort fr x s = MEM x (frule_get_srcPortTable fr s)‘;;

e —checkDstPort (x:num) :bool

X

val frule_checkDstPort = Define
‘frule_checkDstPort fr x s = MEM x (frule_get_dstPortTable fr s)‘;;

e —checkProtocol (x:num) :bool

X

val frule_checkProtocol = Define
‘frule_checkProtocol fr x s = MEM x (frule_get_protocolTable fr s)‘;;
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e +check(p:packet) :bool
P
val frule_check = Define

‘frule_check fr p s =
let sa = packet_get_srcAddr p s in

let da = packet_get_dstAddr p s in
let sp = packet_get_srcPort p s in
let dp = packet_get_dstPort p s in

let pr = packet_get_protocol p s in
frule_checkSrcAddr fr sa s /\ frule_checkDstAddr fr da s /\
frule_checkSrcPort fr sp s /\ frule_checkDstPort fr dp s /\
frule_checkProtocol fr pr s¢;;

e +getFilterRules(ty:num) :num list

ty ty  SRCADDR, DSTADDR,
SRCPORT, DSTPORT, PROTOCOL

val frule_getFilterRules = Define
‘frule_getFilterRules fr ty s =
if ty = SRCADDR then frule_get_srcAddrTable fr s
else if ty = DSTADDR then frule_get_dstAddrTable fr s

else if ty = SRCPORT then frule_get_srcPortTable fr s
else if ty = DSTPORT then frule_get_dstPortTable fr s
else if ty = PROTOCOL then frule_get_protocolTable fr s
else [1°¢;;

e +getFilterRules(ty:num,l:num list):void
ty
val frule_setFilterRules = Define

‘frule_setFilterRules fr ty 1 s =
if ty = SRCADDR then frule_set_srcAddrTable fr 1 s

else if ty = DSTADDR then frule_set_dstAddrTable fr 1 s
else if ty = SRCPORT then frule_set_srcPortTable fr 1 s
else if ty = DSTPORT then frule_set_dstPortTable fr 1 s
else if ty = PROTOCOL then frule_set_protocolTable fr 1 s

..
else s°;;
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A.7 doscounter

e +doscounter() :void

val new_doscounter = Define ‘new_doscounter s = doscounter_new s¢;;

e +getThreshould() :num

val doscounter_getThreshould = Define

‘doscounter_getThreshould dc s = doscounter_get_threshould dc s¢;;

e +setThreshould(x:num) :bool

X X

val doscounter_setThreshould = Define
‘doscounter_setThreshould dc x s =
if 0 < x then
let s = doscounter_set_threshould dc x s in
(T, s)
else
(F, s);;

e +inc() :void

1 DoS ON

val doscounter_inc = Define
‘doscounter_inc dc s =
let x = doscounter_get_count dc s + 1 in
let s
let y = doscounter_get_threshould dc s in

doscounter_set_count dc x s in

if y <= x then
doscounter_set_alert dc T s
else

€.
S5

e +reset():void
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val doscounter_reset = Define
‘doscounter_reset dc s = doscounter_set_count dc 0 s¢;;

e +getAlert():void
DoS

val doscounter_getAlert = Define

‘doscounter_getAlert dc s = doscounter_get_alert dc s‘;;

e +resetAlert():void

DoS OFF

val doscounter_resetAlert = Define

‘doscounter_resetAlert dc s = doscounter_set_alert dc F s°¢;;

A.8 connection
e +connection(lap:num*num,gap:num*num) :void

lap gap

val new_connection = Define
‘new_connection lap gap s =
let (c,s) = connection_new s in
let s = connection_set_localAP c¢ lap s in
let s = connection_set_globalAP c gap s in

(c,s);;

e +check(lap:num*num,gap:num*num) : bool

lap gap

val connection_check = Define
‘connection_check ¢ lap gap s =
let lapl = connection_get_localAP c¢ s in
let gapl = connection_get_globalAP c¢ s in
(lapl = lap) /\ (gapl = gap)‘;;

e +setTimer (x:num) :void

X
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val connection_setTimer = Define

‘connection_setTimer ¢ x s =

e +decTimer() :bool

val connection_decTimer = Define
‘connection_decTimer c s =
let x

connection_get_timer
let s = connection_set_timer
(x =0, 8)°;;

HOL

connection_set_timer ¢ x s¢;;

true

cs-11in

c X s in

o +getInfo(): (num*num) * (num*num) *num

val connection_getInfo = Define

‘connection_getInfo c s =

let lap = connection_get_localAP c s in

let gap = connection_get_globalAP ¢ s in

let t = connection_get_timer
(lap,gap,t) ‘;;

A.9 contable

e +contable() :void

c s in

val new_contable = Define ‘new_contable s = contable_new s¢;;

e -getMaxSize() :num

val contable_getMaxSize = Define

‘contable_getMaxSize x s = contable_get_maxSize x s°;;

e -setMaxSize(x:num) :bool

X
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val contable_setMaxSize = Define

179

‘contable_setMaxSize ct x s = contable_set_maxSize ct x s°;;

-getTimeLimit () :num

val contable_getTimeLimit = Define

‘contable_getTimeLimit x s = contable_get_timeLimit x s¢;;

-setTimelLimit (x:num) :bool

X X

val contable_setTimelLimit = Define

‘contable_setTimeLimit ct x s =
if 0 < x then

let s = contable_set_timelLimit ct x s in
(T, s)

else

(F, s);;

-setTimer (c:connection) :void

C

val contable_setTimer = Define

‘contable_setTimer ct ¢ s =

let

X

= contable_get_timelimit ct s in

connection_setTimer ¢ x s°;;

+isFull() :bool

val contable_isFull = Define

‘contable_isFull ct s =

let
let

X

X
1

contable_get_maxSize ct s in

contable_get_connectionList ct s in
LENGTH 1¢;;

timeLimit
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e -getConnection(lap:num*num,gap:num*num) : connection
lap gap

val contable_getConnection = Define
‘contable_getConnection ct lap gap s =
let 1 = contable_get_connectionlist ct s in

FIRST (\c. connection_check c lap gap s) 1°‘;;

e +connectionExists(lap:num*num,gap:num*num) : bool

lap gap

val contable_connectionExists = Define
‘contable_connectionExists ct lap gap s =
let 1 = contable_get_connectionlist ct s in

EXISTS (\c. connection_check c lap gap s) 1°;;

e +addConnection(lap:num*num,gap:num*num) : void

lap gap

val contable_addConnectionl = Define
‘contable_addConnectionl ct ¢ s =
let 1 = contable_get_connectionlList ct s in

contable_set_connectionlist ct (c::1) s¢;;

val contable_addConnection = Define

‘contable_addConnection ct lap gap s =

if “(contable_isFull ct s) then
let 1 = contable_get_connectionList ct s in
let (c,s) = new_connection lap gap s in
let s = contable_addConnectionl ct ¢ s in

contable_setTimer ct c s
else

..
A

e +decTimer() :void
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val contable_decTimerl = Define
‘(contable_decTimerl (ct:contable) []1 1 s = (1,s)) /\
(contable_decTimerl ct (c::11) 12 s =
let (b,s) = connection_decTimer c s in
if b then
contable_decTimerl ct 11 12 s
else
contable_decTimerl ct 11 (c::12) s)‘;;

val contable_decTimer = Define
‘contable_decTimer ct s =
let 11 = contable_get_connectionlist ct s in
let (12,s) = contable_decTimerl ct 11 [] s in

contable_set_connectionlList ct 12 s¢;;

e +reset():void

val contable_reset = Define
‘contable_reset ct s =

contable_set_connectionlist ct [] s;;

e +update (lap:num*num,gap:num*num) :void

lap gap

val contable_update = Define
‘contable_update ct lap gap s =
let ¢ = contable_getConnection ct lap gap s in

contable_setTimer ct c s¢;;

e +getConnections () : ((num*num) * (num*num) *num) list

val contable_getConnections = Define
‘contable_getConnections ct s =
let 1 = contable_get_connectionlList ct s in
MAP (\x. connection_getInfo x s) 1°;;
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A.10 pfm

o +pfm() :void

val new_pfm = Define
‘new_pfm s =
let (pfm,s) = pfm_new s in
let (dc,s) = new_doscounter s in
let s = pfm_set_doscounter pfm dc s in
let (fr,s) = new_frule s in
let s = pfm_set_frule pfm fr s in
let (nt,s) = new_nattable s in
let s = pfm_set_nattable pfm nt s in
let (ct,s) = new_contable s in
let s = pfm_set_contable pfm ct s in

(pfm, s)°;;

e —-isActive() :bool

val pfm_isActive = Define

‘pfm_isActive pfm s = pfm_get_active pfm s*;;

e -getMaxConnectionSize () :num

val pfm_getMaxConnectionSize = Define
‘pfm_getMaxConnectionSize pfm s =
let ct = pfm_get_contable pfm s in
contable_get_maxSize ct s°;;

e —-setMaxConnectionSize (x:num) :bool

X

val pfm_setMaxConnectionSize = Define
‘pfm_setMaxConnectionSize pfm x s =
if pfm_isActive pfm s then
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(F, s)
else
let ct = pfm_get_contable pfm s in
let s = contable_setMaxSize ct x s in
(T, s);;

e —getConnetionTime () :num

val pfm_getConnectionTime = Define
‘pfm_getConnectionTime pfm s =

let ct = pfm_get_contable pfm s in
contable_getTimeLimit ct s°;;

e —setConnectionTime (x:num) :bool

X

val pfm_setConnectionTime = Define
‘pfm_setConnectionTime pfm x s =
let ct = pfm_get_contable pfm s in
let y = pfm_getNatruleTime pfm s in
if "pfm_isActive pfm s /\ 0 < x /\ x <= y then
contable_setTimelLimit ct x s
else
(F, s)‘;;

e —getNatruleTime () :num

val pfm_getNatruleTime = Define
‘pfm_getNatruleTime pfm s =
let nt = pfm_get_nattable pfm s in
nattable_getTimeLimit nt s‘;;
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e —-setNatruleTime (x:num) :bool

val pfm_setNatruleTime = Define
‘pfm_setNatruleTime pfm x s =
let nt = pfm_get_nattable pfm s in
let y = pfm_getConnectionTime pfm s in
if “pfm_isActive pfm s /\ 0 < x /\ y <= x then
nattable_setTimelLimit nt x s
else
(F, s)‘;;

o +getIpAddr () :num
IP

val pfm_getIpAddr = Define
‘pfm_getIpAddr pfm s =
let nt = pfm_get_nattable pfm s in
nattable_get_ipAddr nt s‘;;

e +setIpAddr(x:num) :bool
1P

val pfm_setIpAddr = Define

‘pfm_setIpAddr pfm x s =

if pfm_isActive pfm s then
(F, s)

else
let nt = pfm_get_nattable pfm s in
let s = nattable_setIpAddr nt x s in

(T, s)“5;

e +getPorts() :num list

HOL

1D
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val pfm_getPorts = Define
‘pfm_getPorts pfm s =
let nt = pfm_get_nattable pfm s in
nattable_get_ports nt s‘;;

e +setPorts(l:num list):void

val pfm_setPorts = Define

‘pfm_setPorts pfm 1 s =

if pfm_isActive pfm s then
(F, s)

else
let nt = pfm_get_nattable pfm s in
let s = nattable_setPorts nt 1 s in

(T, )3

e -reset():bool

val pfm_reset = Define

‘pfm_reset pfm s =

let nt = pfm_get_nattable pfm s in
let ct = pfm_get_contable pfm s in
let dc = pfm_get_doscounter pfm s in

let s = doscounter_reset dc s in
let s = nattable_reset nt s in

contable_reset ct s¢;;

e +start() :bool

val pfm_start = Define
‘pfm_start pfm s =
if pfm_isActive pfm s then
(F, s)
else
let s = pfm_set_active pfm T s in
(T, s)‘;;
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e +stop() :bool

val pfm_stop = Define
‘pfm_stop pfm s =
if "pfm_isActive pfm s then

(F,s)
else
let s = pfm_reset pfm s in
let s = pfm_set_active pfm F s in
(T,s);;

e -isOutbound(p:packet) :bool

val pfm_isOutbound = Define
‘pfm_isOutbound pfm p s =
let x = pfm_getIpAddr pfm s in

let sa = packet_get_srcAddr p s in
let da = packet_get_dstAddr p s in

isPrivate sa /\ ~(isPrivate da) /\ “(da = x)°‘;;

e -isValidPacket (p:packet) :bool

P P

val pfm_isValidPacket = Define
‘pfm_isValidPacket pfm p s =
let fr = pfm_get_frule pfm s in
pfm_isOutbound pfm p s /\ frule_check fr p s;;

e -srcnat (p:packet) :void

P nattable srcnat ()
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val pfm_srcnat = Define
‘pfm_srcnat pfm p s =
let sapl = packet_getSrcAP p s in
let nt = pfm_get_nattable pfm s in
let (sap2,s) = nattable_srcnat nt sapl s in
packet_setSrcAP p sap2 s¢;;

e -dstnat(p:packet) :void

p nattable dstnat ()

val pfm_dstnat = Define
‘pfm_dstnat pfm p s =
let dapl = packet_getDstAP p s in
let nt = pfm_get_nattable pfm s in
let (dap2,s) = nattable_dstnat nt dapl s in
packet_setDstAP p dap2 s¢;;

e —drop(p:packet)
P DoS

val pfm_drop = Define
‘pfm_drop pfm s =
let dc = pfm_get_doscounter pfm s in

doscounter_inc dc s¢;;

e -srcnatRuleExists(sap:num*num) :bool

sap

val pfm_srcnatRuleExists = Define
‘pfm_srcnatRuleExists pfm sap s =
let nt = pfm_get_nattable pfm s in

nattable_srcnatRuleExists nt sap s‘;;

e -dstnatRuleExists(dap:num*num) :bool

dap
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val pfm_dstnatRuleExists = Define
‘pfm_dstnatRuleExists pfm dap s =
let nt = pfm_get_nattable pfm s in
nattable_dstnatRuleExists nt dap s‘;;

-connectionExists(lap:num*num,gap:num*num) :bool

lap gap

val pfm_connectionExists = Define
‘pfm_connectionExists pfm lap gap s =
let ct = pfm_get_contable pfm s in

contable_connectionExists ct lap gap s‘;;

—-connectionIsFull() :bool

val pfm_connectionIsFull = Define
‘pfm_connectionIsFull pfm s =
let ct = pfm_get_contable pfm s in

contable_isFull ct s°¢;;

val pfm_portIsFull = Define
‘pfm_portIsFull pfm s =
let nt = pfm_get_nattable pfm s in
nattable_isFull nt s¢;;

-addConnection(lap:num*num, gap:num*num) : void

lap gap

val pfm_addConnection = Define
‘pfm_addConnection pfm lap gap s =
let ct = pfm_get_contable pfm s in
contable_addConnection ct lap gap s‘;;

e -updateConnection(lap:num*num,gap:num*num) :void

lap gap

HOL
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val pfm_updateConnection = Define
‘pfm_updateConnection pfm lap gap s =
let ct = pfm_get_contable pfm s in
contable_update ct lap gap s‘;;

e -isPhysicallyConnectable (sap:num*num) :void

val pfm_isPhysicallyConnectable = Define
‘pfm_isPhysicallyConnectable pfm sap s =
“pfm_connectionIsFull pfm s /\
(pfm_srcnatRuleExists pfm sap s \/ “pfm_portIsFull pfm s)‘;;

e +filterOut (p:packet) :string*packet

p

packet_null

val pfm_filterOut = Define
‘pfm_filterOut pfm p s =
if "pfm_isActive pfm s then
("drop: pf not active", packet_null, s)

else
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in

if pfm_connectionExists pfm sap dap s then
let s = pfm_srcnat pfm p s in
let s = pfm_updateConnection pfm sap dap s in
("pass: existing connection", p, s)
else if pfm_isPhysicallyConnectable pfm sap s then
if pfm_isValidPacket pfm p s then
let s = pfm_addConnection pfm sap dap s in
let s = pfm_srcnat pfm p s in
("pass: new connection", p, s)

else
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let s = pfm_drop pfm s in
("drop: rule not match", packet_null, s)
else
let s = pfm_drop pfm s in

("drop: physically unconnectable", packet_null, s)

o +filterIn(p:packet) :string*packet

p

packet_null

val pfm_filterIn = Define
‘pfm_filterIn pfm p s =
if "pfm_isActive pfm s then
("drop: pf not active", packet_null, s)
else
let dap = packet_getDstAP p s in
if "pfm_dstnatRuleExists pfm dap s then
let s = pfm_drop pfm s in
("drop: no dstnat rule", packet_null, s)
else
let s = pfm_dstnat pfm p s in
let sap = packet_getSrcAP p s in
let dap = packet_getDstAP p s in
if pfm_connectionExists pfm dap sap s then
let s = pfm_updateConnection pfm dap sap s in
("pass: existing connection", p, s)
else
let s = pfm_drop pfm s in

("drop: inbound not permitted", packet_null, s)

o +getFilterRules(ty:num) :num list

ty

val pfm_getFilterRules = Define
‘pfm_getFilterRules pfm ty s =
let fr = pfm_get_frule pfm s in
frule_getFilterRules fr ty s‘;;

(SN

I

3
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e +setFilterRules(ty:num,l:num list):bool

ty 1

val pfm_setFilterRules = Define
‘pfm_setFilterRules pfm ty 1 s =
if pfm_isActive pfm s then
(F,s)
else
let fr = pfm_get_frule pfm s in
let s = frule_setFilterRules fr ty 1 s in
(T,s) 53

e +getDosThreshould() :num
DoS

val pfm_getDosThreshould = Define
‘pfm_getDosThreshould pfm s =
let dc = pfm_get_doscounter pfm s in

doscounter_getThreshould dc s¢;;

e +setDosThreshould(x:num) :bool

DoS X

val pfm_setDosThreshould = Define
‘pfm_setDosThreshould pfm x s =
if pfm_isActive pfm s then
(F, s)
else
let dc = pfm_get_doscounter pfm s in

doscounter_setThreshould dc x s¢;;

e +getNatrules() : ((num*num) * (num*num) *num) list

val pfm_getNatrules = Define
‘pfm_getNatrules pfm s =
let nt = pfm_get_nattable pfm s in
nattable_getNatrules nt s¢;;
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e +getConnections () : ((num*num) * (num*num) *num)list

val pfm_getConnections = Define
‘pfm_getConnections pfm s =
let nt = pfm_get_contable pfm s in

contable_getConnections nt s¢;;

o +getAlert() :void
DoS

val pfm_getDosAlert = Define
‘pfm_getDosAlert pfm s =
let dc = pfm_get_doscounter pfm s in

doscounter_getAlert dc s‘;;

e +resetAlert():void

DoS OFF

val pfm_resetDosAlert = Define
‘pfm_resetDosAlert pfm s =
let dc = pfm_get_doscounter pfm s in

doscounter_resetAlert dc s¢;;

e +incSec(n:num):void

n 1 DoS

val pfm_incSecl = Define
‘pfm_incSecl pfm s =

let ct = pfm_get_contable pfm s in

let nt = pfm_get_nattable pfm s in
let dc = pfm_get_doscounter pfm s in
let s = contable_decTimer ct s in
let s = nattable_decTimer nt s in

doscounter_reset dc s¢;;

val pfm_incSec = Define
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‘(pfm_incSec pfm 0 s = s) /\
(pfm_incSec pfm (SUC n) s =
let s = pfm_incSecl pfm s in

pfm_incSec pfm n s)¢;;
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Axioms

New

Get

Set

Cast

Is

Null

Emp

NOT_EX_EMP

NOT_EX_NULL

EX_IS

O

NOT_EX_FST_NEW

NOT_EX_FST_NEW_CAST

010

OlO|0|o0 8

IS.IMP_NOT._IS

IS_.CAST

O

IS_.NEW

IS_NEW_CAST

O

DIFF_IS_.NEW

0|00

IS.SET

DOWN_NULL

OO0 |0|0|010

NOT_EX_CAST

010

UP_11

DOWN._11

O

UP_DOWN

DOWN_UP

CAST_CAST

EX_CAST_NEW

O] 00| |00

DIFF_CAST_NEW

010

OO0 |0|0|01010|10

B.1:
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Axioms New Get | Set | Cast | Is | Null | Unknown

NOT_EX_GET O

o0&

NOT_EX_SET

SPR_GET

0|0

SPR_SET

GET_SET O

DIFF_OBJ_.GET_SET

O|0|0|10] O

DIFF_GET_SET

GET_NEW

GET_NEW_CAST

EX_GET_NEW

O|0j0|0|0|010 O] O

O|010|0

DIFF_GET_NEW

SET_SET

DIFF_OBJ_SET_SET

DIFF_SET_SET

EX_SET_NEW

DIFF_SET_NEW

DIFF_NEW_NEW

SET_GET

O
OO0 |O|0|0|00

FST_NEW_SET

DIFF_FST_NEW_NEW

@ OO0 OO0
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