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An English Auction Protocol with Proxy Bidding

Toru SHIOTSUKI' and Atsuko MIYAJI'

t School of Information Science, Japan Advanced Institute of Science and Technology, 1-1, Asahidai,
Nomi, Tatsunokuchi, Ishikawa, 923-1292, JAPAN
E-mail: t{t-shio,miyaji}@jaist.ac.jp

Abstract This paper proposes an English auction protocol with the proxy bidding system, using mix and match

techniques. At the Internet English auction, the proxy bidding system is in common use because it is convenient

for bidders. Our protocol protects the secrecy of the highest bids, and realizes public verifiability, while preveting

collusions among auction manages, bidders, and suppliers.

Key words

1. B &I

AT ) vatr—rarix, BFF—rarycHVS
NEBRXDOFTLRD —RHLSDOTHY, FANLEX, $5
ABETHAZT, V@V ALELZIEXRANLT S, 2L T,
RREIEDBOEOALED, BHELL L. ZOHRTE
AMEBER LD ELLHELT 20001, E o AFMEIC LR
Ll E AL LR B LENSH ), ALEFOBERIOZ2
BhH. Fi, EILTOHHENLZVD, AMEEEF 2y 7 L
T O NGV EV S ZREDOEE, ARLE R EEMEL Lo
Br AL 2 RER 59, RMETH 5. Yahoo! *+—2 1 =
YU BETIE, I0L) B ALRAROBAEEE, ARLE

English auction, proxy bidding, mix and match.

DEBEES T201, REALARERL /A7) va
F=rTarFHCLRTVE,

BEOA Ty vat—rarTid, SEERTVWER
DM (=8 & AMLE) 122w LT AL Tbh b, —FT,
HKEAALARXTRIBEOMZIT A EIN TV DA, KE AHLEA
HHESNS., ZAMED, BEOMELSE L LTALES
FETAHETE, BEDA YTy aF—riar kLT
HEHD, TOIMEOROFCIEE L IEELY, AfLELR
BAMES RSN, 2L YRS ALE L BHEOME, £
LTREAMBALEEF NS, 2 E, THALE Y
LT, AMLBEOAPNSVIEGE, 20OAEDYS L2 2BED
g ~EEH NS, REEAMBIEESAL V2D, T0D
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FEA—7 v ayPRTLEES, REBEAMLER, BHGOA
fLL7okE }UFL%EJ: ) b/ & ffils RAEDMER) THEALDTT
BEE B, MICARBEOAIRECEE, TNITOREAML
Y, BEOMKE LTAREN, ARLBEOT P REALEL
LCHESNDL, 2LT, COALEVREEAME LR D,

DU AALAEAE & B AALEE O K/NEIRR I & BB AAL D
RERT.

ARLIE > BEALE
ZOBHE, AUESEREALEE &
FTCORBMAFLEL 25,

AMLIE > REALER
BEEANERZOEIT, FAEOMBIANLMBEE 25,

AfLE > EEANLE
EEALEE 20T T, AMBEPREDMEL 2 5.

D, BREOMEILEI

1.1 1> Uy>aFd—02a ilRO5N3HE
BEDOA YTy Yat—rar7ubayiiBnt, R
WHENBBEE LTUTOL I I EABTLhTV5 9.
(a) BN F—2 Y a B AALE D identity 2HFETES
SBINE - entity IXTFFE L7V,
(b) ERFETREM: BEALBRMOBIE - entity I8 LA OE
ErxBRETLIEVFUETHS.
(c) BERAEEM: +—7 3 VEBRFHMTIZEL 2 AHLE
)T ETTEFATRETHS.
(d) BERTHEM T — 27 2 3 v OBMELBE DO ALELE BE
T3IEPATETHS.
(e) AFHE: BEBMEVECLLIEN%L, 1AM KK
Lo THBLVAFICT AL OATEETH B,
(f) DBMRELRTHEM: D VAMMEICHT 2 BEERIETRETDH
D, =2 varyEMEOLELEIRIETETDH L.
(g) ®W¥A—7 3 BTO Unlinkability £#&7-7: jl4 0
F—rTarHT, AMEOREEFMOIE I Likh.
(h) #*=%3 3> ANTO Linkability 2#74:7: —20t—7
Ta yORTI, ALBEOHRICHELNR TS
(i) AHLORpEM: A, RECHLCOFEEBITEER
BRERHTH 5.
() BZHIC Revocation 175 2 ENTE B: RM IEHEIIA
EABMELHET L ZEHFTRETHS.
(k) One-time registration: T-XTOENHEIE, RM c—H
BRINEEBT 7 ¥ FOF =203 2 VIZEMTTHS.
INHDERE@IZL oD, LBALFRIIBVTL, &6
WKHTOREE B -TLEFSH L.
() BEALEOME: AL REEANEDIHIRE AL
BEmyBaw,
(m) TEAM: AEL AMLELPRETRE

REA T, ALBEESEALBUTOMETELT LI L
HHEETHEH, RETEICI > TIOREALEF HOND
ZrEahig, BRRtEEEILEgoR) LIFERs L L
b, LD -T, BEAMBELHET S I EPROEELE
#HThs, Shud, AEREOMKES LU, mEREE (A
LE) &4 -2 v a VERE (AM) OFFISHTL T, Wik
NEVENSB.

7z, EMMEIEAMEIRE SN TH L0, REZA
FEIZLY, =22 a VAT LADEEDHTELRLI LR
Bz TH 5.

2. BEEF R

BENA Y ) viak -2 a BT AMELLT
1, [5),[6], [7], [81, [9], [10] % EBIF B h 2%, WFnbE
BTy vat—rvarTiR, L EbRLTWLAH
MLARERZ TZw,

ASEA YY)y vat—riaryrsubane T, ki
D (a)~(k) 2@z T 7O b aVERELTE ) [9], £R/TI,
ZHICREAALOREEZBINL TV,

ZOFRTR, 2BEOF—7 ¥ a VEREVFHREL, Reg
istration Manager(RM) 25 A#L% Bidder A: (i € {1,...,1})
DBE, HIKRZEY L, Auction Manager(AM) A EBITE —
riavikBEL, A—2Tar Il ALEILF—-T v ar
Fhry M EBTTA.

F72, RM & AM 3T AR TBY, £hoid iy
LEREOAEEAATHTHY, #PSTOEHRTE.

CORBBTHRE, W OPOMBOEY (2 SH) ¥ bk
2, EoMEEW LAYy ak—sar7atb
INEEFRLTNS

2.1 Procedure

Initialization: RM idqlp—1 L2 3KELERE, &

B Z, 0tk q DEMHT g EARATS.

Registration: A#L#E A (i€ {1,...,I}) BUTO XS
CARELBRT L. ALE A GUFR . 28U, AR
#y; = g° (mod p) FTHTAH. RiCy: & RM I23% Y,
yi DIE g BT 2HETE o DHEBROFHELUTOL S
CART A,

Vii = PK[(a) : yi = g°|(mr),

ZZT, mr i RM OFETTA2AvE—YThHA. RM X
Vi B L2, A—s 2 avENEO&ME LIy &
FNENRET 5.

Auction Setup: F—7 L a3 P BEENLELE, RM X
yl (mod p) (i =1,...,1) & g~ £3tIZ RM OIBRBIA
BMeA. SSTRM I {y} DERF% Y vy 7V LTAE

SEAMBLOMEERE LT D, 2720, HEALER
YA (g ERANAIEICLY, BREERTWAT LR
HATES.

Round setup: AM X s €r Zq % 5 ELE s £ EWK
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Lg (modp) 2 g xHWCEETA. AKICT =
(") (mod p) % yf ZAVTEEL, 4,04~ 3
YFryhETAE ZD g E T = (y")° (mod p) (i =
1,...,1) % AM OEFRTCAETS.

Bidding: A#fL&ZiE, T (IDr,ms, Va:) % AMLIBHR &
LTAM IZEY, AM 2 EERBICART 5.

o the identity I Dz, of auction key T;

o AALME m; (mi = auction identity||bid value)

o Vo= PK[(a) : Ti = (g7°)*](m)
FEAAEE (97°)% EEHET LN TELZOHLDF —
srayFry ML ERETAILNTEDL. £2, Vi
BRAPa=z OEZH>TWDL I LOFEHATHS. AM
IO Ve (4,...,1) ZTSTHETAHIEICELD, HA
AWEDELEEHEDPD L.

Winner Decision: 4 (IDr;,m;,V3;) %° Winning bid
Lotk Th. AM BWELBEZRET 572012, RM
T M ym BT A EEAHTILEFHD. 2
T AM ZHERDFEH Va; 2T DL ) ICERT 3

Vaj = PK[(0) : Ty = (557)")|(m),

Vaj BLU (Ty,y;7,mj, Va;) FRET A LICE D, #AL
EDOFLMFHECIHRTHLIEDITETHS. T2, &
DEETHO T RM EHEALEZBEET L I LOTRETSH 5.

Winner Announcement: Winner Decision procedure
D, RMOADPENZLRET S L0 ThEE 25,
7z, BB (rs) RA—22a v TEERENL LD, F—
7Y aVEOIMLBEORCERRDL ZLIEARTERTH S,

3. BEAKX

3.1 Entities

AHHCO entity 34— ¥ a3 <3—Tv— (AMI, AM2),
ALE (A) o2 b. BEARNEEN, 2200 AM O£/:T
BENCERINEVEDIDIIICERBL TS,

e AMI1:

- A= aroBBLERT .

— REAELTS.

- EHREEELTCANENEERZT).

- AM2 BEHEOREEIT.

e AM2:

— A= avORBYERTS.

- F—rTarEFS.

- BEOfit % RT3

o AtLFE (A):

- F—rTaroBNE.

3.2 i =

PToL)CietEET 5:

il

p,q (gp—1) L% 2 L) BRELEK

g : itk g &b ge Z, ORI ;

I 1 ARLEOH

i ALED index (i =1,---,I);

A; : bidder 3;

B; : bidder ¢ D AFLENZ b,

K AMUENRZ VDY M

k : AALEENZ MV index;

z; i A ODWER (v, €r Zg);

yi 2 A OREE (g = g™ (mod p));

r : AM1 OHFEOEL (r €r Zy);

s 1 AM2 OREDEL (s €r Zy);

T, . ADF—rvavFro by

X ¢ AML, 2 OHER (X €r Z,) HWETH
EERVTAML, AM2 KX D RESR
b,

Y : AM DR (Z €r Zy);

Cp : BEOMHE;

Hp : EEAME

E,() : ~B# y 2 % ElGamal encryption

Ey(m)=(G=g",M=my")
3.3 Building blocks
AFA T ElGamal BEE% % 21270 P IV MAVTT
Vo AU AHBEEHET 5729, bit TLORESx M
T. AMMERZ PV B =wv1,...,v & bit TEICEESLT S
27, % bit DA

(ve =1)

=z (o =0) (2(F 1) : public)

ET . T, ZOBBLENTANERS PLELTOLS
WRRET2IDLT B,

Ey(B) = (Ey(v1),...,Ey(vk))

Ihizk Y, AALER 2% o bidding point £¥0 I LAST
&%,
3.3.1 ZABERIK
AM1, AM2 BPENFNEHHAL, #TOHRLILDPT
&, TNTNOEBEDOAEERL I LHTMEETH B,
o AM1 DR {p,q,9, Y}, HEAMBIHIET 2 AF%
{vi}, i} (G=1,...,1)
o AM2 DR g™°, {yi°} G =1,...,I), BHEDM.
BEE b s - fs AFLE.
3.3.2 EHGITROMRROFH
BRI RO FBOTIN LD BH L LTUTO 2 22 A
TWwa [2].

(1) PK[(@):y1 = gf Ay2 = g5](m)
Bl Bl B D S MFEEA

(2) PK[(0,8) : 41 = g& Vyo = ga](m)
2 ODBEEST RO E L LEHI> TWAhH 2 & DI
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3.3.3 Verifiable ElGamal Encryption

BB Ey(m) = (G =g, M=my"), EXLFHIL
LD oTm 2ESELZbDTHAI L%, PK[(a):G=
g5 AM/m=y*|(m) ZRT Z&I2LY, BEFHRr 2HM»T
ZELRRTIENTES.

3.8.4 Destributed decryption for ElGamal

ElGamal B 5045 & LT, MERESBEEHVTHE
ENTHMEELY, ARTHII LR, BHIETEITHI 2L
TELIENETONE, (t,n) BERBERSH T2 a2l
TEX Pz (i=1,...,n) ICTEEN (3], L LN Player
P Ao B2b0E¥ 5, 22T, BEX (o,8) 25T A
WRHBTO LT 5. 9, £P 347 23tEL. ELCE
EEITo72Z LD, PKz: iy = g% ABi = p%](m) &3
WCARBTA. ZLTC, & Player 7 IEL V> share IC& % 6; %
AT, g7 =], Ao #EETHILIL8Y, §° 2%05
ZEDTE, o RABTAI LA ERTHAIENTESL. &
ZT, Ag; 1 a; FHD share @ LaGrange DR TH 5.

3.3.5 Mix and match [4]

REA AT BIC A E &L & AVEO RADNLED 72012
Hwsd, Thefva I elicly, bit B CRELEAIA
N, FXEFALPICT LI E R KRDPLBEDSTETH 5.

BROCHEIRERIC L DTS X £ AM1, AM2 F5ER
By5., KNLBER F 2 lTOL) ICEHRT 5.

(1,2) z>ynk&
(z,1) z<yDE&
(2,2) z=yDLE

f(Bi, B;j) = (to, 1) =

ATEAFENZ P VD bit BRITHD, ZOFTTOALLE
N7 P VOBFEICHIE L7 Table 3BT 5. TN ERET
FE R T CATHALIZ re-encrypt & mix %2479 [1]. AHNZH5
(L ENTRTRABI LT (Ey (fo), By (1)) DARD 5. Kk
DH I % Destributed decryption 12 & W EHF T 5. TD Mix
and match TOEEIXETHRIETRETH S.

3.4 Protocol

Initialization: AM1 & p,q,9 ¥ AB T 5. AM1, AM2
BHEMUET A, %8 X 208RFL, B2 Y %
REHT 5.

Registration: AfLE A (i€ {l,...,I}) BBTFO LI
BHEITH.

(1) AHlLE A SHERE 22D, AHZ Yy = ¢ (modp)
TEETA.

(2) y % AM1ICHY, 3 O g CB 280k @
HAFHDTER Vi o )

Vi = PK{(@) :4: = g"](mg),

BN A,
(3) AM1 i3 Vi, 3B LK, +—2 3y 8NE0%
e fic g v ENENAHTS.

Auction Setup: A —7 3 3 RSN L L X, AMI i
y7 (mod p) (i =1,...,I) & 'g" L3I AM1 ORI AH
T5. ST AML @G {y]} DIEFE L vy 7V LTRRAL, &
AME L OMEEHEE TS, 2750, BALER g = (¢7)
EFRHIELICLY, BRENTVWIIE2HRATES.

Round setup:

(1) AM2 i bidding point K %#/AB L, #HEHE % 26H.
FRIASHIS L 72 AR/NLEL Table 2R LT AM1 0% 5,

(2) AMI1 E#5 T & 72 k/NEE Table 12 mix and
match 77 = v 7iZiff> T mix & re-encrypt #ftiL, AM2
125,

(3) AM2 IZFHBEIC mix & re-encrypt % Hi 7.

(4) AM2id, s€r Z, %228 s #4RKL g™ (mod p)
% g  AHCWCEE TS, FHICT = (3:7)° (mod p) % yf %
HWCEEL, A0+ —rvarFrybheTsh IDgek
T: = (1")° (mod p) (i =1,...,I) & AM2 OEBRKICAH
T 5.

Bidding: A#L# A; 13, AtLENZ PV EESE By (B:)
L, ELLBES{ELIE ) T L niEH

Vi = PK[(a) : G = g* A M/m = y*](m)

%387 %. (ID1,,E(B:),V;,,Vai),(k=1,... ,K) & AfLIE
HELTAM2 10D, AM2 BCHEEBTHRICAETS. &
AEIL (g™)% 25TETHI LN TELLODELDF—7
TavFry b T ERRETAILNTEL. £, Vel A
Na=z; OEEHoTWVEIEDIEHTHE. AM2 IEZD
Vai (6., 1) 25 NCHET2 2 LI L), BAALEOE Y
EHEND 5.

ARG ORE: AMEE ENE TOREAES HE
THIEICLY, ARMEL, HESN - ROESAILE, B
JUBRBALBEANEZRET S, AML, AM2 3Z#hET
DB AMLE H, = Ey(By) &, A#LE Ey(B;) % Mix and
match IZ X 2 KADAHEZIT, ZOKRE (to,t1) WLV EST
LA EEFET 5.

(By, By (B)) (to,t1) =(1,2) DL

(Cp,Hp) = $ (B, Ey(By)) (to,t1) = (2,1) D& &
(Ba, Ey(Bi)) (to,t1) = (2,2) DL &
AM1, AM2 i Distributed ElGamal decryption {2 & 1), 8

FYLIEVRESTFDAEESTLTAET 5.

Winner Decision: 4 (IDT‘,E(BI-),V}, Vai) %% Winning
bid &% o728 F 5. AM2 BENEETRET 72012, AM1
KT R y" & =BT A LB TILENHL, 22T
AM2 RHERNES Va; U TO LY IZERT S

Vaj = PK[(a) : T5 = (y;")*)](mr),

Va; BEU(T,y;,7,Cp, Vay) AT ALY, EHLED
EUHAHETOHERT LI ENTETHS. /2, TOFAT
MHTAML BENELRETH I LW TETHS.

—172—



Winner Announcement: FfLERENE, AM1 D ADTERL
EERETHILYEETHS. T2, BB (rs) i3t —2 3
YIEWREEESNL D, A= a VEOANEOWNIEEH
WL ZEIERTEETH D,

3.5 REALEOME

®EAMLEL, ElGamal BE5{LIC L WHE SR, AM1, AM2
DREFEP R VR SIE, L0 entity bBEEALBIIOWTOE
WEBLIENTEL, 72720, AMLELESALESSL
VIEE ((s,t) = (2,2)), TDOALER, BOOAMBEERSA
HEDPELWI LD bHS, 275, ThizRBALFRO%
REENV—NICEBDDOTHY, FBELEIZS 2\,

3.6 /ABBMRAEAIAE

REAOBRENHEZ, £FHIC mix and match 77 = v
ZIENfTbha, T TOEBRTXTABRIETETH Y,
HETORITH I EHTRETH S,

3.7 i W *

ALEVPARIELRMEE AL L7234, mix and match @ Table
Ry FTHIARRODL LV, ShERETAZ LT
&, EratzsnD.

3.8 ZOBOEREHICOVT

ATy Yat—ria ilBVTROONLEREL LT
T ()~ &) 09 b, (1) AMLOBEMDSOEE TR, @
SOHR[) DBREFOTIZIHCILNTES. Lz
T, AHFRTH AM1, AM2 OEFEFZVRY, (a)~(k) OE
REM-TZEDTES.

3.9 % = #

ATy vat—ra v OBBREICBOTEEL L DI,
AMEBORERLBEEYBOTILTH S, 207120, XF
RTRANEOBERE, SHERELEDS 720K AHMED bit Flo
B& KL, 2K B bidding point T3 & H L TWwab.
AMBO—EDANLS ) OBERE, OK) ThY, SHER
b O(K) Th%. 72721, bidding point D% % 2 NiX+5
ThorEEXD. £z, AM OBEE, FHEETHLY, EE
B2 OK) ThY, sHEEIEZ 00K &ns. 1275L, 772
T a Y CHEE 25 bidding point 3£ T 22X BETH 5.

4. ¥ & B

AT, Mix and match 77 = v 7 T, fCHEALL
HREWA A VYT Yy daF—2rar 7O balEREL
7o BEFRTE, A ¥ Uy iat—rrarickoons
PR LoD, BEALEOHE, BLUEBELHZL
Twa, £72, AMLOBEMEICELTE, ALEOBE, 8
BEEEAMZ DI EHFTET,

GROBEL LT, AM OFER L, MEROEHLERS T
ZEPLETHD.
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