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Abstract

In this paper, we discuss the framework of anonymous communication protocols. First, we de-
fine the framework and then consider the basic operations commonly found in some anonymous
protocols. Furthermore, by describing such protocols with the basic operations, we show that our
framework can specify how the protocols provide anonymity. This also implies that in our frame-
work we can evaluate and classify such protocols. Finally we discuss the appropriateness of the
framework.
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10 end
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15 end
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4 end /* line 17 */

45 endif /* line 6, 10, 16 */
46 . return(M)

47  end;
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