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Framework of Anonymous Communication Protocols
Shigeki KITAZAWA* Masakazu SOSHI* Atsuko MIYAJI*

*School of Information Science, Japan Advanced Institute of Science and Technology,
1-1 Asahidai, Tatsunokuchi, Nomi, Ishikawa 923-1292, JAPAN

Abstract ) N

So far many researchers have vigorously proposed anonymous communication protocols. for
electronic vote and electronic commerce. They have devised various schemes to provide
anonymity of a message sender and a receiver. However, although the proposed schemes
are different in protocol details, we can observe that they ‘share certain similarities essen-
tially.

In this paper, we propose a framework of anonymous communication protocols paying at-
tention to such similarities. The framework gives us criteria and means to evaluate and
classify the protocols to achieve users’ anonymity.

1 iRCeIc : ~ TEEBEME LEERET.

;v M7= 2 BELEDL-FOELERME FFETE, DL ZBR»OERERET
BT TANT R RET B0, s OBfgers B MFIVERBTELODTL—27 =27 12%4
fIbNTERL, 2 3,5,4,6. ThbnpRit, FRTd IDIILTV-LT7-s%2EIHTL
FREFIHTIRESN 7O baLTh b, WKLo TEETHLI-ELERFE 7T baND
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H1: — %Xy - VEE

2 EgRE7OMILVOEFIVE
2.1 EfF
29, DTOXIICEETS.

1ZI—4 1 BEAETV AR LARE RS
T 5L—

LARH r A P -9 B TEENBRV
BRI RS —Y :
I-Yzx> b A 2—FORDYICERBOBEE:

79 70t A, KFETREL—FIZ2E0D
EONIT—T 2V FBFETELIDLT S
MIEE S, BEE R HHEEY 7 EIzBW
T, BEEBEEZRE, XET22-VH L
Br—Yrv bRy, LFL, RS-
TIDDE SR, RBFODIN—TETDAY
NWEERL, AvkE—UbFOTN—FTRA Y
NREBI7a—FEFy A Ehbdbnets

PDlog#zdiiTare, —BRNEZERARD
Aye—UHRIE (S, R, I,r, V) LEHRTHZ L
HTEL, AvbE—VRBELCBVWT, IPbric
B 5 ECTOMICEROBHE, — F2AT5Z LAF
HBEM, ZDLE, S, RZBEEEEINLLD
D, I, r, VIIEEELEZW, DEEFLOT—
B ZEENEF VI, M1THEZ6NE, ZC
T, AiBIU A, FFEnFhf=2—%, LA
Ry T AL~V NThHB, T, 2—
Frr—-V v M EEDYTERE LA,
2.2 EBBETORIVOEFI

REL T, EROBEREF 7T FINOEK
B % ()Proxy, (2) ZV—78EE (M2 D24T
HoHEEZL, Tibb, Proxy #FIH LES
SEETOPINTE, A2V IZ—FAv -
FPHEBLUARFIELOTIZZ L, BEBEIC
Bk (Proxy) ZBIEBRICLVAKRY FIT%5
LT, A=V ERETELRNL)ILT S,
F7, FV—TEEICLBAEL T O NTIZE

Mt M2 M3 M4
@- —@- [ Responder)
- Ms [7 Ms M :

Responder group

Initiator group

K 2: Proxy & %xt&#E

S BEOHFEEZFMTAZ LICL o TERME
EHLTWA, INL 200WAIIMILTEY,
BEWRHASHELZ LIZL > TELMKZMH L
EELILITRTHSL. 2y NI 7EEILB
WTEZLNIBERNRE, ) I1=vI-5DL
ARYFITHERYE, 2=V —-50DE
BRA - VBT AERAME, 3) VAR
YDA YT —F T AERME, (4) VAR
YT DOER R v - VRRE I ERY, 2
»h, BRBEREOSObaMICEhIRLD
b1 ERLTHETS.

2.8 Ayvt—IWR
RRDOBLBEEFRICBIT Ay - M i
ADWRTETZENTES,

M = (S, R, PI, Pr, PV)

T, S, RIIZDA v -V REERE, T
FTHEL—FHbWREL—Tzr hThbE. T,
PI, Pr, PV RN T A—-F2RLTW
A, Ihbit, FREFENRI, r, VICBITBEERED
EHMER L oo E A v e — Y DEEETREYE
RIEBETHELERT A7ONERTH S,
R85 A — 5 ZEBERBE T ban
ko THARER LS (R 1). H20FRHIZE
neEN, sid FFEEYy Y aryTEIZEINEL N
5ty ¥ ariID, mid 24 DX v —JIcxt
BT 52 vE—VID, cid ZBRIRERICBWTI
DDA Y=V LTEY B THNREHEEID,
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ExEETA PI ~ Pr PV

Proxy sid r v

MIX [1], E(mizy, E(--+

Onion [6] ) E(r, V)))

Crowds [5] Path ID romid |V
. Group ID,

A= (3] mid E(k)|Ex(V)

H#E- Group ID,

BAFR [2) mid r v

Cyclic route,
BRIRAERR [4) cid E/Cfield | V

R L RBHRNST A

EEAEHN EREEHR
Xy e—UWR | S, B I, n V)| (5 R PI, Pr, PV)
A, Ar R EWZINA,
HEEAR Ar, Ar 258k | Proxy 7V —7E1E
ko TERMEEZER >
£ 2 BEBEEHANELELBEHRNOLE

VIRV 2L ORI BRLI A P o&EEE
FLTW3,

—fEH R X v - PBBEFRO A v - VR
EHBTHER DI TR S,

2.4 EREERH

ZOHTIE, BFOBEABEHFNLREETS
2D, FFETRET A IV —LT 7128}
BTy bOBEIIOWTHER TS, 207
DIZ, FRLAEAY =T F A T2 L D ROZEE
FTEEEL, BEE DA v E—VEERTHE
GEEERF2EAT S,

BREE nbavtor—Yzy MdeE
LicAv =TV MEEDLHICMEELTLDON
%, FI—TVz v PRy -V EEZE LKA
TH o TWBRAIC L o THIFL 21 % & %2
W, BEFETIR, -V MEEDIREER DB,
LTV MFRELLEAYE—VDF—FR—

o V) EERLZVESRE - DY bFET S S
Lhd2N, BELEROBRR L IENRTHEOHNLL

ADBg: L=V xz ¥ MEEELAE Ay -V DT
FR=ADE I BF—IR—=ABEENTY
LEMCRHAT S, ThHDF— I R—ADEFR
BAVE=TDIALTTHITFONIZT—F =R
THb, BEBPZETEAvE—-VDIA T
(Typel) 1 =YL= F P LL—Yz Y FADAY
t—, (Type2) T—V ¥ b=V xr}
ANDX Y=Y, (Type3) T—J =z +hHLA
RYF~DAy =Y, (Typed) LARY F7b
I—TzY DAy E—Y, (Types) T—Vx
YEPBATI—INDRAyE—-T, D5OT
Ha., DLEOHERCETE, BRFEUTDLS
Ezohs,

DBy, DBy, DBy, DB,4, DBgs € DBy

DBy, DBre, DBy3, DBy, DB,5.€ DB,

mi L=V MERE LAy -

type(m): /LI AV -V DF4T%21, 2, 3,
4, 5 THIIT 5K

M: T—=T Y bPPHNTE A v -V 0EE

Messages: M D&EAH

function F (m);

1
2  begin
3 Messages« ()
4 z « type(m)
5 DBy + DBy + {m}
6 if (z=1||z =4) then /* line:12, 50 */
7 begin
8 M « fa(m, Key, DB,, DB,)
9 Messages<—Messages+{M}
10 DBgy «— DBgy + {M}
11 end ' ‘
12 else if (z =2) then
13 begin
14 if gao(m, Key, DBy, DB,) then
15 begin
16 if gs(m, Key, DBy, DB,) then
17 begin .
18 M f{2,3}(m: Key, DB, DBr)
19 Messages«—Messages+{M}
20 DByey, 53} + DByga, 53y + {M}
21 end
22 else if gs(m, Key, DB,, DB,) then
23 begin .
24 M fia,53(m, Key, DB,, DB;)
25 . Messages«+Messages+{M}
26 DB{aZ,sS} - DB{32,35} +{M
27 end o
28 else
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29 begin i
30 - M.+ fa(m, Key, DB,, DB;)
31 Messages«Messages+{M}
32 DBy «+ DBy + {M}
33 - end
34 endif /* line:16, 22, 28 */
35 end /* line:15 */
36 else if gg(m, Key, DBy, DB,) then
37 begin '
38 M — fa(m, Key, DBy, DB,)
39 . Messages«—Messages+{M}
40 DBg3 «— DBz + {M}
41 end
42 else if gs(m, Key, DBy, DB,) then
43 begin
4 M « fs(m, Key, DBy, DB,)
45 Messages«<Messages+{M}
46 DBgs — DBg5 + {M}
47 end
48 endif /* line:14, 36, 42 */
49 end /* line:13 */
50 endif /* line:12, 50 */
51 return (Messages)

52 end;

ZZT, 20fTHDRRIL, Type2 DHEFEA Y
—I% DBy ~, Typed DEEAVE—-V%
DBg ~NZFNEFNMAHMEEZRL TV, 2647
HbFHETH 5.

gz(m, Key, DB, DB,) (z = 2, 3, 5) I3ZfE A v
=V m T AR ERICEDERITH LT
EETHODPE, ZREI-—TVzV OFoTw5
WRBIC X - THIT 2B Cd Y, EHIEE true
720 false TH B, AEORF 2z Iz —-Vx
FERETEAYE-VDI AL TEELTVES,

fz(m, Key, DBg, DB,) (z=2,3,5) dm D%
ATEZBLALEDI -V FOREP SR
DERIZEBTEODA v -V 2 ERT 5
BChb, AvE—-—TV0EFiEIELDOTT N
VOHRBIZLYRESI NS,

Mg, BLUBE f, D518 TH % Key i1 %
DI—Txy MPIEHETIEB bR EESEDNE
ArRLTVE., Tho0@EA vy E—VEHED
BE b ERICbHVONED, TR r ZEBLIC
LG A nBaBEARICBWTTF -y 2 EET
ELPEPTHSETH LD EHIDDL L X2
RAwbhd, 2B, FFRTIZT NS DEOB%
TR EWZOWTIEER Lz,

Fh, Mg, BIUBMK f -V b
DIRRE (DBs, DB,) WX T AEIEHAEBLIZS %
WET A, Tihbb, Ave—V0EKIEFEI L
HAHIEROERIIEL 2V, ‘

TATERS 1LTEOMIEIE, -T2y baF
rERRIPSAVE—UEZE L L XONE
THb, 12121, REHKX T Typel, Typed ®
Ay e—TeRELIEE, -V Mo
EEANRDA Yy L —DVREFTEHI LB LTY
BVOT, %3 Type2 DEE AV -V EHEH
T5.

1317E2S QFTEOREIE, 2vE—VD
RELFL-—V2r 1 ThHEAvE-—VEZEL
L EORBTHE, SOLE, T—TJ v
ERLES A Y-V 1 71k Type2, Types,
Typeh M3 ¥4 T TH5A.

174TE» 5 21 178 Type2 & Typed D 4 v
=TS A TEERICERTA L) REETER
TWwa. FARRIC 23 1TE 25 2747B T, Type2
L Typed DA ve—V % 4 71T 20BTH 5.

5147H T, 1 EORET F(m) 2SHHT 5
ETAY -V BBORVEL LTGET. 7277
L, Messages= () ThozHAIclE, =—Vz ¥
FOIREEZER T B, FOERIDAYE—D
BB LWV,

3 BEAROR

ZOETH, BMFEOBZEEAFADI L, &
(o7 avERREUHE-BEFK 2] 1o
W, BEIL—AT =20k BEFMLE ST
FIANDRBETH. FOMDOELEBERE ST b
VIZELTR, #EREFRZEHT L2 L TR
BYPEEZTH 5. H LA FRICE T 25801350
B [2] ZBEEN, :

3.1 #bﬂxﬁﬁ%?»’
HEBEFRBUTOL I ICEFT VTS

LACEB, PILLTE, ZV—7ID(G,) &

Ay E—YID(mid) w5, 7, HFEBE
FRTR VAR FHPEATH 2HEDELMIE
BWODT, PridEilrThs, PV ELTHE, A
VI —%, VARVIPERTLREASV,
VE VERCOPIGBLIZOET A D&k

—152—




AVERVEL.,
3.2 HL-MAFRXEFILOR
g2, g3, g5 FUTDI)IZERTE S,

g2 FELI2m D PV FEZH 2D LETHE &
TAVIDEETHHLEICHIRS

g3 REL7=m DO PV HFEZEK1THELS X
YIDEETHYDPD DBy CRELTH S
AvEe—TDOW, PIOAytE—VIDS%EL
WA =T DET AV VEETEL oL
RICHEILR B,

g5t FRELIm D PIIC, DB IZREELTH D
AvE—VIDHFEEN, POPVICET R
YEMEINTWEWEEICHEKCE S

7, fa i fs RUTFOX ) ICEHTE S,

fo i L OWAR, ABENIZAvEe—VDS4
ZAMESUE - Y/ -
Typel DA vt — V2 SELIHE

f2((Iv Ay Iy, V)a
Key, DB, DB,.)
(A[, Aj, ,(GA, mid), 7, V1)
{(AIa Aka (GA7 mZd)a Ty Vg)

72U, G, kZTN—TID DGy TH DL~
FOmPLEEAICRIEINS, TV BX
UV ld, VanaslLTIEE:2 vy 70
L7k, BIEBIC2DEENLT 20 b
BEHEERLTVE,

Typed DA v -V 2 ZELIBE

fa((r, Ay, (G4, mid), r, V),
Key, DB, DB,.)
= (4, Gy, (G4, mid), r, V')

Type2 DA v £ — Uk SE LI HE

f2o((Aa, Ap, (Ga, mid), r, V;),
Key, DBy, DB,)
ViDEZEEK1DOL &
- = (4, Ay, (G4, mid), 7, V;))
ViDEFREN2DL &

_ ,(Aﬁ, A-r, (GA, mzd), Ty Vh)
- { (Aﬂ, A, (G4, mid), 7, V; — {Vh})
ViDBERBHIU LD L &
(Ag, Ay, (G4, mid), r, V3)
= { (Ap, Ay, (Ga, mid), 1, V3)
(Ag, Am, (Ga, mid), T, Vq)

TIT, Au, Ap BENENDBL-V
MEBEDREHEZEME VI BRTHY
TWVa, LbmiEZV—7ID % G4 TH 2
L—F DR LEELIGRIINS, V3 B
Vi, ZELAEZ AV VLSV, 25,
A ZHEBET A DV, BRWIBY R EE
Bl2BE L7 A YOEEEET.

fa: TV—=TGy KRBT HEBDT—-T 2
FrbEONTRIznSEENAvE—T
VeVi((=1lmn)hoR0xv b=V
ZETL, VARVFREDA v — VR ERK
f3((Aa; Ar, (G4, mid), r, V;), Key, DBy, DB,.)
= (4, r, (G4, mid), v, V)

fs : VAR ERLIV—THIZTO— FE v 2
FERLEAYE-TVEZEL, f=VvT—%
DAY -V RER
Fs((ry Ar, (Ga, mid), T, V,)a Key, DB;, DB,)
= (A[, I, (GA, mid), r, V’)

4 ER

CCTE, RELCEABEFRNCETST L
—AT—=2k, EOREBIIOVTOHEREIT.
4.1 ERFEEH F(m)

ELEEEH F(m) 12, BEERT %72 F v
CRETEEH g, LREA V-V ETITRE
Aye—U%WNT5HE f, THBEERS, K
BT, IS 200RBEROEIZOWTEE
T5, '

4.1.1 F%¥g, ,

B ge (z=2,8,6) 1%, BELAyE—
VL=V FOFEORENLS, KDA v E—
VREEOEREHET D, koT, Avk—
DIEERFIC g3(CRDRBEEMS VAR FTH B &
HIWTT 2 B80) BEICRBAT 9 THIRL LD
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1A T AL, FOBLBERFRNICBITS
Avb—VEETREMEZERT L. B, EE
BEIZ g5 (RDIEED A =V T— 5 ThH 5 LHITT
L) AR LD LRRLT 2 2E2T,
HEFRIF LTS =V — % OELEETH-E:
BEDA Y- VRETREEHET S Z LAT
&5, ‘

4.1.2. B f, o

M fo (z=2,3,5) &, FELLAYE-
JEL— T2y FOEOREDNS, RDA Y-
VEEXENDA v -V RERTIEETH S,
XoT, FENEST A= 2HBATIOLZD
MEOBEETH B DT, 411 THRNIA v E—
VEREW R MR RE RS L O 428 TR 5
B D ESEET 5.

33 Ay =V DRERIT A —F LT~
v VOEOREYHVWTEBDOLAEY ¥ %
HETAEEE R TWA, FRIC, f il
Y-y RRETHHENH B, -
4.2 Egi4
CBHFOEEPOSPE LI, HEBEIR
BT g3(m, Key, DBy, DB,) WEIZZ o7 L &%
DFEEIEBILVARVFIHLTAy -V %
EBHIENTEL., ZOAyE—JVREEK f 12
LoTERSNS, TheEwgz 5L (DB, DB,)
OREILHLI—Vzy MIAVvE—T%BEE
VAR FIELREA v -V RHRTEL L
By i s v, ThFLARY SOESR
BRI B EEF (TF&EH) 2R LTS, 4
VI DELAEICOVTHAKTH S,
4.3 BfE7O0MINOHE

KREHRNEHVTE ITETRFOESR
BETIPNINVESBELZONH ITHS, K3
2B T, multicast, broadcast 1T FNFhI: k-
BAFR, HihHFNERL TS,

5 T

KHFR T, MEOELERE ST Farn 2
DO L 74K, Proxy & Z V—TEBEICER
L, BEgBESubarziddsion7 L—
B — 7 RRELS. F7, BEFNEHOVTE

Proxy- Group communication

Crowds

Broadcast
MIX, Onion :

Cyclic route

M 3: BEFERERE O

FOBLZBE O aVEERTAILIZINE
G EDLNEBEDFBEIIOVTERELL. &
WEDEFNMELERTEFOES#EE T b a
VEIRT B LICX ) 70 b 3 VvESY: % FFHE,
DETAILDTRE ol Bk, BE
BE7OPaNE LDFMICERTEL LT
HI LT, BEOTT A NORRREH LW
FaVOBERICFIATAZ LW TE S,

SE Ak
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