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s T R R R TR R TR
BR7NVTUXLEZDEH
TR TN RSB
B 5 B W N O & B
B B Bt OB M EM F o A F
Zy: Zy o p EEVKEBBYOES (=
1L % 2 % &

BRESERE, ABBRES OLALIK, 01%
BYGRZEIC, BRRRELLT TEL. REAK
DRPD 5O ITEECKEEERIC, T, A
BES, T4 VFNBEHLOREOHKESH
R CRERBIRFATRE SR UELR S &, # LW
MBLUZ OEBEN, Fix LBEILTVAS.
BRI, ARALOWHERECEREIN I E
BECESSAHMBRSICEATIIWELEAT
»5.

AHRX TR, choDd b, ABEBREES LT 4
VaEL 3. EE), BUEK @ BB, B
LUEMMR 6. BEi) o0 T#®RT 3.

REHOMA LB B0 - 0h, @b
SREB IR L RS e OB HEH S iy
BRI 1910, BFCEXHBICH § 5 et
HHINT 4 V£ VEL®, collision free TH
BLEMNIEH I NIy ¥ B8, WESH
B E, Bk EF—< RO KB E
BL, ¥R RTBEARBBSEFOBL LA
ERUTOEINE, 20TH5.

2. DFBYROERIER

2.1 & % :
AWTR, UTomEE2AVEb0ET 5.
PriME : R OES

acrA: L5 A hOoERES VA LITES
Zr: ODIE p R OBRKOES (=Z/p2)

Y Applications ot Modern Cryptology by Kaoru KUROSAWA
(Department of Electrical and Electronics Engineering Tokyo
Institute of Technology), Atsushi FUJIOKA (NTT Network
Information Systems Laboratories) and Atsuko MIYAJI
(Matsushita Electric Industrial Co. Ltd. Communication
Systems Reserch Laboratory).

1t BRIERFTEEBRR - BFLEH
111 NTT HEREEHp e
T RTRBRERGR)
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(ZIpZ)*)

lal: a Dy b E

[a]: a ITOERKDEK

[a]l: a 2o/ o'

alb:a i3 b 2EDYB

GCD (@, b): a & b DFEKRAKK

LCM (a, b): a & b OB/NME

o(z): = @ Euler BV

A(x): z @ Carmichael BI¥"

i, z=pq(p, q=PRIME) D& %13,

plz)=(p—1)g—1)

Az)=LCM(p—1, q—1)
ThaHTEicERINI.

2.2 B -EE
[7znv=—0FEHE] pEHFEWELTS.
EEOEY acZ, Tt L,

a’'mod p=1
MRILT 5.
£H 2.1 FEOEHK mtkd 3 Carmichael B§
¥id, DTFokIcERBING. B m 8 m=
2%0p1 %1 ppr (J272 0, p1, o pr BEWICRENR S
BREREETE) OXHICHESIBINE L &,

A(m)=LCM(A(2%), @(p1%), -, p(pr°r))

2871 f ¢ <3

ﬂ(zt)z{zw if £>3
ELTtEALNB.
EFE 2.1 $XTOaseZ} ITHLT,

a*™=1 (mod m)
DSERILT 5.

2.3 HEELCRHE
[RRB ]

bq BREREL, n=pq LT 5. poq b n
REHEABHTABICKRD 2 E8TES. Lk
L, 7 25 p g 2RO BEERISHEAEM TR

0TIz
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Bz, LIELELSRTNS.
[HE B B ]

PEFEY, gh modp ilBFBREBERBETS.
T5L, EROY(I<y<p) it Ldpz 2(0<x<
1) BEEL,

y=4¢" mod p (1)
LETB. T, (g y) 5z 2RDBHE
PHBEHEEE VY. CoBELSENEMT
BTN EELELLRTVS.

#

3. REHMSE - BEIBEEICED (AR
Sk '

3.1 KB5S BEOFRE

TR, KT T XA OE SIS
THBEREF =2 ) 74 ORFHIT D0 TEEH
TSR T B,

CCTERINZFRE, #ELFFR -BESH
RBEFRDO=ZD2THS. choiFédlg,
TZABA# S (public key system)] &IFIE h 5 F
HICESNTW0 3. BENICE, REMOE - 8
BB L E A LN, -, WEE
(secret key) SK > 5 /0B (public key) PK #*{g
K33 copkx, PK »5 SK %2k 2[E
0, RERPSREETH >0, BEBIRNET
Holed 3. 2UT, PK #EHDDABERE L
TARBEL, SK 2B DABH->THWAEELT
WEICLTEBL.

{GpEg) SK
{2 B#) PK

3.1.1 @#EHEFAN

BECBYIBROVEREEETIRIEE
RERBERIEETHS. i, Biiic, ®%EZ
EREBVUEORELETIC L TERTS
5. bbb, # K 2ZHFLTVWAZEZ0MT
3, EZRESLER, DEESIEREL, EX
M ERE C %,

C=EM, K)

M=D(C, K)
DESIEBRT B EiIckD, BEEE|
EBTE B,

UL ULEHS, CCTHEETANEEAR, BSE
BRITOBICRERICREERE LTV ALREND
532LTHB. Thbb, BEBERTH DHIC
B, TALLOFERTROKEEZERLEZTNIT

b

ZTH ¢
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n i

[A4-R 44N

CLCTHmT VT YR 623 FHTEC L
XY, BECBOVTROEFENERTE2HE
DRINTVS. ThERIEHR (key distribu-
tion system) &1>5 %,

WE, REE  -ZEHEVLDIEINTHOME
# SK: WIS T50E PKi 2b-T03H0
ET2.20EE,HBETVT YL HiTk- T,

K=H(PK,, SK»)
K=H(PK,, SK))
ELUTHE K ZERTEZ X,

3.1.2 EEB5 F X

RORLEEFRNTREZER L TITONIESE
B, REL -ZEHLDCA—0BBZEZH VA
TR gl 25 R, (secret key cryptosystem)] 1€ &
BHDTH- 7, CCTRRBBEEHFRR, =
NERERIRBFANTH B

W, BEEEERFH LCZEZIUER SK
Extind 2/A0B% PK 2/ L, ABBEE S5
DOBEZ{82 (encryption key) &9 5.

RIEZR, EX M EZEBDOLNHE PK &b
DRESX C 2ER LT NERET 5.
(%54l C=E(M, PK)

ZEEZ, BaoNERE SK 2S5k (decryp-
tion key) & LTEEX C L M 2185,
[E=5] M=D(C, SK)

CoEE, BEX C R SK 283 ADAHM, #
BT&5.

3.1.3 28 k5 =R

FoREESHRNIE, EXBZEHBLTHE (£
ve—¥) REL (ER) 562 EnTER.
nNEFIFB Lo, 749 2 VEBEHR
(digital signature scheme) T&H 5%.

WE, BLEHRWERSK L6 5 AE PK
ZER U, ABERBLEZHSH OEZBRIEE (verifica-
tionkey) &3 5. TDEX, YAFLiCHEERE
e LUTHy ¥ 2B (hash function: EW7—
2RO T —2 KHEMTHEHY) BELEL
TWBbDETE (Th% hiz) &3 3).

BLER HIOUWMER SK 2BLZ/EKRE
(generation key) & ULTA v~V MHELEL
SEERLTM L S OXERIFET .
(BaAik] S=GHhM), SK)

BEEZR, RohTEhAve—Y M LBLX
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S, XLIBLEDONEE PK L LBZOEH

BE2F v 35

[B4#iE] OK/NG=V(h(M), S, PK)

(e, T YVRLVIE, BLShryk—
O MOELWEBLTH-7351E OK %, BH

SHBA v - MOEUNBELTREP- 12851

NG 2B 1T50DTH3).

CoEE, BELX S SK 2 A0HN, K

RTE5.

3.2 £ B #l
3.2.1 DH $itHHR
1976 48, Diffie & Hellman ASH #1353 25

KL bbb, AHBRSIRPLT V4

NEBLZEOWANBIDOEERINLDTHS. &K

AN, BHRC ORI TIREROES - BL

FRERTCERTEEp - 7208, BEBOIHREE

wESLHEMTEREOEVWEBEE RN CREL

TWa.

{241 perPrive, gerZy: FHE

[2—%] zE€rZp-1, y=¢*mod p

GrEg) =

CABEEDY v

ToEE, 22— Ara—y Bhgk ety

TEHETNTY)RL%eELDL (A —FAOUERE

Za, NBEEE ya, 2 — B OMERE x5, A

BE ys £T5).

{#HER] kas=(ys)*4 mod p
kBA=(yA)xB mod p
(k=Fkap=Fsa)

ZOTNTYXAICKD,
kstETcErC L1,

kas=(ys)*4=g*4"s=(ya)"s=kpa(mod p)

XOHLLTHA.

3.2.2 RSA gEEH

1978 42| Rivest, Shamir, Adleman O= AT X
> THREINLEFNONEBE S HRTHSY.

COFRRBRERBSBORES TE SV TE

D, BEITOELA, ROEANTHZ LW

BOBHY, EBOYRT LAPHEIEEICHASH

DDFH5. Fil, COFRNRBESHAE LT

573, T4 VENEBELTRELUTHBEATET

5.

{2 —+%] p, g=rPrIME, n=pq, k= A(n) (=LCM
(p—1,9—1)), esrZi, GCD (e, k)=1,

a—4 A-B ] T&®

BSERANOEH
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ed=1 (mod k) (ed=Fkt+1)
(iigmg) d (3723, £ @)
CABEEE) e, n
2 —% B OEX m i T 2R SLER, = —
¥ A ORS¢ cHTAEBMERIUTOL
BOTHB (CZTHOONARESL ESLE
Ba—% ADbDTH5).
[54{t] c=m°modn
[BEE1t) m=c?modn
AR AN
A =m=mt = (m*)'m=m (mod n)
X, FETATYXARR KD, 2% B RE
NmAEERLCEBREESRS (T, EH21
kb, m=1 (mod n) &85 EIKERINE
).
3.2.3 ElGamal FESA
Z 0%, 1984 4 ElGamal |3 DH #3tF 53K
2ERTHCEICXD, ABEERESHRLERT
X2 LARLEY. coFRR, BHECIHRE
ESSABBRES TR TH .
[z —%] perPrive, gerZ}: FHIER,
2ErZy-1, y=¢g% mod p
(p, q 13 DH @it FR L ARRICY 27 LT3k
BIREELTHIW).
GrEg) =«
CABRE) v 0, 2
Vg, 2—%F B hda—% A~NDEX m T
M AEBEEELD (LT, BEX%Rck
L, Bubname(t - E5(RRE32 - A0
bobd5).
[(BE1L] rErZp-1: ELEK
(c1, €2)
(9" mod p, y"m mod p)
[1EE1t] m=cs/ci” mod p
COREES(LESoT VT ) X s DEYHE,

c =

CE -~ TRENS.
3.2.4 ESIGN Z2£5FR
FRYDIBEBECESCERIET 4 VA VESL
FRTHD, RSA FRICHBE U THTEEETDH
B9 LichioT, ICH—FpkSHix CPU /¢
7 —DRBVSODETHTFICERANTH 5.
[=—+1] 2, q=r PRIME, p>q, n=p%q, k>3
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(RLER) P g
CABRE) A on
2—HF APy e—" mIIHTEELL s %

fEBR L, thZx—+ B lcXkEL, B ch%
RIETZ2HAEEZLD (ZZTAVWLONhZELAME
R/ BELBRTERIZL—FADLDTHSB). VE,
Ny v BEE M) &T5.
[(BaAk] zerZ}, &3

_ [ A(m)—(2* mod n)

w_[ 74 ]

L

s=z+ypg
[BgiE) 0<(s*—h(m)) mod n < 2217173
L5613,
g
0,
we pg=h(m)—(z* mod n)+ o
0<§ <pg < 2intis
ThD,
st—h(m)=(z+ypg)*—h(m)
=zt +kz*Yypg— h(m)

w
1P

=k k=1
=z*t—h(m)+kx i

=z*—h(m)+wpq
=zt —h(m)+ (h(m)—z*+8)=0
(mod n)
- T,
0< (s*— h(m)) mod n < 2%171/3

EILBEPLTHS.

3.2.5 DSA BL£HK

&I, TANVA OBEFEERKR (NIST) ik
DREINIT 1 V2 VELEHE (DSS) £TH
v (digital signature algorithm LFrX T 3),
ElGamal 24 FRAE2EA E LT 399, ElGamal
B, A v e—VicH LEEERSRSLZ LD
IRBBH>TeDICH L, ABHBOVEDTHS
g DAERZE/NE T BFHEICED T OREBR L
T3, 77bb, FHER (I p—-1) okbD
T, bt glglp—1) Eisd e ERAVEC LIC
X0, REE Z; oo g BERT IHSHLET
WHAZALCENTES. Chicky, g0l
BHEMNBR YU TIRMEI LTS, BLESE
BWLTHRZELNAIREL LS.
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[ —¥%] pErPrIME, gerPrIME (g|p—1), gEr
Z¥%: i3k g OFT, xErZg, y=¢~ mod p
(?, g 13 DH gdtFHX, ElGamal BSHXEH
BiCyRFaicdb@ e LTHIW).
(BBE@) =
(ABEEY v, 0, 0 ¢
WE, 2 —F AR vV mIEHTEIEL
X s ZER L, chrka—¥BickEL, B
NERIETZHDETS (CDLE, BLERS
BLBRIERI—FADBDERNWS). CCT,
Ny V2B E hx) 5.
[(BaAK] kerZy: B3
r=(g* mod p) mod q
t= (k" (h(m)+ zr)) mod q
s=(r, t)
[(BEZ®IE] r=(¢""*"'y"*" mod p) mod ¢
COBEZBIETNT Y RLEEFTT 5 &,
(gh(m)t—lyrt—l mod p)E(gh(m)t‘lgzrl—‘ mod p)
E(g(h(m)+xr)t—l mod P)
: =(¢* mod p)=7 (mod q)
LB TEHNS, TOBEHRNOELMMRLE &
n5.
3.2.6 ZoMhoKES - BRAK
Dk, BRI - BEESREEICESRE
HSEES « BEAFRICOVTHESR LD, VW
TIRIBNTE BRI Z ORL MBI & 12
STVARELSMTHAC ERFTHINTWEG
V. 7o & 203, RSA RS iCxtd 5 BRBSRLISL
OB SBRENEET b LB DTH
%. zhicst U, Rabin BESHR® 2, ZEINK
% (passive attack : Z\BHSE LRSS 3UH 5EIER
O5EIBHE) KCXIBRESERBIRER
ETHECEMEHINTVWEIHFANTHS. ¢
FREWEHT NI, RSAFRONBEE 2 1TRE
TEHOELTEAILN, TDESE, ZOEE(L
DT T Y X80T, AREn 2L U ZRRA
zt=c (mod n)
ORBETNT VXL ERS. b L, FHHNBEE
Tt LT, Rabin i@ T 57 0T ) XL 055
2EThiE, COBETANTYILERANT, A&
BB ERBSIET 2T ) ZLADBERT X 5.
U U, Rabin IR —&IKEETER. &0
SR ENH 5. Williams BB HRO 0B KIS F
R, BRESHE OBMEZFEE L, 2,
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—BEETELFRNTH 5.

7220, ERo&I BHRICBOT, ZEHHIK
BEICHT 2REBOEHENTE S C LT, Hi
BB (active attack : BE B X252 CTEX %
DOICEBHFINDEIRLDBHBIE) I
HUTHE, BETRWCEELERLTLES.
ZHHBRICH UEE TO OB RBICE LT
bEETHIEBTEHINTOEIHRNBIRER
NTHB W00, ¥RHFEIA OFE GENE
Y oMl > 2REE U, ERNTERER
HENTORZL.

F 7, BRI RICE S BLHFRE LTOng-
Schnorr-Shamir B35 2 243, Z R CloiEs
EBREINTEDY, CoFRicHT 2B
DR, EfEr 2L U ZEBMTREER

2%+ ky*=m (mod n)
DOEEXBRRBT VT ) XL ORRICDIEH -
TW3.

4. MEERBGROBLEABAOIEA
4.1 BLEBE

nbit DA (seed) % 2nbit |[CHRE T 2 e

FHEARBT AT YL g 22 LS. BX 2n
@ bit 73, 2T 2" WL HE. COEA%R
e TRZTD. —H, g oA, LPTHEL 2
BOH5E. COHEEE gus) TEZS. T5&,
lgn)l/|uzn] <27/22%=1/2" T H 2 5 5, g(un)
3 uzn OIFFICH IS EARIIE>TVE. T
T, EOLIREHEARHET T Y XL 2b-T
LTd, glun) & uem ZREIRTRERSE X, 9 %
(RS ERIC R SRELMAERSE] & X3
T, cokHg%, BCEUEMAERSE X5
CEitlLE? (g oHHR nbit XY EFIIZX
WHIT, 2nbit THEIMLERB. FHERK
3, glua) & wem 35 vFLEHELTERSO
5)21)‘
COLHW5 VA LEDIER X N 2 BUELK
3, EEOHIERMSRE T & 2 ABHEBREST
DA N —F LFEFIC & » ZelkDFfFe X
NIERREES SFRE) B S v & LB,
BREAH L EICHSh, BERESER O
ALY = DD >TW5. BEICHB
&, BUEBAERSRR, YHBERNIEEDOT T
BRshic®. Z ok, ReICRENED LR,

BSHERANOIEH
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BARRNC—F MR E WO IEEIC—BNIRED
TTHRTES, EVWHECAETHELTL
é23),24)‘

T T TR, BEHGRIIREICE S BUMEBAER
BEAMALKL D800, (i DHR 7 — -~
LTORUEK OBRED MO THE™.)

4.2 —erMERE

Y, —HAEER flz) BXUzhick b
9 hard core RFE b(x) BEHL LS. i1k,
—J7 BB LTid, TR 3D 2B Ran
AN
E# 4.1 DT ofMhZ2E-TEK f 2—HA
PEER &I 3.

. flr) BEA X »OBEAX~D1IN1EH

2. z b flz) ZHETAESHEABH T VT
Y X LDEET 5.

3. flz) b5 z BHHETIOBHE LY (FE
DH LR L THE T 2 HRNE HARR 7 v
TY) XAREELIY).

EH 4.2 UToRM2E74dE BOo 1
Ex2E3) %, BE¥ f @ hard core LIP3,

1. z 5 Blz) 23R 32 HARKM T v
) X LABEET 5.

2. flz) 5 Blz) 212 X v BHEKODH 3
P EROHERTHE T 2R L /AR 7 v
TY XAREELILD.

Blum & Micali i3, BELEHERS G(x) 0L
TOXSR—BHIBREEZRUL®. Gidnt v
b @D randomseed z AN E L, m=Qn) v b
ORUEKEHNITE2dDETSE. 2T, QM1
BEBOLERTH 5.

Zoc—Z

Ziv1—f(x:i)

bi—B(z:)

G(x)—bobi-+-bm-1
(1)

BIZT/R L/ RSARE S, 9778h b flz)=2°mod
nid, —HHEEBRTDHS (1, €) T parameterize
INTVWEOT, ERICR—FAkEROKE L
TEZLLIFIBLY, XOERICE, —FHrk
BROEOEM, LWVWIRETHA ). Ba)=
Isb(x) 13, RSA B5% o hard core Th 329, (H
U, Isb(z) 13 z OETARE » })

Lo G i, BUEHAERS 0N 2
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7o o, BBV, ko Bx) 273 RSA
%5 @ hard core iC8 3 D, EWV - HEERIT,
HE oA L BHT S BERNBALSR,
BOoBoO (BEGRHUREICESL) —HFA%E
PuICABES B hard core 2T GHERMIIC) B
BT Bh, BEAL Y MCIEE REITBNT, T
DR EHERIMEEICESEY TTOPH LR
LS.

4.3 BEECHBRMEEICE D CBLEH

4.3.1 WEEBRIED Hard Core
FICETHNIC, OFEYREDLUEBLTBC
S, 72T —0FHE (2.) kb, kEbBlRRK
s R RTASH

P~ V/2mod p=+1 (2)
rRoznE (L) rosesTRes (v
YFVDERE). SSI—HEARAAT, ROM
FEHE D .
i 4.1
1. y=¢"modp &9 5. ZDLE

Y )=y r-1r2 n0d
(P) Y mod p

:{1 if z=0mod 2
—1 if z=1mod 2

WD 3L,
2. o=l L EhD2ZDEXICEY, 5%
Ba BEEL,

y=a*mod p

EETD. CoLHy BEFER Z5TRL
y BEHIERR LT S

COMEL, 0 0,Y) oz DR FAE v b2
HREETbEE>TLE S,
T3 (R(2)DELEEHENSEETHETL
B, TR, z0EDPE Y P BELNDTH
59

RFE Bi(p, ¢, 2) ZUTOXIICEHLED.

0 if 0<z<(p—1)/2
BIU%g’xyzt,if(p—lﬂZSxSp—l

(2,9, 9) 5 Bi(p, 9, 2) ZRD B T X113, B
HEEEZE OLAREICE LW IR TS
5. KOEREICE, AT OEEMSEKRY IO,
FH 4.1 ¢ ZERICNIVEERETS. p—1
Ho>H 12+ OEED vy T L, Bi(p, g, z)
DEZELLZLZTANBEA57v (Fil)
MB@y) ZRET 5. 5 &, HEHKEELTEY

" & L

LS T EERL

200
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ZEAEM TROBRHT VT Y RABEET S

(e Y(poly(lpl) B EHhZ o 3). AEH

XD Bic, MEBOSEMEICE S BOEHE

RaRiE, —ROEREOH TR LI FETEKT

EZT LTS ST, COEROLEHREIELHE

¥itoT, ZCTRUTOLD M SERE LN

L&

EH 4.2 TRTOYICHL B (p g, x) DIEAE

ELRBZTANEA 57w (FiEg) MBy) %X

ET 3. T5&, BBEIBMEELHRNN CH

RTNT Y X ENBEET B,

4.2 yREHFELOL S, yOFEFTRE 2,

22 T B. THE,

MB(z1)=0, MB(z2)=1 %713, ZOFEBERD

3D,

GEHR)

BB D7, MBzi)=0 L LX5>. 2%,
zi=g*mod p (0<21<(p—1)/2)

ETB. KT, ¢PV=—1modp THZHD,
2r= — = g(p—l)/zgaf,__:g(JJ—l)/Z-H:l modp

DY ILD. TTT,
(p—D2L(p— D)2+ 2 <p—1

£y, XoT, MB(z2)=1 TH5%.

EH 4.2 DFEHOEMHE LT, modp OTFTE
FRERDZTNT ) XLBREICLE. Zh %k
RETTHIB LK S.

4.3.2 2xA1EX mod p OREFH

—fH9ic,

2+ ax+b=(x—x1)(x—x2) mod p
EL, 2ftax+b o 21, 22 O EDLHEE
A~

i@&3(%ﬂ%%~i@t%,

god(z?+ @bz +b, zP-V/2—1)

=c(x—z1) or c{x—x2)

2L, c3DBEH
(REER)
1 =1, (ﬂ):—l ,
(p) - L¥5e
2P D=1 Zpb/2o |

Thaho, e—xid 22 P—1 ORPTH Y,
x—z2 QR TIEO.

% 4.1 F%ix253=~1@&3

ged((x+r)2+alx+7r)+5, (x+r)(1"1>/2_ 1)
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=c(x—(x1+7)) or c(x— (z2+7)) (3)
{2kFERZ M BRUSEIRM T VT ) X
A}
stepl: r 235 V& AITES.
step2: R (3) oLELEFHES 5.
step3: £ OBERB—RATHIIT, K415
z, 22 b EFE L. £ TRINIE, stepl ~.
o7 Y XL, LEIOHROVELICDE,
R 12 THRIIT 5. BE, BEIOKRDKE LU THEDNS
bEk b,

Pl, co7na Y RLTXD, modp OFT
Dy DEFBRE, ZIRFER 2=y ORBIC XY
ROBCENTES.

4.3.3 £ 4.2 OEEMA

BARPITRES. =z O2HEERE

(z1222324)2=(1010)2
&9 5.

1. #E41LXYD, v OlEH 2 OB THE v
P BB ZOEBEA, m=0LbEF 5.

2. m=0LB0Ty BEHFEL. < 7T, Hif
DOTNT Y XL Ty OFFR»n, »’ 2L 35.
ZCT, A5 MB o3 EED T, MBy)=
0 L1BI1E3 %21 EEDS FEL2E8RK). 7

2E, n=9¢g%%:modp TH 3.

3. FEA41XYD, p OEEMORTMNE v b
2bEDB. COBE, z=1 LbLE B,

4. z2:=1 RXOTy REFHERER. 22T, N
=g7=9" modp EBL. TO N, FH
Fl 4.

5. FIHIOTANT Y XLT 01 OEFRAES &

H 3. UTRBIC 22, 21 & £ DT O bit %%3
LDBENTEA.
4.3.4 BOELBUERS
EHAIBLO—BHBRELD, BB
BIESSCEUEBERS Go.nlz) BEUTFTo7
NTYXALTHILNS.
Zo—x
Zi+1—¢%i mod p
b,«—{o if 0<x;<(p—1)/2
1 if (p—1)2<x:<p~1
Gep, () —bob1+-bm-1
C OB PELEARS 0ZeWR, DUTokaic
RIS,
b L, COBRPEHRERDRITOEEGE Un

BEESEBA~NOKBA
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ZRBTETNIT VR LNBH 15180, £0
Tud Y X LERNT, BOEKFEES R h
D 1bit 2 FRIT HENTES. T 1bit 5%
HWTExBE, COFRTAMTYVRLERNT, B
BOAMAE LB TV Y XA 2R TE 5 (F
H4.28H).

£ T, BEECSHBEISRE O NIL, T O
PEBRESZIERICS YL L2 BHNE2T250
tERAU SN 3.

5. BMICE D  ABRES

5.1 ¥ H # #

FE R EERIS, 1985 FiC MBI EICE S
B SICH VAT CUR 34), 42) BREX
N, BESBIKSHINE L IICK 1. TOR
HEESIERELoOBHEREHCTERS L
5DThH 5, REeMoBWITEZENHR LD
BB IC A TRtk oM BRI EIC T 5
BB TH B T8 HETHEE: (Index Caleulus) |
PEEBHTERVIENLSBAIKHEINS X
DL - fo. THRBETEEE] KD 0TR, g
INTNHA.

—F o &AM, 1986 FiIC KRR
STV BFEE CUR 40) BRRIN TV
T2V TI 37 ZBRBINV. COFEE%E
T, 191 FICRRPS R OREMEICETE
Mg - RSA BB 3R S e Uk 33). ©
NRBLogOlBERVTERSL, FRAL
@ RABIN B5E5 bRERKICEREINS.

C OETIIEMERICE S S EBoI BB~ —
2 DOABRERES ORARE EHAORNICONT

BB ZCTETABEREENERSNIER

b oDV TR~ S, BREL
O iR O DEAE, Fe (@ 1352 E0RK
pPOrE) ZqBOTEOOERKEL, a be
Fo % A+2T02+0 12 350L 45 & &,

{(z, v)EF;|y*=2"+ax+b} U {O}
EERIND. PUBINEEF) EE£T. ¢ZT0O
FEREAT, BHEERICBCABETICNES X
IWIENERINSG. ¢ B2d LR3I Dr
DOEAB X UM R OFEHRIC D W TIRITER 41),
51) 2B AN, ChitXky E(F) 3ERK
CRABICERTBRBICIRD, BRELERRICHE
B (EDLP) 2sE# &< 3. EDLP OF#h
WDV T, 37) IKRHIN T3S,
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5.2 | bi::]

FE R IC D < ABERE 512, AR& LB
BOS BRI IC S ABBR S IC BV TERKD
ek HihR otic, BRE L OFE: 2 Hihs
LoMEICHEESHI LT XD EHREINE. C
D& EERAEDOTO r RIBHEHER OTO 7 fEiC
SIS L, BEBRKOTD r REHET 2 DICH
WEEEEREAEE OB OT O r {52 E
THEDICHNB T EHNTES. KiCHHiRIcHE
SR AR S OR KK BB 2= ORMAMNT B
R 35)). DIF E: ’=z2*+azxtb % F, k58
‘INKEHMEE L, f(x)=2*tazx+b &L,
%7 PEE(F,) 28 nP=0 L1335/ NOEX
Hon) BREVREHTENLTE (R—2#L V1)
ETB. FhI'(F) BEXU P RYRFLANTL
B9 5.

e DH gftgmFx

AL B PRELETIEALEELS.
[BAEK] A BREBY zi 2B CNEREGRE
UTREL, E kT

Ya=zaP
ZEEL, E(Fy) Ot Ya Z0B#E UTABE Y
7T ANMICEET S, FRRICB SIERK 28 2HEH
RELUTHRIEL, EWF,) O Y 2AKEELT
AT ANCEETS.
(#EEF] ARABE7 74 vh 5 B OABE Vs
2W->T&CTE kT ‘

K4, 3=z4Yp=z4x8P
ZHETS RARICBRBAETY I VS A D
NBEEE Y4 Z->TETE kT

Kg,a=x8Y a=zpxsP
ZEET S A L B3 E(Fy) O Kaz=Ks.a
T@RELUTHETS.
e ElGamal g5 F=,
RIEE A BEX M 2%EE B KHBICHEE
TEBAEREZLSL. CCT M i3 EF,) oL
T 5.
[@ARK] ZiE% B BEEK 2 2B ChEH)
FRLELUTRREL, E kT

Yp=x3P
ZEME U EF) ot Ye 20B@ - UTLAE7 7
4 WICBET 5.
{ES1] 2EZE A QB r 280, E LT

Ci=rP

" O® &
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Cz=M+rYB
2HBL, =20 EF,) o (C, Co) #3%5.
[BEE1k] ZEEZBIR, HSOAMBEIWMER 28
ZHWT E kT

Cz—xBC1=M
ZHELEX M 25 3.

WICEL m % E(Fq) Ot M IR X& 55 E:
ZRRB, CCTEX m i3 0<m<I oB¥_ ET
5. EB¥EEO<R<g EBX51cES. 1L
i<k SBBE I CHUT Zni=mk+i LB X,
NE P EBBE LI EZDREEROVT 2n: %
Fq ottt s Fr o r—1 ROZHER K
SEE3. ZHLTELND Fq OLE Imi &
+5. TRbb, '

Zm,i= E:aip‘(oga;gp—l)
EREL, ch% F, EoZIHEK

Elain

i=0

TS X¥BCEIckD Fy O Eni 218 5.
Z LT f(&mi) B Fq OFFREIEBBND 11T
HUT Zmi=zm &L, TOD 2n ZRVTEX m
% E(Fy) O

M= (Zm, V f(Zm))
THicEE3. cpkx, Hic EF,) ot M o
z BB Im H 5, m=L(zn—1)k] LB LI
SDTOEX m #BEZ EBTES. TEER
D 1<i<k 135 i 1T UT f(&nm) (n=mk+i) D3
SEEFBC AR, B2 Y2 ThBT LD,
T DHFEIC K DD E(Fq) DIITHIE T & 120
MERIIE (12 THE T EMNFDB.

5.3 BEREZEOXFEL7FIITY AL
EHERICE S ABRBESS+OELTH S
LA TBIciY, ROFH 1 2T XOICEN
MR 2R T B LENH 5.
ZME L BEEEBON—2EL v P ORNESKE
RRKTENS.
2%y, BHEROTOEKIIK S LRETEHN
BRENHD. CODITE, EHEHR OO
BEGSRINIZR S, HBHER O ORI
ZRKD BT T Y XA E LTI 50)
BEONTVED, Thiddt DERTIL,
iz, &1 2 &S iR O
FHEEOmESTHOII.
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Menezes-Vanstone (3CHR 44)) 1378 OF5 ik ©

BRFEEREL TV 3.
[Menezes-Vanstone O]
stepl: E OEFHOBRE
Fy koK RE Mg

E: P4y=2°
EHS.
step2: JE R [ OBE
LEEOE MO Fu Lo ORI $EF:) %
AOWTEBILRD N, | BEFEROL &,

YE(Fu)=2'+1
THEAOND. T TROMBEAK & 2R TH
N3 LD BEE L 2RO, E(F2) 2R KM
B|EL, TOREBRP MBI EDTBER—R
R4 v ETB.

riEokS i F: LoBEREBHMRIE, B%
DWEDHRICER LT 2 {50t EMREHEICES &
WHRIEESD. BIER (supersingular) DEFEK
T $E(F21) D0 T 51) 2B I,
Bic L ol iR 2RV 5 & 2 £ A OFHE DS,
2z, y)=(2" y*+1) THZ OB HZ OFHER
BLIETTH, BREES HEELBED 3.

X 5T Menezes-Vanstone |33 m 24 [ this
E(F,) ot M icis 352 LB T3
— R FEOREL TV, B0y, X
m 3 Fq OFRLT 5. REE A BELK r 28U,
E LT Ci=rP & Co=rYs PHEL, CCox &
B 2(C) & m & DFE mkz(C) KD, C &
mkx(Ce) #%ET 5. ZEH B 13, WHEE xs
ZRWTE LT a3Ci=C: 2B LEX m %215
3. BHMBOTOF —2 4 X3, z,y BEEM
MBI DERK Fq OREI 02515, =
CTCEEF—42 2B & 272D, G oRbY
i, x BE 2(C) &y BEEEETIESZD O
YC) DFEDLE 5 b signy(Ch) 2XIET 5
TEHTES. ZOBEEER =(C) & sign(y
(C)) > G ZERLTHOEBTE LI
5.

Morain (3R 45)) B 51 ZHBR T 57DIC
Menezes-Vanstone & 3SR FEERRE LT
W5. :

[Morain ©FH:)
stepl: KE1K¥ » onE
step 2: W HEHER DT OB » OWE

SR~ OB
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DLW x, y THLUTROZDERE T LS
WEEY d 2RD0 5.
1. dp=22+dy? &135.
2. n={(x—2)*+dy*)/4 3 squarefree (EX D2
RTENEV) T, POKIUEKTEHNSG.
step 3: TLOMEMM n & 735 ¥ ik OB
BR& L oM, KEEH» =2 OKEE O
BERICIE2, &1 2B THHIREL /N
IBFBRLETERT 2i1CiT, KEPFEE 220
b5 EEOFERCOEICEBL, TOMEKM
n CTHOBHC IS MR 2K T 5 & 0 S HE:
TH5. step3 ICBF 25X oNTOMEED
Dk O M ic D it Deuring i X D B
FTINTNEB®D, ZHRICD W TXER 39) KL
{IRBXN TV A. Morain @5 & i3 Menezes-
Vanstone DFA DL HIC 25, UL BREFHE
WERICTES L0 DI TR

e EOABERES 2, LEOX D ICHER
T3 LR BIEENE S5 . & T AH1991
T 1 » T, Menezes-[fjA-Vanstone &iC X &
UWBE T v T ) 2 (MOV -reduction) 233248 X
N7z Gk 47)). MOV-reduction (3 EDLP %4
BRI 28 %2HEHAERBEREZHVTEREKD
BHEE—EL, DLPIcER UTRIET 2 HETH
3.2 TR 3D, BT HBHRINTV B,
T ORER, BHERIEEE1LICNAT, RokH
2EBELTIOCHRT I EBREL - T2
%t 2: MOV-reduction i€ & Y iEMth# E/Fq -
@ EDLP sz s s DLP 28 Fy /NI WK
kEEZEI NG

221758 A Utz Menezes-Vanstone 75 (4845
BREMOEEEZANTOA D LEE O 2 2k
X, 22T Koblitz GUHk 36)) 12 ORI %
BRI IEREERELTVWS. Zhidkdo
Menezes-Vanstone @5 #: %, stepl TRIEET
ROEOHB T L —221 I35 D2AL,
step2 TILIEMH2 AT LIICHB LEH
BTHs. PU—RBLTHBET EH 5, 2L
4) EOHENLIEOMOHETTEE L S F
BhdH 5.

chicxt LR G 43) BEHR E/F, |k
@ EDLP 3& A B HHERIIC X - TH DLP i«
FRANTOBEHEREREL TS, chidsk
Bk Fp LokAig E cofki EFp)=p &
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RBEMHMBRTHS. YT $EFD)=p 1255
MR DR IE DD & D 2R B.
[E#0F ]

stepl: p=1122+116+3 (b BEEK) LE3xh
DR ELEBORE

step2: jo=—2 % j-REHIC &2 F-AMT
12O D Bl ORERK

R MR, :
E: y*=2*+az+b, E:: y*=a"+ac’z+bc’
— 3j0 — 2j0 )
P_dn8—ﬁ’b—N%—jo(me)

DZOTHEALNS. CTTcld Fq OEEODF
HERRLTH 5.

step3: LOMEBKY p &I 2FEHIE ORE
EF,) hofl&ic—D O RS 27w X 2HY,
PX ZHET B & E, pX=0 ThhiZ
E(Fp)=p L1320, pX+0 THIZL $E(F;)=p
L7135,
step2 D J-AREEE LT Fo-RAMIC20 TR, X
Wk 51) 2 I N/, F /2 Morain OB Tl
Nfc kDK, SN OEEKE S OB
12T Deuring i€ & O —HICHRFTE I LT
5. FEoOLS SHENER TRIT OSBRI
DTEEOTBN—ZAR AL v Mgt b ENnHF]
HEidbb. ULhL Fu EoKHEgEEY, st
BOEBHEICTEZ LI DI TR,

5.4 BESIMtORKEHEBEANORR
—fRickE s T, 7 % O RIC KR E ISFIE
HEHEENORELERT S. CODEE
BLICEE L P E VI EEND B, £ TH
Mg cRmE oS EETH 2 BESNELE L
HETTE2EVWHCERANVT, v EOEMEZ
BREICTEEVIFEDERERIN T S CUR
38), 46)). HEHARIZEKL ORKR TH 3
5, —RICREY =2 ORI OARIC L TR
MRS 2ERTLICENTESE®. LD

Ba, BHiRI LIRS EIcEs. Co

2R T 5 &, Bl =2 ofUiilg oS
DEBSAEHRICIL 5.

6. & & He &

ERRESHERE, ¥ER2EICRE L Ta i
— KT, AVEa2—& YA T VADILENILD
M OERRAE SEMNILBNTEA TS, KikEy

H & 4
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