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A Method of Protecting Privacy by Suppressing the Amount of
Context Information

TATSUHITO UcHIDA,t MikiruMi SHIKIDAT? and Susumu KuNiruit3

Communication by mobile terminal has become popular because it removes the time and
place restrictions that are imposed by fixed terminals. In addition, diversification of the cir-
cumstances in which the receiving party receives a communication make it is difficult for the
caller to guess the receiving party’s circumstances, and the communication may become an
inappropriate intrusion on the receiver’s situation. With that background in mind, we are
doing research with context information that consists of the receiving party’s circumstances.
However, context information is personal information about the receiver, so there is a trade-off
between the effectiveness of the aid and the protection of privacy. Accordingly, it is difficult to
achieve both effective support in an environment of low awareness of privacy and protection of
privacy so that the problem of a disparity of information can occur at the same time. To cope
with that problem, we propose a privacy protection method that reduces the amount of the
context information within the system by clarifying what the context information is to support
and strengthening support for that. We have applied the proposed method to communication
in collaborative work. In this paper, we evaluate a system for providing media that has a high
probability of communication by adopting support materials that are incidental to situations.
The result of the evaluation experiment confirmed that amount of information was controlled
by these materials. And, we also confirmed support effect at the same as the related method.
Thus, we achieve both effective support using context information and protection of privacy.
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Fig.1 Class structure of collaboration.
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Table 1 Media weight to sender’s demand.
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Table 2 Media weight to recipient’s context.
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Table 3 Media weight to relation between context and
sender.
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Table 4 Example of calculating communication media.
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Table 5 The experiment method.
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Table 6 Five experimental system.
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Fig.2 Comparison between recipient’s choice media and

calculated media.
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Table 8 Change rate of sender’s media by method.
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