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Lifeline1 Lifeline2
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<<stereotype>> i create:Lifeline2
1:msg1() | var:Guard1

g
VU var:Guard2 AspectModel
I
4 1
—
alt <<stereotype>> TR {ordered} ) o
2:msg2() -~ 0..
[Guard1] 'U Message Notation
-name : String - variable : String
- source : String - proctype : String
- target : String
[Guard2] <<s;.ereot);pe>> - stereotype : String
:msg3() > -flagment : String
'U -guard : String
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active proctype A(X
| _—>chan!msg1;
[——>chan ? msg2;

S~

chan ! msg1;

}
\?ctive proctype B()}{

chan ? msg1;
chan ! msg2;
chan?msg1;

}

\_
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active proctype A(X
chan ! msg1;
Labell:

o
>0
)
=}
)
3
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Q
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Label2:
chan ! msg1;
Label3:

I

active proctype B(){
chan ? msg1;
Label4:
chan ! msg2;
Label5:
chan?msg1;
Label6:

I

U0 s4: 000000000O0OO0O0O0OLODOOO0O0O0On

Msg1i%/E

(p)

Msg2i%{S
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< pointcut>
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< pointcut>
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4 N
never { /0000000 0OO0OO0OOOO=*/

TO_init:

if

i1 p —> goto TO_S1
'p => goto TO_init

fi;

TO_S1:

if

i1 q —> goto TO_S2
'q => goto TO_S1

fi;

TO_S2:

if

it r => goto TO_S3
'r => goto TO_S2

fi;

TO_S3:

if

i1 s —> goto accept_all
s => goto TO_S3

fi;

accept_all:

skip

}
- /

PromelaO O O0OOOOO0OOOOOOOOODOODO

Os60054000000000000000O0O0O0DOO0ODOODO

5.3.3 STEP3 UUUOUOOODODO
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O0000 PromelaOO0O0O0OO0OO0OO0OOOOOODOO Aspect PromelaO0 0000000
O0Aspect Promela0 000000000000 0O0DOOO0O0ODOOOODOOOODOODO
O000000DbO0o0DbOoOobOoooag
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active proctype A(X
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6.1 O0O0OO0O

gboboggboogboogboogboogbbogbbobboobbooboo
000000000000 0000000000 DievoldOODODODOO”Accu Vote”
gbboogbobubbugboboobobuooboboooboobooobboobobo
gboobggbobooobboodbobboobboobboobbuoobbooboonoon
gbbogdbboobbuooboogbooobobodobboobboobboann
gobobobbooooobbbooooobobboooooooboon

gbobogdbbugbobuoobobooobooobbooboooboobooboo
gobobbooogobooboooon

6.2 O0O0OOOOOO0O

0000000000 (Voter) DOOOOODODODOOOO (VotingMachine) 0O OO O
00000000000 (SmartcardRecord) 0000000000000 OOOOO
gobobooooobbboooobooooooboboooon

1. Voter O VotingMachine 0 OO OO0 OO (insertcard)

2. VotingMachine 0 SmartcardRecord D0 0000000000000 O00O0O (au-
thenticate)

3. SmardcardRecord O VotingMachine 0O OO OOO00O0OO0OCOOOOODOOO (au-
thenticated)

4. VotingMachine 0 Voter 00 00000 OO (voteAllowing)

5. Voter 0 VotingMachine J O 0 0 O (submit)
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6.3 UOOOO

000000000000 0000000000000 (insertcard O O submit 0 O)
gbobobooooobboobod

6.3.1 0000

- Voter_VotingMachine - VotingMachine_SmartcardRecord

Voter /\ VotingMachine

SmartcardRecord
- insertcard : Message - authenticate : Message _ authenticated : Message
- submit : Message \/ - voteAllowing : Message - 9
- VotingMachine_Voter - SmartcardRecord_VotingMachine

ge61: 00000

6.3.2 UUOOOOOO

/Voter_VotingMachine!submit

VT1 VT2 VT3

/ Voter_VotingMachinelinsertcard

VotingMachine_Voter?voteAllowing

0 6.2: 00000 (Voter)

Voter_VotingMachine?submit

VM1

VM5
—/ —/ — _J

Voter_VotingMachine?insertcard SmartcardRecord_VotingMachine?authenticated

/'VotingMachine_SmartcardRecord!authenticate /VotingMachine_VoterlvoteAllowing

0 6.3: DO O0O0O (VotingMachine)
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/ SmartcardRecord_VotingMachinelauthenticated

VotingMachine_SmartcardRecord?authenticate

0 6.4: 00000 (SmartcardRecord)

6.4 UO0O0OO0O

DO0ooboobogo VeterDODOODODOODOOODOODODODOOOODODOD
gobobboooobboboooouobbooobbobboestnnon

SmartcardRecord
1
1
T

1.1: authenticate()

| Voter | | VotingMachine

loop J

1:insertcard()

1.1.1: authenticated()

:|< 1.2: voteAllowing()

2: submit()

1

U e6s5 00000

6.5 U0OOOOOOOO0OOO

gobogdboboobbboobboobbobuooboobboobbooboboo
goobboboboooobobbbbbboboooooouooououououoooooon
goobobboooobobooooobbobooooobobobooooobbbboooon
gbobogdgboboogbboobbobbooobbooobboesubuoobbobn
goobooon
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Voter VotingMachine | | VoterData | | SmartcardRecord | | PollOfficial |
<<pointcut>>
1:insertcard() ~ <xcreate>>
1.1:getVoterlD() ~
<<create>> VLJ
1.2:checkVoterID() o
.
att <<create>>
[count>= 1] I-‘ 2: existingID()
<<create>>
3: notifyOfFraundAttempt() ~
t==0 : <<create>>
[oount==0] |, 4:NoExistingID()
alt:an
<<pointcut>>
5: submit() [ <<create>>
5.1: storeVoterlD() ~
rlTl <<create>>
6: count++()

ge66: 00000000000
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6.5.1 OUOOOOOOOOOOOO0

OO0Oo0bOO00obOobobOobobOnD PromelaO0OOOOOOO

OOO0000 PromelaDODOODOOO PromelaOOODOOOOO 610000000
6.20000

gbbooogobe200dbbbuooooobbbuoooobbbogn

100 0DoOboooogn

7-1000 0000 (0D0O0)0D0000ooooo
15-2000 O0O0OOOOOO000

25-2700 OODOOO0ODOODOO

4100 0000000000

48-64 1 0 proctype 0 I 0

OO00000 6.1: OOOO0OO Promela

mtype = {insertcard , authenticate , authenticated , voteAllowing, submit_};

chan Voter_VotingMachine = [0] of {mtype}
chan VotingMachine_Voter = [0] of {mtype}
chan VotingMachine_SmartcardRecord = [0] of {mtype}
chan SmartcardRecord_VotingMachine = [0] of {mtype}

active proctype VotingMachine(){
do
:: Voter_VotingMachine?insertcard ;
VotingMachine_ SmartcardRecord! authenticate;
SmartcardRecord_VotingMachine?authenticated;
VotingMachine_Voter!voteAllowing ;
Voter_VotingMachine?submit_;
od;
}
active proctype Voter (){
do
:: Voter_VotingMachine!insertcard ;
VotingMachine_Voter?voteAllowing ;
Voter_VotingMachine!submit_;
od;
}

active proctype SmartcardRecord (){
do
:: VotingMachine_SmartcardRecord? authenticate ;
SmartcardRecord_VotingMachine! authenticated
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31

000000 6.2 000000 Promela

mtype={insertcard ,authenticate ,authenticated ,voteAllowing ,submit_,

getVoterID ,checkVoterID , existingID ,nofifyOfFraudAttempt , NoExistingID ,

storeVoterID}

chan Voter_VotingMachine=[0] of {mtype};

chan VotingMachine_Voter=[0] of {mtype};

chan VotingMachine SmartcardRecord=[0] of {mtype};
chan SmartcardRecord_VotingMachine=[0] of {mtype};
chan VotingMachine_VoterData=[0] of {mtype};

chan VoterData_VotingMachine =[0] of {mtype};

chan VotingMachine_PollOfficial =[0] of {mtype};
int count=0;

active proctype VotingMachine() {
do
:: Voter_VotingMachine?insertcard ;
VotingMachine_SmartcardRecord! getVoterID ;
VotingMachine_VoterData ! checkVoterID;
if
:: VoterData_VotingMachine 7existingID ;
VotingMachine _PollOfficial ! nofifyOfFraudAttempt ;
:: VoterData_VotingMachine ? NoExistingID ;
VotingMachine_SmartcardRecord! authenticate;
SmartcardRecord_VotingMachine?authenticated;
VotingMachine_Voter!voteAllowing ;
Voter_VotingMachine?submit_;
VotingMachine_VoterData!storeVoterID ;
count++;

active proctype Voter () {

do

:: Voter_VotingMachine!insertcard ;
VotingMachine_Voter?voteAllowing ;
Voter_VotingMachine!submit_;

od;

}

active proctype SmartcardRecord () {
do
:: VotingMachine_SmartcardRecord? getVoterID ;
:: VotingMachine_SmartcardRecord? authenticate ;
SmartcardRecord_VotingMachine! authenticated;
od;
}
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48
49
50
51
92
53
o4
95
96
57
98
59
60
61
62
63
64
65

active proctype VoterData () {
do
:: VotingMachine_VoterData?checkVoterID;
if
:rcount>=1—>
VoterData_VotingMachine ! existingID ;
1 count==0—>
VoterData_VotingMachine ! NoExistingID ;
VotingMachine_VoterData?storeVoterID ;

active proctype PollOfficial () {
do

:: VotingMachine _PollOfficial ?7nofifyOfFraudAttempt ;
od;

-

6.5.2 0000

gbbogdgbboodgbboobbuodobbuoobbuodgbobibdecountdb 100
gboboboooobobobooooobboboad
NEVER CLAIMOOODOOOOOOODOOOOOOODOOOOO

NE/)VER CLAIM

never { /x VC [ p ) */

TO_init:

if
(t ((p))) —-> goto accept_all
(1) -> goto TO_init

fi;

accept_all:

skip

}
-

goo

[:#define p (count<=1)
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6.5.4 00U
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gbbooooobbbouoooobbobuoooon
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<L pointcut>>

C) insertcard E)

< create>
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A
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< create>
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any

< pointcut>
C\ submit
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