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Outline
* Talk about
— the current situation on software certification in
Japan

— our “mock certification” plan
» A “position paper”
— nothing technical is involved
— hope to provide seeds for discussion
— comments and suggestions are welcome
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Background

» Software is ubiquitous; an important component
of the social infrastructure

— Its quality must be ensured for a safe and secure life

* International standards on the software quality
have been published in succession

— Certification based on the standards is active in
Europe

« Japan is far behind this trend
» CVS-AIST started research on software

certification
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Situation in Japan

 Three industries are concerned about software
certification

— Safety control equipment industry
— Automotive industry

—Measuring instrument industry
because of the standards to follow
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Safety control equipment industry

IEC 61508 — Functional safety of
electrical/electronic/programmable electronic
safety-related systems (1998-2000)

» for computer-controlled safety systems in e.g.
chemical plants and product lines in factories
— emergency stop/shutdown system, interlock system

— components are intelligent sensors, programmable logic
controllers, network equipments, etc.

* Part 3: “Software requirements”
— on development process, documents, techniques

* recommends techniques and measures according to
the safety integrity level (SIL)
— formal methods are highly recommended for SIL 4
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Some opinions

v'As IEC 61508 is getting popular, Japanese
manufacturers needs to get their products certified,
but..

v"How to develop along with IEC 615087

- voluminous; hard to understand/interpret

- how to apply the recommended techniques and measures
and to what extent?

- why formal methods? what is it!?
v Achieving certification takes a lot of cost!
- certification business is dominated by German companies
- judgment criteria are not clear
- why no Japanese certification body!?
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Automotive industry

ISO 26262 — Road vehicles — Functional safety
(draft; scheduled 2008)

» adaptation of IEC 61508 to automobile

» for computer-controlled safety related systems in a
road vehicle
— break, steering, powertrain, hybrid control, air bag, etc.
— “X-by-wire” technology will expand the scope

* Part 6: “Software development”
— similar requirements to those in IEC 61508

* mainly led by Germany and France

» will possibly be legalized in EU
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Some comments

v'The industry is critical to the draft
- Is this really the best practice?
- Part 6 says nothing about safety, but only about
reliability
- Does this make a car safer?
— Technical guideline should be involved
- Why formal methods?

v’hope not to work as a non-tariff barrier to trade

nationaL instirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST) 8/14




vos

Measuring instrument industry

MID: Measuring Instruments Directive (2004)
e came into force on October 30, 2006

« for gas and electricity meters, petrol pumps,
weighing instruments, taxi meters, etc.
* requirements for correctness and security
— on data protection, data transmission, software
downloading, etc.
 will be promoted to the international standard
“OIML D-SW”
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Tasks

v'The industry is not so confused, but..

v AIST is the “notified body” for type approval of
measuring instruments in Japan

v AIST has to set up certification procedure and
provide development guideline to
manufacturer,

— which must be practical and agreed with by the
industry

v AIST has to certify measuring instruments
according to the procedure
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What are the problems?

* Requirements are ambiguous

+ Certification criteria are ambiguous

* Requirements are not based on reasonable rationale
» Technical guidelines are insufficient

 All standards are coming form Europe

 Achieving certification costs a lot

* No certification body in Japan

» CVS-AIST is planning a case-study of software
certification in industrial scale
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“Mock certification” project

Plan to

» set up a development project
— of a (prototype) system
— with industrial partners

* run both the development and a simulation of
certification in parallel

» use as much as formal techniques, as long as
practicable

v'CVS-AIST has been recruiting partners
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Expected results

* knowledge on certification
— objective certification criteria
— technical documents
 evaluation of the techniques and measures in the
standards
— feedback to the standards

+ knowledge for development along with the standard

> the first step for setting up a software certification
body in Japan
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Concluding remarks

* Talked about
— the concerned three industries
— the mock certification project

« Software certification is such an urgent and practical
issue

» Demands for software certification will expand to
other domains

» Good certification system needs to obtain trust from
the industry and the users

» The mock certification project is meant to contribute
to building the trust with formal methods

v’ Please contact us if interested
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