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Elliptic curve cryptosystem can achieve high security with shorter key
length, faster speed, lower power consumption, and smaller memory spaces
than conventional cryptosystems. In order to implement efficient elliptic
curve cryptosystem, we need to compute scalar multiplications on a curve
effectively. It is necessary to calculate a multiplication in polynomial time
because scalars are represented with multi-precisional values over 160-bit.

Many studies on fast implementation have been done for years. The most
basic idea is Binary Method. Binary Method is improved to Sliding Win-
dow Method, which is applied to Interleaving Exponentiation implemented
in open source code, OpenSSL library.

Scalar multiplication algorithms depend on doublings and additions on
an elliptic curve. The latest result that speeds up operations on an elliptic
curve enables us to implement faster EC-doublings and additions with
OpenSSL crypto library.

Inside the EC-doubling and addition, modular reduction is executed for
multi-precisional valuables. One of the researches on modular reduction
is called Incomplete Reduction. It is the fast algorithm of the arithmetic
operations in the finite field G'F}, with an arbitrary prime modulus p. The
method adopts word-level operations which is significantly faster than bit-
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level operations. We can improve EC-doubling and addition with Incom-
plete Reduction.

Modular reduction repeatedly executes multiple precision arithmetics.
Therefore, speeding up multi-precisional operations has a large effect on
scalar multiplication. Cutting down conditional branches and merging op-
erations have been proposed to increase the performance of multi-precisional
arithmetics. Though the method was proposed for x86 processors, it is ap-
plicable to the other platforms, such as ARM processors. ARM is generally
build into embedded devices such as mobile phones to which elliptic curve
cryptosystem is able to contributes.

We examined multi-precisional arithmetics on an ARM9 processor and
found that squaring is slower than multiplying on 160-bit multiple precision
values. The cause is a frequency of accessing memories. Here, we propose a
new merged operation to solve the problem. ARM is good at shifting values
which can reduce the number of additions in the multi-precisional squaring
algorithm. Also ARM is good at data transferring operations which can
move several words at a time. With taking advantage of shifting and data
transferring operations on ARM, we finally reduced the number of access-
ing memories around 80%, and got the result that multi-precision squaring
become faster about 20% than the speed of previous implementation. Fur-
thermore, we examined the merged operation on an iPhone device which
is also based on ARM architecture. The proposed method gained around
80% speed up compared with the existing algorithm. Finally, combining
the proposed operation and the latest EC-operations, we achieved speed
up to 63.09% to execute scalar multiplication on an elliptic curve.



